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About youl...

Who?

...thinks SSL is just about encryption?

...nhas run into trouble setting up SSL connections?
...ahd had to troubleshoot SSL?

...had to analyze application traffic inside SSL?
...and to decrypt SSL traffic?

...but ran into problems decrypting?

Why...

...do we need SSL in the first place?
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Confidentiality

Encryption / Decryption

Message Integrity

Message Digests / Signing

Authentication

Certificates / Certificate Authorities
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Cryptography 101
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( Symmetrical Encryption

« Same key for encryption
and decryption

« Computatively "cheap"

 Short keys
(typically 40-256 bits)

e DES, 3DES, AESxxx, RC4
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(D Asymmetrical Encryption

* One key for encryption,
second key for decryption
(both keys form a pair)

« Computatively "expensive"
» Long keys (RSA: 512-4096 bits) —,

« RSA, DSA, ECC
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Secured Key Exchange
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Man-in-the-Middle
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(D Certificates

"In cryptography, a public key certificate
(or identity certificate) is an electronic document
which utilizes a digital signature to bind together
a public key with an identity."
(From http://en.wikipedia.org/wiki/Digital_certificate)

But what is signing??? And who is doing it?
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(& Message Digest

e Irreversible
- original text not reproducable from the digest

« Collision-resistance
- "Not possible" to create a message M'
so that it has the same digest as message M

« MD5, SHA-1, SHA-2, SHA-3
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(D Selallale
* Create digest of message
* Encrypt digest with private key

« Authenticity and sender of message
can be checked with public key
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Certificate Authority

» Certificate Authority (CA) creates Identity & Keypair
 CA signs Identity & Public Key with Private Key

to create its root-certificate (1)
 CA sends root-certificate to Clients (2)

 Server creates Identity & Keypair

 Server sends Identity & Public Key to Authority (3)
e CA Checks Identity

 CA Signs Identity & Public Key with Private Key
 CA sends back Certificate (4)

* Client connect to the Server (5)

 Server sends Certificate to Client (6)

» Client verifies Certificate with Public Key from the CA

* Client creates session keys

* Client encrypts session keys with the server Public Key
» Client sends encrypted keys to the server (7)

 Server decrypts session keys with its Private Key

e Client and server use session keys to exchange data
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Intermediate CA's
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Man-in-the-Middle II
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http://www.bank.nl
http://www.bank.nl

Compromised Server Key
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http://www.bank.nl
http://www.bank.nl
http://www.bank.nl
http://www.bank.nl

Compromised CA
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SSL/TLS protocol
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QD SSL/TLS History

« SSLv1 by Netscape (unreleased, 1994)

« SSLv2 by Netscape (v2-draft,1994)
- deprecated in 2011 (RFC 6176)

« SSLv3 by Netscape (v3-draft, 1995)
- deprecated in June 2015 (RFC 7568)

« TLSV1.0, IETF (RFC 2246, 1999)
« TLSv1.1, IETF (RFC 4346, 2006)
« TLSv1.2, IETF (RFC 5246, 2008)
« TLSv1.3, IETF (draft 16, 2016)
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http://www.ietf.org/rfc/rfc6176.txt
http://www.ietf.org/rfc/rfc7568.txt
http://www.ietf.org/rfc/rfc2246.txt
http://www.ietf.org/rfc/rfc4346.txt
http://www.ietf.org/rfc/rfc5246.txt
https://tools.ietf.org/html/draft-ietf-tls-tls13-16

(D Place in TCP/IP stack

« Between transport and application layer

* Protocol independent

HTTP | SMTP | ...
handshake change application qlert
SS |_ / T I_S cipherspec data
ICP SSL record layer
IP
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(D SSL Record Layer

* Provides fragmentation (max size 2°14)

« Multiple SSL messages (of one content type)
per SSL Record allowed

« SSL Record can be split over multiple
TCP-segments (2414 > MSS!)

* One TCP-segment can contain multiple
SSL Records (or fragments)
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(D SSL Content Types

« Handshake Protocol (0x16)

- responsible for authentication and session key setup

» ChangeCipherSpec Protocol (0x14)
- Notify start of encryption

e Alert Protocol (0x15)

- Reporting of warnings and fatal errors

 Application Protocol (0x17)

- Actual encryption and transport of data
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Troubleshooting

SSL/TLS
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Choosing the right settings

INAF Decode IPv4 TOS Field as DiffSery Field: |V
_ Reassemble fragmented IP datagrams:

IPDC

IPMIJATCA Show IP summary in protocol tree:

TCAP
TCP Yalidate the TCP checksum if possible:
TCPENCAP Allow subdissector to reassemble TCP streams:
TDS
(/|

‘‘‘‘‘ _ ~DeCUre S0CKet Laver

Reassemble SSL records spanning multiple TCP segments:

eassemble SSL Application Data spanning multiple SSL records:

STANAG 5066

ip.defragment: TRUE

tcp.check_checksum: FALSE
tcp.desegment_tcp_streams: TRUE
ssl.desegment_ssl_records: TRUE
ssl.desegment_ssl_application_data: TRUE
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e Analyzing the SSL record layer (1)

Mo, - Time Source Destination Protocol Info af
4 0.0 2 3.1 .168.3.3 Client Hello s
5 0.011876 1952. .3.3 152.168.3.1 TCP https > 18736 [ACK] Seq=l Ack=71 win=5840 Len=0
6 0.017431 1562.168.3.3 192.168.3.1 TLSVl  Server Hello,
7 0.017782 192.168.3.3 1562.168.3.1 TLSvl Certificate, Server Hello Done
8 0.0178590 162.168.3.1 192.168.3.3 TCP 1§736 > https [ACK] Seqg=71 Ack =2426 wWin=128000 Len=0 3

+ Frame 4 (124 bytes on wire, 124 bhytes captured)
# Ethernet II, src: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_5d:c5:66 (00:0c:29:5d:¢c5:66)
# Internet Protocol, Src: 192.168.3.1 (152.168.3.1), Dst: 192.168.3.3 (192.168.3.3)
# Transmission Control Protocol, Src Port: 18736 (18736), Dst Port: https (443), Seqg: 1, Ack: 1, Len: 70
= Secure Socket Layer
= TLSv1l Record Layer: Handshake Protocol: Client Hello

content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 65

+ Handshake Protocol: Client Hello

0000 00 0c 29 5d <5 66 00 50 5§56 cO Q00 Q01 O8 Q0 45 00 S N I o = VR =

Q010 Q0 6e 42 29 40 00 80 06 31 0c cO a8 03 01 cO a8s nB)E... 1.......

0020 03 03 49 30 01 bbh 21 62 08 73 02 3e 54 89 50 18 IO 'h LS. eTLP.

0030 fa 00 67 eb 00 00 16 03 (01 00 41 01 00 00 3d 03 PR (R Y- S

0040 01 49 eb 46 Se dd 81 95 16 fc 5d dd d0 97 42 8d I.F.... ..]...B.

0050 41 0d 78 52 e2 57 92 2e 89 03 cd b3 31 ¢7 63 dc A.XR.W.. ....1.C.

0060 a9 00 00 10 00 84 00 35 00 41 00 04 00 Q5 00 2f ....... 5 JA..... /!

0070 fe ff 00 0a 01 00 00 04 QO 23 QO QO ..., .

OI File: "C:\cygwinihome\sablo\sharkfest 2009\ traces\session-reuse.cap” 13 KB 00:02:17 l Packets: 56 Displayed: 56 ... I Profile: ..
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e Analyzing the SSL record layer (2)

Mo, - Time Source Destination Protocol Info B
5 0.011876 1592.168.3.3 192.168.35.1 TCP https > 18736\ LACK] Seqg=l Ack=Y1l Win=5840 Len=0 —
6 0.017431 . .3.3 y 3.1 server Hel |,
7 0.017782 192.168.3.3 192.168.3.1 TLSvl certificate \AServer Hello Done
8 0.017890 192.168.3.1 192.168.3.3 TCP 18736 > htybs [ACK] Seq=71 Ack=2426 win=128000 Len=0
9 0.026711 192.168.3.1 192.168.3.3 TLSvl Client Key Exchange, Change Cipher Spec, Encrypted Handsha
1A N NARI27 1462 1AR 2 2 162 1AR 2 1 T <ul ~hanne rynher Sner Encrwnteand Handshake mMescans b

+ Frame 6 (1514 bytes on wire, 1514 bytes captured)

# Ethernet II, Src: vmware_5d:c5:66 (00:0c:29:5d:¢c5:66), Ds¥: vmware_c0:00:01 (00:50:56:c0:00:01)

# Internet Protocol, Src: 192.168.3.3 (152.168.3.3), Dst: A52.168.3.1 (192.168.3.1)

# Transmission Control Protocol, Src Port: https (443), D&t Port: 18736 (18736), Seq: 1, Ack: 71, Len: 1460

= Secure Socket Layer
B TLSv1l Record Layer: Handshake Protocol: Server Hello

Q030 01 6d ba ae 00 00 l6 03 01 00 4a 02 A
0040 =
8828 2! 0x091c = 2332 bytes
Q070 la a8 d5 f1 bb eb Se 1f 84 8f 6a 2f =
0080 ISEFFS'IEER 16 03 01 09 1c 0

Q090 15 00 04 37 04 33 30 82 03

00a0 02 01 2 ' ; Od 01 01

00h0 05 2 30 81 82 Ob 30 09 06 03 55 . A © R 1 P

Q00cO 31 16 5 04 08 13 NLl 0 .U, . NO

00d0 2d 48 64 31 16 Ord H011 andl 0

Q0e 0a 13 61 2 6b 66 65 UJ....Sh arkfest

00f 0 31 20 06 03495 04 05 153 Labl 0 .UJ....sh

0100 66 65 73 ?4 20 4c 61 62 20 53 arkfest Lab Serv

2 er CAL!'Q ...¥%.H..
65  ...... so @sharkfe
30 33 st.local 0...0903 he

Profile: .. :

41 31 21 30 1f 06
12 73 6f 40 73
- = (] -

0110 65
0120 0Od
0130 73 74

0{ Record layer (ssl.record), 79 bytes ' Packets: 56 Displayed: S6 ...
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e

Analyzing the SSL record layer

MNo. - Time Source Destination Protocol Info 4]
6 0.017431 192.168.3.3 192.168.3.1 TLSvl server Hello, 3
¢ : . 3. : . 3. Certiticate, Server Hello Done
N M 7reaAN 1TQ7 1A 2 1 1Q7 1R 2 2 T D MTRT72A - hf'rnc Frarw]l Sarm=71 Al =2A2A4A WAin=1220N0N" 1| an=N :i
+ Frame 7 (1019 bytes on w1re, 1019 bytes captured)
+ Ethernet > v : : 3 g 57 S U =g l
% Internet| © ©O- 01?431 192 168 3 3 192 168 3 1 TLSvl Server Hello, [Unreassemb1ed Packet]
7 0. 017782 192 168 3.3 192 168 3.1 TLSvl Ignored Unk nown Record -
# Transmisy o -~ o0 - T , B e 71, Len: 965
- [Reassembled TCP Segments (2346 b}rtes) #6(1381), #7(965
Frame. B, padyiodu. o=rseor—td Ty Les J |
[Frame: 7, payload: 1381-2345 (965 bytes)]
= Secure Socket Layer
= TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 2332
# Handshake Protocol: Certificate _
= TLSv1l Record Layer: Handshake Protocol: Server Hello Done (5+2332) N ( ) = 2346
Content Type: Handshake (22)
version: TLS 1.0 (0Ox0301)
Length: 4
# Handshake Protocol: Server Hello Done
Q000 Q0 50 56 <O 00 01 00 O0c 29 5d <5 66 08 00 45 00 PV, J].f..E.
0010 03 ed 6b e5 40 00 40 06 43 dl <0 a8 03 03 cO a8 .k.e@ cC....... =
0020 03 0% 01 bb 49 30 02 3e 5a 3d 21 62 08 b9 50 18 .I0. > Z=1h. 'HP. v
Frame (1019 bytes) J Reassembled TCP (2346 bytes) |
0[ File: "C:\cygwinihomelsablo\sharkfest 2009\ traces\session-reuse.cap” 13 KB 00:02:17 \ Packets: S6 Displayed: 56 ... ‘ Profile: .. -
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Handshake with RSA key exchange

Client

No., -+ Time

. 000357
011511
. 011876
017431
017782
. 017890
026711
. 038327

Server

ChangeCipherSp ec

COOOo 000000

—

Source

192.
192.
192.
1592.
192.
192.
192.
1592.

168.3.
168. 5.
168. 5.
168.

168. 5.
168.3.
168. 5.
168.3.

W W ww )

Destination

1592.
1592.
192.
192.
192.
192.
192.
152.

168. 5.
168. 5.
168. 5.
168. 5.
168. 5.
168.5.
168. 5.
168.5.

PWwWwkFEPRPEPRPWwWPE W

Protocol

TCP
TLSVL
TCP
TLSVL
TLSVL
TCP
TLSVL
TLSVL

Info

g1ﬁent Hello

18736 [ACK] Seg=1 ack=71 win=5840 Len=0

Server Hellno

Certiticate, |Server Hello Done

Client Key Exchandg

BO=/1 ACK=2426 Win=

28000 L en=0

Change Cipher Spec,

Encryp

ed Handshake mMes

=2 e [ =, rF__J
cCrange CTRner Spec,

Encrypted Handstiake
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ClientHello (client)

=] Secure Socket Layer
=] TLSv1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0Ox0301)
Length: &5
=] Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 61
Version: TLS 1.0 (Ox0301)
= Random

gnt_unix_time: Apr 19, 2009 17:43:26.000000000
random_bytes: DD819516FCS5DDDD097428D410D7852E2579E2E8903CDB331. ..
Session ID Length: ©
Cipher Suites Length: 16
= Cipher Suites (8 suites)
Cipher Suite: TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0Ox0084)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0Ox0035)
Cipher Suite: TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (0x0041)
Cipher Suite: TLS_RSA_WITH_RC4_128_MDS {(0Ox0004)
Cipher Suite: TLS_RSA_WITH_RC4_128_SHA (0Ox0005)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (0Ox002f)
Cipher Suite: SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA (Oxfeff)
Cipher Suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (Ox000a)
Compression Methods Length: 1
= Compression Methods (1 method)
Compression Method: null (0)
Extensions Length: 4
= Extension: SessionTicket TLS
Type: SessionTicket TLS (0Ox0023)
Length: O
Data (0O bytes)
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ServerHello (server)

= Secure Socket Layer
= TLSvl Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
version: TLS 1.0 (0Ox0301)
Length: 74
= Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 70
version: TLS 1.0 (0Ox0301)
= Random

gmt_unix_time: Mar 16, 2009 02:30:23.000000000
random_bytes: DEF56969813144FDB2340A273F419E463BF9155459B0740DF. ..

Session ID Length: 32
Session ID: DBOOCZ2AAD7SCFDALOSCE4F65A9801AA8DSFLBEEBSELFS848F. ..

Cipher sSuite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Compression Method: null (0)
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Certificate I (server)

= Secure Socket Layer
= TLSv1l Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.0 (0Ox0301)
Length: 2332
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2328
Certificates Length: 2325
= Certificates (2325 bytes)
Certificate Length: 1079
# Certificate ()
Certificate Length: 1240
# Certificate ()
# TLSv1l Record Layer: Handshake Protocol: Server Hello Done
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Certificate II (server)

= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2328
Certificates Length: 2325
= Certificates (2325 bytes)
Certificate Length: 1079
= Certificate ()
= signedCertificate
version: v3 (2)
serialnNumber: 2
signature (shawithRSAEnCryption)
issuer: rdnsequence (0)
validity
subject: rdnsequence (0)
subjectPublickeyInfo
extensions: 4 items
= algorithmIdentifier (shawithRSAEnCryption)
Algorithm Id: 1.2.840.113549.1.1.5 (shawithRSAEncCryption)
Padding: ©
encrypted: 739D20C79873ADD406548E824AEL304525EEALASELBSFBOB. ..
Certificate Length: 1240
# Certificate ()

LUl

HEHEEBRB
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Certificate III (server)

H validity
= subject: rdnsSequence (0)
= rdnsSequence: 5 items ()
= RDNSequence: 1 item ()
- RelativeDistinguishedName
Id: 2.5.4.6 (id-at-countryName)
countryName: NL
= RDNSequence: 1 item ()
- RelativeDistinguishedName
Id: 2.5.4.8 (id-at-statedOrProvincenName)
= Directorystring: printablestring (1)
printablestring: Noord-Holland
= RDNSeguence: 1 item ()
- RelativeDistinguishedName
Id: 2.5.4.10 (id-at-organizationName)
- Directorystring: printablestring (1)
printablestring: Sharkfest Lab
= RDNSequence: 1 item ()
- RelativeDistinguishedName
Id: 2.5.4.3 (id-at-commonnName)
= Directorystring: printablestring (1)
printablestring: public.sharkfest. local
= RDNSequence: 1 item ()
= RelativeDistinguishedname
Id: 1.2.840.113549.1.9.1 (pkcs-9-at-emailAddress)
SyntaxIASString: co@sharkfest. local
# subjectPublicKeyInfo
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Certificate IV (server)

= Certificate ()

= signedCertificate

1 =

B EE R

i+

version: v3 (2)
serialnNumber: 2
signature (shawithRSAEnCryption)
issuer: rdnsegquence (0)
= rdnsequence: 5 items ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()
= RelativeDistinguishedname
Id: 2.5.4.3 (id-at-commonName)
= Directorystring: printablestring (1)
printablestring: sSharkfest Lab Server Ca
# RDNSequence: 1 item ()
validity
subject: rdnsequence (0)
subjectPublickeyInfo
extensions: 4 items

I

algorithmIdentifier (shawithRSAEncCryption)

Padding: ©

encrypted: 739D20C79873ADD406549E824AE1304 525EEALASELBSFBOB. ..

Certificate Length: 1240
= Certificate (O
= signedCertificate

0 ® &

version: v3 (2)
serialnumber: 1
signature (shawithRSAENnCryption)
issuer: rdnsequence (0)
validity
subject: rdnsequence (0)
= rdnsSequence: 5 items ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()
= RelativeDistinguishedname
Id: 2.5.4.3 (id-at-commonName)
= Directorystring: printablestring (1)
printablestring: sharkfest Lab Server Ca

+

] & ®

11U
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ServerHelloDone (server)

= Secure Socket Layer
# TLSvl Record Layer: Handshake Protocol: Certificate
= TLSv1l Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
version: TLS 1.0 (0Ox0301)
Length: 4
= Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: O
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(D ClientkeyExchange (client)

= Secure Socket Layer

= TLSv1l Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
version: TLS 1.0 (0Ox0301)
Length: 134
= Handshake Protocol: Client Key Exchange

Handshake Type: Client Key Exchange (16)
Length: 130

# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
# TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
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ChangeCipherSpec (client)

= Secure Socket Layer
# TLSvl Record Layer: Handshake Protocol: Client Key Exchange
= TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
version: TLS 1.0 (0Ox0301)
Length: 1
Change Cipher Spec Message
# TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
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Finished (client)

Without decryption:
= Secure Socket Layer

# TLSv1l Record Layer: Handshake Protocol: Client Key Exchange

# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

= TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)

version: TLS 1.0 (0Ox0301)
Length: 48

Handshake Protocol: Encrypted Handshake Message

With decryption:

= Secure Socket Layer

# TLSv1l Record Layer: Handshake Protocol: Client Key Exchange
# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
= TLSv1l Record Layer: Handshake Protocol: Finished
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 48
= Handshake Protocol: Finished
Handshake Type: Finished (20)
Length: 12
verify Data
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ChangeCipherSpec (server)

= Secure Socket Layer
= TLSv1l Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
version: TLS 1.0 (0Ox0301)
Length: 1
Change Cipher Spec mMessage
# TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message
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Finished (server)

Without decryption:

= Secure Socket Layer

# TLSv1l Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

= TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)

version: TLS 1.0 (0Ox0301)
Length: 48

Handshake Protocol: Encrypted Handshake Message

With decryption:
= Secure Socket Layer

# TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
= TLSv1l Record Layer: Handshake Protocol: Finished
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 48
= Handshake Protocol: Finished
Handshake Type: Finished (20)
Length: 12
verify Data
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Handshake with DHE key generation

Client

Mo, - Time

. 000618
. 026109
. 026465
. 070925
. 071108
071172
. 090279
. 090657
.110454

Server

elelelelololololal =)o

e

Source

192.
192.
192.
192.
192.
192.
192.
192.
192.

168.5.
168. 3.
168.5.
168.5.
168. 5.
168.5.
168.5.
168. 5.
168.5.

W

Destination

192.
192.
192.
192.
192.
192.
192.
192.
192.

168.5.
168. 5.
168.5.
168.5.
168. 5.
168.5.
168.5.
168. 5.
168.5.

W W W W

Protocol

TCP
SSL
TCP
TLSV1
TLSVL
TCP
TLSV1
TCP
TLSV1

Info

42370 > https [ACK] Seq=l Ack=1l win=128000 Len=0

Client Hello

https > 42370 [ACK] Seq=1 Ack=107 win=5840 Len=0

Server Hello,
Certificate,|server Key Exchange,| Server Hello Done

42370 > https eq= Ck=2828 win=128000 Len=0
Client Key Exchange, Change Cipher Spec, Encrypted Handshak

https > 42370 [ACK] Seq=2828 Ack=305 win=6912 Len=0
Change Cipher sSpec, Encrypted Handshake Message

LU
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ServerKeyExchange

= Secure Socket Layer
# TLSvl Record Layer: Handshake Protocol: Certificate
= TLSv1l Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 397
= Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 393
# TLSv1l Record Layer: Handshake Protocol: Server Hello Done

#sf16eu e SharkFest ‘16 Europe « Arnhem, Netherlands e October 17-19, 2016




Client Authentication

- Source Destination Protocol  Info
3 0.000400 192.168.3.1 192.168.3.4 TCP 14980 > https [ACK] Seq=1l Ack=1l win=128000 Len=0
4 0.015645 192.168.3.1 192.168.3.4 ssLv2 Client Hello
— — 5 0.015824 192.168.3.4 192.168.3.1 TCP https > 14980 [ACK] Seqg=1l Ack=52 win=5840 Len=0
- O 6 0.017894 192.168.3.4 192.168.3.1 SsLv3 Server Hello,
@ - 7 0.017988 192.168.3.4 192.168.3.1 ssLv3 cCertificate, |[Certificate Request,| Server Hello Done
C_) D 8 0.018015 1952.168.3.1 192.168.3.4 TCP 14980 > http eq= Ck=2590 win=128000 Len=0 =
0] 0 4.085191 192.168.3.1 192.168.3.4 TCP [TCP segment of a reassembled PDU]
10 4.089622 192.168.3.4 192.168.35.1 TCP [ACK] Seq=2590 Ack=1512 wWin=8768 | en=0
11 4.089949 152.168.3.1 192.168.3.4 ssLv3 |Certificate, |Client Key Exchange,| Certificate verify, |Chant
12 4.107141 152.168.3.4 192.168.3.1 ssSLv3 Change Cipher Spec, Encrypted Handshake Message
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CertificateRequest (server)

= Secure Socket Layer
# SSLv3 Record Layer: Handshake Protocol: Certificate
= SSLv3 Record Layer: Handshake Protocol: Mmultiple Handshake mMessages
Content Type: Handshake (22)
version: sSsL 3.0 (0Ox0300)
Length: 167
= Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 159
Certificate types count: 2
= Certificate types (2 types)
Certificate type: RSA Sign (1)
Certificate type: DSS Sign (2)
Distinguished Names Length: 154
= Distinguished Names (154 bhytes)
Distinguished Name Length: 152
= Distinguished nName: ()
-] RDNSequence: 1 item ()

- RelativeDistinguishedname
Id: 2.5.4.3 (id-at-commonnName)
- Directorystring: printablestring (1)
printablestring: Sharkfest Lab Root Ca

RDNSequence: 1 item ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()
RDNSequence: 1 item ()

# RDNSequence: 1 item ()
% Handshake Protocol: Server Hello Done

+ =+ &+ =
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Certificate (client)

= Secure Socket Layer

= SSLv3 Record Layer: Handshake Protocol:

Content Type: Handshake (22)
version: ssL 3.0 (0Ox0300)
Length: 2579
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2309
Certificates Length: 2306
= Certificates (2306 hytes)
Certificate Length: 1060
# Certificate ()
Certificate Length: 1240
# Certificate ()

Multiple Handshake Messages

# Handshake Protocol: Client Key Exchange

# Handshake pProtocol: Certificate verify

# SSLv3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

# SSLv3 Record Layer: Handshake Protocol:
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CertificateVerify (client)

= Secure Socket Layer
= SSLv3 Record Layer: Handshake Protocol: Mmultiple Handshake Messages
Content Type: Handshake (22)
version: sSsL 3.0 (0x0300)
Length: 2579
# Handshake Protocol: Certificate
# Handshake Protocol: Client Key Exchange
= Handshake Protocol: Certificate verify
Handshake Type: Certificate verify (15)
Length: 130
# SSLv3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
# SSLv3 Record Layer: Handshake Protocol: Encrypted Handshake Message
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(& Reusing SSL sessions
« Key negotiation "expensive"

« Cache session keys and re-use for new TCP
Sessions

e SSL session ID is used as Index

* Timeout on SSL session ID is an "absolute

timeout" not an "idle timeout"
- Old IE: 2 minutes, now 10 hours
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Client

ChangeCipherSpeC

Mo, - Time Source Destination
C —_———— . — -
(D) ’4d 36, A8810] 182.168.3.3 3/ als
E 25 39.68814¢ 192.168.5.1 152.168.3.
()] 26 39,68871]1 162.168.3.1 192.168. 3.
¢)P) 27 39,.68898: 192.168.5.3 152.168.3.
28 39.609430] 162.168.3.3 192.168. 3.
29 39,71735£192.168.35.1 152.168.3.

Wk R ww

Praotocol

TCP
TLSVL
TCP

TLSVL
TLSV1

Info

Client Hello

https > 18774 [ACK] Seq=1l Ack=103 win=5840 Len=0

Server Hello,||Chang

e _Cipher Spec,

[ACK] Seq=l Ack=1 win=128000 Len=0

Encrypted Handshake Message

Change Cipher Spec,

ENCrypted Han

shake Message,
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.\ SSL session reuse (new, reused and expired)

Filter: |ssl.handshake ¥ Expression... Clear Apply
No. - Time Source Destination Protocol  ssl-id les fe nfo
4 0.011511 152.168.3.1 192.168.3.3 SSL ent Hello
6 0.017435]1 192.168.5.353 192.168.5.1 TLSvl 2. DBOOC: Server Hello,
7 0.017782 152.168.3.3 192.168.3.1 TLSv1 X ~~—————Tertificate
9 0.026711 152.168.3.1 192.168.3.3 Client Key Exchange, Change Cipher Spec, Encry
10 0.038327 152.168.3.3 192.168.3.1 ange Cipher Spec, Encrypted Handshake Messac
3.1 .3.3 32 DBOOCz CTHent Hello .

Spec, Encrypted H:
d Handshake Messac

ipher Spec, EncCry
d Handshake Messac

vestination

Protocol Prokg

ssl-idlen  Custogr(ssl.handshake.session_id_length)

ssl-id Custom (ssl.handshake. selisiol & R
Info Information R . I e

-Properties

Add

Format:  Custom + | Field name: |ssl.handshake.session_id

Remove
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No SSL session reuse

No. - Time Source Destination Protocol ssl-idlen  ssl-id Info
4 0,011855 192.168.5.1 192.168.5.5 TLSvl 32 5186BC Client Hello
6 0.01L8800 192.168.5.5 192.168.5.1 server He
7 0,019128 192.168.5.5 192.168.5.1 TLSvl Certificate )
9 0.026392 152.168.3.1 192.168.3.3 TLSv1 Client Key Exchange, Change Cipher Spec, Encryp
10 0.037500 152.168.3.3 192.168.3.1 TLSv1 Change Cipher Spec, Encrypted Handshake Message

L) l ) |

# Frame 6 (1514 bytes on wire, 1514 bytes captured)
# Ethernet II, src: vmware_5d:c5:66 (00:0c:29:5d:¢c5:66), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)
# Internet Protocol, Src: 192.168.3.3 (1592.168.3.3), Dst: 152.168.3.1 (192.168.3.1)
# Transmission Control Protocol, Src Port: https (443), Dst Port: 17788 (17788), sSeq: 1, Ack: 103, Len: 1460
= Secure Socket Layer
= TLSv1l Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 42

= Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 38
version: TLS 1.0 (0Ox0301)
# Random

session ID Length: O

Cipher sSuite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Compression Method: null (0)
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(D TLS session Tickets

 TLS session tickets (RFC 5077)

* Do not keep state on server, only on client

e TLS extension in ClientHello and ServerHello

 New SSL HandshakeType: NewSessionTicket

#sf16eu e SharkFest 16 Europe e Arnhem, Netherlands e October 17-19, 2016



TLS session Tickets (2)

ClientHel|o (ext len=0)

gerverHello (ext len=0)

e

gerverHelloDoON®

Client

NeWSess'\onT'\cke’t

Charwgec"p‘“e‘rs_peC

Finished (encrypted)

Server

Client
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TLS session Tickets

6 0.032365 74.125.132.19 192.168.1.22 TLSv1 1484 | Server Hello
7 0.032767 74.125.132.19 192.168.1.22 TLSv1 350 Certificate, Server Hello Done

9 0.033752 192.168.1.22 74.125.132.19 TLSvl 252 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
10 0.051951 74.125.132.19 192.168.1.22  TLSvl 292 | New Session Ticket, |Change Cipher Spec, Encrypted Handshake Message
22 2.363423 192.168.1.22 74.125.132.19 TLSvl 360 | Client Hello
26 2.383264 74.125.132.19 192.168.1.22  TLSvl 199 Server Hello, Change Cipher Spec, Encrypted Handshake Message

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1) v Handshake Protocol: Client Hello
Length: 89 Handshake Type: Client Hello (1)
Version: TLS 1.0 (0x0301) Length: 285
b|¥ Handshake Protocol: Server Hello Version: TLS 1.0 (0Ox0301)
Handshake Type: Server Hello (2) P Random
Length: 53 Session ID Length: 32
b Version: TLS 1.0 (0x0301) Session ID: 73d2a64SbedS42fefe7bSch6f4bl15bhSad48ae87f7597390b0. . .
P Random Cipher Suites Length: 20
b Session ID Length: © P Cipher Suites (10 suites)
Cipher Suite: TLS RSA WITH RC4 128 SH Compression Methods Length: 1
b Compression Method: null (0) P Compression Methods (1 method)
- Extensions Length: 13 Extensions Length: 192
P Extension: server_name P Extension: server_name
P Extension: renegotiation_info v Extension: SessionTicket TLS
v Extension: SessionTicket TLS Type: SessionTicket TLS (0x0023)
< TLSvl Record Layer: Handshake Protod Length: 164
Content Type: Handshake (22) Data (164 bytes)
Version: TLS 1.0 (0x0301)
S— Length: 174

v Handshake Protocol: New Session Ticket
Handshake Type: New Session Ticket (4)
Length: 170
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Analyzing SSL Alerts

Without decryption:

14 12.494568 192.168.3.1 192.168.3.3 TLSwv1 Application Data E |
15 12.495834 192.168.3.3 192.168.3.1 TLSv1 Application Data, Application Data Ei
17 27.530927 192.168.3.3 192.168.3.1 TLSwv1 Encrypted Alert 1
20 32.811207 192.168.3.1 192.168.3.3 TLSwv1 Encrypted Alert

Secure Socket Layer

=] TLSv1 Record Layer:
Content Type: Alert (21)
Version: TLS 1.0 (Ox0301)
Length: 32

=

Encrypted Alert

Encrypted Alert

Alert Message:

With decryption:

14 12.494568 192.168.3.1 I R R R HTTP GET / HTTP/1.1 E|
15 12.495834 192.168.3.3 192.168.3.1 HTTP HTTP/1.1 200 0K (text/html) El
17 27.530927 192.168.3.3 192.168.3.1 TLSw1 Alert (Level: Warning, Description: Close Notify) |
20 32.811207 192.168.3.1 192.168.3.3 TLSw1 Alert (Level: Warning, Description: Close Notify)

=] Secure Socket Layer
=] TLSw1 Record Layer: Alert (Lewvel:
Content Type: Alert (21)
Version: TLS 1.0 (Ox0301)
Length: 32

= Alert Message
Warning (1)
Close Notify (0)

Level :
Description:
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lyzing SSL Application Data

11 0.040173 192.168.3.1 192.168.3.3 TLSv1 491 Application Data

12 0.042446  192.168.3.3 192.168.3.1 TLSvl 496  Application Data, Application Data

14 12.494568 192.168.3.1 192.168.3.3 TLSv1 491 Application Data

15 12.495834 192.168.3.3 192.168.3.1 TLSv1 496 Application Data, Application Data

29 39.717354 192.168.3.1 192.168.3.3 TLSv1 550  Change Cipher Spec, Encrypted Handshake Message, Application Data
30 39.720262 .3.3 .3.1 Application Data, Application

48 111.230987 .3.1 .3.3 Application Data

49 111.233419 o o) He J Application Data, Application

v Secure Sockets Layer
¥ TLSvl Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 94c662el1l1c5c01813955dfc675754583ab4a70d65fddf8e9. . .
¥ TLSvl Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 48
Encrypted Application Data: 635e2a228ddclaaSd7a2a89c809e6e693ec0lf4cfs746fee. ..
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Elliptic Curve

Cryptology
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QD RSA versus ECC

» Smaller key sizes Symetric | ECC | DH/DSA/RSA.
- less CPU cycles needed 80 o Joas
2
- less memory needed 128 105 st
- smaller PDU’s (less traffic) 20 e —

» Good for mobile devices

SSL Ciphersuites [last 30 days]

! ECDHE_RSA_AES 128 GCM 256
B ECDHE RSA_AES 256 _GCM_SHA384
CDH

L]
o
£0
G

A

e Most TLS connections now use a cipher
with ECDHE key generation

[
&
>
a

ACERTERCER
xmwmmxmzmgmm
a

« Of those connections, most still use a b
certificate with a RSA public key
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~ ECDHE_ECDSA

« Server's certificate MUST contain an ECDSA-capable public key and be signed
with ECDSA.

« Server sends its ephemeral ECDH public key and a specification of the
corresponding curve in the ServerKeyExchange message. These parameters
MUST be signed with ECDSA using the private key corresponding to the public
key in the server's Certificate.

 The client generates an ECDH key pair on the same curve as the server's
ephemeral ECDH key and sends its public key in the ClientKeyExchange message.

 Both client and server perform an ECDH operation and use the resultant shared
secret as the premaster secret.
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~ ECDHE_RSA

 This key exchange algorithm is the same as ECDHE_ECDSA except
that :

e the server's certificate MUST contain an RSA public key authorized
for signing

« and that the signature in the ServerkKeyExchange message must be
computed with the corresponding RSA private key

* The server certificate MUST be signed with RSA.
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(D Decrypting SSL traffic

« With RSA key exchange

- Provide server private key to Wireshark
- Only works when whole session (including full handshake) is in the tracefile
- Also works with Client Authentication

« With ephemeral DH key generation (ServerKeyExchange present)

- Use (pre-)masterkey logfile
- Set SSLKEYLOGFILE environment variable (Firefox/Chrome)

« Exporting SSL session keys

- File -> Export SSL session keys...
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Providing the server private key

SSCOP
SSH

STANAC 5066
StarTeam

-Secure Sockets Layer

RSA keys list:

¢l Edit...

SSL debug file: |/tmp/ssl-debug.log

K1 Browse...

|P address

Port

Protocol

Key File

Password

192.168.3.3 443 http

/Users/sake/tmp/ssl-deflate.key

S

S cat ~/.wireshark/ssl keys
# This file is automatically generated, DO NOT MODIFY.
"192.168.3.3","443","http","/Users/sake/tmp/ssl-deflate.key",""

</ Apply | @ Cancel

<J0K

#sf16eu e SharkFest 16 Europe e Arnhem, Netherlands e October 17-19, 2016



SSL debug logfile

SSL debug log:

ssl init keys string:
192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl init found host entry 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key
ssl init addr '192.168.3.3' port '443' filename 'c:\temp\public.sharkfest.local.key' password(only for pl2 file) '(null)'

ssliload_key: can't import pem data

PEM keyfile *without* passphrase:

MIICXgIBAAKBgQODrHdbb+yGE6mM6EZ03bXURPZC)ch2H6g97ZAkJIVGrjLZFfettBA
EYa8vYYxWsf8KBpEZeksSCsDAOMNU2H6QD ] zgdOnaSWfeXMAr40sCOpauStpreq’
glhk8iOqgy+f4KijRrhWplhlQW1A8gtSIgl37pyUhW+Ws fwxKwmzjGIC1SwIDAQAR
AOGBAMNeA9UGKIxjb+JUg/99c7ThOWEwEVTYHNTX] f6psWA+hpuQ82E65/2JdszL6

b6QKMh16r5wd6smQ+CmhOENggyTS5AIwwl2RIr9GhbfIpThtbRQw/EcQOCxIWFikEfo
tGSsSEFi72rHK+DpJgRISAKEAT72gdyXRgPfGOS3rfQ3DBcImBQVvDSCRadculUlXJl/
M0O93a8v9Vj87/yDm4xsBDsoz2PyBepawHV1IvZ6jDD0aXw==

PEM keyfile *with* passphrase:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,F6C218D4FA3C8B66

FR2cnmkkFHH45DcstylgDiIUy/uXn+9m/xeQMVRxtiSAMBmnUDUFIFCDDiDc9yif
ERok2jPr2BzAazl15RBxS2TY/+7x0/dHD11sF3LnJUoNruo77TERxqgzOI0W1VDRA

ygw5Js1lxgiN18F36E/cEPSrKvVYvEEPMa6IsiRhfzkljLAuZihvilc7JodDEf+6RKV
yBXrK/bDtdEih+bOnYu+ZDvjAzVz9GhggCW4QHNboDpTxrrYPk ] S5Nw==
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Converting keys

Removing passphrase:

root@mgmt# openssl rsa -in encrypted.key -out cleartext.key
Enter pass phrase for encrypted.key: <passphrase>

writing RSA key

root@mgmt#

Converting from DER to PEM (and removing passphrase):

root@mgmt# openssl rsa -inform DER -in der.key -out pem.key
Enter pass phrase for encrypted.key: <passphrase>

writing RSA key

root@mgmt#

Converting from PEM to PKCS12 (and adding passphrase):

root@mgmt# openssl pkcsl2 -in pem.cert -inkey pem.key -export -out cert.pkcsl2

Enter Export Password: <new-passphrase>
Verifying - Enter Export Password: <new-passphrase>

root@mgmt#
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Decryption In Action

Mo, - Time Source Destination Protocol Info 2|
.LU . Uﬁﬁﬁd.f J.':M .LOB im S .L‘:M .Lb&.j..]. I LSVL Cnandge Cipner spec, Finisned —
: . el : SRS GET / HTTP 1.1
SRR 042446 192.168.3.3 192.168.3.1 HTTP HTTP/L.1l 200 oK (text/html)
T R R R G R R R G S S I T = 1R726 =~ httne Farw]l Son=7NA a~l=2077 Win=12740% | an-=-N M

O

Frame 11 (491 bytes on wire, 491 bytes captured)
Ethernet II, Src: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: vmware_5Sd:c5:66 (00:0c:29:5d:¢c5:66)
Internet Protocol, Src: 192.168.3.1 (152.168.3.1), Dst: 1592.168.3.3 (192.168.3.3)
Transmission Control Protocol, Src Port: 18736 (18736), Dst Port: https (443), Seq: 269, ack: 2485, Len: 43
Secure Socket Layer
= TLSvl Record Layer: Application Data Protocol: http
content Type: Application Data (23)
version: TLS 1.0 (0x0301)
Length: 432
Encrypted application Data: CODLCA4SASEBLLISFCLIBZLlEFS47592476DF6LlAad8A11C44522. ..
Hypertext Transfer Protocol
+ GET / HTTP/L1l.1\r\n
Host: 192.168.3.3%\r\n
User-agent: mMozilla/5.0 (windows; U; windows NT 5.1; en-uUs; rv:1.9.0.8) Gecko/2008032609 Firefox/3.0.8\r\
Accept: text/html,application/xhtml+xml, application/xml; g=0.9, */%;g=0.8\r\n
AcCcept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflatei\ri\n
Accept-Charset: ISO-8859-1,utf-8;09=0.7,%;g=0.7\r\n
Keep-Alive: 300%\r\n
Connection: keep-alive\ri\n
Pragma: no-cache\rin
Cache-Control: no-cache\r\n

\r\h
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Decrypting IMAPS

Mo, »  Time Source Destination Protocol Info

.001857 192.168.1.46 192.168.1.20 TCP 22446 > imaps [ACK] Seq=1 Ack=1 Win=128000 Len=0

30 1 1
4 0.010231 192.168.1.46 192.168.1.20 SSL Client Hello
5 0.011625 192.168.1.20 192.168.1.46 TCP imaps » 22446 [ACK] Seq=1 Ack=103 Win=5888 Len=0
6 0.012351 192.168.1.20 192.168.1.46 TLSwv1 Server Hello, Certificate, Serwver Hello Done
7 0.013831 192.168.1.46 192.168.1.20 TLSwv1 Client Key Exchange, Change Cipher Spec, Finished
8 0.019822 192.168.1.20 192.168.1.46 TLSwv1 Change Cipher Spec, Finished
9 0.168748 192.168.1.46 192.168.1.20 TCP 22446 > 1maps [ACK] Seq=285 Ack=978 Win=127022 Len=0
0.170301 . ks - ks
11 0.172574 192.168.1.46 192.168.1.20 IMAP Request: g7fg CAPABILITY v

i Frame 10 (96 bytes on wire, 96 bytes Cgumms
Ethernet II, Src: JuniperN_bb:d1:3b (C
Internet Protocol, Src: 192.168.1.20 . . _
Transmission Control Protocol, Src Port: imaps (993), Dst Port: 22446 (22446), Seq: 978, Ack: 285, Len: 42
= Secure Socket Layer
= TLSw1 Record Layer: Application Data Protocol: imap
Content Type: Application Data (23)
Version: TLS 1.0 (Ox0301)
Length: 37
Encrypted Application Data: FE8260B2ESDOS97A3ICE3SE176BAZEDB28DS88EQD4F6BS7F74. ..
=] Internet Message Access Protocol
= * 0K Dowvecot ready.\r\n
Response Tag: ¥
Response: QK Dovecot ready.
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Decrypting "STARTTLS" (1)

Filter: | smtp || ssl ¥ Expression... Clear Apply
MNo. - Time Source Destination Protocol Info
4 0.021653 192.168.1.20 192.168.1.46 SMTP S: 220 brutus.netcc.local ESMTP Postfix (Ubuntu)
5 0.023320 192.168.1.46 192.168.1.20 SMTP C: EHLO HTRQS3]
7 0.025077 192.168.1.20 192.168.1.46 SMTP S: 250-brutus.netcc.local | 250-PIPELINING | 250-SIZE 10240000 | .
8 0.025868 192.168.1.46 192.168.1.20 SMTP C: STARTTLS 3
9 0.027373 192.168.1.20 192.168.1.46 SMTP S: 220 2.0.0 Ready to start TLS 3
11 0.262273 192.168.1.46 192.168.1.20 TLSv1 Client Hello
12 0.264832 192.168.1.20 192.168.1.46 TLSv1 Server Hello, Certificate, Serwver Hello Done
0.266373 . -k . qalc Client Key Exchange, Change Cipher Spec, Encrypted Han e Mess.
14 0.281296 192.168.1.20 192.168.1.46 TLSv1 Change Cipher Spec, Encrypted Handshake Message L3

iy Frame 13 (236 bytes on wire, 236 bytes captured) )
Ethernet II, Src: IntelCor_61:3a:ad (00:1c:bf:61:3a:ad), Dst: Junipe ssl .key8_1lst:
Internet Protocol, Src: 192.168.1.46 (192.168.1.46), Dst: 192.168.1.zovprs aJo T
4 Transmssion Control Protocol, Src Port: 38477 (38477), Dst Port: smtp (25), Seq: 95, Ack: 1153, Len: 182
= Secure Socket Layer
4+ TLSw1 Record Layer: Handshake Protocol: Client Key Exchange
TLSv1 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=] TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0301)
Length: 32

Handshake Protocol: Encrypted Handshake Message
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Decrypting "STARTTLS" (2)

Filter: | smtp || ssl ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
4 0.021653 192.168.1.20 192.168.1.46 SSL Continuation Data
5 0.023320 192.168.1.46 192.168.1.20 SSL Continuation Data
7 0.025077 192.168.1.20 192.168.1.46 SSL Continuation Data
3 0.025868 192.168.1.46 192.168.1.20 SSL Continuation Data g
9 0.027373 192.168.1.20 192.168.1.46 SSL Continuation Data =
11 0.262273 192.168.1.46 192.168.1.20 SSL Client Hello
12 0.264832 192.168.1.20 192.168.1.46 TLSw1 Server Hello, Certificate, Serwver Hello Done
0.266373 . ks . 21k - 1ent Key Exchange, Change Cipher Spec, Finishecd
14 0.281296 192.168.1.20 192.168.1.46 TLSwv1 Change Cipher Spec, Finished L3

Frame 13 (236 bytes on wire, 236 bytes : A5 l
Ethernet II, Src: IntelCor_6l:3a:ad (0O ssl. keys list: 192.168.1.20,25,smtp,C: \key.pem
Internet Protocol, Src: 192.168.1.46 (1 .
Transmission Control Protocol, Src Port: 38477 (38477), Dst Port: smtp (25), Seq: 95, Ack: 1153, Len: 182
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Client Key Exchange
TLSv1l Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=] TLSw1 Record Layer: Handshake Protocol: Finished
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0301)
Length: 32
= Handshake Protocol: Finished
Handshake Type: Finished (20)
Length: 12
Verify Data

N AR
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Decrypting "STARTTLS" (3)

Filter: | smtp || ssl ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
4 0.021653 192.168.1.20 192.168.1.46 SMTP S: 220 brutus.netcc.local ESMTP Postfix (Ubuntu)
5 0.023320 192.168.1.46 192.168.1.20 SMTP C: EHLO HTRQ931]
7 0.025077 192.168.1.20 192.168.1.46 SMTP S: 250-brutus.netcc.local | 250-PIPELINING | 250-SIZE 10240000 | .
8 0.025868 192.168.1.46 192.168.1.20 SMTP C: STARTTLS =
9 0.027373 192.168.1.20 192.168.1.46 SMTP S: 220 2.0.0 Ready to start TLS 4
11 0.262273 192.168.1.46 192.168.1.20 TLSwvl Client Hello
12 0.264832 192.168.1.20 192.168.1.46 TLSv1 Server Hello, Certificate, Serwver Hello Done
0.266373 . ks . -k 1ent Key Exchange, Change Cipher Spec, Finished
14 0.281296 192.168.1.20 192.168.1.46 TLSv1 Change Cipher Spec, Encrypted Handshake Message =3

Frame 13 (236 bytes on wire, 236 bytes captured)
Ethernet II, Src: Intelcor gg] keys list: 192.168.1.20,start tls,smtp,C:\key.pem

Internet Protocol, Src: 19
Transmission Control Protocol, Src Port: 384 34 , Dst Port: smtp , Seq: 95, Ack: , Len: 18
Secure Socket Layer
TLSv1 Record Layer: Handshake Protocol: Client Key Exchange
TLSv1 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=] TLSv1l Record Layer: Handshake Protocol: Finished
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0301)
Length: 32
= Handshake Protocol: Finished

- SR e

Handshake Type: Finished (20)
Length: 12
Verify Data
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Decrypt-problem I (1)

Mo, -  Time Source Destination Protocol Info

Ll

.000423 192.168. 192.168. TCP 18774 > https [ACK] Seq=1 Ack=1 Win=128000 Len=0 L

30 Sl S

4 0.000985 192.168.3.1 192.168.3.3 SSL Client Hello

5 0.001257 192.168.3.3 192.168.3.1 TCP https » 18774 [ACK] Seqg=1 Ack=103 Win=5840 Len=0

6 0.006575 192.168.3.3 192.168.3.1 TLSwv1 Server Hello, Change Cipher Spec, Encrypted Handshake Message

S 0.029628 . - Eina . G, Change Cipher Spec, Encrypted Handshake Message, Application Data

S N N4 102 169 2 2 1072 169 2 1 T v e Avnmlamataman Nata Armnmlamataman Nata :U

+ Frame 7 (550 bytes on wire, 550 bytes captured)
+ Ethernet II, Src: Vmware_c0:00:01 (00:50:56:c0:00:01), Dst: Vhware_5d:c5:66 (00:0c:29:5d:c5:66)
+ Internet Protocol, Src: 192.168.3.1 (192.168.3.1), Dst: 192.168.3.3 (192.168.3.3)
+ Transmission Control Protocol, Src Port: 18774 (18774), Dst Port: https (443), Seq: 103, Ack: 139, Len: 496
= Secure Socket Layer
+ TLSw1 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
=] TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0301)
Length: 48
Handshake Protocol: Encrypted Handshake Message
+ TLSw1 Record Layer: Application Data Protocol: http

ssl init keys string:

192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl init found host entry 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl init addr '192.168.3.3' port '443' filename 'c:\temp\public.sharkfest.local.key' password(only for pl2 file)
'"(null)'

Private key i1mported: KeyID B8:2B:EA:B8:F8:BD:62:50:E3:0C:2D:3D:06:09:91:64:...

ssl init private key file c:\temp\public.sharkfest.local.key successfully loaded

association add TCP port 443 protocol http handle 04086228
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Decrypt-problem I (2)

Checking ssl debug log:

dissect ssl enter frame #7 (first time)

conversation = 07411870, ssl session = 07411BCS8

record: offset = 0, reported length remaining = 496
dissect ssl3 record: content type 20
dissect ssl3 change cipher spec
association find: TCP port 18774 found 00000000
packet from server: is from server - FALSE
ssl change cipher CLIENT

record: offset = 6, reported length remaining = 490
dissect ssl3 record: content type 22
decrypt ssl3 record: app data len 48 ssl, state 0x17
association
packet from
decrypt ssl13
decrypt ssl3
dissect ssl13

record: of
dissect ssl3
decrypt ssl3
associlation find: TCP port oun
packet from server: is from server - FALSE
decrypt ssl3 record: using client decoder
decrypt ssl3 record: no decoder available
association find: TCP port 18774 found 00000000
association find: TCP port 443 found 047AF518
[...]
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Decrypt-problem II (1)

Checking ssl debug log:

ssl association remove removing TCP 443 - http handle 04086F30

ssl init keys string:

192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl init found host entry 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

ssl init addr '192.168.3.3' port '443' filename 'c:\temp\public.sharkfest.local.key' password(only for pl2 file)
'"(null)'

Private key i1mported: KeyID FA:56:73:A4:38:9C:A1:4F:28:23:88:76:83:42:13:86:...

ssl init private key file c:\temp\public.sharkfest.local.key successfully loaded

association add TCP port 443 protocol http handle 04086F30

[...]

ssl decrypt pre master secret:RSA private decrypt

pcry private decrypt: stripping 0 bytes, decr len zd
decrypted unstrip pre master[128]:

ca £7 2a 4b 45 17 72 47 c2 11 dl dd ad dc af b6

04 76 cb 3c 32 1c dl 01 57 4a 83 79 af d9 40 af

aa a8 71 1f bd o6f 70 d5 cc 49 e6 be 44 42 07 ’c

45 b7 5b 5b 52 de 3e 58 d3 42 8d 5f bc 99 3e 13

f5 7d 27 al 3e 7f b2 3f 8b 9d e5 fb 60 ec 40 26

87 8f 24 41 fb d4 ec f7 Oe ea 04 46 c2 d7 5f b

4a d2 40 47 07 7b 0d 63 d8 dé6 0f e6 9e 98 92 02

58 13 51 72 1b 85 69 04 52 42 74 12 40 e2 a5 bb

ssl decrypt pre master secret wrong pre master secret length (128, expected 48)
dissect ssl3 handshake can't decrypt pre master secret
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Decrypt-problem

r

= Secure Socket Layer
=] TLSw1 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0301)
Length: 2332
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2328
Certificates Length: 2325
= Certificates (2325 bytes)
Certificate Length: 1079

Wireshark: Export Raw Data

Save in:

My Recent
Documents

(2

Desktop

q Expand Subtrees My Documents

21 30 Expand All Eian)

+ -
padd Collapse all @
encr Apply as Filter » 1AE1304525E] My Computer

Certif Prepare a Filter > -

Certif Colorize with Filter ’ g
TLSv1 Record Follow TCP Stream :r Hello Dof  y Netwark

Follow UDP Stream s
Follow SSL Stream

QQQ00 Copy

et LA Export Selected Packet Byte

0030 xport Selected Packet Bytes. .,

Q030

0040 @ Wiki Protocol Page

0050 isld Dalarar
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File name:

Save as ype:

1079 bytes of raw binary data will be written

cert.def

| 4

Raw data [*.bin, *.dat, *.raw]

| Save I

Cancel

Help

2016



Decrypt-problem II (3)

In wireshark preferences:

ssl.keys list: 192.168.3.3,443,http,c:\temp\public.sharkfest.local.key

Checking whether certificate and key match:

S openssl x509 -in cert.der -inform DER -noout -text | grep "Subject:"

Subject: C=NL, ST=Noord-Holland, O=Sharkfest Lab, CN=public.sharkfest.local/
emallAddress=col@sharkfest.local

S

$ openssl
a29682af82

S

S openssl
ce71158d38"

S

$ openssl rsa -noout -modulus -in private.sharkfest.local.key | openssl md5
a29682af822b4cd064d39d4ccdlelebe

S
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Decrypt-problem III

Filter: |ssl.handshake v ‘Expression... Clear ~pply Save
No. Time Delta ‘ Source ‘ Destination ‘ Protocol‘ Length‘ Info
4 0.012133000 0.000000000 192.168.0.133 172.217.17.35 TLSv1. 2 262 Client Hello
10 ©0.046051000 0.002823000 172.217.17.35 192.168.0.133 TLSv1. 2 358 Certificate
13 0.047932000 0.001881000 192.168.0.133 172.217.17.35 TLSv1.2 324 Client Key Exchange, Change Cipher Spec, Hello Request, Hell
19 0.060356000 0.012424000 172.217.17.35 192.168.0.133 TLSv1.2 360 New Session Ticket, Change Cipher Spec, Hello Request, Hello

oooooo

D Frame 6: 1484 bytes on wire (11872 bits), 1484 bytes captured (11872 bits) on interface 0
D Ethernet II, Src: CiscoSpv_53:91:fd (bc:c8:10:53:91:fd), Dst: Apple cb:26:45 (ac:bc:32:cb:26:45)
D Internet Protocol Version 4, Src: 172.217.17.35 (172.217.17.35), Dst: 192.168.0.133 (192.168.0.133)
P Transmission Control Protocol, Src Port: https (443), Dst Port: 64320 (64320), Seq: 1, Ack: 197, Len: 1418
v Secure Sockets Layer
¥ TLSvl.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (
Length: 511
¥ Handshake Protocol
Handshake Type:

Length: 507
Version: TLS 1.
P Random

Session ID Len
Cipher Suit€
Compression Method:
Extensions Length: 467

Extension: renegotiation_info

Extension: server_name

Extension: Unknown 23

Extension: SessionTicket TLS

Extension: signed certificate_timestamp
Extension: Application Layer Protocol Negotiation
Extension: Unknown 30032

Extension: ec_point_formats

vvvVvS«vVvSS<«wvVvSS<«wvvv
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(@ Decryption Without The Private Key

 Using the unencrypted (pre-)Master-Secret

e Use SSLKEYLOGFILE environment variable
(works for NSS based browsers like Chrome and Firefox)

 Or extract the info from client or server
(like extracting it from openssl s_client output)

« SSL preferences: (Pre)-Master-Secret log filename
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(Pre-)Master Secret log format

/* The format of the file i1s a series of records with one of the following formats:
* = "RSA xxxx yyyy"

Where xxxx are the first 8 bytes of the encrypted pre-master secret (hex—-encoded)
Where yyyy is the cleartext pre-master secret (hex—encoded)

(this is the original format introduced with bug 4349)

— "RSA Session-ID:xxxx Master-Key:yyyy"

Where xxxx is the SSL session ID (hex-encoded)

Where yyyy is the cleartext master secret (hex-—-encoded)

(added to support openssl s_client Master-Key output)

This 1s somewhat 1s a misnomer because there's nothing RSA specific
about this.

"PMS_CLIENT_RANDOM xxxx yyyy"

Where xxxx 1is the client_random from the ClientHello (hex-encoded)

Where yyyy is the cleartext pre-master secret (hex—-encoded)

(This format allows SSL connections to be decrypted, if a user can

capture the PMS but could not recover the MS for a specific session
with a SSL Server.)

— "CLIENT_RANDOM xxxx yyyy"

Where xxxx 1is the client _random from the ClientHello (hex—-encoded)
Where yyyy is the cleartext master secret (hex—encoded)

(This format allows non-RSA SSL connections to be decrypted, i.e.
ECDHE-RSA. )

X K K X X KX K X KX K X X X X X X X X X %X X X %
I

X
N

#sf16eu e SharkFest 16 Europe e Arnhem, Netherlands e October 17-19, 2016



QD SSLKEYLOGFILE

sake@MacSake:~/Dropbox/sharkfest/2016eu/src$ export SSLKEYLOGFILE=sslkeylogfile. log
sake@MacSake:~/Dropbox/sharkfest/2016eu/src$ /Applications/Google\ Chrome.app/Contents/Mac0S/Google\ Chrome
2016-10-16 11:14:41.752 Google Chrome[35779:31787727] NSWindow warning: adding an unknown subview:
<FullSizeContentView: 0x7fc@d5c6cdl0>. Break on NSLog to debug.

2016-10-16 11:14:41.752 Google Chrome[35779:31787727] Call stack:

(

)
sake@MacSake:~/Dropbox/sharkfest/2016eu/src$ head -3 sslkeylogfile. log

CLIENT _RANDOM bd102f67590bfd2b7642872b6525443deb63fbed1584a27be33df503f514ef8e
19dc30ea26672d1d3386bel502c4390272604cf6ce9bal8790570a5136d43d7ec5991f857dd1667e52982b1d2212060e4
CLIENT _RANDOM 6bd47de9893eb735d0f4ac/dbaf2627140d52tb82b681dae2ebb3a3f3bd185a4
e665465437ce91f336ecb6tc47a3b96363192141ed4a3145a292b67fc35b76c63a7balec3at796d4809e8e5ce39519b0aT7
CLIENT_RANDOM a76f9ab9176ab74770cc77a9fcOcdeceb96c26al189ca367371170039d78acd3d
6T9fea87caac265aad80be81a38b9763elfc5e25290bbb654eda769bf97ecaacl60d2587c803¢c1dd98f646Tad9280clc
sake@MacSake:~/Dropbox/sharkfest/2016eu/src$

"+callStackSymbols disabled for performance reasons"
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SSLKEYLOGFILE

No. Time Source Destination Protocol Length Info
4 23:09:17.804825 192.168.0.133 172.217.17.35 TLSv1.2 262 Client Hello
[ 6 23:09:17.835920 172.217:17:.35 192.168.0.133 TLSv1.2 1484 Server Hello
_ 10 23:09:17.838743 172.217.17.35 192.168.0.133 TLSv1.2 358 CertificateServer Key Exchange, Server Hello Done
13 23:09:17.840624 192.168.0.133 172.217.17.35 TLSv1.2 324 (lient Key Exchange, Change Cipher Spec, Encrypted Handshake Message,| Finished
14 23:09:17.844191 192.168.0.133 172:2171:17:35 HTTP2 119 Magic
15 23:09:17.844192 192.168.0.133 172.217.17.35 HTTP2 116 SETTINGS
[ 16 23:09:17.844231 192.168.0.133 172.217.17.35 HTTP2 108 WINDOW UPDATE
» Frame 6: 1484 bytes on wire (11872 bits), 1484 bytes captured (11872 bits) on interface 0
» Ethernet II, Src: CiscoSpv_53:91:fd (bc:c8:10:53:91:fd), Dst: Apple_cb:26:45 (ac:bc:32:cb:26:45)
» Internet Protocol Version 4, Src: 172.217.17.35, Dst: 192.168.0.133
» Transmission Control Protocol, Src Port: 443, Dst Port: 64320, Seq: 1, Ack: 197, Len: 1418
Vv Secure Sockets Layer

V¥ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 511
V¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 507
Version: TLS 1.2 (0x0303)
» Random

Session ID Length: @
Cipher Suite€ _TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)

Compression Method: AT

Extensions Length: 467

Extension: renegotiation_info

Extension: server_name

Extension: Extended Master Secret

Extension: SessionTicket TLS

Extension: signed_certificate_timestamp
Extension: Application Layer Protocol Negotiation
Extension: channel_id

Extension: ec_point_formats
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openss| s_client

$ openssl s client -cipher AES256-SHA -no_ ticket -connect imap.syn-bit.nl:993 | tee openssl-s client.txt
depth=1 C = GB, ST = Greater Manchester, L = Salford, O = COMODO CA Limited, CN = COMODO High-Assurance Secure Server CA

verify error:num=20:unable to get local issuer certificate

verify return:0
CONNECTED (00000003)

SRR 15 0.180186 46.30.211.94  192.168.1.22  IMAP 119 Response: * OK IMAP4 ready
17 2.631302 192.168.1.22  46.30.211.94  IMAP 140 Request: HELP
18 2.669607 46.30.211.94 192.168.1.22 IMAP 135 Response: * BAD invalid command

SSL-Se!
Pr«
Cit
Se
We ® Frame 15: 119 bytes on wire (952 bits), 119 bytes captured (952 bits)
Ma: .
kel P Ethernet II, Src: JuniperN_bb:d1:32 (00:12:1e:bb:d1:32), Dst: Apple_d8:87:48 (f8:1e:df:d8:87:48)
ps] P Internet Protocol Version 4, Src: 46.30.211.94 (46.30.211.94), Dst: 192.168.1.22 (192.168.1.22)

PSIP Transmission Control Protocol, Src Port: imaps (993), Dst Port: 64400 (64400), Seq: 2965, Ack: 425, Len: 53

(S:};jv Secure Sockets Layer
st/ ¥ TLSvl Record Layer: Application Data Protocol: 1imap
Tij Content Type: Application Data (23)
Vel Version: TLS 1.0 (0x0301)
. or T Length: 48
HELP Encrypted Application Data: 74a980b1955b4f74clbeS49df97da0nf4a25f27704ed7b66a. . .
* BAD |¥ Internet Message Access Protocol
S D * OK IMAP4 ready\r\n
DONE

S awk '$l~"Session-ID:" {printf("RSA %s%s ",$1,$2)} $l~"Master-Key:" {printf("%$s%s\n",$1,$2)}' openssl-s client.txt >
openssl-s client.keys

$ cat openssl-s client.keys

RSA Session-ID:5EF3ET7EDCC46993E51935914ACCICRBE6723259121248F958BC223D54FA84CFAQ Master-Key:
0665121ADB266864CDEF89E32A6F1A39677D540DB5B362BC351D3B08EE3059800F9A218E6601710CE774AFB2CE3166C9

B

N MYl VL WiV 1T VT TV Il FAALTTOTTUVTOALTVT T S RAS TV Ay TT T e

s B (Pre)-Master-Secret log filename: | Qﬁrowse...'
STANAG 5066
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( Exporting SSL Session Keys

» EXport:
- File -> Export SSL Session Keys

e Import:

- SSL preferences: (Pre)-Master-Secret log filename

 Provide SSL decryption in Wireshark to a
3rd party without having to share the private key!
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(D Decrypting SSL with Tshark

e -V to show whole tree
(and decrypted application data)

 Find the SSL preference keys:

- tshark -G currentprefs | egrep " #?ssl."

e tshark -o ssl.keys_list:<ip>,<port>,<proto>, <keyfile> \
-0 ssl.debug_file: <log-file>
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(D Analyzing SSL with Tshark

sake@macsake:~/Dropbox/sharkfest/2016eu/src$ tshark —-r google-ssl-stream-37.pcapng -0 ssl.keylog_file:sslkeylogfile-stream—-37.log -Y ssl

4 0.012133 192.168.0.133 - 172.217.17.35 SSL 262 Client Hello

6 0.043228 172.217.17.35 - 192.168.0.133 TLSv1l.2 1484 Server Hello

10 0.046051 172.217.17.35 - 192.168.0.133 TLSv1l.2 358 CertificateServer Key Exchange, Server Hello Done
13 0.047932 192.168.0.133 - 172.217.17.35 TLSv1l.2 324 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message, Finished
14 0.051499 192.168.0.133 - 172.217.17.35 HTTP2 119 Magic

15 0.051500 192.168.0.133 - 172.217.17.35 HTTP2 116 SETTINGS

16 0.051539 192.168.0.133 - 172.217.17.35 HTTP2 108 WINDOW_UPDATE

17 0.051693 192.168.0.133 - 172.217.17.35 HTTP2 399 HEADERS

18 0.051720 192.168.0.133 - 172.217.17.35 HTTP2 214 HEADERS

19 0.060356 172.217.17.35 - 192.168.0.133 TLSv1l.2 360 New Session Ticket, Change Cipher Spec, Finished
21 0.061112 172.217.17.35 - 192.168.0.133 HTTP2 128 SETTINGS

[...]

sake@macsake:~/Dropbox/sharkfest/2016eu/src$ tshark -r google-ssl-stream-37.pcapng —-o ssl.keylog_file:sslkeylogfile-stream-37.1log \
-Y frame.number==14 -V -0 http2

Frame 14: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) on interface 0

Ethernet II, Src: Apple_cb:26:45 (ac:bc:32:cb:26:45), Dst: CiscoSpv_53:91:fd (bc:c8:10:53:91:fd)

Internet Protocol Version 4, Src: 192.168.0.133, Dst: 172.217.17.35

Transmission Control Protocol, Src Port: 64320, Dst Port: 443, Seq: 455, Ack: 4389, Len: 53

Secure Sockets Layer

HyperText Transfer Protocol 2

Stream: Magic
Magic: PRI * HTTP/2.0\r\n\r\nSM\r\n\r\n

sake@macsake:~/Dropbox/sharkfest/2016eu/src$
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Analyzing application data
without decrypting

#sf16eu e SharkFest ‘16 Europe « Arnhem, Netherlands e October 17-19, 2016



(  Analyzing encrypted SSL data

* Filter on application data with:
ssl.record.content_type == 23

 Add an extra custom column with:
ssl.record.length

e Look at the request / response pattern
- check timestamps between c->s and s->c packets
- check the ssl record lengths for an indication of the

request/response sizes (actual data is less because
of SSL overhead)
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Analyzing encrypted SSL data

Filter: [ssl.record.content_type == 23 v ‘Expression... Clear Apply Save
No. Time Delta Source Destination ‘Protocol‘Length‘ssl.len ‘Info
12 0.042446 0.002273 192.168.3.3  192.168.3.1 TLSv1 496 384,48 Application Data, Application Data
14 12.494568 12.452122 192.168.3.1  192.168.3.3 TLSv1 491 432 Application Data
15 12.495834 0.001266 192.168.3.3  192.168.3.1 TLSv1 496 384,48 Application Data, Application Data
29 39.717354 27.221520 192.168.3.1 192.168.3.3 TLSv1 550 1,48,432 Change Cipher Spec, Encrypted Handshake Message, Application Data
30 39.720262 0.002908 192.168.3.3  192.168.3.1 TLSv1 496 384,48 Application Data, Application Data
48 111.230987 71.510725 192.168.3.1  192.168.3.3 TLSv1 491 432 Application Data
49 111.233419 0.002432 192.168.3.3  192.168.3.1 TLSv1 496 384,48 Application Data, Application Data
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Common SSL handshake

problems
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(D Session stops right after “ClientHello” -

« No mutually supported SSL version
« No mutually accepted cipher

» No certificate for SNI name
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(D Session stops right after “Certificate”

« The Common Name in the certificate does not
match with the requested hostname

e The root certificate for the server certificate
IS not in the client’s trust store

0 D' 0
CERTIFICATE

DO

OF COMPLETION

CERTH
PROUDLY PRESENTED TO
T
olbas. D asdn of ndnde satdas, g srsthad soon o ofiomss iond ad oluts 40 48 ensussadd ernsspess

* Client has root certificate, but server does
not send the intermediate CA certificate

\ -
10100010100 010101010100 0,0100.0.010-0.0,0,01010,0:00.0.00.0.0,0.0:.0.0.0

 Server certificate has expired

» Server certificate has been revoked
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(.\ Session stops right after “Certificate” (from the client) ¢

* The root certificate for the client certificate
IS not in the server’s trust store

« Server has root certificate, but client does
not send the intermediate CA certificate

e Client certificate has expired

e Client certificate has been revoked

« The CRL has expired

e Client certificate chain is too long

e Client did not send a certificate as it did
not have a certificate signed by one of
the CA’s in the DN list
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A Summary

« SSL is a trust model based on cryptology
« Analyze SSL handshake to solve connection problems

 Decrypt traffic to solve application issues
- use the private key for RSA key exchanges
- use logging of (pre-)master secrets for all others
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(D FIN/ACK, ACK, FIN/JACK, ACK

Any questions?

sake.blok@SYN-bit.nl

SYN—-pb1t

deep traffic analysis
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