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NetBIOS in the "good old days"
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Ethernet: The new Yellow Cable

• Ethernet: Developed in the 1970s

• Became IEEE 802.3 in 1980
• Unprecedented bandwidth of 10 MBit per second

• Standardized frame format: DstMAC, SrcMAC, Frame Type

• Offered nearly instant transfer of data in a 

building
• Still bound by the law of physics

• Bits travel at 2/3 of the speed of light
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NetBIOS: Remote File Access

• Back in the days:
• BIOS = Basic Input / Output System

• Among other things, facilitates access to hard disks

• Operates on a block or sector level: Write 512 bytes to sector 63

• The new thing: NetBIOS / SMB
• Later renamed to CIFS = Common Internet File System

• Facilitates access to remote disks

• Operates on a file level: Read / Write / Append for files

• SMB runs on NetBIOS



SharkFest ’16 Europe • Arnhem, Netherlands • October 17-19, 2016 • #sf16eu

SMB was

designed as

Layer 2 protocol
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NetBIOS Frame Format
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Selected NetBIOS Messages

• Name Registration and Resolution
• Translate hostname to MAC address

• Ensure hostname is unique

• Also handles group membership

• Datagram Service, similar to UDP

• Session Service, similar to TCP
• Session setup is similar to TCP, but 2-way instead of 3-way

• Keep alive messages for sessions

• Used by SMB for file sharing
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Evolution into an

upper layer protocol



SharkFest ’16 Europe • Arnhem, Netherlands • October 17-19, 2016 • #sf16eu

NetBIOS has moved to upper Layers

SMB

NetBIOS 
Header

LLC
Header

Ethernet

SMB

NetBIOS 
Header

IPX 
Header

Ethernet

SMB
NetBIOS 
Header

TCP Port 
139

IP Header

Ethernet

SMB
NetBIOS 

Shim

TCP Port 
445

IP Header

Ethernet



SharkFest ’16 Europe • Arnhem, Netherlands • October 17-19, 2016 • #sf16eu

NetBIOS Services in IP networks

• UDP 137 NetBIOS Name Service
• Now registers and resolves to an IP address

• MAC addresses are handled by ARP

• UDP 138 NetBIOS Datagram Service

• TCP 139 NetBIOS Session Service

• TCP 445 SMB over TCP
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SMB or NetBIOS: Remote File Access
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Critical Part: Session Setup

• NetBIOS Session Setup: Only on Port 139
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Negotiate SMB Dialect
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SMB Protocol Versions

• Avoid SMB v1
• Designed for 16 bit systems

• Wfw 3.1, LAN Manager, NT LM 0.12 and other dialects

• Implementation details can turn a standard task into a night mare

• Still widely distributed, especially in low cost NAS

• Prefer SMB v2 or v3
• Version 2 was introduced with Windows Vista

• Version 3 was introduced with Windows 8

• Wireshark offers display filters smb and smb2
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Advantages in SMB v2 and later

• Designed for 10 GBit to the desktop

• Supports larger files

• Pipelining

• Lot's of useful features, like branch cache, 

encryption and more
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Authenticating the User

• Happens with the Session Setup Command
• Domains need 1 turn, workgroups need 2 turns

• More turns, if authentication fails

• Client offers multiple authentication methods
• Usually NTLMv2 or Kerberos

• NTLMv2 is challenge/response, 

• Safely ignore the return

code "More processing

required"
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Accessing Files
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Get Ready to Access Files

• Mapping a share is done with "Tree Connect"

• The explorer will retrieve information about the

target directory and stored files

• A "Create" Request is send when the file is

opened

• Subsequent "Read" or "Write" Requests transfer

data from and to the file
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The full process to read a file

Many TCP Turns

hurt WAN users
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Multiple IDs make a File unique

• The server assigns IDs for further reference
• Process ID references a logon session

• Tree ID references a share name

• GUID references a file name

• The client uses only the IDs in requests

• Wireshark associates the IDs with names
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• Wireshark will show the file names, if the 
relevant operations were captured

• Tree Connect defines the Tree ID

• Create defines the

File ID or File GUID

Locating IDs in SMB Messages
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Analyzing SMB Traffic
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Most useful Wireshark Commands

• Use the display filter smb or smb2

• Examine the protocol statistics
• Locate frequent events

• Locate long transaction times

• Locate smb errors:
smb.error_code > 0 or
smb.nt_status > 0 or
smb2.nt_status > 0
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Protocol Statistics

• Separate statistics for SMB and SMB2
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Identify time consuming Transactions

• Look out for individual slow transactions
• smb.time > 0.2
• Your definition of "slow" depends on your infrastructure

• Look out for repeated, maybe useless requests
• The previous screenshot showed 27.000 write requests

• At 0.5 milliseconds each, we still spend 16 seconds waiting
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Safely ignore Notify Transactions

• The explorer will ask to be notified when a 

directory or file changes

• The response time for the notification depends 

on user and application behavior
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Avoid loading executables from shares

• Sometimes applications are stored on a file 

share

• The Windows prefetcher can load a program, 

even if the user did not click it

• Executables are treated like small page files

• Looong wait for RAS links
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Watch out for Opportunistic Locking

• Files can be shared for reading and writing

• Clients can reserve a section of the file (lock)

• The server has to manage conflicting locks

• Watch out for lock requests send by the server
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SMB2 Clients spend I/O Credits

• Since SMB2 clients have to spend credits for

I/O Operations
• 1 credit for each full 64 kByte of Data requested plus

1 credit for a fraction of 64 kByte

• Cost depends on the number of requested bytes, not on the 

number of bytes read / written

• The server will replenish the credits
• The client will always have at least 1 credit
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Charting SMB2 Credits

Focus on one server



SharkFest ’16 Europe • Arnhem, Netherlands • October 17-19, 2016 • #sf16eu

Windows Branch Cache can reduce WAN load

• Data from a network share is either cached on a 

server or distributed to all clients in the branch

• Data is split into chunks of 64 kByte

• Clients first retrieve a hash of the data and then 

ask in the LAN if someone has that chunk

• Reasonable secure implementation:

cached chunks are encrypted
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Considerations for the Branch Cache

• Caching is triggered by latency
• Default: 80 msec, can be configured by the domain administrator

• Adds an extra TCP turn before data is read
• Not useful for shares with many volatile files

• Very useful for shares with static data stored in large files

• Only useful if files are read multiple times
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Do it yourself!

• Join the community on ask.wireshark.org

• Check out this question: https://goo.gl/RW02jc
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Questions?



SharkFest ’16 Europe • Arnhem, Netherlands • October 17-19, 2016 • #sf16eu

Famous Last Words

• Tracefiles used in this presentation have been

uploaded to the Wireshark Wiki:

https://wiki.wireshark.org/SampleCaptures

• More information on SMB and SMB2 on the

Wireshark Wiki:

https://wiki.wireshark.org/SMB

https://wiki.wireshark.org/SMB2

https://wiki.wireshark.org/SampleCaptures
https://wiki.wireshark.org/SMB
https://wiki.wireshark.org/SMB
https://wiki.wireshark.org/SMB2

