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(.‘ Session Objectives 3

A Learn why analyzing WiFi
layer 2 is a demanding task

A Learn that WiFi frames looks
very different from Ethernet

A Learn why WiFi frames have
one to four address fields

M Learn how critical processes
e.g. Joining, Roaming works

M Learn how to read Wireshark
files to isolate WiFi problems

Licensed by iStockphoto.com

Troubleshooting WiFi requires a full understanding of all 802.11
Management & Control frames and its associated processes!
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(.‘ WLAN 802.11 Management, Control and Data Frames

802.11Frame Types Overview
Management Frames:

e Association & Disassociation
e Reassociation Request & Response
e Acftion

Control Frames:

e Acknowledge / Block Acknowledge Request / Block Acknowledge
e Power Save Pall

Data Frames:

e Null Function
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(.‘ The IEEE 802.11 Frame Formats 5

M Four different frame formats are used

‘m Acknowledge, Clear to Send

Data Frame, Beacon,

Probe Request, Probe Response,
CTEEEEEEEY A  ~.tonicaion, beauthentication,

Association, Reassociation,

Disassociation

e o RN AT BRSNS TRo0 T Dot Frame through repecter

Field names: FC = Frame Control, Dur. = Duration, RA = Receiver MAC Address,
TA = Transmitter MAC Address; DA = Destination MAC Address,
SA = Source MAC Address, Seq. = Sequence, PDU = Protocol Data Unit,
FC = Frame Check Sequence
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(.‘ WiFi Data Transmission 6

M WiFi data frames have three MAC address field

TA DA
Sta2
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) —

To Distribution System
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N

Ethernet Frame
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DA SA Type

Ethernet Frame
Sta? AP RA TA SA

) DI
.
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(.‘ WiFi Data Transmission & Retransmission

A WiFi data frames are acknowledged or refransmitted

Sta2 AP ‘|
L

Data Frame

Acknowledgement

Stal

.

A All retransmitted frames are marked with the Retry Bit

Sta2 AP
L
_i
E—

Data Frames

Acknowledgement
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(.‘ WiFi Data Transmission & Retransmission

A All retransmitted frames are marked with the Retry Bit

M WLAN Retransmissions.pcapng - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
4Am @ PREB Qe=>2=Z2F LI EQAQQH
(W] wan. feretry ==1 | ] ~| Expression..  + Beacon only Eeamnexd.EadFCS »
Interface = Channel - - FCS Filter v | AirPcap Control Panel | | 802,11 Preferences |
Mo. Time Source Destination Signal T Speed Length Channel Protocol Info ~
4  B9.011 -58 1.0 39 1 862.11 Beacon frame[Malformed Packet]
7 0.017 IntelCor 7e:84:b® CiscoInc 25:10:e2 -4 6.0 62 6 862.11 QoS Null function (No data), SN=©, ..
8 ©0.017 IntelCor 7e:84:b® Ciscolnc 25:18:e2 -2 6.0 62 6 802.11 QoS Null function (No data), SH=@, ..
16 ®©.@30 Canon_@1:3e:63 Broadcast -64 1.6 121 1 8©2.11 Probe Request, SN=559, FN=8, Flags=.
15 0.038 9b:9e@:df:ec:86:db  3f:69:71:b8:be:b2 -68 5.5 655 1 862.11 Fragmented IEEE 802.11 frame
21 ©.864 89:19:47:28:63:C2 41:32:7a:b9:2a:48 -58 48.0 1539 1 802.11 Reassociation Request, SN=477, FN=1..
22 0.066 -59 12.8 2836 1 8©2.11 Control Wrapper, Flags=.p..RM.T.
52 0.184 -58 6.8 1978 1 862.11 Unrecognized (Reserved frame), Flag.
62 ©.213 19:ab:dd:1e:a9:3d .. 12:ec:62:3d:c2:b8.. -58 11.8 3586 1 882.11 Power-Save poll, Flags=..m.RMFT,
65 0.2138 5fidc:f3:92:8e:29.. -59 11.0 3349 1 802,11 Clear-to-send, Flags=op..RM...
66 ©.220 -59 11.0 3563 1 802.11 Fragmented IEEE 8@2.11 frame
73 ©.247 fd:7@:f3:5f:91:6a .. ce:ed:36:73:27:el1.. -59 5.5 2738 1 862.11 Request-to-send, Flags=opm.RMFT,
74 9,250 12:4d:e7:2c:54:d4 27:87:47:22:59:19 -59 5.5 2719 1 LLC I P, N(R)=87, N(S)=123; DSAP @xbe I. v
v Flags: ex19 .
+vs .01 = DS status: Frame from STA to DS via an AP (To DS: 1 From DS: @) (@x1)
.... .8.. = More Fragments: This is the last fragment
|.... 1... = Retry: Frame is being retransmitted |
...1 .... = PWR MGT: STA will go to sleep
..@. .... = More Data: No data buffered
.0.. .... = Protected flag: Data is not protected v
@ 7 Retransmission flag (wlan.fc.retry), 1byte [ Padceis:saqsalnisplayed: 31456 (45.9%)' Load time: 0:4.451|| Profile: LNS WLAN PPI
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(.‘ WiFi Data Transmission

A \n non-aggregation mode each packet is acknowledged individually
A The acknowledge frame follows immediately after each data frame

A The (single) acknowledge has no source address field

‘ WLAN Data_01.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am7® TRERess=E=F L= QQH

[. |App|y a display filter ... <Ctrl-f=

Interface . Channel . . FCS Filter .

Mo. Time TA RA Info
104 ©0.024 D-LinkCo b7:e@:3e Philips 45:7f:2f 80-2461 [SYN, ACK] Seq=1372112069
105 0.000 CiscoInc_11:1f:60 (80:0f:24:11:1f:60) (RA) Acknowledgement, Flags=........ C
106 ©.000 Philips 45:7f:2f D-LinkCo b7:eB:3e 246180 [ACK] Seq=3679136831 Ack=
107 ©.000 Philips 45:7f:2f (00:05:4e:45:7f:2f) (RA) Acknowledgement, Flags=........ C
108 ©.002 Philips_45:7f:2f D-LinkCo_b7:e@:3e GET / HTTP/1.1
109 0.000 Philips 45:7f:2f (00:05:4e:45:7f:2f) (RA) Acknowledgement, Flags=........ C
110 ©.036 D-LinkCo b7:e@:3e Philips 45:7f:2f 80-2461 [ACK] Seq=1372112070 Ack=
111 ©.000 CiscoInc 11:11:60 (00:0f:24:11:1f:60) (RA) Acknowledgement, Flags=........ C
112 ©.001 D-LinkCo b7:e@:3e Philips 45:7f:2f HTTP/1.1 304 Not Modified
113 0.000 CiscoInc 11:1f:60 (00:0f:24:11:1f:60) (RA) Acknowledgement, Flags=........ C
114 ©.121 Philips 45:7f:2f D-LinkCo b7:e®:3e 246180 [ACK] Seq=3679137153 Ack=
115 0.000 Philips 45:7f:2f (00:05:4e:45:71:2f) (RA) Acknowledgement, Flags=........ C
116 ©.131 Philips 45:7f:2f CiscoInc 11:1:60 Null function (No data), SN=33, F
117 0.000 Philips 45:7f:2f (00:05:4e:45:71:2f) (RA) Acknowledgement, Flags=........ C

0.154 Philips 45:7f:2f CiscoInc_11:1f:60 Null function (No data), SN=34, F
il] 1/t (R0 Ae: A5 7101 (B, Ackaowledgement, FBlags=........
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(.‘ WiFi Data Transmission

4 802.11n infroduced aggregation mode with a Block Acknowledge (BA)
A In A-MPDU mode up to 64 frames can be acknowledged with one BA

No. - Delta Time T Rate RSSI  Source Destination Protocol Info
4579 0.000021 54.0 Mbps Buffalo_73:05:af (TA) Cisco_a0:8d:c0 (RA) IEEE 802 802.11 Block Ack, Flags=....

54 .0 Mbps 05 : 2 - P -
m | R4

= IEEE 802.11 802.11 Block Ack, Flags: ........ C

Type/Subtype: 802.11 Block Ack (0x19)

# Frame Control: 0x0094 (Normal)
Duration: 0
Receiver address: Cisco_a0:8d:c0 (00:17:df:a0:8d:c0)
Transmitter address: Buffalo_73:05:af (00:16:01:73:05:af) _
Block Ack Request Type: Compressed Block (0x02) ;

#® Block Ack (BA) Control: 0x0004

® Block Ack Starting quence Control : 0x56d0
Block Ack Bitmap

[

® Frame check sequence:

0000 00 00 20 00 69 00 00 00 02 00 14 00 56 fO 08 c6 N V...
0010 01 00 00 00 01 0D 6¢c OO0 50 14 40 01 00 00 d1 a0 ...... 1. P.@.....
0020 94 00 00 0O 01 73 05 af ........ ..... s..
0030 04 00 dO 56 f4 7e a4 d2 ces S
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(.‘ Management Frame: Beacon

M Beacon tags contain information about supported and required features

aAma® TRERe=2=2F i< /[EaaqaaH

[i |App\y a display filter ... <Ctrl-/>

Interface e Channel = e FCS Filter e

M WLAN Beacon 11ac.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
3 -] e

No. Time Source Destination Protocol Length Signal  Moise  TXSpeed Channel  Info

1 ©.000000 CiscolInc_1f:4e:2e Broadcast 8©2.11341 -19-906.0 100 Beacon frame, SN=1802, FN=©,
2 ©.104375 CiscoInc_1f:4e:2e Broadcast 862.11341 -19-906.0 100 Beacon frame, SN=18083, FN=0O,
3 ©.104487 CiscoInc_1f:4e:2e Broadcast 862.11341 -19-906.0 100 Beacon frame, SN=1804, FN=0,

<

> Frame 1: 341 bytes on wire (2728 bits), 341 bytes captured (2728 bits) on interface ©
> PPI version @, 32 bytes
> 802.11 radio information
> TEEE 882.11 Beacon frame, Flags: ........ C
~ IEEE 802.11 wireless LAN management frame

> Fixed parameters (12 bytes)

v Tagged parameters (269 bytes)

> Tag: SSID parameter set: LNS-LAB-5.5GHz

| >Tag Supported Rates 6(B), 9, 12, 18, 24, 36, 48, 54, [Mbit/sec] | Standard 802.11arates
>Tag Traffic Indication Map (TIM) DTIM © of © bitmap
> Tag: Country Information: Country Code CH, Environment Any

> Tag: OBSS Load Element 802.1le CCA Version

~Tag: HT Capabilities (802.11n D1.10)| HT (High Throughput) 802.11n supported

. Tag: RSN Information| Robust Security Network contains info about type of authentication & encryption
» Tag: HT Information (862.11n D1.19)

> Tag: Extended Capabilities (8 octets)

> Tag: Cisco CCX1 CKIP + Device Name

> Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel 0x16

> Tag: VHT Capabilities (IEEE Std 882.11ac/D3.1) .
. Tag: VHT Operation (IEEE Std 802.1lac/D3.1) VHT (Very High Throughput)
. Tag: VHT Tx Power Envelope (IEEE Std 862.1lac/D5.8) Standard 802.11ac supported
> V. or ific: Microsof: WMM/WME: Para r ent

e T P ol
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.‘ Management Frames: Probe Request & Response

M A client sends Probe Requests to scan the channels for Access Points
M Capturing with multiple AirPcaps shows the scanning process

M WLAN Probe Request Channel 16 11.pcapng — O =
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools  Help
aAmg® TRE Qe2=2F L EQAQaQHE
Gl.ﬁ.pplyadisplay filter ... <Ctrl-/= = ']E)cpression... + Retries Only Beacons Probe RegResp Mo Beacons »
Interface ~  Channel - - FCS Filter - | AirPcap Control Panel | |802. 11 Preferences |
MNo. Time TA RA Info Data rate (Mb/s) Channel ~

1 0.000 IntelCor 79:46:84 Broadcast Probe Request, SN=4, FN=0, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 11

2 0.001 IntelCor 79:46:84 Broadcast Probe Request, SN=5, FN=08, Flags=........ C, SSID=LNS-LAB-2.4GHz 1 11

3 0.901 IntelCor 79:46:94 Broadcast Probe Request, SN=6, FN=0, Flags=........ C, SSID=Broadcast 1 11

4 0.000 IntelCor 79:46:84 Broadcast Probe Request, SN=7, FN=0, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 11

5 ©.933 IntelCor 79:46:94 Broadcast Probe Request, SN=8, FN=08, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 11

6 0.003 IntelCor 79:46:84 Broadcast Probe Request, SN=11, FN=©, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 11

7 ©0.107 IntelCor_79:46:04 Broadcast Probe Request, SN=21, FN=©, Flags=........ C, SSID=LNS-LAB-2.4GHz 1 6

2 0.038 IntelCor 79:46:84 Broadcast Probe Request, SN=24, FN=0, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 6

9 0.012 IntelCor 79:46:94 Broadcast Probe Request, SN=25, FN=©, Flags=........ C, SSID=LNS-LAB-2.4GHz 1 6

10 0.003 IntelCor 79:46:84 Broadcast Probe Request, SN=26, FN=0©, Flags=........ C, SSID=Broadcast 1 6

11 0.003 IntelCor 79:46:04 Broadcast Probe Request, SN=27, FN=©, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 6

12 0.013 IntelCor 79:46:84 Broadcast Probe Request, SN=29, FN=0©, Flags=........ C, SSID=LNS-LAB-2.4GHz 1 6

13 0.145 IntelCor 79:46:04 Broadcast Probe Request, SN=43, FN=0©, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 1

14 ©.001 IntelCor 79:46:04 Broadcast Probe Request, SN=44, FN=0, Flags=........ C, SSID=LNS-LAB-2.4GHz 1 1

15 ©.001 IntelCor 79:46:04 Broadcast Probe Request, SN=45, FN=0, Flags=........ C, SSID=Broadcast 1 1

16 ©.891 IntelCor 79:46:94 Broadcast Probe Request, SN=46, FN=@, Flags=........ C, SSID=LNS-LAB-5.5GHz 1 1 v
£ >
> Frame 1: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @ ~
> Radiotap Header v@, Length 20
> 802.11 radio information
» TEEE 802.11 Probe Request, Flags: ........ C
~ IEEE 802.11 wireless LAN management frame

v Tagged parameters (74 bytes)

> Tag: SSID parameter set: LNS-LAB-5.5GHz

> Tag: Supported Rates 1, 2, 5.5, 11, 6, 9, 12, 18, [Mbit/sec]

> Tag: HT Capabilities (882.11n D1.1@) v
(@ 7 IEEE 802.11 wireless LAN (wlan), 24 bytes || Packets: 38 - Displayed: 38 (100.0%) - Load time: 0:0.15 || Profile: LNS WLAN RadioTap
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(.‘ Management Frames: Probe Request & Response

M Probe Request contains client features and a specific or broadcast SSID
M Access Points reply with Probe Response, containing same fields as Beacon

M WLAN Beacon 1lac.pc:

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codm s BERXE AesT L FE QAQaAD #2M% B

Filter: !{wlan.fc.type_subtype == 0:0008) Izl Expression... Clear Apply Save Beacon only Beacon excl. Retries Bad FC5  Malformed

502,11 Channel: Channel Offset: FC5 Filter: |All Frames Wireshark |ZI Wireless Settings... Decryption Keys...

Source Destination Info

3
IntelCor_79:46: Broadcast Probe Request, SN=182, FN=0, Flags= C, SSID=Broadcast
Cisco_1f:4e:2e IntelCor_79:46:04 Probe Response, SN=2346, FN=0, Flags=....R...C, BI=102, SSID=LNS-LAB-5.5GHz
Cisco_1f:4e:2e (RA) Acknowledgement, Flags=........ C
IntelCor_79:46:04 Broadcast Probe Request, SN=183, FN=0, Flags=........ C, SSID=LNS WLAN
IntelCor_79:46:04 Broadcast Probe Request, SN=184, FN=0, Flags=........ C, SSID=Broadcast
Cisco_1f:4e:2e IntelCor_79:46:04 Probe Response, SN=2347, FN=0, Flags=....R...C, BI=102, SSID=LNS-LAB-5.5GHz
Cisco_1f:4e:2e (RA) Acknowledgement, Flags=........ C j
00:00:00_00:00:00 76:26:ac:1f:7f:f0 I, N(R)=0, N(S)=0; DSAP NULL LSAP Individual, SSAP NULL LSAP Command
IntelCor_79:46:04 Broadcast Probe Request, SN=221, FN=0, Flags=........ C, SSID=Broadcast j
Cisco_1f:4e:2e IntelCor_79:46:04 Probe Response, SN=2348, FN=0, Flags=....R...C, BI=102, SSID=LNS-LAB-5.5GHz
Cisco_1f:4e:2e (RA) Acknowledgement, Flags=........ C
IntelCor_79:46:04 Broadcast Probe Request, SN=222, FN=0, Flags=........ C, SSID=LNS WLAN
IntelCor_79:46:04 Broadcast Probe Request, SN=223, FN=0, Flags=........ C, SSID=Broadcast

@ Frame 31: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
= PPI version 0, 32 bytes
= IEEE 802.11 Probe Request, Flags: ........ C
= IEEE 802.11 wireless LAN management frame
= Tagged parameters (54 bytes)
= Tag: SSID parameter set: Broadcast

-Tag. HT Capabilities (éoz,lln,Dl 10) ' ' ' ,
-Tag VHT Capabilities (IEEE Std 802. llac/D3 l) Client SquortS 802.11a/n/ac

L e et g ot R Attt et . A P i T WU S
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.‘ Management Frames: Authentication & Association

M The client selects an Access Point and sends Authenticate & Associate requests
M Both processes must be successful in order to join the Access Point

‘ WLAN Client joining AP WPAZ AES.pcapng g
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
Adm @ [ BREBQes=F IS Eaqaamld
[I ‘Apply a digplay filter ... <Ctrl-/= n '] Expression.. +
Interface - Channel - - FCS Filter -
Mo. Time Source Destination Info
111 ©.e9e874 IntelCor_79:46:84 Broadcast Probe Request, SN=365, FN=8, Flags=........ C, SSID=LNS-LAB-2.4GHz
112 ©.002379 CiscoInc_1f:4e:20 1IntelCor_79:46:04 Probe Response, SN=2149, FN=©, Flags=....R...C, BI=182, SSID=LNS-LAB-2.4
113 @©.e08246 CiscoInc_1f:4e:2@.. Acknowledgement, Flags=........ C
114 ©.067384 Ciscolnc_1f:4e:28 Broadcast Beacon frame, SN=1597, FN=8, Flags=........ C, BI=182, SSID=LNS-LAB-2.4GH
115 ©.101002 IntelCor_79:46:84 CiscoInc_1f:4e:2@ Authentication, SN=15, FN=90, Flaés: ........ C
116 ©.e08e83 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
117 ©.098494 CiscoInc_1f:4e:28 IntelCor_79:46:04 Authentication, SN=1598, FN=8, Flags=........ o
118 ©.008369 CiscoInc_1f:4e:20.. Acknowledgement, Flags=........ C
119 ©.00250@ CiscoInc_1f:4e:20 Broadcast Beacon frame, SN=1599, FN=©, Flags=........ C, BI=1©2, SSID=LNS-LAB-2.4G
120 ©.808375 IntelCor_79:46:04 CiscoInc_1f:4e:20 Association Request, SN=16, FN=©, Flags=........ C, SSID=LNS-LAB-2.4GHz
121 @.eeeeel IntelCor_79:46:04.. Acknowledgement, Flags=........ C
122 9.002502 CiscoInc_1f:4e:20 IntelCor_79:46:@4 Association Response, SN=160©, FN=@, Flags=........ C
123 ©.e0025@ CiscoInc_1f:4e:20.. Acknowledgement, Flags=........ C
124 ©.e02123 CiscoInc_1f:4e:20 IntelCor_79:46:04 Key (Message 1 of 4)
125 ©.091875 CiscoInc_1f:4e:20 IntelCor_79:46:04 Key (Message 1 of 4)
126 ©.008248 CiscoInc_1f:4e:20.. Acknowledgement, Flags=........ C
127 ©.e08625 IntelCor_79:46:04 CiscoInc_1f:4e:2@0 Key (Message 2 of 4)
128 ©.e00602 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
129 ©.082248 CiscoInc_1f:4e:28 IntelCor_79:46:04 Key (Message 3 of 4)
138 ©.ee8376 CiscoInc_1f:4e:20@.. Acknowledgement, Flags=........ C
131 @.098501 IntelCor_79:46:84 CiscoInc_1f:4e:20 Key (Message 4 of 4)
132 ©.608002 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
133 ©.035382 IntelCor_79:46:84 Broadcast I P, N(R)=11, N(S)=127; DSAP ©x2e Individual, SSAP @€x72 Response
0.000002 Intel 9:46: Fla C
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(.‘ Decrypting WEP, WPA & WPA2 PSK

M Wireshark can decrypt WEP, WPA & WPA?2 PSK if the key is available
M To decrypt WPA & WPA?2 the key negotiation process must be captured

M WLAN Client joining AP WPA2 AES.pcapng 3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help }
Am 2@ [ DRB Rec=F oEEaaan
G |Apply a display filter ... <Ctrl-/=
Interface . Channel . . FCS Filter . }

Mo, Time Source Destination Info
120 ©.0e8375 IntelCor_79:46:04 CiscoInc_1f:4e:28 Association Request, SN=16, FN=©, Flags=........ C, SsI
121 ©.ee6001 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
122 9.802502 CiscoInc_1f:4e:20 IntelCor_79:46:84 Association Response, SN=1606, FN=©, Flags=........ C
123 ©.e86250 CiscoInc_1f:4e:28.. Acknowledgement, Flags=........ C
124 ©.802123 CiscoInc_1f:4e:28 IntelCor_79:46:84 Key (Message 1 of 4)
125 ©.801875 CiscoInc_1f:4e:286 IntelCor_79:46:84 Key (Message 1 of 4)
126 ©.0008248 CiscoInc_1f:4e:28.. Acknowledgement, Flags=........ C
127 ©.80e8625 IntelCor_79:46:04 Ciscolnc_1f:4e:20 Key (Message 2 of 4)
128 ©.068002 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
129 ©.802248 Ciscolnc_1f:4e:28 IntelCor_79:46:84 Key (Message 3 of 4)
13@ ©.ee8e376 CiscoInc_1f:4e:28.. Acknowledgement, Flags=........ C
131 ©.0e8501 IntelCor_79:46:84 Ciscolnc_1f:4e:20 Key (Message 4 of 4)
132 ©.600002 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
133 ©.635382 ©.0.0.0 255.255.255.255 DHCP Request - Transaction ID @x86dfddf2
134 ©.068002 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
135 ©.823243 IntelCor_79:46:04 Broadcast Who has 192.168.6.17? Tell 192.168.6.215
136 ©.0e8e01 IntelCor_79:46:04.. Acknowledgement, Flags=........ C
137 ©.001116 CiscoInc_1f:4e:20 IntelCor_79:46:84 U, func=UI; SNAP, OUI ©x004096 (Cisco Wireless (Airon
138 ©.008002 CiscoInc_1f:4e:20.. Acknowledgement, Flags=........ C
139 ©.6068492 ZyxelCom_3b:41:42 IntelCor_79:46:04 192.168.0.1 is at c8:6c:87:3b:41:42
14@ ©.008002 CiscoInc_1f:4e:20.. Acknowledgement, Flags=........ C
141 ©.833138 CiscolInc_1f:4e:28 Broadcast Beacon frame, SN=1661, FN=©, Flags=........ C, BI=182,
142 ©.869633 192.168.0.1 192.168.9.215 DHCP ACK - Transaction ID @x8edfddf2

143 ©.0008602 CiscoInc_1f:4e:28.. Acknowledgement, Flags=........

il
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.‘ Client joining problem (case one)

M Analyzing the trace file discloses the reason

M A client needs up fo a minute duration to join an Access Point

‘ WLAN Client slow joining.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

A m 3@ TRE Re=2=2F LS5 EAAQAHE

[i |Apply a display filter ... <Ctrl-/=

Interface |airpcapll ~ Channel |6 - 2.437 | |20MHz - FC5 Filter hd

No. Time Delta Source Destination Signal T¥ Speed Length Channel Protocol Info
7 9.614 ©.102 e2:57:45:03:2c:9Ff Broadcast -22 1.0 266 1 882.11 Beacon frame, SN=908, FN=@, Flags=......
3 9.716 ©.102 e2:57:45:@3:2c:9Ft Broadcast -22 1.0 266 1 882.11 Beacon frame, SN=909, FN=0, Flags=......
9 *REF* *REF* D-LinkIn f1:1a:49 e2:5f:45:03:2c:9f -25 1.0 94 1 802.11 Probe Request, SN=664, FN=@, Flags=......
10 ©.000 ©0.000 D-LinkIn f1:1a:49 .. -22 1.0 46 1 802.11 Acknowledgement, Flags=........ C
11 9.094 ©.094 e2:57:45:@3:2c:9Ff Broadcast -22 1.0 266 1 8@2.11 Beacon frame, SN=91@, FN=0, Flags=......
12 9.197 ©.102 e2:57:45:@3:2c:9Ft Broadcast -21 1.0 266 1 8@2.11 Beacon frame, SN=911, FN=@, Flags=.......

o Loy (sl o) Aim: (12 0 P L o / 2 a6 e oo -np e i\ — O L Qoo —

N AT e e e TS 05 90 5P Broadchet WW‘@T@WW MZ14657 FN=6, Fldgs=. ..
737 53.549 0,102 e2:57:45:083:2c:97 Broadcast -23 1.9 266 1 802.11 Beacon frame, SN=1470, FN=8, Flags=.....
738 53.602 ©.053 0.0.0.0 255.255.255.255 -35 58.5 714 1 DHCP DHCP Discover - Transaction ID @x7857eea
739 53.602 ©.000 D-LinkIn_f1:1a:49 .. -22 24.0 46 1 802.11 Acknowledgement, Flags=........C
740 53.604 ©.001 0.0.0.0 255.255.255.255 -23 12.8 660 1 DHCP DHCP Discover - Transaction ID @x7@57eea
741 53,605 ©.001 172.20.10.1 255.,255.255.255 -23 12.8 412 1 DHCP DHCP Offer - Transaction ID @x7@57eea
742 53,652 0.046 e2:57:45:03:2c:97 Broadcast -24 1.0 266 1 802.11 Beacon frame, SN=1473, FN=0, Flags=.....
743 53.665 ©.012 0.0.0.09 255.255.255.255 -36 65.8 714 1 DHCP DHCP Request - Transaction ID @x7@57eea
744 53,665 0.000 D-LinkIn_f1:1a:49 .. -23 24.0 46 1 802.11 Acknowledgement, Flags=........ C
745 53.666 0.001 ©0.0.0.0 255.255,255.255 -23 12.@ 660 1 DHCP DHCP Request - Transaction ID @x7057eea
746 53.678 ©.012 172.20.10.1 255.255.255.255 -23 12.0 412 1 DHCP DHCP ACK - Transaction ID @x7@57eea
747 53.754 e2:57:45:83:2c:9f Broadcast -24 1 8@2.11 Beacon frame, SN=1476, FN=@, Flags=.....
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.‘ Client joining problem (case two)

M A client is not able to join an Access Point and finally deauthenticates from AP
M Analyzing the trace file discloses the reason

‘ WLAN Client not joining AP.pcapng i
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
A = ® RE Re2=ZF 352 aaqH
[. |Appl'-r' a display filter ... <Cirl-/>
Interface  airpcapld ~ Channel & - 2,437 > | |20MHz ~ FCS Filter -
Mo. Time Delta Source Destination Signal T¥ Speed Length Channel Protocol Info
206 17.548 ©.102 CiscoInc_1f:4e:2e Broadcast -25 6.0 341 100 802.11 Beacon frame, SN=197@, FN=@, Flags=.
207 *REF* *REF* IntelCor 79:46:04 Ciscolnc 1f:de:2e -33 6.0 66 100 802.11 Authentication, SN=34, FN=0, Flags=.
208 ©0.000 ©.000 IntelCor_79:46:04 .. -25 6.9 46 100 802.11 Acknowledgement, Flags=........ C
209 @.000 ©.000 CiscoInc_1f:de:2e IntelCor_79:46:04 -26 6.0 66 100 802.11 Authentication, SN=1971, FN=@, Flags
210 ©.000 ©0.000 CiscoInc_1f:4e:2e .. -39 6.0 46 100 802.11 Acknowledgement, Flags=........ C
211 p.e00 0.000 IntelCor_79:46:04 CiscoInc_1f:ide:2e -32 6.0 221 1@e 802.11 Association Request, SM=35, FN=@, F1l
212 ©.000 ©0.000 IntelCor _79:46:04 .. -26 6.0 46 1@ 862.11 Acknowledgement, Flags=........ C
213 9.002 ©.001 CiscoInc 1f:4e:2e IntelCor 79:46:04 -25 6.0 243 100 802,11 Association Response, SN=1972, FN=0,
214 9.002 ©0.000 CiscoInc_1f:de:2e .. -39 6.0 46 100 802.11 Acknowledgement, Flags=........ C
215 ©.004 9,091 CiscoInc _1f:4e:2e IntelCor 79:46:04  -25 6.0 191 109 EAPOL Key (Message 1 of 4)
216 ©.004 ©.000 CiscoInc_1f:de:2e .. -40 6.0 46 100 802.11 Acknowledgement, Flags=........ C
217 ©.e04 ©0.000 IntelCor_79:46:04 Ciscolnc_1f:de:2e -33 6.0 193 180 EAPOL Key (Message 2 of 4)
218 ©.004 ©.000 IntelCor _79:46:04 .. -25 6.9 46 100 802.11 Acknowledgement, Flags=........ C
219 9.044 ©.039 CiscoInc_1f:4e:2e Broadcast -25 6.@ 341 100 802.11 Beacon frame, SN=1973, FN=@, Flags=.
220 ©.045 ©.000 IntelCor_79:46:04 CiscolInc_1f:de:2e -40 6.0 62 10@ 802.11 QoS Null function (No data), SN=@, F
221 ©.045 ©0.000 IntelCor _79:46:04 .. -24 6.0 46 100 802.11 Acknowledgement, Flags=........ C
222 p.045 0.000 IntelCor_79:46:04 CiscoInc_1f:ide:2e -40 6.0 62 100 802.11 QoS Null function (Mo data), SN=0, FB
= - Mmﬁmmmﬂhww
675 18.910 ©.064 IntelCor_79:46:04 Ciscolnc_1f:4de:2e -28 6.0 62 109 802.11 Qos Null function (No data), SN= e
676 18.910 ©.000 IntelCor 79:46:084 .. -25 6.0 46 100 802.11 Acknowledgement, Flags=........ C
677 18.910 ©.000 IntelCor 79:46:04 CiscoInc_1f:de:2e -31 6.0 72 109 8@2.11 Deauthentication, SN=42, FN=@, Flags=
678 18.910 ©.000 IntelCor 79:46:04 .. -26 6.0 46 100 802.11 Acknowledgement Flags=....00..
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(.‘ Analyzing the WiFi roaming process

M A client is roaming from channel 1 to 11 because the SNR of the new AP is better
M Following the client with two AirPcaps allows to capture the roaming process

‘ WLAN Roaming_01.pcap

File Edit VYiew Go Capture Analyze Statistics Telepheny Wireless Tools  Help

AN @ [[MREB Qe IS QAQAQH

[I |.-5.p|:-ly a display filter ... <Cirl-/>

Mo, Time Channel SR Source Destination Info
181 6.868692 11 70 dB CiscolInc_92:ad:21 Broadcast Beacon frame, SN=745, FN=8, Flags=
182 6.917365 1 24 dB CiscoInc_11:1f:60 Broadcast Beacon frame, SN=2826, FN=8, Flags
183 6.936186 1 74 dB 192.168.0.203 192.168.6.1 Echo (ping) request 1d=0x0200, se
184 6.936279 1 25 dB Philips_45:7f:2f .. Acknowledgement, Flags=........ C
185 6.937318 1 25 dB 192.168.0.1 192.168.08.203 Echo (ping) reply id=exe2ee, se
186 6.937418 1 74 dB CiscoInc_11:1f:60.. Acknowledgement, Flags=........ C
187 6.962979 11 72 dB CiscolInc_92:ad:21 Broadcast Beacon frame, SN=746, FN=8, Flags=
188 7.019684 1 23 dB CiscoInc_11:1f:60 Broadcast Beacon frame, SN=28628, FN=©, Flags
189 7.865378 11 71 dB CiscolInc_92:ad:21 Broadcast Beacon frame, SN=747, FN=©8, Flags=
190 *REF* 11 66 dB Philips_45:7f:2f CiscoInc_92:ad:21 Authentication, SN=2845, FN=@, Flg
191 ©.e0e16e 11 72 dB Philips_45:7f:2f .. Acknowledgement, Flags=........ C
192 ©.008883 11 73 dB CiscolInc_92:ad:21 Philips_45:7f:2f Authentication, SN=749, FN=©, Flag
193 ©.ee1227 11 76 dB CiscoInc_92:ad:21.. Acknowledgement, Flags=........ C
194 ©.882358 11 69 dB Philips_45:7f:2f CiscoInc_92:ad:21 Reassociation Request, SN=2846, FN
195 ©.882659 11 71 dB Philips_45:7f:2f .. Acknowledgement, Flags=........ C
196 ©.004265 11 71 dB CiscoInc_92:ad:21 Philips_45:7f:2f Reassociation Response, SN=75@, FN
197 ©.ee4331 11 77 dB CiscoInc_92:ad:21.. Acknowledgement, Flags=........ C
198 ©.055986 1 24 dB Ciscolnc_11:1f:60 Broadcast Beacon frame, SN=20829, FN=©, Flags
199 ©.181457 Ciscolpnc 92:ad:21 Broadcast Beacon frame, SN=748, FN=8, Flags=
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A

Client roaming problem (case three)

M User is complaining about sporadic hangers in bar code scanners, up to minutes

M Vendors of mobile clients and access points are finger pointing, since month.

M Problem could be assigned to bar code vendor by analyzing trace files.

M \WLAN Roaming Client blocked.peapng

File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help

4 = ® RE Qe i EaqaqX

[i |wlan.addr == 00:15:70:fb:c%:57]

Mo. Time Channel  SMR Source Destination Infa
1 0.000000 40 -59 dBm ZebraTec fb:c4:57 CiscoInc_a9:3b:c® Null function (No data), SN=903, FN=0@, Flags=...PR..TC
2 ©.000038 40 -59 dBm ZebraTec_fb:c4:57 .. Acknowledgement, Flags=........ C
4 ©.045157 36 -58 dBm ZebraTec fb:c4:57 Broadcast Probe Request, SN=904, FN=0, Flags=........ C, SSID=VLANS5%
5 ©.045446 36 -58 dBm CiscoInc_a9:3c:6@0 ZebraTec fb:c4:57 Probe Response, SN=481, FN=0, Flags=........ C, BI=18@, SS
7 ©.045624 36 -66 dBm CiscoInc_a9:38:40 ZebraTec fb:c4:57 Probe Response, SN=1554, FN=@, Flags=....R...C, BI=100, SS
10 ©.077143 40 -52 dBm ZebraTec fb:c4:57 Broadcast Probe Request, SN=905, FN=0, Flags=........ C, SSID=VLANS5#%
11 ©.077409 40 -49 dBm CiscoInc_a9:3b:c@® ZebraTec fb:c4:57 Probe Response, SN=3847, FN=0, Flags=........ C, BI=100, Sd
73 1.846865 4@ -55 dBm ZebraTec_fb:c4:57 All-HSRP-routers @@ QoS Data, SN=91@, FN=0, Flags=.p.P...TC
74 1.846924 40 -59 dBm ZebraTec_fb:c4:57 .. Acknowledgement, Flags=........ C
75 1.853257 36 59 dbm Zebralec fb:c4:57 Ciscolnc _a9:3c:60 Authentication, SN=911, FN=0, Flags=........ C
76 1.853301 36 -56 dBm ZebraTec_fb:c4:57 .. Acknowledgement, Flags=........ C
77 1.853613 36 -57 dBm CiscoInc_a9:3c:6@ ZebraTec fb:c4:57  Authentication, SN=502, FN=0, Flags=........ C |
79 1.857253 36 -59 dBm ZebraTec_fb:c4:57 CiscoInc_a9:3c:6@0 Reassociation Request, SN=912, FN=0@, Flags=........ c, SSIP
80 1.857292 36 -58 dBm ZebraTec_fb:c4:57 .. Acknowledgement, Flags=........ C
81 1.857892 36 -58 dBm CiscoInc_a9:3c:6@ ZebraTec fb:c4:57 Reassociation Response, SN=503, FN=@, Flags=........ C
83 1.858375 36 -58 dBm CiscoInc_a9:3c:6@0 ZebraTec fb:c4:57 Request, Identity
1416 32.296617 36 -48 dBm CiscoInc_a9:3c:6@0 ZebraTec fb:c4:57 Deauthentication, SN=849, FN=@, Flags=........ C
1421 32.298739 36 -38 dBm ZebraTec fb:c4:57 Broadcast Probe Request, SN=913, FN=0, Flags=........ C, SSID=VLANS5%
1422 32.299001 36 -47 dBm CiscoInc_a9:3c:6@ ZebraTec fb:c4:57 Probe Response, SN=850, FN=0, Flags=........ C, BI=18@, SS
1424 32.299367 36 -72 dBm CiscoInc_a9:38:4@ ZebraTec_fb:c4:57 Probe Response, SN=1873, FN=0, Flags=....R...C, BI=100, SS
1429 32.340744 40 -43 dBm ZebraTec_fb:c4:57 Broadcast Probe Request, SN=914, FN=@, Flags=........ C, SSID=VLANS54

130 2.,.34100 A10) 77. dRmLiscolnc a9:3b:ch ebraTec fh:cs Rrobe Becponse = plst) A8S=. .. ... L, aB1=100, 5SS
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(.‘ Control Frames: Request to Send / Clear to Send

M A WLAN node can reserve airtime and refrain all other stations from sending
M RTS/CTS reservation is used in busy cells, Hidden Node situations or in mixed mode

M WLAN RTS CTS_01.peap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am 1 ® TRE QRe2EFT LIS EAQAQQE

[_l |A|:up|y a display filter ... <Ctrl-/=

Mo Time Channel  SMR Source Destination Info
| 26 9.011778 1 40 dB Ciscolnc 11:1f.. Philips 45:7f:2f ..|Request-to-send, Flags=........ C
L 27 0.000064 1 63 dB CiscoInc_11:1f:60..|Clear-to-send, Flags=........ C
‘ 28 0.000106 1 39 dB 66.249.91.104  192.168.0.203 HTTP/1.1 200 OK [Unreassembled Packe
L 29 0.000098 1 62 dB CiscoInc_11:1f:60.. Acknowledgement, Flags=........ C
30 0.004411 1 40 dB CiscoInc 11:1f.. Philips 45:7f:2f ..|Request-to-send, Flags=........ C
31 9.000141 1 64 dB CiscoInc 11:1f:60..|Clear-to-send, Flags=........ C
1 40 dB 66.249.91.104 192.168.90.203 Continuation

‘ 32 0.000059
' 4] i o edge

M A short form, so-called CTS-to-Self is often used in cells with B-Only clients present

8577 Y B0TRET Y A B T N BRI T p e A e O O T S Te SRt T ap =Y

2278 0.000158 1 60 dB 192.168.0.201 192.168.0.100 GET /images/sitewide help off.gif HTTP/1.1
2279 ©.000003 1 42 dB Philips_45:7f:2f .. Acknowledgement, Flags=........ C

2281 ©.053175 1 44 dB CiscoInc 11:1f:60..|Clear-to-send, Flags=........ c |

2282 0.000139 1 40 dB  192.168.0.100 192.168.0.201 HTTP/1.1 200 OK

2283 ©.000063 1 61 dB CiscoInc_11:1f:60.. Acknowledgement, Flags=........ C

2284 ©.032421 1 65 dB Philips 45:7f:2f ..[Clear-to-send, Flags=........ c |

2285 0.000167 1 60 192.168.0.201  192.168.0.100 1133+80 [ACK] Seq=1515011717 Ack=1086513377

0 62 2
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(.‘ Overview WiFi 802.11 Standards

Rate Modulation Description q @
Barke BPSK ,Long Preamble’

802.11b

5.5 CCK/DQPSK High Rate (HR)

1 CCKIDQPSK  yith Short Preamble Rate Modulation Description

OFDM/BPSK
12,5 AL P Extenggsélage PHY
24,36 | OFDM/16-QAM (ERP)
48,54 | OFDM/64-QAM

6,9 OFDM/BPSK
12,18 OFDM/QPSK
24,36 | OFDM/16-QAM
48,54 | OFDM/64-QAM

802.11a

2.4 GHz Band From 86 OFDM/16-QAM 802.11ac
upto  OFDM/64-QAM Very High
6930** OFDM/256-QAM Throughput (VHT)

CCK = Complementary Code Keying
DBPSK = Differential Binary Phase-Shift Keying 5 GHz Band
DQPSK = Differential Quadrature Phase-Shift Keying

OFDM = Orthogonal Frequency Division Multiplexing * With up to 2 Channels

BPSK = Binary Phase-Shift Keying
QPSK = Quadrature Phase-Shift Keying
QAM = Quadrature Amplitude Modulation

and up to 4 Streams
**With up to 8 Channels
and up to 8 Streams
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(.‘ Overview WiFi 802.11n/ac Raw Rates

802.11n/ac Physical Rate Table (Mbps)

Antennas | Spatial Maximum Rate (Mbps) Band
Txx Rx : Streams | 1Ch.| 2Ch.|4Ch.|8Ch.|] Support

One Stream* 64-QAM 1% 4 5 7 72 150 | na. | na. | 24 &5GHz
q @ Two Streams* 64-QAM - 5 O 144 | 300 | na. | na. | 24 &5GHz

802.11n Three Streams 64-QAM 3 X 3 & 3 216 | 450 | na. | na. | 24 &5GHz

Number of Streams Modulation

Four Streams 64-QAM 4 x 4 : 4 288 | 600 | na. | na. | 24 &5GHz

* AirPcap Nx supports 802.11n with up to two Spatial Sfreams (2x2:2) in Legacy, HT20 or HT40 mode (no SGI & Greenfield mode)

@E One Stream 256-QAM A g 86 200 | 433 | na. 5 GHz
Two Streams 256-QAM 210K ot 173 866 | n.a. 5 GHz

400
802.11ac .
Wave 1 Three Streams 256QAM | 3 x 3 : 3 289 | 600 | 1300 n.a. 5 GHz
& : One Stream 256QAM [ 1 x 1 : 1 86 | 200 | 433 [ 8s6 | S5GHz
lF‘l%

Two Streams 256QAM | 2 x 2 : 2 173 | 400 | 866 |1730| 5GHz
@E Three Streams 256QAM | 3 x 3 : 3 289 | 600 |1300|2600| 5GHz
Four Streams 256-QAM | 4 x 4 : 4 385 | 800 |1730|3470| 5GHz

802.11ac 5 . | .
Wave 2 Eight Streams 256QAM | 8 x 8 : 8 770 | 1600 | 3470 | 6930 5 GHz
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(.‘ KRACK (Key Reinstallation Attacks)

October 2017: Breaking bad news is shocking the WLAN world

A KRACK is able to decrypt the most widely used WPA & WPA2 security;
this in Personal as well as Enterprise mode

A Engineers at University KU Leuven, Belgium have discovered a method
called KRACK using Channel based Men in the Middle method

A The attack is achieved by manipulating and
replaying cryptographic messages during
the initial 4-way WPA/WPA2 handshake

M KRACK decrypts all presently used cipher ‘ A ‘

suites (WPA-TKIP, AES-CCMP and GCMP)

M KRACK does not require any expensive radio
equipment, it rather works with cheap of-
the-shelf Wi-Fi dongles

A A detailed demonstration and whitepaper is
published hitps://www.krackattacks.com/
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https://www.krackattacks.com/

(.‘ KRACK is performed in two steps

M Step 1: A Men in the Middle (MitM) device is inserted
« Based on a technique called Channel based MitM attack
« Can be used to read, drop, insert or manipulate frames

AP

Channel 1

e

Client MAC AP MAC  Client MAC AP MAC

M Step 2: The initial 4-way handshake authentication is manipulated by KRACK
* Frames are dropped or inserted to force a Nonce value to be reused

Client MitM AP

. Key(Message 10f 4) _ Key(Message 10of 4)
~ AP MAC, ANonce, RC=0 " AP MAC, ANonce, RC=0

Key (Message 20f4) Key (Message 20f4) _
Client MAC, SNonce, RC=0 Client MAC, SNonce, RC=0

. Key(Message 3 of 4) .__Key(Message 3 of 4)
- GTK,RC=1 - GTK,RC=1

Key (Message 4 of 4)
ACK RC=1 > Blocked
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(.‘ Step 1: Inserting Men in the Middle (MitM) device

M Phase 1: KRACK starts with jamming an active WLAN channel

« Continues jamming: MitM device is sending random noise or random Wi-Fi
frames to create collisions.

» Selective jamming: The MitM device reads the frame type and starts jamming
only specific frames from the AP (Beacons, Probe responses).

« Jammed frames will be discarded by a receiver due to bad FCS.

Client AP

Channel 1 (( l

AP MAC
SSID: MyWLAN

« Already connected clients will start probing for alternative APs with same SSID
in other channels.

* New clients will continue probing for APs by scanning other channels.
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(.‘ Step 1: Inserting Men in the Middle (MitM) device

M Phase 2: A client is joining MitM (a faked AP)
* MitM device is jamming channel and sending Beacons on a different channel.
« MitM is faking AP by using MAC address and SSID of AP in Beacons

Channel 1 ((
Channel 6 < © AP
JVVVVVV (( JVVVV VY
<€ 9 AP MAC
. Beacons with SSID: MyWLAN
Client AP MAC
SSID: MyWLAN ¥ MitM joining AP
Client MAC Client joining - with client MAé
< <
AP Response AP Response

Client is joining MitM (faked AP) in channel 6
MitM stops jamming and joins AP in channel 1 using clients MAC address

AP replies in channel 1, frames are forwarded to client by MitM in channel 6

MitM is established and can block or forward frames in both directions
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(.‘ WPA and WPA2 Personal and Enterprise Mode 27

M Before the 4-way handshake starts, a session key must be present on client and AP.
« WPA/2 offers two methods to obtain this key Pairwise Master Key (PMK).
« The PMK itself is never used directly for authentication or encryption!

M Personal or Pre-Shared Key (PSK) Mode, most widely used in Home/SOHO networks
 All clients and the AP use the same manually configured Hex string or Passphrase

Client AP
PSK PSK
v v
PMK PMK

M Enterprise Mode, most widely used in professional environments
» The Extensible Authentication Protocol (EAP) is used to negotiate the PMK

Supplicant Authenticator (Enterprise
(Client) (AP) _ Network
Every client has A VAVAVAVAVAVAV, _-- - Authentication
- different ] EAPoL Radius B3 Server
over WLAN . (EAP) - Radius
PMK @ PMK N ( )
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(.‘ The 4-way handshake authentication process

M To understand KRACK, the normal WPA 4-way handshake must be understood
» The handshaek provides mutual authentication and session key agreement.

To start, both sides need a shared secret called the Pairwise Master Key (PMK).

A Session Key, called Pairwise Transient Key (PTK) is derived from the PMK.

The PTK is derived by using five values: PMK, Authenticator Nonce (ANonce),
Supplicant Nonce (SNonce), and the MAC addresses of both the Supplicant
and Authenticator.

The Nonce is a random Number used once created by the client and the AP.

Supplicant Authenticator
(Client) (AP)
Client parameters: AP parameters:
* PMK * PMK
* Client MAC « AP MAC
* SNonce * Anonce

Missing parameters Missing parameters

to derive the PTK: to derive the PTK:
« AP MAC * Client MAC
 ANonce * SNonce
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A

The 4-way handshake authentication process

M The 4-way handshake process decoded by Wireshark

‘ WLAN Client joining AP WPA2 AES.pcapng

File Edit WView (Go Capture Analyze Siatistics Telephony Wireless Tools Help

dn e IDRBRe==FTss[Elaaan

[N 2eply = display fiter _ <Ctri-/>

Mo, Deltz Time TA RA Pratocal Info
77 ©0.002123 Cisco 1f:4e:20 IntelCor 79:46:@4 EAPOL Key (Message 1 of 4)
78 0.002123 Cisco 1f:4e:20 (7.. 802.11 Acknowledgement, Flags=........
79 0.000625 IntelCor_79:46:04 Cisco_1f:4e:20 EAPOL Key (Message 2 of 4)
80 0.000002 IntelCor 79:46:04.. 862.11 Acknowledgement, Flags=........
81 ©0.002248 Cisco 1f:4e:20 IntelCor 79:46:04 EAPOL Key (Message 3 of 4)
82 0.000376 Cisco_1f:4e:20 (7.. 802.11 Acknowledgement, Flags=........
83 0.000501 IntelCor _79:46:04 Cisco_1f:4e:20 EAPOL Key (Message 4 of 4)
84 0.000002 IntelCor_79:46:04.. 802.11 Acknowledgement, Flags=........

> PPT version @, 32 bytes
> 802.11 radio information
IEEE 8@2.11 QoS Data, Flags:
> Logical-Link Control
802.1X Authentication
Version: 802.1X-2004 (2)
Type: Key (3)
Length: 117

w

£

> Key Information: ©x008a
Key Length: 16
Replay Counter: 0 |

Key Descriptor Type: EAPOL RSN Key (2)

> Frame 77: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits) on interface ©

5b1073bbff5cPa2c95ca220be5d80de3fbdafc@e3dcd9e2f. .. |

#sf17eu e Estoril, Portugal e 7-10 November 2017 ¢ © Leutert NetServices



(.‘ The 4-way handshake authentication process

M To understand KRACK, the normal WPA 4-way handshake must be understood
* Messages 1 and 2 provide the missing parameters to derive the PTK (session key)
* The AP provides the Group Temporal Key (GTK), to decrypt broad/multicasts
* The Replay Counter (RC) must be increased by one in each new AP message

Supplicant Authenticator
(Client) Key (Message 1 of 4) (AP)

<«
PTK is constructed AP MAC, ANonce, RC=0
______ Layer2Ack _ __

Key (Message 2 of 4)
Client MAC, SNonce, RC=0 PTK is constructed

oo Layer 2Ack _ ___ _

Key (Message 3 of 4)
GTK, RC=1

______ Layer 2Ack __ _

GTK is sent

PTK & GTK installed

Key (Message 4 of 4) >
ACK, RC=1 PTK installed

o Layer2Ack _____
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(.‘ Step 2: KRACK is manipulating the 4-way handshake process

Supplicant

PTK is constructed

PTK & GTK installed

Data Transmission

PTK & GTK reinstalled

Data Transmission
with reused Nonce
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Channel 6 MitM Channel 1 Authenticator
Key (Message 1 of 4) Key (Message 1 of 4)
AP MAC, ANonce, RC=0 AP MAC, ANonce, RC=0
————— Layer2Ack -==---=> -——--- lLayer2Ack -=----=>
Key (Message 2 of 4) Key (Message 2 of 4)
Client MAC, SNonce, RC=0 Client MAC, SNonce, RC=0 PTK is constructed
<---- Layer2Ack —=—---- <E---- Layer2Ack —=—----
< Key (Message 3 of 4) Key (Message 3 of 4) GTK is sent
GTK, RC=1 GTK, RC=1
————— Layer2Ack -==---=> -—-—--- layer2Ack -----=>
Key (Message 4 of 4)
>
ACK. RC-1 %( Blocked
<---- Layer2Ack ——----
E D
ncrypted Data > * Blocked
<---- Layer2Ack = —-=---
Key (Message 3 of 4) Key (Message 3 of 4) .
<€
GTK RC=2 <€ GTR RC=2 Retransmission
————— Layer2Ack -===-=> | ====-- layer2Ack -=--=>
Key (Message 4 of 4) 5 Key (Message 4 of 4) >
ACK, RC=2 ACK, RC=2
<s===- Layer2Ack - —---- <---- Layer2Ack =—---
Encrypted Data > Encrypted Data S Data received
<===- Layer2Ack - —---- <s===- Layer2Ack —=—----




(.‘ KRACK Summary

M \mpact (Bad facts)
* The KRACK method can decrypt WPA/WPA2 frames by hacking the session key
Relatively easy to implement, no expensive equipment required

MitM is not easy detectable, as almost no impact on WLAN performance

Canintrude in new as well as existing sessions by forcing clients to join the MitM
Large installed base of WPA/WPA2 means large field of potential attacks
Works in both WPA/WPA2 Personal as well as Enterprise Mode

« Works for all presently used cipher suites (WPA-TKIP, AES-CCMP, and GCMP)
A Limitations (Good facts)

« KRACK can not disclose the Pairwise Master Key (PMK)

« KRACK can not decrypt higher layer encryption like VPN, HTTPS etc.

* MitM device must be located within radio cell range of client and AP

M Precautions
« Using higher layer encryption like VPN, HTTPS etc.
* MitM can be detected by sniffing simultaneously in multiple channels
« Updating WLAN drivers on clients and APs as soon as available from vendors
» Using wired networks @
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(.‘ Thank you for your attention

Hope you learned something useful!
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Rolf Leutert, Leutert NetServices, www.netsniffing.ch
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