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Q About

* Freelance Network & Security troubleshooter
* Professional services in Switzerland

* Wireshark trainer

* Practical hands-on onsite trainings
» Custom needs: proprietary protocols, Lua dissection, malware analysis

* Creator of Debookee, a macOS network analyzer

* Includes Wireshark & Lua scripts
* Wi-Fi Monitoring module
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Wi-Fi Monitoring # Promiscuous mode
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Demo!

(Yes on slide 4!)
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Practical theory of 802.11
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* Characteristics of a Wi-Fi connection

» TX Signal Power (emitted by the AP)
* From 1dBm (1 mW) to 20 dBm (100 mW)

» RX Signal Power (received by the Client)

-30 dBm (0.001 mW) - Client is touching the AP (signal divided by 100’000 directly
when going out the AP)

* -50 dBm (10 nW) - Excellent

* -60 dBm (1 nW) - Good

e -70 dBm (100 pW) - Time to roam

* -80 dBm (10 pW) - Time to cable?

* -90 dBm (1 pW - 1 billion of mW) - Common noise
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* Let's buy a Microwave Oven

Let's compare
0.9kg and 1ng
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* Speed is the correlation of:
« Channel width (20, 40, 80, 160 MHz)
« Number of streams (1-3, coming 4 they say in blogs/coffee machine)
» Guard Interval (Short or Long - Time interval between each frames)
» Modulation or MCS index

* Speed is set per packet, not once per connection
* Speed is asymmetric: Tx / Rx speed?
* Your best friend: http://mcsindex.com
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http://mcsindex.com

A

wut % Tx Retries % Rx Retries Tx Data Rate Rx Data Rate

3/s 62 16 43.3 173.3
3/s 17 10 21.7 57.8
3/s 0 13 39

9 19.5
3/s 43 2 130 104
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@ meeindax.com

MCS : Index 216

802.11n 802.11ac
HT Data Rate DataRate DataRate DataRate Data Rate DataRate DataRate Data Rate VHT
MCS Spatial Modulation & Gl =800ns SGI=400ns GI=300ns SGI=400ns Gl=2800ns SGI=400ns Gl =300ns SGI=400ns ppoc
Index Streams  Coding 20MHz  20MHz | 40MHz | 40MHz | B8OMHz  B0MHz | 160MHz | 160MHz  Index
0 1 BPSK 1/2 6.5 7.2 13.5 15 29 3 32.5 58.5 65 0
1 1 QFEK 1/2 13 14.4 27 20 58.5 65 "r 130 1
2 1 QFSK 3/4 18.5 21.7 40.5 45 878 a7.5 175.5 195 2
3 1 16-QAM 1,2 26 28.0 54 €0 17 130 234 260 3
4 1 16-QAM 3/4 39 43.5 81 ¢0 175.5 185 351 390 -
e 1 64-QAM 2/3 52 57.8 108 120 234 260 58 520 5
6 1 64-QAM 3/4 58.5 85 121.5 135 263.3 292.5 526.5 585 )
7 1 64-QAM 56 65 72.2 135 150 292.5 325 585 50 7
1 256-QAM 3/4 78 86.7 162 180 351 380 702 780 8
1 256-QAM 56|  ria nia 180 200 390 433.3 750 866.7 4
8 2 BPSK 172 13 14.4 27 30 58.5 85 "7 130 0
B 2 QPSK 112 25 28.9 54 £0 17 130 234 260 1
10 2 QFSK 3/4 39 43.3 81 g0 175.5 195 351 390 2
14 2 | 16-QAM 1)2 52 57.8 108 120 234 260 458 520 3
12 2 16-QAM 3/4 78 86.7 162 180 357 380 702 780 .
13 2  64-QAMZ/3 | ‘04 115.6 216 240 468 520 936 1040 5
14 2  64-QAM 3/1 117 130.3 243 270 526.5 535 1053 170 )
15 2 64-QAMSG | “3D 1444 | 270 | 200 585 65 | 1170 1300 7




The forgotten theory:
The talkie-walkie (or CSMA/CA)

Common to 802.11b/g/a/na/ng/ac/ac_wave_2
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* What does a device do before sending a packet?
« Listen in the air for energy / ED (Energy Detection)

* Is a microwave oven currently speaking?
* Am I hearing bad CRC frames as noise?

« Listen in the air for 802.11 frames / CS (Carrier Sense)
* Save the NAV timer of heard packet (indicate when media will be freed)

« When free, calculate a random number and wait while decreasing it
« If media busy meanwhile, put random timer on hold

« When random timer ends, if clear, send packet(s)

« Wait for ACK, else resend packet with wlan.fc.retry = 1
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The most important WLAN processes

Access Control with CSMA/CA

CSMA/CA offers different Inter Frame Spaces (IFS) fo control media access:

DIFS (DCF Inter Frame Space) (2x Slot time + SIFS) 802.11b=50us 802.11g=28us 802.110=34us
Slot Time 802.11b = 20 ys (max. 31x)  Short Slot Time 802.11a/g = 9 ys (max. 15x)

Media free

AP Ack Ack R
Stal R
Sta2 — wait — orrs| ||| [ R
Sta3  — wait —>{oF pis| o E— -' Time

« Stations can send anytime if media is free, but hold back if media is busy.
* If air becomes free, stations are waiting DIFS and a random number of Slot Times before sending
* Receiving stations verify Frame Check Sequence and if OK are sending ACK after SIFS

LEUTERT

NefNgrvices WLAN Analysis V182h © Leutert NetServices 2015




A

Forget Throughput - Think Airtime
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A

*

* I have 802.11ac Wave 2 MU-MIMO 1.3Gbps but ...

In the wireless world:
« A fast client must wait before speaking
« A fast client must stop speaking when it hears some "energy"
« A fast client must repeat if he wasn't understood (ACKed)

« Also think Airtime/2 if 1xAP and all wireless clients

* Transmitter -> AP
* AP -> Receiver
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Your turn to be AP & Wi-Fi clients!
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#Lab
iperf - Let see slowness in the air
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Q 3 scenarios - Alone on channel 100

Cabled iperf Server Cabled iperf Server Cabled iperf Server

1Gb/s

Access Point Access Point Access Point

/

802.11ac client

802.11ac 802.11n client

802.11n
Connected at Connected at Connected at Connected at
878Mbps 243Mbps 878Mbps 243Mbps
Upload: 536Mb/s 145Mbl/s 215Mb/s 90Mb/s
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A

* True fact: capture is dropping packet
« We see gaps in sequence number every 18-20ms
 Internal buffer of the laptop drops packet to reach a max of 172Mbps
» Should increase buffer? (default 2M, to be tested)
» Most of time, only need Mgt/Ctrl frames, not Data
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(wlan.ta == b4:18:d1:ec:4a:73 && wlan.fc.type == 2) && (wlan.da == 00:0d:b9:42:57:a0)

Viireshark « 10 Graghs « 052

Wireshark |10 Graphs: 07a
YA
‘ | Y Bk ;“"'\._ M
12510 .l \ I AG R U AT
T ‘ v 1 |
1900 - ' / {
E . !
= )
= 75002
: |
© 500000 '
2800C0
536Mb/s )
Retries: 1% ol : : i o
0 1 2 3 a4 5 G
Times2)
256k 43 relesT acher 2097 5% - 130
e Tl thee Cokr e ¥ hds ¥ Reld Sncathing
M pacsts B um Packels SO
8 Al pacacts taklnlo we ba1Ed0e... x NAXLY Held) wian.seq
N pusonts Cabanty == baEd e, . Lins Orx W rvinrel SKA
+ - & Moune °d1g5 00— Inturvd  C me B Time al gey Lag sesln Ruswl
Help Coey S hs..

%  #sfl7eu e Estoril, Portugal % Troubleshooting 802.11 with monitoring mode



VArczhark - 10 Graphs - O7b
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Wirestark * 10 Srapha - O7¢
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How do I set Monitoring Mode?
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D Wi-Fi Monitoring

« Details for all OS: talk of Thomas d'Otreppe at SharkFest 16 US

* Linux
 Natively with command lines or in Wireshark directly (free)
* macOS

* Natively with command line or in Wireshark directly (free)
* also best hardware: 802.11ac 3x3
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D Wi-Fi Monitoring

* Windows
« External dongles:

* Riverbed external Airpcap dongles: 802.11n 2x2 ($700!)
Warning: Windows 7 + USB3 = BSOD!

Works with Omnipeek only, not Wire.shark o.r need a trick with npcap
* Using your internal Wi-Fi interface or external dongles:
* Acrylic Wi-Fi Professional: NDIS 6 / Airpcap drivers ($40)
* npcap: NDIS 6 (never found working hw, free, but nmap license)

» Does your interface support NDIS 67 Driver support your interfaces? Support of 5GHz? Ability to
configure channel bandwidth?
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Ok, got hw, what should I do?
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Ok, got hw, what should I do?
-> On which channel is your device?
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Wi-Fi Monitoring

* netsh wlan show interface

BN €AY ndoss) system e md.=ve

G:NUzcezschz2nctzh wlan zhow intceface
11 cxiztc 1 intcefacce zur lc zyztonc

MNon : CGonncxion eczcocau zanzs Eil
Pczoeiption : Intcl<R? Ccntrino<R?> Ultimatc-N 63
GUID : EEEAM1BE3-cS?7-16bd-a%ce2—-datBEB313c
Ndeczzec phyzigue P e1:77:B3EBicBicE

ctat : conncctc

EEID L. e

BEEID ) $|1B:h1:EB:12:B3:15

Type de epéeeau : JHlEstEuLLuEb

Tuype de eadio : Ala

Authentificacion : 2 — Enteepeice

Chiffeenent : CCNP

Node de connexion s Connexion automatigue

Canal = :

Réception <Nbhite~<e>

Teanemieeion <Nbhite~e>

Signal : “

Peofil : nol3

ttat du eéeeau hébeegéd : Hon démaped
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Why is my Wi-Fi slow?
Some indicators
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* Is FCS a good metric in a Wi-Fi Monitoring capture?
« NO!
» FCS is a subjective metric of the monitoring station

* You captured bad FCS seen by your monitoring station, not the client
device

Lot of bad FCS if you're too close to the client
 Radio orthogonality / Signal too strong / ...
* Don't capture too close a client (< 2m)
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e Use 802.11 Retries

 wlan.fc.retries ==

* Set by the 802.11 device if previous data packet not ACKed

* Check both Tx and Rx retries (<10-15% in a pro environment)

* if Rx & Tx retries are high -> Check Layer 1 / Co-Channel Interferences

* if Rx Retries >>> Tx Retries -> Power Mismatch (common with mobiles
& professionnal Access Points)
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* #Lab - GUI
* Count packets graphically in Wireshark

« wlan.da == e0:2c¢:b2:3¢:88:35 && wlan.fc.type == 2 && wlan.fcs.status ==
-> 378 pkts

* wlan.da == e0:2c:b2:3¢:88:35 && wlan.fc.type == 2 && wlan.fc.retry == 1 && wlan.fcs.status ==
-> 295 pkts

» 78% Rx retries

« #Lab - Lua: https://iwaxx.com/retries.lua

tshark —-r @5.maria_40retries.pcapng —-X lua_script:retries.lua —q

MAC address e0:2c:b2:3c:88:35
All valid data packets 378

Retries data packet 295

%Retries 78.042328042328
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MAC Adcress

acicfiuciseid2ice
St:lezhcies:qh:bs
BL1Ec1b2:40:47:42
BLERITER DAY
0B:79:45:¢b:15:22
L H T EES B R R {1
db:azbsi95ibeiC2
Bb1dc181160:c8:140

verde-

m‘ﬁ.-
e ter.
Sanzurac.
Intel C.
Mple, .
eple, .
FUWAEL .
Canzura.

Assozimed with BS5HD
A9 ¥eiB5: I2i1%5be
Co:bb:a%:29:5e:c4
Eo:b5:4%:129:5¢:cd
GLibbi17i09: 561

(2:bH:8%:29:5e: 04
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X Byies
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3 B/z
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-is xJ's s pE 29.%

9 3/s 1% » 1£.4
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#Lab
Why the device doesn't ACK these valid packets?

%  #sfl7eu o Estoril, Portugal % Troubleshooting 802.11 with monitoring mode




A

*

#sf17eu e Estoril, Portugal

*

W whan.ra == 18:07:65:17:7 2208 &K wlan fo.ratry—1) || (wlan.ra == Sc:bl:2f:c8:0ezzd) «| swprcian. + 0 0NI0 RGN RDE ke

Mo Twe SO Ced naton Pretoccd Sorgth Dot rate AV €81 S gml Fely 2eakum W
32457 25.7879.. :_:L'.IIIL_.E‘iE'- §92.11 39 11 -52 0 Acanewledgemenl, Flags=...P....C
32538 25.8337.. rLcCorpo_17:73:. scolng - 882.11 49 11 32 3] 382.21 Block ACk Reg, Flags=..civeie C
32578 25.8837. Cizeelne_cd 292,11 3% 6 =77 ] Acxnewledgamant, Flags=.....v.ve C

i 2567 25.A%R%. 1A.B3.M3.20 52.27. 169.11? 5N 687 13 -7 ] 356 Applicaticn Data

| 2000 F5.HSNG. IP.E3.N3.20 52.27.108.117 TCR ond 11 -74q » W6 [TCP Retransnission] I7H91-443 [FSH, ArK] Sm)=3%
12501 25.0644. l-,TII:_,'J:"-._ HERZ2.11 39 11 a7 ] A aniwls 'l‘ went, Flags=..... .C

| 33178 26.3170. B5.%5.173.172 1R.H3.5%9.136 TR im T2.2732 ~G1 1 1236 [TCP thnnsnlsnonl ua-usac [FsH, ACK] Smq=34
33129 26.3122.. 65.55.174.178 16,.83.59,136 TC2 87 72.2322 -61 i 1216 ITCP Retransnisclonl 933468545 [BSH, ACK] Seq=34
33132 26.3132.. 65.55.174.17@ 10,03.59,136 TCR 207 T2.2222 51 i 1216 |TCP Retransnizeion] 93360545 [PSH, ACK] Seq=34
43135 26.314R.. BN N5.174.17R 1IR.H31.%9.130 T im T2.23232 -1 1 1236 [TCP Retransnission] 993-80536 [FS, ACK] Sm=34
33138 26.3144.. KN.%5.173.172 1R.B3.59.138 e N T2.2222 -81 1 1238 [TCP Retransnission] YA3-ENS3S [FEH, ALK] Spoe3q
33144 26,320Y9.. E5.55.174.17¢ 18.83.59,136 e i 6.5 -8l i 1216 [TCP Retransnission] 993-50546 [FSH, ALK] Seq=34
33145 26.3118.. Clscolnc_cB:i5. 882.1 39 6 33 ) Acknovwledgenment, FLaDsS=..civere C

' 33147 26.3212.. 19,B3.63.26 179,68,192.2 TLSv1.2 194 25 -4 ] 357 Applicaticn Data

{ 23217 26.3644. 1A.P1.AX.26 52.27.189.112 TC° & M =75 ] 258 |TCP Retransnission]| 37691443 [PSH, ACK] Seq=25
13242 26,1054 Liscelne ¢9:5. UB2.11 6 -T3 » Ackncwledgensnt, I'lags=........C
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#Lab
Speed / #Stream / GI / Modulation
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* Back to pcap

SSI Signal: —67 dBm

SEI Noise: —95 dBm

Antenna: ©

Channel nunber: 6

Channel frequency: 2437
» Channel “lags: dx0001€480, 2 Gkz spectrum, Dynamic CCK-OFDM, HT Channel (28MHz Channel Width)
v MCS information |

» Known MCS information: €x1f, Bandwidthj MCS index, Guard interval, Fornmat, FEC type
eies 2200 = Bardwidth: 20 MHz (0]
eies «1.. = Guard interval: short (1)
eiese Q... = Format: mixed (0)
«:s@ ... = FEC type: BCC (@)

MCS index: 15
[Data Rate: 144.4 Mb/s)
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* Back to pcap
No Stream Number???

SSI Signal: —67 dBm

SEI Noise: —95 dBm

Antenna: ©

Channel nunber: 6

Channel frequency: 2437
» Channel “lags: dx0001€480, 2 Gkz spectrum, Dynamic CCK-OFDM, HT Channel (28MHz Channel Width)
v MCS information |

» Known MCS information: €x1f, Bandwidthj MCS index, Guard interval, Fornmat, FEC type
eies 2200 = Bardwidth: 20 MHz (0]
eies «1.. = Guard interval: short (1)
eiese Q... = Format: mixed (0)
«:s@ ... = FEC type: BCC (@)

MCS index: 15
[Data Rate: 144.4 Mb/s)
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MCS *Index

B02.11n
HT Duts Rate Duats Rate Duts Rate  Daba Rate
MCS | Spatial Modulation & Gl = 800ns SGI= 400ns Gl =800ns SGI = 400ns
' Incex |Streams  Coding 20MHx  20MHz  A0MHz | doMHz |
Q 1 BPSK 12 6.5 T2 13.5 15
' 1 aPsSK 12 13 e 27 3n
2 1 QPSK 14 ! 9.5 21.7 40.5 45
3 1 16-QAM 12 28 289 54 60
4 1 16-QAM 34 a9 433 &1 a0
5 1 G64-0QAM 2/3 52 578 1Cc8 120
4 1 Ga-0AM 34 585 2] 121.5 135
7 1 64-QAM &6 &5 722 1386 150
1 256-0ANM 34 78 aa.T 162 180
1 255-0AM 56 n/a n/a 180 200
oA 2 BPSK 12 13 4.4 27 30
i3 2 QPSK 1.2 28 289 4 60
‘A 10 2 CQPSK 34 39 433 81 o0
P n 2 16-QAM 12 52 578 1C& 120
Loz 2 16-QAM 34 78 337 162 180
L 2 G4-0AM 2/3 102 115.6 216 240
11 2 G4-0AM 34 17 110.3 243 270
.15 2 04-QAM &G 130 1444 270 300
2 255-0AM 3M 156 1733 324 380
2 2580AM 56 nia nia 3ED a0o
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#Lab
Why don't I see any data packets?

%  #sfl7eu o Estoril, Portugal % Troubleshooting 802.11 with monitoring mode




Q Some Topic

* CWNP Certification Program

 https://www.cwnp.com

* Some Wi-Fi guys
* https://twitter.com/KeithRParsons
« https://twitter.com/MackenzieWiFi
« http://www.revolutionwifi.net/revolutionwifi/
» http://divdyn.com/blog/

« http://wlanbook.com/twitter-ids-of-cwnp-certified-wireless-network-
expert-cwne/
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Thank you!

contact@iwaxx.com
twitter.com/tomlabaude
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