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(.\ Introduction
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(.\ The original “Sniffer

Network
General

Sniffer® has been
registered as
tfrademark in 1989

* First Network General Sniffer in Switzerland

* Bought 1988 by Swissair airline to analyse Token-Ring

» Compaqg Portable, DOS Version 1.30 / 256 KByte Capture Buffer
e Price US $ 30’000 (and more for each decoder)

* No frainings available (Sniffer University started in 1997)
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(.\ Session Content

M Where to capture VolP traffic
M Analysing SIP signalling

M Use Case: Call interrupted
after 32 seconds

A Analysing HFA an UA
signalling

A Analysing SDP negotiation

M Use Case: Bad VolP port
negotiation

M Analysing RTP traffic
A RTP QOS, Delay, Jitter & Packet Loss

Licensed by iSfockphoto.com

A RTP protocol forcing
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(.\ Capturing in VoIP environment

Router Firewall

Remote
Network B

-

/Switch N
Local

Network
Solution: Capturing on PBX

TCP Dump Traces  ©2pture Options

Promiscious mode

> Switch

Dump Mode
e File dump : Save TCP dump in a ".pcap" file
Direct dump : See the TCP dump in live
Verbose ASCII Name for IP & Port

Capture Mode
e Default mode : capture everything (browser's ip address excluded) on ethO

One Host : capture traffic from/to host on eth0
Protocol : capture traffic by selected protocol
P BX Protocol Port Protocol Port
ICMP
UA/MIPT 7778 Pimphony 7779
. . H323 1719-1720 DNS
| TCPDump Traces ~ Sogus opuens 2
5“‘.“: SIP 5059 - 5060 - 5080 VoipDebug 7123
i UDP-TCP
No Capture
Clear Start Stop is running
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(.\ Capturing in VoIP environment

Network B

Router Firewall /f\
N Remote ;
/Switch N\ N
—

Local

| ——
Network A /_ )

- Switch
: Solution: Mirror Port on VoIlP Phone

* Most VoIP phone allow to configure the
PC port as mirror port

Advantage

« Easy to set up

Mirror Port PBX

=

Wireshark

Disadvantage
« Power negotiation can not be captured
* VLAN Tag willnot be captured
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(.\ Capturing in VoIP environment

Remote
Network B

Router Firewall
_
SWltch

Solution: Remote Packet Capture (RPCAP)

‘@ Switch Connection to Unify PBX

UNIFY o e OpenScape Business Assistant

Abmelden

Wireshark

Startseite Administratoren Einrichtung | Experten-Modus| Datensicherung Lizenzverwaltung Service-Center

* Wartung Experten-Modus )

Konfiguration
Software-Tmage Der Expertenmodus dient der erweiterten Einrichtung durch geschultes Personal Ihres Servicepartners. Falls Sie hier
g Einrichtungen vornehmen und anschlieffend die Unterstitzung durch lhren Servicepartner bendtigen, kann dies fir Sie

Cordless kostenpflichtig sein.

Port/ Card Status

Events

Restart [ Reload
SHMP
Admin.-Protokoll

Alktionen

Plattform-Diagnose

Screenshot: Unify PBX
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(.\ Capturing in VoIP environment

PBX Router Firewall
1 Remote
Network B

192.168.178.2 @ *
SWltch N
/ Port 2002 Wireshark

Y 4

Solution: RPCAP Connection to Unify PBX
]

Va

rpcap

Trace-Format-Honfiguration

Trace-Ausgabe-Interfaces

Trace-Protokoll

Digitale Priifschleife |P-Adresse (numerisch oder literaly, (1921681782 *)

unden-frace Frotokoll Fort (bitte einen unbelegten Port auswihlen); 2002
.’MET-TranE-Humpunenten

P secure Trace Internes LAM fracen:
Call Monitoring *} 0.0.0.0 bindet an alle lokalen IPv4 Adressen PBX

}Limnzknmpnm&nﬁe

P Trace-Profile

¥ Trace-Komponenten IP-Adresse (numerisch oder literaly, 192.168.178.202 *)

TCP-Dump *) 0.0.0.0 erlaubt allen Clients Zugriff Wireshark
I rpcap Damon I

Diese Aktion startet den rpcap Damonen und offnet einen Server-Port, was einen direkten Remote-
Zugriff auf TCP-, ICMP- und UDP-Pakete der LAN-Interfaces von Applikationen wie z.B. Wireshark aus ™

(bernehmen Riickgangig Hilfe
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(.\ Capturing in VoIP environment

PBX Router Firewall
192.168.178.2

Remote
Network B

-

Switch

/ ﬁ | Port 2002 Wireshark
ek )

/ Solution: RPCAP Connection to Unify PBX

‘ Manage Interfaces ? x
LLLLLLL faces Pipes I Remote Interfaces I ‘ Re mote Interface ?
Show Host / Device URL
Host: | 192.188.178.2 v|
Wireshark: Port: |2002 |

- Capture Options
- Manage Interfaces
- Remote Interfaces : () Password authentcation
- Add Interface with + e

This version of Wireshark does not save remote settings.

Password:
Cance'

Authentication

@ Mull authentication

oK. Cancel
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( \ Capturing in VoIP environment

4

PBX Router Firewall
192.168.178.2

Remote
Network B

-

Switch

T )

Port 2002 Wireshark

Solution: RPCAP Connection to Unify PBX

/ (

>

e M Vanage Interfaces r
Trace-Format-Konfiguration
Trace-Ausgabe-Interfaces Local Interfaces Pipes I Remote Interfaces I

Trace-Protokoll

Show  Host [/ Device URL

hd 192,168.178.2
rpcap://[192.168.178.2]:2002/eth1
rpcap://[192.168.178.2]:2002/ eth2
rpcap://[192.168.178.2]:2002/ eth3
rpcap://[192,168.178.2]:2002/10

ethl Link encap:Ethernet HWaddr 8@:1a:e8:74:52:6C

UP BROADCAST MULTICAST MTU:15@@ Metric:l

R¥ packets:@ errors:@ dropped:@ overruns:@ frame:@
P M5T-Trace-Komponenten TX packets:@ errors:@ dropped:@ overruns:@ carrier:@
P secure Trace collisions:@ txgueuslen:leee
RX bytes:d (8.2 B) TX bytes:@ (8.8 B)
Base address:ax2eee

Digitale Prifschleife

Kunden-Trace-Protokoll

Call Monitoring

KIEIRIE

P Lizenzk omponente

M race-Frofile ethz Link encap:Ethernet HWaddr @@:1a:e8:74:52:6b
inet addr:192.168.178.2 Bcast:192,168,178.255 Mask:255,255,255,
inets addr: fedd::2la:esff:fe74:526b /64 Scope:Link
UP BROADCAST RUMNING MULTICAST MTU:1588 Metric:l
rpcap Damen RX packets:41887 errors:@ dropped: 1415 overruns:@ frame:@
TX packets:53322 errors:@ dropped:@ overruns:@ carrier:@
coellisions:d txqueuslen:lose
RX bytes:7923386 (7.5 MiB) T bytes:8372975 (8.5 MiB)
Base address:excesd

+
1

Fira ce-Homponenten Remote Settings

TCP-Dump
This version of Wireshark does not save remote settings.

Conee HE\FI

eth3 Link encap:Ethernet Hiaddr @8:1la:e8:01:25:87
inet addr:192.168.3.1 Bcast:192.168,3,255 Mask:255,255,255.8
inets adde; fese::2la:esff:fe@l:2507/64 Scope:Link
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(.\ Capturing in VoIP environment

Switch with

PoE Ports
PoE &
Data

ETAP-2003
Monitoring
TAP
10/100/1000

Viewer
Access

PoE &
Data

Raspberry Pi 4
running TShark

and TeamViewer USB3-Gigabit

Dongle PoE VoIP Phone

Inexpensive solution for remote
capturing with Raspberry Pi 4

» Raspberry with two Ethernet
interfaces: one for capturing,
one for TeamViewer access

Advantage
» Allows remote configuration
» Allows long term capturing

« Can be installed at multiple
customer sites

» Using TShark to preserve CPU
Disadvantage

« Raspberry performance is
limited, solution is not suitable
to capture server traffic

« Requiresinternet connection
for TeamViewer access.
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(.\ VoIP protocol family

* SIP Session Initiation Protocol, create, modify, terminate sessions

- SDP Session Description Protocol, describing multimedia sessions

* RTP Real-Time Transport Protocol, audio and video packet format

« RTCP Real-Time Control Protocol, quality of reception data feedback
« Codec Analog/digital encodings; G.711, G.729, u-Law, A-Law, AMR etc.

Layers Signaling Media Utilities
' SDP Codec DNS
A A
Transport TCP UDP
J—r

Network

Data Link

Many LAN, WLAN and WAN Protocols

v

Physical
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(.\ Session Initiation Protocol

SIP basic Requests (called methods):

e REGISTER - Registers the address listed in the To header field with a SIP server

* INVITE - Indicates a client is being invited to participate in a call session

e ACK - Confirms that the client has received a final response to an INVITE request
e BYE- Terminates a call and can be sent by either the caller or the called

e CANCEL - Cancels any pending request but does not terminate a call

e OPTIONS - Queries the capabilities of servers

e PRACK - Provisional acknowledgement

 SUBSCRIBE - User wishes to receive information about the status of a service session
 NOTIFY- Status of the service session for which the Requestor has subscribed

e PUBLISH - Publishes an event to the Server

* INFO - Sends mid-session information that does not modify the session state

* REFER - Asks recipient to issue SIP request (call fransfer)

e MESSAGE - Transports instant messages using SIP

 UPDATE - Modifies the state of a session without changing the state of the dialog
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A

Session Initiation Protocol

SIP basic Response codes:

Description Examples
: : . 100 Trying
1xx Inrg)égsitlr%nile—sl?equest received, continuing to 180 Ringing
P 9 ' 181 Call is Being Forwarded
%% Success — Action was successfully received, 200 OK
understood and accepted.
: : : .| 300 Multiple Choices
3xx Redirection — Further action needs to be taken in 301 Moved Permanently
order to complete the request. 302 Moved Temporarily
401 Unauthorized
. : 406 Not Acceptable
Client Error — Request contains bad syntax or L :
4XX cannot be fulfilled at this server. 407 Proxy Authentlcatlon Required
408 Request Timeout
415 Unsupported Media type
. . 502 Bad Gateway
Exx Server Error —_Server failed to fulfill an 503 Service Unavailable
apparently valid request. 505 Version Not Supported
6xx | Global Failure— Request is invalid at any server. ggg [B)gi?i/nEeverywhere
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(.\ Session Initiation Protocol

Basic SIP Call Flows:

Caller
Station

UAC

152.96.10.155

[

SIP
REGISTER

INVITE

-> SIP
- Registrar

100 TRYING

>» UAS UAC

180 RINGING

183 SP (SD)

152.96.10.23

ACK

SUBSCRIBE

<€
<€
<€
«—200 0K (SD)
<€
<€

200 OK

NOTIFY

>

200 O

RTP Traffic

SIP
REGISTER

INVITE

- Called

Station

100 TRYING

> UAS

180 RINGING

200 OK (SD)

ACK (SD)

SUBSCRIBE

> 152.96.10.153

200 OK

NOTIFY

200 OK
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(.\ Session Initiation Protocol

Graphical presentation of SIP calls:

M siP Call 01.peap - O b
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am 2@ |DRE Qe==T | vopcals N

Ao ANSI h‘} ] | Expression..  +
Mo, Time Source G5M b Protocol Length Method DSCP  Info

|AX2 Stream Analysis
ISUP Messages

LTE

MTP3

RTP

RTSP

SCTP

SMPP Operations

UCP Messages
Ll 295

v v v v v

M Wireshark - VolP Calls - SIP Call 01

Start Time  Stop Time  Initial Speaker  From To Protocol Packets State Comments
5825598 39307232 Caller i"GBBR SIP - 8361" <sip:B301@132.96,10.23; <sip:8@132.96.10.23;user=phone SIP 16 COMPLETED INVITE 200
7738808  39.297150 PEX "G6BR SIP - 8361" <5im8361@152.96.10.23 <sip:20d21236-c361-8382-a931-08ff24061 eef@152.96.10.153 SIP 13 COMPLETED INVITE 200

oK | ‘ Cancel ‘ |Prepare Filter | |Flow Sequence |" Plavstrearns| ‘ Help

1. Mark both Calls with
Shift + Right Mouse

2. Select
Flow Sequence
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(.\ Session Initiation Protocol

Graphical presentation of SIP calls:

M Wireshark - Call Flow - 5IP Call 01
T Caller Called
me PEX

; ; ;
4.135943 2g9g INVITE SDP (g7110U g711A g729 telacho i oo E
0.008691 52556 la 100 Trying ! 060 !

| | I
0.007304 ! 5060 - LU TE » 50015

] ] . 1
0.006529 ! SDE0 e 100 Trying ! 50015

| | N 1
0.003571 ! SDE0 e S0 H ! 50015
0.009349 5255 'a e ) ' 5060 :

| I I
7.898532 ! 5080 L;_‘MOK SOP (g711U g711A o725 Ilehin_._: 50015
0.023731 ! FTTT l ACK SDP {g711U teleph sent) .1:50015
0.003514 s3556 1183 Sesson Progress SDP (g7111) tekepho..| oo !

] ] 1
0.003268 ! | SUBSCRIBE o so015
0.001572 52556 9200 OK SDP (a7110 telephoneevend | coep :
0.001686 s2s56 | S ! 5050 :

| | I
0.024419 ! 5060 e 200 OK |

] ] 1
0.002704 ! =7 NOTIFY ! spots

! 1
0.001135 27662 RTP [_cpll?llLI] ! seo0

] ] 1
0.003754 ! 5060 | SN = 50015

! 1
0.001584 27662 | RTP (g7110) > 24280

] ] 1
0.007163 52996 | K ! 5050 i
0.003442 52556 | ZE ! 5060 I
0.000444 52956 | LA - 5060 !

| | 1
0,000046 52996 e AN ! 5060 i

] ] 1
0.005103 ! SDED e Hi= ! 50015
0.013125 52956 Ir_ BYE Isnsn !

] ] 1
Backat 2399 SIP Status 200 OK

Comment

SIP INVITE From: "GEBR SIP - 8361" <siniB361
SIP Status 100 Trying

SIP INVITE From: "GEBR SIP - 8361" <sip:B361.
SIP Status 100 Trying

SIP Status 180 Ringing

SIP Status 18D Ringing

SIP Status 200 OK

SIP Request INVITE ACK 200 CSeqiidi

SIP Status 183 Session Progress

SIP SUBSCRIBE From: "G&BR. SIP - 8361" <sip: ..
SIP Status 200 OK

SIP SUBSCRIBE From: "G&SBR. SIP - 8361" <sip: .
SIP Status 200 OK

SIP NOTIFY From: "GEBR. SIP - 8361" <sip:B361..
RTP, 1170 packets, Duration: 4294951,467s SSRC...
SIP Statws 200 OK

RTP, 1172 packets, Duration; 4294951,460s SSRC...
SIP Reguest INVITE ACK 200 CSegiidl

SIP Status 200 OK

SIP NOTIFY From: "GEER SIP - 8361" <sip:B361..
SIP Staws 200 OK

SIP Request BYE CSeq:102

SIP Reguest BYE CSeq:102

« Clicking on an arrow line jumps to the appropriate packet in the Packet List
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(.\ Session Initiation Protocol

Adding several columns for SIP analysis:

M SIP Call 01.peap - O %
File Edit View Go Capture Analyze Statistics Telephony Wireless Teols  Help

Ami@® TRE Re=2Z2F L5 EQaQAqQB

(A [=p [X] ~ | Expression... = +
Source Destination Protocol Length Method

Sequence Number

DSCP | Info Cal-ID

~

Frame 5: 1163 bytes on wire (9304 bits), 1163 bytes captured (9304 bits)
Ethernet II, Src: Caller (©0:15:fa:e9:84:94), Dst: Ciscolnc_ef:af:93 (©0:0d:bc:ef:af:93)
Internet Protocol Version 4, Src: Caller (152.96.10.155), Dst: PBX (152.96.10.23)

Transmission Control Protocol, Src Port: 52996 (52996), Dst Port: 5060 (5060), Seq: 1060, ..
v Session Initiation Protocol (INVITE)

> Request-Line: INVITE sip:8@152.96.10.23;user=phone SIP/2.0
> Message Header

» Message Body
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(.\ Session Initiation Protocol

SIP special message ACK:

M Wireshark - Call Flow - SIP Call 01 - o x
 SIP ACK (Acknowledge) is an exception | | R
to the SIFg Request on% F)Qesponse ruFI)es - i
e SIP ACK is a Request without a Response ;;“*wﬁ g
« SIP ACK is sent as a Confirmation o a POl womn B
successfully established Invite o u o

m,u‘m

1 1
| SUBSCRIEE : 50015

fransaction.

e SIP ACK Message is carrying the same ﬁ
sequence number and call-id as the ﬁ“—i o
invite fransaction. m L‘ff“’“”"m e

e SIP ACK is not confirmed with a response i P

spesp L 20OK 1 o

52956 ,—_,Noan 5060

5299 _—|zoo0r( 5060

m_Ll 50015

EZ?EGFL' 5060

5{)60 SUBSCRIEE 50015

7 noges, 33 iems

Save As... Close Help

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal e Nov 4 - 8



( N\ Session Initiation Protocol

4

Use Case: Call interrupted after 32 seconds

‘ Call_interupted_after_32sec.pcapng — O X
Datei  Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie  Wireless Tools  Hilfe

Am 7@ RexF LS =EQAQAQAE

[i |Anze\'gefi\ter anwenden ... <Ctrl-/> E Ausdruck... <4 SIP | RTP | SIPor RTP
No. Time Delta Time Source Destination Time to live  Protocol Length Sequence Number  Method Info X

TCP

0.000148 0.000148 PBX Provider 64 5060 -» 48380 [ACK] Seq=1 Ack=915 Win=1272 Len:

©0.290555 ©0.109882 Provider PBX 55 TCP 66 5060 - 33195 [ACK] Seq=1 Ack=604 Win=32768 Lel

6 4.130327 0.066000 Provider PBX 240 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0x21C0148D, Seq=0,
7 4.133857 ©0.003530 PBX Provider 64 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0xBF576815, Seq=0, ’
8 4.150407 ©.016550 Provider PBX 240 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0x21C@148D, Seqg=1, =
9 4.153869 0.003462 PBX Provider 64 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0xBF576815, Seg=1,
10 4.170393 0.016524 Provider PBX 240 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0x21C0148D, Seqg=2,
11 4.173851 0.003458 PBX Provider 64 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0xBF576815, Seq=2, ’
12 4.174582 ©.000731 Provider PBX 55 TCP 66 5060 - 33195 [ACK] Seg=1 Ack=1534 Win=32768 L¢
13 4.190680 ©.016098 Provider PBX 240 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0x21C0148D, Seqg=3, |
14 4.193893 0.,003213 PBX Provider 64 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0xBF576815, Seq=3,
15 4.210558 0.016665 Provider PBX 240 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0x21C0148D, Seq=4,
16 4.213882 0.003324 PBX Provider 64 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0xBF576815, Seq=4, ’
17 4.230293 0.016411 Provider PBX 240 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0x21C0148D, Seqg=5, |
18 4.233838 0.,003545 PBX Provider 64 RTP 214 PT=ITU-T G.711 PCMA, SSRC=0xBF576815, Seqg=5, .
< >
> Frame 1: 980 bytes on wire (7840 bits), 980 bytes captured (7840 bits) on interface @ "
> Ethernet II, Src: Sophos_4c:50:f0 (7c:5a:1c:4c:50:f0), Dst: UnifySof_89:b8:0b (00:1a:e8:89:b8:0b)
> Internet Protocol Version 4, Src: Provider (176.95.49.1), Dst: PBX (192.168.70.100)
> Transmission Control Protocol, Src Port: 48380, Dst Port: 5060, Seq: 1, Ack: 1, Len: 914
> Session Initiation Protocol (INVITE) v
O z Call_interupted_after_32sec.pcapng || Pakete: 3234 ' Angezeigt: 3234 (100.0%) || Profil: LNS SIP
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.\ Analyzing Unify HFA protocol

» HFA (CorNet-IP) is TCP based and used for signaling in pure HiPath environment
« HFA can be decoded only by installing an additional Plug-In for Wireshark

M Unify Startup static and call.pcapng M Unify Startup static and call.pcapng
File Edit \View Go Capture Analyze Stafistics Telephony Wireless Tools Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am @ RE ez aEE@aaand Am @ REQRevs=F sEElaqan
W [ Aeply = cisplay filter .. <Cart/> [ v
No. Time Source Destination Pratocol Length Info No. Time Source Destination Protocol Length Info
1940 57.985789 Phone PBX TCP 209 1415 > 4060 [PSH, ACK] S 1949 57.985789 Phone PBX HFA 209 Register *¥8125
1941 57.986133 PBX Phone TCP 66 4060 -+ 1415 [ACK] Seg=33 1942 57.988294 PBX Phone HFA 91 Register Response ]
1942 57.988294 PBX Phone TCP 91 4060 > 1415 [PSH, ACK] S 1968 58.531109 Phone PBX HFA 170 Codec Capabilities
1943 57.988319 Phone PBX TCP 66 1415 > 4060 [ACK] Seq=18 1983 59.097182 Phone PBX HFA 92 Phone Initialization Request '
< 3 < L
Frame 194@: 209 bytes on wire (1672 bits), 209 bytes captured (1672 bits) Frame 194@: 209 bytes on wire (1672 bits), 209 bytes captured (1672 bits) on interface 0
Ethernet II, Src: Phone (©@:1la:e8:9d:4b:de), Dst: PBX (@@:la:e8:5f:08c:el) Ethernet II, Src: Phone (@@:1la:e8:9d:4b:d@), Dst: PBX (@@:1la:e8:57:8c:el)
Internet Protocol version 4, Src: Phone (172.22.3.63), Dst: PBX (172.22.31 Internet Protocol Version 4, Src: Phone (172.22.3.63), Dst: PBX (172.22.3.120) P
Transmission Control Protocel, Src Port: 1415, Dst Port: 4060, Seq: 43, Ad Transmission Control Protocol, Src Port: 1415, Dst Port: 4860, Seq: 43, Ack: 33, Len: 143
Data (143 bytes) v HFA
Message Length: 143 ‘
v Message Type: @x@4 (Register)
v Information Element: @x72 (Subscriber Number) i
Length: 7
Type of Number: E.164 International, ISDN/telephony numbering plan (©x91)
Subscriber Number: **8125 :
~ Information Element: @x@9
] Length: 1
i v [Expert Info (Warning/Undecoded): Unknown Item Type]
R { [Unknown Item Type] .
Decode without i SO A Decode with .
Group: Undecode
HFA PlUg—ln I; v Information Element: @x®@e (Registration Data) HFA PlUg—ln ’
1 Length: 8@ i
g Timestamp: Mar 1, 2018 ©9:09:33.000000000 Mitteleuropdische Zeit
{ Password Hash: 861849835e43d75e805dff2a5806dc349ebea70s {
4 client version: HLB_V2.01 3 14 3 2 26
v Information Element: @x@l1 (Device IP-Address)
Length: 12 I
IP-Address: 172.22.3.63
~ Information Element: @x7a
LAY Wy loo Sf 00 0a 00 ff ff 00 oo ff 94 72 00 87 oe4ao 14 77 @0 8f ee ea ee ff ff oo ee ff 04 72 ee o7 W e re. +
CLETINO1 2a 2a 38 31 32 35 99 80 @1 06 O 09 50 00 e‘er 0056 91 2a 2a 38 31 32 35 @9 00 @1 @6 Be ee 0  -=*g125- - =
e —— o o Lo b 00 B e
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(.\ Analyzing Unify HFA protocol

» The HiPath Feature Access (HFA) is proprietary and not included in Wireshark
« Download hfa.lua Plug-In from https://github.com/jonas-koeritz/hfa-dissector
« Copy the hfa.lua to the Wireshark Plugins folder, close and restart Wireshark

ﬂ About Wireshark ? *

Wireshark Authors Plugins Keyboard Shortcuts Acknowledgments License

| Filter by path |

Mame Lacation Typical Files

“File™ dialogs EA1 Wireshark\2 Trace Files & Pr... Files VolP KOMSA & others\Unifyt, capture files

Temp ChlserstWin7User AppDatat LocaliTemp untitled capture files

Personal configuration ChUsers\Win7UserAppDatatRoaming Wireshark dfilters, preferences, ethers, ...
Global configuration  Ch\Program Files\Wireshark dfilters, preferences, manuf, .
System ChProgram Files\Wireshark ethers, ipxnets

Program ChProgram Files\Wireshark program files

Personal Plugins ChUserstWin7UserAppData’Roaming\Wireshark\plugins' 2.6 binary plugins

Global Plugins CAProgram Files\Wireshark\pluginsi2.6 binary plugins
Personal Lua Plugins ! i ingWWireshark\plugins lua scripts
iGlobal Lua Plugins CA\Program Files\Wiresharkh\plugins lua scripts
Extcap path ChProgram mes\Wreshark&extcap Extcap Plugins search path
Maxbdind DE path ChProgram Data'yGeal? Maxbdind DB database search path
Maxbdind DE path ChGeolP Maxbdind DB database search path
MIB/PIB path SMI MIB/PIE search path

Double click on this
link to open this
folder
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https://github.com/jonas-koeritz/hfa-dissector

( \ Analyzing Universal Alcatel (UA) protocol

&»

Wireshark decodes the following UA protocols:
« UAUDP Universal Alcatel over UDP, NOE New Office Environment, UA3G and UASIP

M UA Call432 & Incoming Call.pcapng

File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools  Help

dnm @ REQeasEFT LI EQaQan

A [

No. ‘ Time Source Destination  Length  Protocal Im‘m‘ Info

— 1 1589551125.523 Phone PBX 56 UAUDP 121 383 Data - NOE Protocol (CS): Notify EVT_KEY_PRE
2 1589551125.523 PBX Phone 68 UAUDP 3e3 122 Data ACK
3  1589551125.525 PBX Phone 325 UAUDP 3e3 122 Data - UA3G Message: Main Voice Mode: Handsf
5  1589551125.527 Phone PBX 56 UAUDP 121 384 Data ACK
8 1589551125.824 Phone PBX 56 UAUDP 122 384 Data - NOE Protocol (CS): MNotify EVT KEY PRE
9  1589551125.824 PBX Phone 68 UAUDP 384 123 Data ACK
18 1589551125.824 PBX Phone 68 UAUDP 3p4 123 Data - NOE Protocol (CS5): SetProperty TextBo
11 1569551125.825 Phone PBX 56 UAUDP 122 385 Data ACK
13 1569551126.833 Phone PBX 56 UAUDP 123 385 Data - NOE Protocol (CS): MNotify EVT_KEY_PRES
14 1589551126.834 PBX Phone 68 UAUDP 3@5 124 Data ACK
16 15689551126.843 PBX Phone 668 UAUDP 385 124 Data - NOE Protocol (CS): SetProperty TextBo
17 1589551126.843 Phone PBX 56 UAUDP 123 386 Data ACK

Frame 1: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Ethernet II, Src: Phone (P@:80:9f:b1:44:63), Dst: AlcatelB bf:ea:ae (00:80:9f:bf:ea:ae)
Internet Protocol Version 4, Src: Phone (172.28.51.1), Dst: PBX (172.28.18.12)

User Datagram Protocol, Src Port: 32512, Dst Port: 32648

Universal Alcatel/UDP Encapsulation Protocol, Data

Universal Alcatel Protocol, Terminal -
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(.\ Analysing SDP negotiation

Session Description Protocol (SDP) features:

* SDP is intended for describing multimedia sessions for the purposes of
session announcement, session invitation, and other forms of multimedia
session initiation

« SDP is used by many protocols to describe media sessions such as SIP,
MGCP, RTSP, BICC, H.248/MEGACO

« SDP does not deliver media itself but is used for negotiation between
end points

« SDP contains three main sections, detailing the session, timing, and
media descriptions.

« SDP is simple and flexible because it is Text-based

« SDP describes the session by a series of fields, one per line.
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(.\ Analysing SDP negotiation 25

Intfroduction

SIP Call 01.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

Destination Protocol ENg Sequence Mumber Info
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(.\ Analysing SDP negotiation

SDP Variables:

M SIP Call 01.pcap — O »
File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
4 m @ REB Re==EZF 4 | =Eaaam
I <] -] Expression.. 4 sIP RTP
Mo. Time Source Destination Protocol Length Method Seguence Number DSCP  Info

w
£

> Frame 5: 1163 bytes on wire (9304 bits), 1163 bytes captured (9304 bits)
> Ethernet II, Src: Caller (©0:15:fa:e9:84:94), Dst: CiscolInc_ef:af:93 (©0:@d:bc:ef:af:93)
> Internet Protocol Version 4, Src: Caller (15 : Dst: PBX (152.96 12

> Transmission Control Protocol, Src Port; . .
RTP/AVP over Media Profile

v Session Initiation Protocol (INVITE)
> Request-Line: INVITE sip:8@152.96.10. UDP Port 27662 Numbers

> Message Header
~ Message Body
v Session Description Protocol
Session Description Protocol Version e
> Owner/Creator, Session Id‘(o)l Cisco-SIPUA 5732
Session Name [(s)} SIP call
> Time Description, active timel(t)k )
> Media Description, name and address |(m): audio 27662 RTP/AVPl 101
» Connection Information|(c)| IN|IP4 152.96.10.155| D D

N IP4 152.96.106.1

> Media Attribute|(a)} rtpmapi{@]PCMU/8000 <,
> Media Attribute|(a)f r‘tpmapPCMA/B@@e <
> Media Attribute|(a)f rtpmapG729/0
> Media Attribute|(a)f -Fmtpannexb=no <
> Media Attribute|(a)f rtpmap:101 telephone-event/8000
> Media Attribute|(a)f fmtp:101 ©-15

Media Attribute|(a)} sendrecv
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( \ Analysing SDP negotiation

4

Use Case: Voice channel call be established

M Codec Mismatch.pcapng

File Edit View Go Capture Analyze Siatistics Telephony Wireless Tools Help
dm 29 DREBQRe==Fa5EEaqan

[i |.~'-.pph,' a display filter ... <Ctrl-/=

Me, Time: Source Destination Protocol Sequence Number  Method Info

1 ©.000008 SNOM Phone 3CX PBX SIP 99762  REGISTER Request: REGISTER si
i 13 5.802239 sip-proxy.telecom.li SNOM Phone RTP PT=ITU-T G.711 PCMA
i 14 5.804689 SNOM Phone sip-proxy.telecom.li RTP PT=ITU-T G.711 PCMU
P15 5.821539 sip-proxv.telecom.li SNOM Phone RTP PT=ITU-T G.711 PCMA.

> Frame 1: 689 bytes on wire (4872 bits), 689 bytes captured (4872 bits) on interface @

> Ethernet II, Src: SnomTech 61:4b:6f (00:04:13:61:4b:6f), Dst: Elitegro 14:c5:89 (94:c¢6:91:14:¢5:89)
> Internet Protocel Version 4, Src: SMNOM Phone (192.168.1.58), Dst: 3CX PBX (192.168.1.118)

» User Datagram Protocol, Src Port: 5060, Dst Port: 5060

» Session Ipnitiation Protocol (REGIS
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(.\ Analysing SDP negotiation

Use Case: Voice channel call be established

| ’ ‘ SNOM Phone
sip-proxy.telecom.li
Gateway 7 & ™~

SiP 3CX PBX P
""" @ RTP >
<€ RTP
F 5 INVITE ——>
rame SDP A-law INVITE —> Frame 6
Port 24320 SDP A-law / p-law
Port 24320
€— TRYING =—— Frame 7
<— 200 OK Frame 8
Frame 9 €— TRYING —— SDP p-law / A-law
Frame 10 €—— 200 OK Port 50004
SDP p-law / A-law
Port 50004 ACK =—> Frame 11
Frame 12 ACK =———>
Port 24320 RTP A-law 2 Port 50004 Fail reason: +
Port 24320 € RTP p-law Port 50004 Codec mismatch!
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(.\ Analysing RTP traffic

* SIP Session Initiation Protocol, create, modify, terminate sessions

- SDP Session Description Protocol, describing multimedia sessions

* RTP Real-Time Transport Protocol, audio and video packet format

« RTCP Real-Time Control Protocol, quality of reception data feedback
« Codec Analog/digital encodings; G.711, G.729, u-Law, A-Law, AMR etc.

Layers Signaling Media Utilities
' SDP Codec DNS
A A
Transport TCP UDP
J—r

Network

Data Link

Many LAN, WLAN and WAN Protocols

v

Physical
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(.\ Analysing RTP traffic

Real-Time Transport Protocol (RTP) features:

* RTP is the carrier protocol for real-time applications (Voice, Video etc.)
* RTP is using two streams, one in each direction and is based on UDP

* RTP does not address resource reservation and does not guarantee
quality-of-service

* RTP does not provide any features to ensure timely delivery or
mechanism to avoid jitter

* RTP contains the codec used (Payload Type), the sequence number
(for sequential reassembly), the fimestamp and the SSRC

« RTP carries the Synchronization source identifier SSRC which uniquely
identifies the source of a stream.

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal e Nov 4 - 8



(.\ Analysing RTP traffic

Adding QOS column

M 5P Call 01.pcap
File Edit View Go Capture Analyze Statistics  Telephony Wireless Tools  Help

Am 7 ® BE Qes=F 4 ==Eaaas
(W [rto
Ma. Delta Time Source Destination Protocol  Length DSCP Info
48 0.001135 152.96.10.153152.96.10.155 RTP 214| 46 | PT=ITU-T G.711 PCMU, SSRC=0
51 0.001584 152.96.10.155152.96.10.153 RTP 214| 46 | PT=ITU-T G.711 PCMU, SSRC=0
55 0.000559 152.96.10.153152.96.10.155 RTP 214 | 46 | PT=ITU-T G.711 PCMU, SSRC=0
. 58 0.003856 152.96.10.155152.96.10.153 RTP 214 | 46 | PT=ITU-T G.711 PCMU, SSRC=0
6l 0.008647 152.96.10.153152.96.10.155 RTP 214 | 46 | PT=ITU-T G.711 PCMU, SSRC=0
i 62 0.006640 152.96.10.155152.96.10.153 RTP 214| 46 | PT=ITU-T G.711 PCMU, SSRC=0
" Fa T o T e a1 mla ] ArES S« AN ArrD Ara ne 14Mm Ar-r nTA A A A AT TTIIL T &~ =211 M RALL [l ol n Vol » 1

Frame 48: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits)
Ethernet II, Src: 152.96.10.153 (©0:18:19:71:5e:ef), Dst: 152.96.10.155 (©0:15:fa:e9:
v Internet Protocol Version 4, Src: 152.96.10.153 (152.96.10.153), Dst: 152.96.10.155 (
0100 .... = Version: 4
9101 = Header |ength: 20 byvtes
v Differentiated Services Field: oxb8 (DSCP: EF PHB, ECN: Not-ECT)
1011 10.. = Differentiated Services Codepoint: Expedited Forwarding (46)
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
“"EEE2LJi2ExnLJ%mL-—n-——-—H-"i_—m—-—-l--‘-
DiffServ (Differentiated Services Code Point) Header

Bits 0-5: DSCP (Differentiated Services Code Point)
Bits 6-7: ECN (Explicit Congestion Nofification - IP Flow Control)
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(.\ Analysing RTP traffic

Delay, Jitter & Packet Loss
« Coder Delay Caused by the digital signal processor (DSP) to compress a block of
digitized voice samples.

« Packetization Delay Time taken to fill a packet payload with speech blocks. Also
called accumulation delay, dependant of number of blocks loaded in one packet.

 Serialization Delay Time required to clock a voice or data frame onto the network
interface. It is directly related to the clock rate on the frunk (Bandwidth).

* Network Delay Caused by buffers of router and switches, ideally <40ms. QOS must
be used to prioritize forwarding of voice packets.

« De-lJitter Delay Receive buffer to fransform variable delay into a fixed delay.

A/D Packet Buffer (o D/A
Packet
Coder (Packetizing) ( Switched Network ) De-Jitter Buffer Decoder

X=X ),
&

?n)m =

- WD

T Delay 10-30ms T Delay 30-50ms
Blocks/ Serialization Delay <40ms,
Samples Delay Jitter, Packet Loss
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(.\ Analysing RTP traffic

Wireshark can analyze lJitter, Packet Loss efc.

ng
nalyze Statistics Wireless  Tools  Help ;
& s E VolP Calls
1 ANSI Y ‘ Wireshark - RTP Stream Analysis - SIP Call 01 RTP only with errors
{ Source GSM D Protocol L
1AX2 Stream Analysis 152.96.10.153: 24830 « Farward
)6 152.9¢ 1SUP Messager N |- o6 10 15507562 orward | Reverse  Graph
% 152.9¢ LTE » 6.10.153 RTP S Packet Sequence Delta(ms) lJitter (ms) Skew Bandwidth Marker Status
152.9 — ' £ 10 15 RTP 1 2199 0.00 0.00 0.0 160 .
P : E| RTP v RTP Streame SSRC 0%39317506 3 2200 19,98 000 0.2 3.20 7
? 152.9€  rwe v sheam Anays JRTP | MaxDelta 60.00ms @ 1373 5 2201 2002 0.00 0.0 4.80 7
A Max Jitter 0.06 ms
Q 152.9¢ > " £.10.155 LRTP | MeanJitter 0.02ms S 240 s
{ SMPP Operations Max Skew 0.54ms 7 2203 20.03 0.m 0.08 8.00 s
2 152.9€  ucPMessages b.10.155 RTP | mipracketsiiss 9 2204 19.97 001 0.11 9.60 7
3 H.225 Expected 1170 11 2205 2005 001 007 11.20 7
8 152.9¢ 6.10.155 RTP
f ’ SIP Flows T Lost 15 (1.28 %) 12 2206 1996 002 0.1 12.20 7
9 152.9€  spstatistics 6.10.153 RTP | Seqtrrs 14
WAP-WSP Packet Counter 2:;::;:& i’sm‘:s B 12 2209 20.00 0.01 012 16.00 e
ytes on Wire (1712 bits), 214 bytes Freq Drift 5000 Hz (3,00 %) 20 2210 2005 002 007 17.60 7
rc: 152.96.10.153 (00:18:19:71:5e:ef . 2 221 19.95 ooz 0 19.20 v
. everse 24 2212 20.04 0.02 007 2080 7
col Version 4, Src: 152.96.10.153 (1 conc 39317208 2% 13 20.00 002 008 2240 Py
‘5; Protocol, Src Port: 24880 (24880), [ Maxpeita 79.99ms@ 1294 28 2214 20.04 002 0.04 24.00 v
3 Max Jitter 0,06 ms 30 2215 19.96 0.02 008 25.60
sport Protocol ; o
BMMW :ﬁa';i'“e’ g‘;i ms 32 2216 19.96 0.02 012 27.20 7
RTD Packets 1126 34 2217 20,05 002 006 28,80 v
Expected 1172 36 2212 20.01 0.02 005 30.40 e
Lost 36 (3.07 %) 33 2219 20.04 002 0.01 32.00 7
SeqErrs 25 40 2220 19,98 0.02 003 3360 7
2;:;:3;:& 023-425 12 2221 20.04 0.02 -0.07 35.20 7
ms
o a0 moopm o amon wm
. : : : : Ve
Wireshark calculates Mean Py
Jitter according to RFC3550 v
N
Ve

u e Palacio Estoril Hotel, Estoril, Por



(.\ Analysing RTP traffic

Forcing Wireshark to decode RTP

‘ RTP no signalling.pcap 3
Datei Bearbeiten Ansicht MNavigation Aufzeichnen  Analyse  Statistiken Telephonmie  Wireless Tools  Hilfe
d = @ RERe=2=EZ% 25 |=EaqQa B
W | anzeigefilter arwenden . <Cirl-/>
Me. Time Delta Source Drestination Q05 Length Protocal | Info
— 1 ©.800000 0.600000 152.96.16.153 152.96.10.15546 214 UDP 24888 -» 27662 Len=172
2 ©.00666%9 9.006669 152.96.10.155 152.96.10.153 46 214 UDP| 27662 - 248860 Len=172
3 ©.019978 ©.0133909 152.96.16.153 152.96.10.155 46 214 |UDP| 24888 - 27662 Len=172
4 ©.026628 0.006650 152.96.1@ 155189 Q& 108 184 914 |UDP| 27662 -» 24880 Len=172
5 ©.040000 0.013372152.96.1{ .owen aor 14 |UDP| 24888 - 27662 Len=172
49 152.96. 11 Collapse Al asleft 14 |UDP | 27662 —» 24880 Len=1
~ 1 Right click 2.96.9( A asColumn 14 |UDP | 24880 - 27662 Len= 3. Select
< 2.96.1(  AvebsFite » 14 |UDP| 27662 - 24880 Len= RTP
. On UDP header 52.96.1( T . L4 |UDP| 24880 > 27662 Len=
6759 152.96.10  Colorizewith Filter » 14 |UDP| 27662 - 24880 Len=172
11 B e132e6 152.96. 1f Follow ' L4 |UDP | 24880 - 27662 Len=172
12 ©.1e 9.806792 152.96. 11 ;;?’rt Packet By, e ' b4 |UDP | 27662 -» 24880 Len=172
13 ©.11 P.0813255 152.96. 11 Wik Protocol Page N4 UDP | 2 >
14 ©.126 D.006740 152.96.10  FiterFicld Reference 14| M Wireshark - Decode As... / ? >
L \ Protocol Preferences LA —
Frame 1: 214 tes ?n wire (1712| Decoiere g N ed [, Wert Typ ctandard adoc
Ethernet II, c: Clsco_71:5e:e GCtCLWEt' __ L) Ak UDP port 24880 Integer, base1d {none)
Internet Protodpl Version 4, Srd__""J fein e Hindow 14

User Datagram Protocol, Src Port: }/ / Dst Por't 27662
Data (172 bytes)

+ E| L @ O |uisars|WinFUssrl4np0s._5 RTF|decods ss sntrias

2. Select
Decode As..

Speichem Abbrechen Hilfe
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