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Runtime / Argument
-0 preference name:value
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Profile specific
$HOME/ .wireshark/profiles/<profile name>/preferences

Personal specific
$HOME/ .wireshark/preferences

Global

APPDIR/Contents/Resources/share/wireshark/preferences

Paths are examples for macOS



® About Wireshark

Wireshark | Authors Plugins | Keyboard Shortcuts | Acknowledgments | License

Filter by path

Name ~ | Location

"File" dialogs [Users/uhei/Downloads/

Global Extcap path [Usersfuhei/Downlo..tents/MacOS/extcap
Global Lua Plugins [Usersfuhei/Downloa...s/Plugins/wireshark
Global Plugins [Users/uhei/Downloa...ugins/wireshark/3-5
Global configuration  /Users/uhei/Downloa...ces/share/wireshark
MIB/PIB path [usr/share/snmp/mibs

MIB/PIB path [usr/share/snmp/mibs

MIB/PIB path [usrflocal/Cellar/libs../0.5.0/share/mibs/ietf
MIB/PIB path Jusrflocal/Cellar/lib...0.5.0/sharefmibsfiana
MIB/PIB path [usrflocal/Cellar/libs../0.5.0/share/mibs/irtf
MIB/PIB path [usr/flocal/Cellar/libs..J0.5.0/share/mibs/site
MIB/PIB path [usrflocal/Cellar/lib...5.0/share/mibs/jacobs
MIB/PIB path [usr[local/Cellar/lib...0.5.0/share/mibs/tubs
MIB/PIB path [usr/local[Cellar/libs../0.5.0/share/pibs/ietf
MIB/PIB path [usrflocal/Cellar/libs../0.5.0/share/pibs/site
MIB/PIB path [usr/local/Cellar/lib...0.5.0/share/pibs/tubs
MIB/PIB path [usr/flocal/Cellar/lib...0.5.0/share/yang/ietf
MIB/PIB path [usrflocal/Cellar/lib...0.5.0/share/yang/iana
MIB/PIB path [usr/local/Cellar/lib...0.5.0/sharefyang/site
MaxMind DB path [usr/share/GeolP

MaxMind DB path [varflib/GeolP

MaxMind DB path [Users/uhei/Downloads/geoip

Personal Extcap path  [Users/uhei/ wireshark/extcap

Personal Lua Plugins  [Usersjuhei/.local/lib/wireshark/plugins
Personal Plugins [Users{uhei/.localfli..wireshark/plugins/3-5
Personal configuration [Users/uhei/wireshark

Typical Files

capture files

Extcap Plugins search path

lua scripts

binary plugins
dfilters,preferences, manuf,...

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

SMI MIB/PIB search path

MaxMind DB database search path
MaxMind DB database search path
MaxMind DB database search path
Extcap Plugins search path

lua scripts

binary plugins

dfilters,preferences, ethers,...

./tshark -G folders
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@ @ Wireshark - Preferences

Appearance
Columns Search:
Font and Colors ~I8
Layout Name Status Type Value #S f2 1 veu
S:::_‘:e guf.actfve_lramebg Default Color cbe8ff
Filter Buttons guf.act!ve_lramefg Default Colgr 000000
Nira flaakition gu,.actwe_(rames(yle Default Choice DEFAULT
Protacils gui.color _filter _bg.depreca... Default Color fffaf
gui.color _filter _bg.invalid Default Color ffafaf
:f:i:::: gui.color _filter _bg.valid Default Color afffaf h k f
gu,.!gnored_framebg Default Color fiffff . / t S a r = G C u r re n t p re S
gui.ignored_frame.fg Default Color 76717¢
gui.inactive_frame.bg Default Color efefef
gui.inactive_frame.fg Default Color 000000
gui.inactive_frame.style Default Choice DEFAULT
gui.marked_frame.bg Default Color 00202a u / t S h a r k - G d e f a u -l- t p re f S
gui.marked_frame.fg Default Color ffffff
gui.stream.client.bg Default Color fbeded
gui.stream.client.fg Default Color 70000
gui.stream.server.bg Default Color ededfb
gui.stream.server.fg Default Color 00007f
gui.ask_unsaved Default Boolean TRUE
gui.autocomplete_filter Default Boolean TRUE
gui.console_open Default Choice NEVER
gui.decimal_places! Default Decimal 2
gui.decimal_places2 Default Decimal 4
gui.decimal_places3 Default Decimal 6
gui.expressions Unknown UAT [Managed in the file "dfilter _but
gui.fileopen.dir Default Directory

Help Cancel m
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v Appearance
Columns
Font and Colors
Layout

Capture

Expert

Filter Buttons
Name Resolution
Protocols

RSA Keys
Statistics

Advanced

Wireshark - Preferences

Remember mamn window size and placement

Open files in

O The most recently used folder

This folder
Show up to
0 filter entries
0 recent files

U4 Confirm unsaved capture files

Display autocompletion for filter text

Main toolbar style nsony B

Window title

Prepend window title

Language . Englsh [S]

#sf21veu

gui.autocomplete filter



£ @ Wireshark  Preferences

Appearance -

Columns 1 1 1 I y
Font and Colors - A e 4 b nes
‘ 3E : ) : #sf21veu

Capture » ” P P
Expert ane ane 2 ane 3
Fiter Buttons O Packet List Packet List Packet List
Name Resolution Packet Details O Packet Details Packet Details
Protocols Packet Bytes Packe! Bytes Packet Bytes
RSA Keys Packet Diagram Packet Diagram © Packet Diagram
Statistics None None None
Advanced

Packet List settings
Show packet separator
Show column definition in column context menu
Enable mouse-over colorization

Status Bar settings
Show selected packet number
Show file load time

Restore Defaults

s oo (D

gui.packet list hover style.enable



———— -

Show selected packet number

- ey

. IR
Pacre: Sy
© Packet Diagram . - . . ’ .
Ethernet
LTSNV U W U U U N VO W W U Y Y L AW WO WO U U W AN WO N O OO OO MO
Destination
] {
Source

Type ‘

Internet Protocol Version 6
le |

sl.’L".'..ill:‘l.l....llt.’;!.‘.it.‘i.‘.

| Version Traffic Class [ Flow Label

Payload Length l Next Header Hop Limit
¥ Source Address ¥
1 Destination Address ¥

Tranemieeinn Canteml Deatacal

Selected Packet: 7 - b © ———— L ~ - -

gui.layout content [123]

gui.show selected packet.enabled
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Default interface

Ethernet: en0

CRCRCRS

Don't load interfaces on startup
Disable external capture interfaces

capture.device

#sf21veu

o ]
capture.no extcap

capture.no interface load
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Wireshark - Preferences

Name Resolution

) Re

) Re w )
Use captured DNS packet data for address resolution

Use an external network name resolver
Use custom list of DNS servers for name resolution

DNS Servers Edit...

Resolve VLAN IDs
v
SMI (MIB and PIB) paths Edit...
SMI (MIB and PIB) modules Edit...

MaxMind database directories Edit...

&
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Files:

hosts
addr resolve dns servers
vlans

smi paths

O ]y
smi modules

maxmind db paths



Nnameres

Nameres.

Nnameres.

Nnameres

Nnameres.

.dns pkt addr resolution

use external name resolver

use custom dns servers

.vlan name

load smi modules
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Advanced stuff



'\

gui.restore filter after following stream

gul.max export objects






‘ Generic stuff
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Enable/Disable Protocols
Decode as

Default Port



(.
‘ HTTP #sf21veu

Reassemble HTTP headers/bodies spanning
multiple TCP segments

Uncompress entity bodies

Custom HTTP header fields

SIP is quite similar
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‘ TCP #sf21veu

Allow subdissector to reassemble TCP streams
Analyze TCP sequence numbers

Relative sequence numbers

Scaling factor to use when not available from
capture



‘ MQTT #sf21veu

Show message as text

Message decoding
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Enable IPv4/IPv6 geolocation

Reassemble fragmented IPv4/IPv6 datagrams
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O MF/smTP

Custom IMF header

Reassemble SMTP commands and response lines
spanning multiple TCP segments

Reassemble SMTP DATA command spanning
multiple TCP segments

Decode Base64 encoded AUTH parameters



A

#sf21veu

© T1Ls/oTLs
https://lekensteyn.nl/files/wireshark-tls-
debugging-sharkfest19eu.pdf

https://lekensteyn.nl/files/wireshark-ssl-tls-
decryption-secrets-sharkfest18eu.pdf

https://sharkfesteurope.wireshark.org/assets/prese
ntations16eu/07.pdf



‘ Feedback

https://forms.gle/GGRAzkJcEuDkx5r36
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™M uh®@heilmeier.eu
S @pizza_4u
@ @uhei@chaos.social



A

#sf21veu

‘ Kerberos v5 / Radius / SNMP

Decrypt (Keytab / Shared Secret / Users Table)

OID Resolving (s. Name resolving)
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‘ Data #sf21veu

Try to uncompress zlib compressed data

Show data as text

Generate MD5 hash
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‘ DHCP #sf21veu

Endianness of UUID
Custom DHCP/BootP Options
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Expert Severity



M maqtt-json.pcapng — Foobar
— — . . e e N I e
4, n @ - (=] @ q - | ® o Wireshark - Preferences

{ | Apply a display filter ...<3¢/> 8-+
[ i i Appearance
Time dTime Time delta from previous displa ppe Fold e e

e I T e Bl -
6:28:56..  0.018 0.0 N 40

| 3 16: SSSS Capture

4 16:28:56.. 0.001 0.0 Expert g:[=

| 5 16:28:56.. 0.000 0. Filter Butt B [m—

& 1g.m0.80@ 1 EOGD  am . EErEvE #sf21veu

| Name Resolution
000, coco 2cee Reserved: Not set Protocols

«2e® ... .... = Nonce: Not set RSA Keys :
Congestion Window | Statistics petene e
ECN-Echo: Not set Advanced B
Urgent: Not set

Acknowledgment: Se

Push: Not set

Reset: Not set

Syn: Not set

sess sses Bisa

sese sees 404,

[Expert Info (Chat/Sequence): Con
[Connection finish (FIN)]
[Severity level: Chat]

[Group: Sequence]

N [Expert Info (Error/ SequenCE)= Th +" = IA] v @ [Users/uheij.wireshark/expert_severity
[This frame undergoes the conne

[Severity level: Error]

[Group: Sequence] Help cancel (D
Window: 506

[Calculated window size: 506] —'—_

MWindow ciza cealina factars 1 (unknowun)l

. © 7 expertinto Lwsexpert © Selected Packet: 4 - Packets: 20 - Displayed: 20 (100.0%) - Load time: 0:0.9 Profile: Default

File: expert severity
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