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(\  Phillip “Sherlock” Shade (Phill)

&

¢ Certified instructor and internationally recognized network security and forensics
expert with more than 30 years of experience
¢ Retired US Navy and the founder of Merlion’s Keep Consulting, a professional
services company specializing in network and forensics analysis
® A member of the Global Cyber Response Team (C(:SCRT , FBI InfraGard, Computer I'm Here to
Security Institute, and the IEEE and volunteer at Cyber Warfare Forum Initiative Help...
Really
¢ Holds numerous certifications, including Certified Network Expert_fCNX -Ethernet,
CCNA, Certified Wireless Network Administrator (CWNA), and WildPackets
Certified Network Forensics Analysis Expert (WNAX)
°

Certified Wireshark University, Sniffer University and Planet 3 Wireless instructor
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Peloton fixes flaw on bikes that could
have let bad actors access tablets

A vulnerability would hawv ackers to gain control of the bike's

camera and mic, among «

Over a billion records belonging to CVS
Health exposed online

The exposure Is another example of misconfiguration that can impact security

® in @ f EA“

How Did the Feds Get the
Pipeline Hackers' Bitcoin?
Here's the Best Theory

A ransomware expert explains how the U.S, likely seized most of the
Bitcoin from the Colonial Pipeline attack.




Welcome to my World....

Today’s Agenda

1. The U%%bres%Threat - UPNP

2. Buy Your Own Destruction - Io‘F& EXploits
3. You Expect me to Pay? - Ransomware

4. The Future of Botnets

5. Attacking from the Inside Man-in-the Middle=-

6. Application Attacks - Web & Email



[ Troubleshooting Questions
1. What is the cause of my performance
I issue?

2. How do I locate and resolve the
| performance issue?

WA

S ~
What’s the difference?
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/ Forensics Questions

1.What Damage has been Done?

2.Who was the intruder and how
did they penetrate the existing
security precautions?

3. Did the intruder leave
anything such as a new user
account, or perhaps some new
type of Malware behind?

4. Is there sufficient data to
analyze & reproduce the attack

— ‘\and verify the fix will work?




.\F

Source

I Destination

or This to Work - Normal or Abnormal?

I Protocol I Length I Src Port I Dst Port I Info

Micro-5t_70:13:b7
Micro-s5t_70:13:b7
Micro-s5t_70:13:b7
Netgear_52:9e:a0
Micro-s5t_70:13:b7
Netgear_52:9e:a0
Micro-s5t_70:13:b7
Micro-s5t_70:13:b7
Micro-s5t_70:13:b7
Netgear_52:9e:a0
Micro-s5t_70:13:b7
Netgear_52:9e:a0
Netgear_52:9e:a0
Netgear_52:9e:a0
Netgear_52:9e:a0
Micro-s5t_70:13:b7
Netgear_52:9e:a0
Netgear_52:9e:a0
Micro-s5t_70:13:b7
Netgear_52:9e:a0
Netgear;sz:ge:ao

IPvemcast_00:00:00: 208 51760 1900 M-SEARCH * HTTP/1.1

IPvemcast_00:00:00: 55DP 208 51760 1900 M-SEARCH * HTTP/1.1

Netgear_52:9e:a0 DNS 71 58501 53 standard query A www.cnn.com
Micro-5t_70:13:b7 DNS 288 53 58501 sStandard query response A 157.166.255.19
Netgear_52:9e:a0 TCP 66 65045 80 65045 = 80 [SYN] Seq=419029810 win=8192 U
Micro-st_70:13:b7 TCP 66 80 65045 80 > 65045 [SYN, ACK] Seq=1914813027 ackd
Netgear_52:9e:a0 TCP 54 65045 80 65045 = 80 [ACK] Segq=419029811 Ack=191481§
Netgear_52:9e:a0 TCP 1448 65045 80 [TCP segment of a reassembled PDU]
Netgear_52:9e:a0 TCP 1448 65045 80 [TCP segment of a reassembled PDU]
Micro-st_70:13:b7 TCP a0 80 65045 B0 > 65045 [ACK] 5eq=1914813028 Ack=41903
Netgear_52:9e:a0 HTTP 1194 65045 80 GET / HTTP/1.1

Micro-st_70:13:b7 TCP a0 80 65045 B0 > 65045 [ACK] 5eq=1914813028 Ack=41903
Micro-st_70:13:b7 TCP a0 80 65045 B0 > 65045 [ACK] 5eq=1914813028 Ack=41903
Micro-st_70:13:b7 TCP 1448 80 65045 [TCP segment of a reassembled PDU]
Micro-st 70l e T g N I ‘ eassembled PDU]
Netgear_52:99 iq=419033?39 Ack=191481
Micro-st_70: ‘eassemb1ed PDU]
Micro-st_70: ‘eassemb1ed PDU]
Netgear_52:99 iq=419033?39 Ack=191481
Micro-st_70: ‘eassemb1ed PDU]
Micro-st_70: leassembled PDU]

e
- ABNoRMAL — Ve

Forensics Analysis Tip: Be familiar with the expected or Baseline behavior of protocols before

trying to identify suspect behavior!
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The Key -

Reference / Baseline Files

® How can you recognize suspicious behavior unless you understand the
expected behavior of a protocol?

® This is where the use of known-good reference or baseline files becomes
important!
® Reference files of standard network activities
¢ Samples of network device behavior

® Many devices, Scanning tools, Exploits, Hackers have specific signatures or
patterns that can be used to identify a specific behavior
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?
(.\ So... Where do | Get Samples?

https://wiki.wireshark.org/SampleCaptures
http://packetlife.net/captures/
http://www.pcapr.net
http://www.netresec.com/?page=PcapFiles

http://ambitwire.com/useful-links/public-pcap-repositories/link/public-pcap-
repositories-ambitwires-ultimate-collection

* http://contagiodump.blogspot.nl/2013/04/collection-of-pcap-files-from-
malware.html

* https://lwww.evilfingers.com/repository/pcaps.php
* https://www.bro.org/community/traces.html
* http://www.secrepo.com/

[ Forensics Analysis Tip: For specific requests, email me! phill.shade@gmail.com ]
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What Should I Look For?

Telephony Tools [Internals  Help

@I'n

Ed

it View Go Capture Analyze

%@

1 Summary

Bl &

Unusual communication pairs

Unusual protocols and ports

Excessive failed connections

Suspicious inbound connections

Suspicious Outbound Connections

Suspicious DNS Queries / Replies

Comments Summary
Show address resoluticn
Protocel Hierarchy

[ Conversations

& Endpoints
Packet Lengths...

lea IO Graph

Conversation List
Endpoint List

Service Response Time

29West
AMCP
BACnet
Collectd...

Compare...

DMS
4 Flow Graph...

HART-IP
HPFEEDS

HTTP
HTTP2

Sametime

TCP StreamGraph
UDP Multicast Streams
WLAN Traffic

IPvd Statistics
1P Statistics

QOMC-RPC Programs...

DHCP (BOOTP) Statistics...
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(.\ UPNP - Unforeseen HTTP Threat

® Universal Plug-and-Play

®* |SOJ/IEC 29341, in December, 2008

* Enable connectivity to stand-alone devices and computers from
multiple vendors

* Intended to provide zero configuration networking for residential,
SOHO wireless networks and networked home appliances

* Managed by the Open Connectivity Foundation (OCF)
°  Www.upnp.org

® HTTP /SSDP Multicast over UDP Port 1900 U P P
* HTTP Notify | n

* HTTP M-Search
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http://www.upnp.org/

UPnP Details - Notify & Search

= User Datagram Protocol, Src Port: 1900 (1900), Dst Port: 1900 (1900)
- Hypertext Transfer Protocol
# NOTIFY * HTTP/1.1\r\n
Host:239.255.255.250:1900\r'\n
NT:urn:microsoft.com:service:X_MS MediaReceiverRegistrar:1\r'\n
NTS:ssdp:alive\r\n

Location:http://192.168.29.129:2869/upnphost/udhisapi.dll?content=uuid: 72df0d11-936 1-46aa-8f42-bd4a5¢94840d\r'\n
USN:uuid:72df0d11-9361-46aa-8f42-bd4a5c94840d: :urn:microsoft.com:service:X_MS_ MediaReceiverRegistrar: 1\r\n
Cache-Control:max-age=900\r\n
Server:Microsoft-Windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1.0\r'\n
OPT:"http://schemas.upnp.org/upnp/1/0/"; ns=01\r'\n
01-NLS:e2732cec167albfc60898911c¢8761771\r\n
\r'\n
[Full requl s, [Jser Datagram Protocol, Src Port: 50993 (50993). Dst Port: 1900 (1900)
- Hypertext Transfer Protocol
+ M-SEARCH * HTTP/1.1\r\n
HOST: 239.255.255.250:1900\r'\n
MAN: "ssdp:discover"\r\n
MX: 5\r'n
ST: urn:schemas-upnp-org:device:MediaServer:1\r\n
\r\n
ull request URI: http://239.255.255.250:1900%
[HTTP request 8/8]
[Prev request in frame: 1541
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How Many of You Have at
Least one of These?
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Small Office / Home Office (SoHo) / |oT (Internet of Things) technologies
comprise a specialized area of WiFi technology

® Based upon existing IEEE 802.xx WiFi specifications
®* Modified to use low power, small form factor devices
®*  Primarily use the 2.4Ghz ISM bands (some exceptions)
«\ \ \\ \ ® Intended to provide short range — PAN networking (<30m)

¥ LRFID

Radio Frequency ldentification

®

igBee
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It’s Getting Worse...

There are A LOT of Vulnerabilities

Monthly volume of published CVEs from 1999 through 2019

2k

120,000+

Published vulns

1.5k

Published CVEs
(monthly)

|
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Bluetooth Overview

® FHSS based technology that operates in the same 2.4Ghz band as IEEE 802.11b (1Mb/s

data rate)
® Signals hop from one channel to another in a pseudo-random fashion, determined
by the master station

®  Wireless Personal Area Networks (WPAN)
® Short-range, Low Power, Low Cost, Small form factor
®* Small networks, No configuration, common user experience
®* Communication of devices within a Personal Operating Space

® Defined in IEEE 802.15 as a WPAN technology

® 3variable power settings
®* Class 3 radios — have a range of up to 1 meter or 3 feet
¢ Class 2 radios — mobile devices — have a range of 10 meters
® Class 1 radios — used primarily in industrial use cases — have a range of 100 meters

®
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Bluetooth Pcap

Bluetooth_HCI_and_OBEX_Transaction_over_USB.ntar [Phill's Magical Mystery Machine - Wireless Configuration]
le Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
e RE Ae=>=F3=Eaaamn
|a.3-_1 a display filter ... <Ctrl-/=
Source Destination Protocol Info
153082 controller host HCI EVT Ecvd Number of Completed
153083 host 6.5.1 USB UEB INTEERUPT in
153084 1NoldaDan 15:a2:c7 (GenkiDesu)  Integrat 55:90:80 (Nagasald) L2CAP Revd Configure Response - §
153085 host 6.52 USB UEB BULK in
153086 NokiaDan 15:a2:c7 (GenkiDesu) Integrat 55:90:-80 (Nagasalki) RFCOMM Ecvd SABM Channel=0
153087 host 652 USB URE BEULK in
153088 Integrat_55-90-80 (Nagasaki) ~ NokiaDan_15-al<7 (GenlaD .. RFCOMM Sent UA Channel=0
153089 652 host USB URE_BULK out
153090 controller host HCI EVT Eecvd Number of Completed Pack
153091 host 651 USB URE_INTERRUPT in
153092 NokiaDan 15-:a2:c7 (GenkiDesu)  Integrat 55:90:-80 (Nagasaki) @RFCOMM Rcvd UIH Channel=0 -=> 9 MPX |
153093 host 652 USB URE _BULK in
153094 Integrat 55:90:80 (Nagasaki) = NokiaDan 15:a2:c7 (GenkiD .. RFCOMM Sent UIH Channel=0 -= 9 MPX_
153095 652 host USB URE_BULK out
153096 controller host HCI EVT Rcvd Number of Completed Pacld

4 Bluetooth

[Source: NokiaDan_15-a2:c7 (00:17-4b:15a2:cT)]
[Destination: Integrat 55:90:80 (00:11:67:55:90:80)]

< Bluetooth HCI USB Transport

[Packet Complete]

4 Bluetooth HCI ACL Packet

_.. 0000 0000 0011 = Connection Handle: 0x003
.10 ... ... ....= PB Flag: First Automatically Flushable Packet (2}
00.. ... ... ....= BC Flag: Point-To-Point {0}
Data Total Length- 18
Connect in frame: 152974
[Source BD_ADDR: NokiaDan_15-a2-c¢7 (00:17-4b:15:a2c7)]
[Source Device Name: GenkiDesu]
[Source Role: Slave (2)]
[Destination BD_ADDR: Integrat_55-90:80 (00:11:67:55:90:80)]
[Destination Device Name: Nagasaki]
[Destination Role: Master (1)]
ast Role Change in Frame: 152972

4 Bluetooth L2CAP Protocol
Length: 14

CID: L2CAP Signaling Channel (0z0001)
4 Command: Configure Response

Command Code: Configure Response {0x05)
Command Identifier: 0x03
Command Length: 10
Source CID: Dynamically Allocated Channel (0x0041)
0000 0000 0000 000. = Reserved: 0x0000
ree wen eeee .0 = Continuation Flag: False
Result- Success (0x0000)

< Option: MTU

#sf21veu o 16 -18 June 2021

Type: Maximum Transmission Unit (0x01)
Length: 2
MTU: 672




Nokia Withing's...
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Withing's Details

A
Adm 2@ R &= = Qaen
( |h:p.sn'eameq1 ¢3 'IExprEssinn + TCPSyn TCPSA Malware HTTP 304 TSEssentails SSLHS
No. Source Destination Time Length  Protocol Info ~
- 20 10.10.16.21 89.30.121.156 1.461415 58 TCP 49154 » 88 [SYN] Seq=2194683738 Win=8408 Len=0 MS5=1400 I
| 22 89.30.121.150 190.10.10.21 1.471575 58 TCP 80 = 49154 [SYN, ACK] Seq=2435997259 Ack=2194683739 Win=146080 Len=0 M55=13.. ==
| 24 l1e.10.10.21 89.30.121.150 1.508584 54 TCP 49154 > 8@ [ACK] Seq=21946@3739 Ack=2435997260 Win=840@ Len=0
| 25 18.10.18.21 89.30.121.158 1.5@9569 237 HTTP  POST /cgi-bin/once HTTP/1.1 (application/x-www-Torm-urlencoded)
| M \ireshark - Follow TCP Stream (tep.stream eq 1) - Fithit Setup-A-1-5TA (Withings) £20 - m] X pp11ca‘t10n/x—m—m—FDrm—ur‘lencoded)
| k=2194604259 Win=16616 Len=8
{"status":0,"body": {"once" : "@@eBb84e-3f5e8c14" } }POST /cgi-bin/session HTTP/1.1 -~
| User-Agent: Withings UserAgent k=2435998306 Win=7354 Len=@
| Host: scalews.withings.net
| Accept: */X k=2194604457 Win=17688 Len=0 =
| Content-Length: 168 —
| Content-Type: application/x-www-form-urlencoded
| | l=21QAROASIA Win=17AR2 | an—Q &
B action=new&auth=00:24:e4:24:808:2a8hash=e2ac1bf@9186f6eef9e013c9218cTb29&mfgid=294928 currentfu= 98 ba 00 24 o4 24 80 2a 98 00 45 00
g 8818batterylv1=93&duration=300&zreboot=1&trigger=weather&enrich=tHTTP/1.1 2806 OK 90 80 ff 86 da4 f1 Ba @a @a 15 59 1e
1 Eat& Th:, ei Sep 2016 10:11:38 GMT 80 5@ 82 ce fe da 80 80 @0 B0 60 B2
7 Ve“’?“ pache . 02 @@ 92 @4 @5 78
ary: Accept-Encoding
X-Powered-By: BeagleBone Black
X-Recruitment: You should work for us! Find jobs at http://www.withings.com/us/careers/
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: POST
Access-Control-Allow-Headers: Content-Type
Content-Length: 219
Content-Type: text/plain;charset=UTF-8
{"status":0,"body": {"sessionid":"3562-a9831258-4f784954" ,"sp" : {"users":[]},"ind":
{"1g":"fr_FR","imt":1,"stp":1,"f":8,"g":98106, "tmp" : 11, "w":1},"syp™: {"utc" :1472724698}, "ctp":
< {"goff":7200, "dst":1477789200, "ngoff":3600}}}POST /cgi-bin/maint HTTP/1.1 5
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Security Issue - Bluebug

* Exploit developed by a German researcher (Martin Herfurt in 2004

* Allows the attacker to use the phone to initiate calls to premium rate
numbers, send SMS messages, read SMS messages, connect to data
services such as the Internet, and eavesdrop on conversations in the

vicinity
* Allows the listening post to be anywhere in the world.
* Bluetooth access is only required for a few seconds in order to set up the call

* Creates a serial profile connection to the device, giving full access to the
AT command set, which is then exploited using standard off the shelf

tools .

* PPP for networking or gnokii for messaging
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(\ Security Issue - BlueSnarfing

a

®* BlueSnarfing is the unauthorized accessing of features on Bluetooth—
enabled devices —

® Phones/ PDA’s / WiFi network devices

* Typically employed in long-range attacks
* Favorite industrial espionage attack

“...BlueSniper rifle, a yagi-antenna and scope affixed to a gun-like stock that this week broke a distance

record for BlueSnarfing... by slurping data from a Nokia 6310i from 1.1 away (2 Km) away...”
Wired News Aug2004
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(.‘ Bluetooth Exploit — Tesla’s
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ZigBee Overview

®* Uses OFDM in the following 3 bands:

® 16 channels in the 2.4GHz ISM band / 10 channels in the 915MHz ISM
band / 1 channel in the European 868MHz band

* Defined in IEEE 802.15.4

* CSMA/ CA data rates:
e 250kb/s @ 2.4Ghz Band
* 40 kb/s @ 915 MHz ISM Band
e 20 kb/s @ 868 MHz Band

* Designed for use with small form factor, low power, low latency devices
® Maximum power is 1ImW
® Used in small or PAN type networks
* Connected in P2P or Star configuration
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.\ Philips Hue Lightbulb (v1) Details

M Wireshark . Packet 5 - Philips_hue_trace (KLPD 030ct16) — O X

Frame 5: 347 bytes on wire (2776 bits), 347 bytes captured (2776 bits) on interface 0
Ethernet II, Src: PhilipsL. 12:24:56 (00:17:88:12:24:56), Dst: Giga-Byt 8:3d:f0 (40:8d:5¢:18:3d:10)
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 10.0.0.2
User Datagram Protocol, Src Port: 1900, Dst Port: 55528
~ Simple Service Discovery Protocol
HTTP/1.1 200 OK\r'\n
HOST: 239.255.255.250:1900\r'\n
EXT:\r\n
CACHE-CONTROL: max-age=100\1\n
LOCATION: http://172.16.10.12:80/description.xml\r'\n
SERVER: Linux/3.14.0 UPnP/1.0 IpBridge/1.13.0\r\n
| hue-bridgeid: 00178899DEADBEEF r'n
ST: uuid:30a30e65-0436-4¢43-9483-448c1ed90c42\r'n
USN: uuid:30a30e65-0436-4c43-9483-448c1ed90c42\r'n
\r\n
[HTTP response 5/26] Philips_hue_trace (KLPD 030ct16)
[Prev response in frame: 4]
[Next response in frame: 6]
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.\ ilips Hue Lightbulb (v2) Details

GET /description.xml HTTP/1.1

HOST: 129.94.5.95:880

DATE: Mon, 21 Apr 2814 13:58:38 GMT
CONNECTION: close

USER-AGENT: Unspecified, UPnP/1.@, Unspecified

HTTP/1.1 2@ OK
Content-type: text/xml
Connection: Keep-Alive

<?xml version="1.8" encoding="UTF-8" ?> Phlllps Hue Idle v2

<root xmlns="urn:schemas-upnp-org:device-1-0">

<specVersion>

<major>1</major>

<minor>e</minor>

</specVersion>

<URLBase>http://129.94.5.95:80/</URLBase>

<device>
<deviceType>urn:schemas-upnp-org:device:Basic:1</deviceType>
<friendlyName>Philips hue (129.94.5.95)</friendlyName>
<manufacturer>Royal Philips Electronics</manufacturer>
<manufacturerURL>http://www.philips.com</manufacturerURL>
<modelDescription>Philips hue Personal Wireless Lighting</modelDescription>
<modelName>Philips hue bridge 2812</modelName>
<modelNumber>929000226503</modelNumber>
<modelURL>http://www.meethue.com</modelURL>

<UDN>uuid:2f482f88-da58-11e1-9b23-8817881892ca</UDN>I

<ServicelList>
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(\ Phillips Hue Light Bulbs Hacked
L4 '

This exploit was the handiwork of researchers Eyal Ronen, Adi Shamir, and Achi-Or Weingarten of the Weizmann
Institute of Science, Israel, along with Colin O'Flynn of Dalhousie University, Canada. They flew a drone along this
street in Paris while executing the exploit from a kilometer away...
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WiFi Connected Printer Exploit

FROM MICHAEL JENSCH, ROSEMMES, Lma,
DEUTSCHLAND,
N nonrdw) > HACKE K-{p'n
nrrlert
stackoverflowin/stack the slmighty,
hacker god has returned to his throne,

42m ago

s

&t a5 the greatest sesegod. Your printer
,‘Q-;:;; is part of a flawing botnet.
|%“ “
==> YOUR PRINTER HAS BEEN PUND'D |
10.8:0.6; 18:0;0:0: flowin has returned to his glor o
‘ AN ' ' ’ L L ’ '
neee eee nbor e D3 ) "
: IR AT TN RS, " M':n: of 3 botnet,
J RN\ T T AR P s D |
W Thar MBI\ 2 ;" ) nene, E
\:..:.: \(_(o)_)’ :-:-.:/ T ur ullohit, -~
g ORI T T Gl S
\y ] - - ) wertios st
K A L) BT e S bt S ({J B ks ’ :
'? =, vl L) i F (NORD) = [[struct E1f32 Endrs)((OxFF & »
** 1 (' 2 enes)base)de machine)
|-y Py i ————
L & Eaail: sthacklprotonsatl.cos
O AL i s Twitters hetpse//twitter.con/1na0stack
FuenaX . [emss Our printer gothacked B 8 8 8 eyt "«“’5"1’("»’ ey
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(.\ Not How You Want to Start Your Day...

» File hijacker . 182.168.112.30 . MIGHTYMOUSE
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Sample Web-Based Exploit

———

ERFETFEADETNET

ir
j0in in our league must obey our cos 1 oticiza, virus and

leagus,

Eib 4o, ASHIAT “" NO GOOGLE

JOINS US >»

st rvar a: fanchen by - § T

—ument . createElement ("object®)) var d=1::

2t /inc/md5 . exe” :zhongk

url.z
e setAttribut LAz

"):var e=1l;var xml=ado.CreateObject("Microsoft . XMLHT g
TAdodh . ™ VAT chunjiekuaile Stream” ;var g=1.var as=ado.createobject(
" . = Lype=1:var n=1
vetofille(zhonghua.2).as.cloge( ) :var shell=ado.createobject("She

ua,"","","open",0);}catch{a){}: < script>»
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Ransomware Sample

GET /hHGFjd HTTP/1.1

Accept: */*

Accept-Language: en-US

User-Agent: "Mozilla/5.2 (Windows NT 6.23 ry:i52,2) Gecko/20200103 Firefox/58.2"
Accept-Encoding: gzip, deflate

Host: urachart.com

Connection; Keep-Alive

[} - PP LT ] T AP | P RS | PP 1 15, R » P SR P 1 g8 S e (1T T

e o PN, hD 4. .C0. . .xy{. [...,._
ST L v Sy S R BY.IMd.>. i
,,,,,,,,, : B ST Y | 1 18

sralasa h.d. .57,
| [HTTP/1.1 208 0K N...W q% dzis
| | Server: nginx/e.8.55 skl
DEteriRon i Minr enlpeeqeaden e 0000 I R R e R e e R e T A
I Content-Type: text/plain {
Commsctiont R B Y BNerr e e 85014, ket
¥ i S ST T T S8 o o SRR TR T SRRl 2 'uf[ 6A}..0..1&... L B-.?
e S oina .Ci,,...M.,.,D,.“sE..,‘.p (8T8 o R R LR e v B e ey 1}
Last-Modified: Mon, 15 May 2817 @6:48:81 GMT et e e e e L

ETag: "2e2e826-2boee-54fBacfaddade”

|

|

|

|

| M
| | Accept-Ranges: bytes (5eaeaXiinas 0 NXM. L oa
|

|

|

|

|

108/~ U6 Y. LH. 8.

vary: Accept-Encoding,User-Agent B.%.o.n . KR, . .53, th7 K61, .~

Content-Encoding: gzip

NINFT R | QTR 1T D O S |

§.,.r..0..50. .M ._n..e.on_ ra....MS
% SR e R 2, 2 B1_.r={/..g.. .1 LinaVKLO .,
~ho, Pl R - R B T | .
i e b e 1 T SR AT Gt |- ] SO o Tt 14 & st R N..S kB B » "9 R R
] e vias etk e bk itk Sesi A A EL LS ek G vl el sl R R e ol S R i | Y b b I e e N (s HIS s sais
[ ] T I (n e
| 1 .B...:I.Q P | R L VR B L T ‘vzamz...h,‘,..T‘..:,aa..ur..‘.y.ra‘..—hn.q.,.‘,‘ t18
IR0 1 o S 5 - T T S LOBLE Y - N S (o5 i UéQ P iNyn. .
u..r’.:“....?..,......“P,v.,i.'.yk...}.,,)Hk.{.ﬁdy“"-[.{.k.,{.“(“........m..g...k.p...k.“ .95, .03, 1Np...ﬁ....x..1g..0 ”a“““
| Qoandideont 2 S.X)Bamav. . i By ST L PR o B MR R M T 6 5 o RO o R N (AR PR N P e e
] Fesdpns T e e h e e e L v M B B e e B R e A {z e .ﬂ.'l.,...Iﬂ.,,,.‘,.w..,...\,z.....v,l
| | Ub+.yz ' ]
............. . A S . N IR e, I ORI Ve Theenr nnelsbaky I >
- .bX5. .0.. G....8..p..Udb..%\; . R28U
S S TN T S RS S km\r B = - {:“nw]:s = L o
bl Sl st Nes eafadaHs P e e e P
KS
e H30., 5. +W, 321,810, . o F}_ouvus |8aW. S, .. €.QuWeroen - PR o, | PR 0 MDY I T PR S RT,.eH & "-_’D> 2

PR T ¢ O L S
rulu.....H..rn.'.vuH.»Lirrxl1..&F...,q“..k\1.u m.n.....k”..,n-( LY/ TR CRRETY. T, IERSIE I £ P U [
AL P 1 ol S e o joe.W.%'.}. Nd.UJK..Kv..0G. al e aan o e Vi 08,

.. eXT71E

... - .
BitSugesasveTurasstes€iiMasiss +00asaeX FaSesaaaables
" ,.D.l b o | PO - RPN SR SN - § LR | P o 1 IR T
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They got Me -= What do | Do?

NEED HELP unlocking your digital life
without paying your attackers*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this
happens, you can't get to the data unless you pay a t this is not g d and you should never pay!

x \ i x

300D NEWS BAD NEWS GOOD EEwWS

https://www.nomoreransom.org/en/index.html
DECRYPTED
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Mirai Bot Network Details

Mikaitbotnet seeks out'poorly secured Internet of Things (loT)
devices])

0
Primarily targ@is; online consumer 'devices:such as 1P ,cameras,

home routers andimedical equipment "
' &

In'October 2016, a massjve DDOS attack target portions: of the
DNS architecture in‘the, United States in partlcular DYN

ol
10.5'million.Mirai<powered TGP, SYN floocfs peaklng at 280 Gbps
/ 130 Mpps

g
v
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Mirai Mechanism Mechanic's

@ Bots @ Loaders
DDoS service sold to users who G E2Sorse o LD
send attacks via C2 API @ Scanning Victims (ﬂ Malware Distribution
Attacker maintained a fong lived et
0 (ommr.non 10 the reportserver via TOR @ DDoS Victims @ Service Users
@ / o Report Server
o — Compromise Mechanism — Brute Force

° ° are sent to loaders

Bots communicate with o § 4
Lt 1 oaders in to victim devices an - = - = -
a L2 server who's Successful scan results 5o root/anka ANKO Products DVR bt cotvforum. comiviewtopic, php =38 =44250
|P changes over time sentto rg'}cnser\,gy instruct them to download Mirai malware
ngas 5 rootipass Auxis IP Camera, et. al hitp:ffwwew. cleancss comirouter-default/axis/0543-001
roothvizxy Dahua Camera i g FHopic=:
rool/388888 Dahua DVR Fnr g i ' P1opi 5.
rool/666666 Dahua DVR http:fwwew.cam-it.orgfindex.php?topic=5035.0
/ (»“\ romﬂkanﬂvlzxv Dahua IP Camera htip: [Awwew cam-it orafindex php?topic=3396.0
—_— 1§ ) roob/7uj Dahua P Camera hittp:fAwwiv.cam-it.org/findex php?topic=8386.0
_— o & L 566666/666666 Dahua IP Camera hittp:fAwww.cleancss.comirouter-default/Dahua/DH-IPC-HDW4300C
Victims download and run Mirai - ~ -
s fe to bnticns beke rootidreambox Dreambox TV receiver hitps:Jhwane satellites co ukiforumsfthreadsiresel-root-password-plugin 101148/
rootizhx EV ZLX Two-way Speaker? ?
rootfjuantech Guangzhou Juan Optical hitps:/news.ycombinator. com/item?id=11114012
rootixc3s11 H.264 - Chinese DVR hiip: W
000$ Victim Bots perform DDOS attacks roothi3518 iiSilicon IP Camera hitps://acassis. wo!dpreEs com/2014/08/10/i-got-a-new-hi3518-ip-camera-modules/
> ic
and Tetnet default credential scans roobkivi23 con IP Camera hiips./igist. github comigabonator74cddfab4{7 3304735619878 1127d
rootkiviZa4 con IP Camera hitps:/igist.github.comigabonator74cddbab4i7 33f047356198c781127d
rootijubzd HiSilicon IP Camara hitps:gist. github comigabonator/74cddfabaf7 330473561 98cT81127d
rogliadmin IPX-DDK Network Camera hifp: A, igxing com/producisicamer: d-video-ger / merss/
rootisystem IQinVision Cameras, et. al htips Mipwm comireportsfip-cameras-default-passwords-directory
admin/meinsm Mobotix Network Camera hitp: /fwwew. forum.use-ip.co.uk/threads/mobotix-default-password. 76/
root/54321 Packet8 VOIP Phone, et al http: fiwebcache googleusercontent comisearch?q=cache:W1phozQZ URUJ:community freepbx orgMt/packetB-atas-phones/411
rookiD0000000 Panasanic Printer hitps Jhwww experts-exchange. com/questions/?6 184385/Defauli-User-Password-for-Panasonic-DP-C405-Web-Inlerface. himl
rootirealtek RealTek Routers
admin/1111111 Samsung IP Camera hitps: ipvm comireporisfip-cameras-default-pas swords-directory
rootixmhdipc Shenzhen Anran Security Camera | hitps:/fwwyw.amazon.comMegaPixel-Wireless-Network-Surveillance-Camera/product-reviews/B00EBEFNDI
i i SMC Routers hitp:/Awwaw. cleancss CDT\JFEU‘E[-dE(EUWSMC:’RO UTER
rootikwb Toshiba Network Camera hiip./fiaq. surveillixdvrsupport.s findex.php? likel&cat=48id=EB&arilang=en
ubntiubnt Ubiquiti Air0S Router hitp:/setuprouter. comirouteriubiguiti/siros-airgrid-mshp/iegin.tm
supervisor/supervisor VideolQ bilps./lipym.coméreporsfip-cameras-defaull: ds-direciory
root/<none> Vivotek IP Camera hitps./fipym.comireportsiip-cameras-defaul d ory
# sz 1Veu [ ) |admin/1111 Xerox printers, et. al hitps://atyoursenvice. blogs. xerox com/2012008/28/l0gging-in-as-system-administrafor-on-your-xerox-prinfar

rootiZte521 ZTE Router http:wvwew.ironbugs.com/2016/02/hack-and-patch-your-zte-fG60-routers_htmi




Sample Mirai Command / Control

[ S VR I

co =1 O

11
12
13
14
15
16
17

Source

10.16.0.5
10.16.0.100
10.16.0.5
10.16.0.5
10.16.0.100
10.16.0.5
10.16.0.100
10.16.0.5
10.16.0.100
10.16.0.100
10.16.0.5
10.16.0.5
10.16.0.100
10.16.0.5
10.16.0.5
10.16.0.100
10.16.0.5

Destination

10.16.0.100
10.16.0.5
10.16.0.100
10.16.0.100
10.16.0.5
10.16.0.100
10.16.0.5
10.16.0.100
10.16.0.5
10.16.0.5
10.16.0.100
10.16.0.100
10.16.0.5
10.16.0.100
10.16.0.100
10.16.0.5
10.16.0.100

Length
74
74
66
70
66
67
66
68
66
68
66
68
68
66
68
68
66

Protocol
TCP
TCP
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TELNET
TCP
TELNET
TELNET
TCP

Info

54650 — 23 [SYN] Seq=2031964219 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSval=136171 TSecrj
23 — 54650 [SYN, ACK] Seq=3643247368 Ack=2031964220 Win=28960 Len=0 MSS=1460 SACK_PERM[]
54650 — 23 [ACK] Seq=2031964220 Ack=3643247369 Win=29312 Len=0 TSval=136171 TSecr=998715
Telnet Data ...

23 — 54650 [ACK] Seq=3643247369 Ack=2031964224 Win=28992 Len=0 TSval=998715 TSecr=136171
Telnet Data ...

23 — 54650 [ACK] Seq=3643247369 Ack=2031964225 Win=28992 Len=0 TSval=998715 TSecr=136171
Telnet Data ...

23 — 54650 [ACK] Seq=3643247369 Ack=2031964227 Win=28992 Len=0 TSval=1001217 TSecr=138674
Telnet Data ...

54650 — 23 [ACK] Seq=2031964227 Ack=3643247371 Win=29312 Len=0 TSval=138674 TSecr=1001217
Telnet Data ...

Telnet Data ...

54650 — 23 [ACK] Seq=2031964229 Ack=3643247373 Win=29312 Len=0 TSval=153690 TSecr=1016233
Telnet Data ...

Telnet Data ...

54650 — 23 [ACK] Seq=2031964231 Ack=3643247375 Win=29312 Len=0 TSval=168704 TSecr=1031248

Mac address: 08:00:27 Vendor: PcsCompu PCS Computer Systems GmbH
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( \ Authors Personal Experience with Mirai
L4

ResMed S9 Wireless Module
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Mirai TCP SYN Attack (1)

Destination Protocol

1 LB.0. 10.8.0. TCP > http [5vN] Len=0 M55=14a0
2 10.8.0.184 10.8.0.131 TCP 2998 > http [SYN] Seqg=0 Len=0 MSS=14&0
3 10.8.0.184 10.8.0.131 TP 25899 > http [SYN] Seg=0 Len=0 M35=1460
4 10.8.0.184 10.8.0.131 TP 3000 > http [SYN] Seg=0 Len=0 mMss=14a0
5 10.8.0.184 10.8.0.131 TCP 3001 > http [SYN] Seqg=0 Len=0 MSS=14&0
6 10,8, 0,184 10.8.0.131 TP 3002 > http [sYN] Seg=0 Len=0 MSS=14&0
7 10.8.0.184 10.8.0.131 TP 3003 > http [5YN] Seg=0 Len=0 mM55=1460
8 10.8.0.184 10.8.0.131 TCP 3004 > http [SYN] Seg=0 Len=0 mM5S=14&0
G 10.8.0.184 10.8.0.131 TCP 3005 > http [SYN] Seg=0 Len=0 MSS=14&0
10 10.8.0.184 10.8.0.131 TP 3006 > http [SYN] Seg=0 Len=0 mM55=1460
11 10.8.0.184 10.8.0.131 TP 3007 > http [sYN] Seg=0 Len=0 mMss=1460
12 10.8.0.184 10.8.0.131 TCP 3008 > http [SYN] Seg=0 Len=0 MSS=14&0
13 10.8.0.184 10.8.0.131 TP 3008 > http [SYN] Seg=0 Len=0 MSS=14&0
14 10.8.0.184 10.8.0.131 TP 3010 > http [SYN] Seg=0 Len=0 mM35=1460
15 10.8.0.184 10.8.0.131 TCP 3011 > http [SYN] Seg=0 Len=0 mMSsS=14&0
16 10.8.0.184 10.8.0.131 TCP 3012 > http [SYN] Seg=0 Len=0 MSS=14&0
17 10.8.0.184 10.8.0.131 TP 3013 > http [SYN] Seg=0 Len=0 mM55=1460
18 10,800,184 10,8,0,131 TP 2014 httn [2yn] Sed=0 Len=0 M2S=1460
Source Destination Protacol Info
1152.157.116.14 152.157.116.44 ICMP Echo (ping) reguest
2 152.157.116.44 152.157.116.14 ICMP Echo (ping) reply
3 152.157.116.14 152.157.116.44 TCFP 3299 > 1 [3vN] Seq=0 Len=0 M35=1460 ws=0 Tsw=0 TSER=0
4 152.157.116. 44 152.157.116.14 TCP 1 » 3299 [RST, ACK] Seqg=0 Ack=1l win=0 Len=0
5 152.157.116.14 152.157.116.44 TCFP 3300 = 2 [3¥N] Seq=0 Len=0 M35=1460 ws=0 Tsw=0 TSER=0
6 152.157.116.44 152.157.116.14 TCP 2 > 3300 [RST, ACK] Seq=0 Ack=1 win=0 Len=0
7 152.157.116.14 152.157.116.44 TCFP 3301 = 3 [3¥N] Seq=0 Len=0 M55=1460 ws=0 Tsw=0 TSER=0
8 152.157.116.44 152.157.116.14 TCP 3 > 3301 [RST, ACK] Seq=0 Ack=1 win=0 Len=0
152.157.116.14 152.157.116.44 TCFP 3302 = 4 [3¥N] Seq=0 Len=0 M55=1460 ws=0 Tsw=0 TSER=0
[:%%;J 152.157.116.44 152.157.116.14 TCP 4 = 3302 [RST, ACK] Seq=0 ack=1l win=0 Len=0
152.157.116.14 152.157.116.44 TCFP 3303 = 5 [3¥N] Seq=0 Len=0 M55=1460 ws=0 Tsw=0 TSER=0
12 152.157.116.44 152.157.116.14 TCP 5 » 3303 [RST, ACK] Seq=0 Ack=1l win=0 Len=0
13 152.157.116.14 152.157.116.44 TCFP 3304 = & [3¥N] Seq=0 Len=0 M55=1460 ws=0 Tsw=0 TSER=0
14 152.157.116.44 152.157.116.14 TCP 6 » 3304 [RST, ACK] Seq=0 ack=l win=0 Len=0
15 152.157.116.14 152.157.116.44 TP 3305 = echo [5¥M] Seq=0 Len=0 MS5=1460 ws=0 TSv=0 TSER=0
16 152.157.116.44 152.157.116.14 TCP acho » 3305 [RST, ACK] Seqg=0 aAck=1l win=0 Len=0
17 152.157.116.14 152.157.116.44 TCFP 3306 = 8 [5¥N] Seq=0 Len=0 M55=1460 ws=0 Tsw=0 TSER=0
3 g 6. 14 o 3 06 [R ACfC 2= in=0 0
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Mirai TCP SYN Attack (2)

Ethernet * 1 IPv4-1 IPv TCP - 279 upP

Address A Port A Address B PortB WPagkets Bytes Packets A—B BytesA—B PacketsB—A BytesB —A [RelStat Duration Bits/sA —B Bits/sB—A i
15215711614 3299 152.157.116.44 1 g 552 4 312 4 240 § 0141000 1.4140 1765 1357
15215711614 3300 152.157.116.44 2 g 552 4 312 4 240 § 0167000 14910 1674 1287
15215711614 3301 152.157.116.44 3 & 552 4 312 4 240 § 0192000 1.4660 1702 1309
15215711614 3302 152.157.116.44 4 g 552 4 312 4 240 §0.222000 14340 1740 1338
15215711614 3303 152157.116.44 5 § 552 4 312 4 240 §0.249000  1.5100 1652 1
15215711614 3304 152.157.116.44 6 g 552 4 312 4 240 §0.281000 14790 1687 1298
15215711614 3305 152157116.44 7 g 552 4 312 4 240 0306000 14550 1715 1319
15215711614 3306 152.157.116.44 8 g 552 4 312 4 240 §0.331000 14270 1749 1345
15215711614 3307 152157116.44 9 g 552 4 312 4 240 40361000 15010 1662 1279
15215711614 3308 152.157.116.44 10 g 552 4 312 4 240 § 0387000 14760 1691 1300
15215711614 3309 152157116.44 1 § 552 4 312 4 240 40412000 14520 1719 1322
15215711614 3310 152.157.116.44 12 & 552 4 312 4 240 § 0436000 14250 1751 1347
15215711614 3311 152.157.116.44 13 g 552 4 312 4 240 § 0471000 1.4940 1670 1285
15215711614 3312 15215711644 14 & 552 4 312 4 240 § 0512000 1.4540 1716 1320
15215711614 3313 152.157.116.44 15 g 552 4 312 4 240 § 0520000 1.4460 1726 1327
15215711614 3314 152157116.44 16 § 552 4 312 4 240 0547000 1.5200 1642 1263
15215711614 3315 152.157.116.44 17 g 552 4 312 4 240 § 0581000 14860 1679 1292
15215711614 3316 152157116.44 18 g 552 4 312 4 240 §0607000 14610 1708 1314
15215711614 3317 152.157.116.44 19 g 352 4 212 4 240 § 0632000 14370 1736 1336 -

Name resolution [ Limit to display filter [7] Absolute start time
Follow Stream... Graph... [ Close ] [ Help ]
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The Result...
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Unfortunately...

Mirai Still Reigns Supreme, but...

+ Mirai variants in the wild increased g
significantly at the start of the COVID- - 708
19 pandemic (right).

February

nuary
2 r % p !
8 ]

3

15,783

» Attackers are still leveraging the same

username and password combos with 20,008
Mirai and many of the same exploits =
(below). s
[roomaon | a0 | ;
u * - 25,862

22,880

20,353
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Mirai was Only the First

Name Dates Size / Nodes Notes

Mirai (The Future) October 2016 10.5 - 14 Million ' loT-based
Star Wars January 2018 350,000 + Twitter-based

Hajime (Beginning)  October 2016 — April 2017 300,000 + loT-based / Anti-Mirai features

WireX August 2017 - ?7? Unknown (Large) Android-based

Reaper September 2017 100,000 + loT-based / IP Cameras
Satori (Awakening) December 2017 280,000 + loT-based

Torii September 2018 3,000,000 + 0T — Telnet Based / FTP / SSL
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Man-in-the-Middle Attack

Setting the Stage...

A major software vendor had been working on a key project for two years

One week prior to product launch, a competitor trademarked the primary
and secondary names for the product

Company was forced to research, develop, and produce an entirely new
marketing campaign, literature, and product documentation

A forensics investigation aided by the company’s data recorders revealed that
the software company had been “Man-in-the-Middle” victimized

Cost to company was in excess of $2,000,000 USD
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(.\ Anatomy of a Man-in-the-Middle Attack

Attacker “insert” itself into a key location within the network

* Originated within the early Ethernet community, returned with the advent of
wide-spread Wi-Fi networking

* Favorite of industrial espionage and banking attackers

It will then launch a diversionary attack such as the classic “ARP-poison” to

trick the targeted systems into accepting it as the “true” Server / Gateway /
Router / Client / etc..

The targeted devices will now send their traffic to the intruder
* Intruder can copy / reinsert / manipulate the traffic

Vo s -»
o A7

© 10
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MiTM Hardware Tools

| I

WiFi Pineapple
2.4/5 GHz a/b/g/n
Power over USB Ethernet Port
Power over USB Serial Port

PwnPlug
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Scene of the Crime...
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( N\ Forensic Reconstruction of the Crime...

Before Intrusion

No Encryption

No Encryption

After
Intrusion

Dual-Radio Access Point
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Mo,
990
991
992
993
994
995
996
997
998
999
1000
1001
1002
1003
1004
1005
1006
1007
1008

ARP Poison in Progress

Source

IntelCor_ac:bl:5e
IntelCor_ac:bl:5e
IntelCor_ac:bl:5e
IntelCor_ac:bl:3e
IntelCor ac:bl:3e
IntelCor ac:bl:3e
IntelCor ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3¢e
IntelCor_ac:bl:3¢e
IntelCor_ac:bl:3¢e

Destination

IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
IntelCor_ac:bl:3e
Ciscolnc_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0
Ciscolne_cd:fe:d0

Time:

137.161139
137.161139
137.161139
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157
137.161157

Length
60
60
60
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42

Protocol
ARP
ARP
ARP

Info

Who has 192.168.60.3? Tell 192.168.60.1
Who has 192.168.60.3? Tell 192.168.60.1
Who has 192.168.60.3? Tell 192.168.60.1
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:b1:3e (dupl
192.168.60.3 is at 00:02:b3:ac:b1:3e (dupl
192.168.60.3 is at 00:02:b3:ac:b1:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl
192.168.60.3 is at 00:02:b3:ac:bl:3e (dupl

The device IntelCor_ac:b1:5e is attempting to trick the Projector (Ciscolnc_cd-fe-do) into
thinking it is the client while making the client (IntelCor_ac:b1:3e) think it is the Projector.
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(.\ Results of the Investigation...

The results of the internal Forensic Investigation revealed several findings:

1. The original Wired Projector in the executive conference room had been
replaced with an unauthorized WiFi model (that did not support any type of
NAC or encryption)

2. Encryption was switched off on the presenters laptop to enable connecting to
the WiFi projector

3. Rogue Access point was located outside conference room in a tree!
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Compare and Contrast

Phishing is a way of attempting to acquire information such as usernames, passwords and credit
card details by masquerading as a trustworthy entity in an electronic Communication.... (Wikipedia)

www.dilbert.com

§| 1 sEND FAKE BANKING | 2| Dear Cusiomer.
I HAVE A 3 E-MAILS TCO GULLIBLE 51 Thisis vour bank, We forgot your
NEW HOBRY g EXECUTIVES. THEN I f social security number and password,
1TS CALLED' 3 FIND OUT THEIR g | Why don’t you send them to us so
£ | FINANCIAL INFOR- P (o
PHISHING. | MATION AND USE £ we can protect your
IT TO STEAL THE §| LOOKS
K MONEY THEY DON'T E Sincerely, LEGITj =
DESERVE \\ E I. B. Banker !
r:
g
o

Spear-Phishing is an e-mail spoofing fraud attempt that targets a specific organization, seeking
unauthorized access to confidential data. (whatis.com)
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Office 365 and Google G Suite

* Cyber criminals are targeting organizations who use Microsoft
Office 365 and Google G Suite to conduct Business E-mail
Compromise scams.

— Scams initiated through custom phishing kits mimicking cloud-based e-
mail services.

— Phishing kits deployed in large batches of e-mails to US organizations can
identify the e-mail service associated with each set of compromised

credentials.
— Once accounts compromised, accounts analyzed to identify financial
transactions.
— Actors configure mailboxes to delete key messages or enable automatic
forwarding to an outside e-mail account.

SolarWinds

» Malicious actors are exploiting SolarWinds Orion products
containing SUNBURST malware to gain access to network traffic
management systems.

» These actors pursued several objectives, including achieving full
privileged persistent access through trusted legitimate
credentials, accounts, and applications.

» These credentials are often leveraged from victim-dedicated IPs




Is it Legitimate?

« iy /e adwiords.google.com.nead. on fselectLedin/step 2 php > O F-

ﬂ Do vou want Crrome b save your password? Serve passiord | Hever for his site |

| 1 Hew Feature! | H | Contact U= | Sign Out e

GOUSIE? EE——

AdWords

> Your aceannt has been temporarily bmited
=z iPayPal, b4
Campaign Management Reports Nlal)mm My Account Wb o herebi wekliton ter
i _— i violation of PagPas Loce Therelare, yeur 3cCount fae Beed
— tmmgnear by ltad for: 1590, com cam shan 1t penmly veify your accoant ager
/Ay Your ads will be suspended soon unless we can procoss your payment, Tips te unlock your PayPal account. - Tt's Easy

Fleaz e updale your payment information. it may 1ake up 1o two hours bafore your Billing Surmmary gage
reflects this paymernt.

t startod

your D0

S wpidate your personal racents nd you WGk T o

Update Billing Preferences

the tnine se
3. Once yid have cowpleted these steps, we will send you an emal notifying that
your account = avalsble ager

Primary Card Informatien

throe busness deys for procesang

Type of cand Visa B

Credit card number
The 3 or 4 digd S=cunty Code

Card hiolder's name |- (VG S U o :
Froen A Ureed Rates Detrict Court [bpoenaBuscouts com)
To: Steve Krsch

Isssed by the

UNITED STATES DISTRICT COURT
Subject: Raise money for Steve Jobs Chanty Fond!

Good aftemoon

steve Jobs Charitable Foundation ask people about help for young webcoders
Majority of voung gited people do not have oppormunity to study and bring
their ideas into the Ke. As most known innovators i IT we support the
individuals who dare to be different and work hard to change our Iiving
quality for better
You are the one who can join us. Even a small amount will work for us and YOU ARE HEREBY COMMANDED to appear and testity before the Grand Jury of the United States District Court
for good at the place, date, and time specifii
We will keep in touch sending the reports of ouractivities

SUBPOENA IN A CIVIL CASE

Case nusber:

ed

Date and Time: Ma
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Sample Email Malware

T —— ey 11 M- W - W2 Sy (s v sy

HELO aimc.com

MAIL FROM: <eslee myiyahoo.com>

RCPT T0:<philwood@philwoodgardens . com>

DaTA

Received: from Hgxhj([2186.22.178.116]) by aimc.com{AIMC 2.9.5.6)
with SMTP 1d jm2a3e9elf77; Thr, 17 Apr 2883 @9:24:41 +8508

From: aw-confirm <aw-confirm@ebay .com>

To: philwood@philwoodgardens. com

Subject: Let's be friends

MIME-Version: 1.8

Content-Type: multipart/alternative;
boundary=520j767zU3s43051E51HAR

X-ATMC-AUTH: (null})

X-ATMC-MAILFROM: eslee my@yahoo.com

Message-ID: <1k969582967558.07454@mail>

S9077672U3543051E51HAR
Content-Type: text/html;
Content-Transfer-Encoding: quoted-printable

<HTML><HEAD>< /HEAD><BODY >

¢iframe sro=30cid:W92R319492F0m height=31D0 width=-3D8>
</iframe>

<FONT></FONT »</BODY > < /HTML »

|- “sotTretamRadhs TR " T
_Content-Type: audio/x-midi; "
name=names . exe I
Tenten Pt rdnsTe-End®0ink: "Masded
Content-TD: <WSBR3134g9zf0m>

TVQQAAMAAAAEALAA S /BAAL gAAAARAAALDAASLAALAANAAARAAAAAALAAALAAARARAARALANAL

Racked . 10 client phty. 0 server piss, iF s, 000 £ st

Entire conversation (144kB) Show data a5 ASCIT Stream 0 =
Fimt: Fire et
Filter Cue Thils Stram Prirt See Back Ciorse Help
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China Gmail Hack

Google executives received an Email containing a PDF with an embedded link saying
"Corporate Information — Google Management"

®  Clicking the link took them to a web page in Chinese — http://www.google.com/corporate/execs.html
Site purports to list Google's executives, including Eric Schmidt, Sergey Brin and Larry Page

The site executed a “Drive-by” exploit that installed Trojan spyware on the victims computers

®  Compromised information included Identities of numerous Human-Rights activists using Gmail to
evade Chinese security agencies

Cost — not publically released, but numerous dissidents have reportedly “disappeared”
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http://www.google.com/corporate/execs.html

What They Saw...
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Example — Fake Login Screen

E ‘ H Fake Gmail login page
Bl bb Welcome to Gmail
e ronen Mal | ~ (ServicelLoginAuthen.htm)

A Google approach to email.

Grnail is built on the idea that emad can be more intuitive, oficient, and useful. And

maybe even fun, Alter all, Gmail has: Sign in with your
Gougle Account 1
Less spam T .
Keep unwanted messages out of your inbox with Google's innovative Usemame 2. VictimID is hardcoded in html
lechnology.
R Password: | r]
Icons & text Mobile access 7. Stay signed in
Read Gmai on your mobile phone by pointing your phone's web ° Wrong password
broweser to http://gmail.com/app. Leam morg Sign i 5 % e
-| alert (JS pop up) isiresien
Lo of dpues Sa) accens vour acsset? 1 SoNe Accoum
Over 7552 530048 megabytes {and counting) [iree storage Low spam Userame: 100t
ot eossges o oo RS
| b wah Coopy B
vechnology 4 Stay ogned o
Some links are New 1o Gmal? Ky Koo and easy Wabie access Sea
3 Read G ou oo obie phose by
en_KR (Google in Create an account » e Lo By el o !
English for Korea) Y il
About Gmail  Hew foatures! iy corems | TE——"
) accounts
2010 and text 1| {Owganizations - Gmail Biog - Tams - Help
2 Sew featares!
4

m,,, e gocgle.comyintl/en KR/mobsie/mai/utm_sources en KR-<pp-ghme-gmip utm med ummpam\ campaignsen KR

Gm || Wrong password
alert (red text)
A Google approach to email. hy -
gle app S wih your Sion i with o7
Gmail is buit on the idea that email can be more intuitive. efficient, and useful And Google Account
maybe even fun. Aer all, Gmail has = Go l\ Account
Usemame
=] Lots of space £ PRGSO Usemame: JDoe
| Ower 7552 535524 megabytes {and counting) of free storage Password _
! 7| Stay signed in l’i
e Less spam B Password.
Icons & text @ Keep unvanted messages out of your inbox g
o = The usemame or
Cant sesess vour sosountd sword vou entered i
Mabilé necese password you entered is
Get Gmail on your mobile phone. Learm more incorrect. (2]

! Stay signed in

New to Gmail? I's free and easy

Latest News from Gmai | Signin ]
Adranced signan secury for your Googie a5 Create an account »
(Cross-posted fom the Google BlogjHas any @ Can't access vour account?
amai sccount and madwrenty sent spam, Al links are for T L
abot Omall  [ew & 83!
oeme Google USA

o

2011and text

{Gmail for Work - Tetms & Privacy - Help
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Web-Based

T 0k of 1nda - Microscdt Intormet Daplorer
Do 08 Yew Ppoder fodk b

DD D Drawd

hack v = T eextmy

=] e ue®
a1
Krcmdindoe Frte b A4t

OO Qomry

Card Producty

Hijack Exploit:|

to there is

PYWARE

7S, REAL-TINVE
“A PROTECTION

Bank of i=dia Onine Services

- o Wb L ¥ Remittonce (=5 PoPuPR
; . _& from ") PROTECTION
o 2ix| USA & x
"R SITEGUARD™
e o N

2 0ot want o ro ool yom /|

[ oS Your computer's clock P soeouisn
eEym——— may be inaccurate ;" =

o ——— S¥ roots

O] e barkatns o (@ Caserm Lo

Z’Staﬂl

Click the button below to update your system
with the latest version of ClockSync. After
installation your clock will be synchronized to
the comact time automatically.

=

START SCAN NOW

2 Basic Options. > Quick Settings
¥ Disgiary 82 wcon in System Tray
‘,?& Spyware Protection Gon © ¥ Show :
~= " Enat
— ™ Automaticsty downtood update:
® Pop-up Protection © @0

g SITEguard™ OoN ©

2 Guick Tools

| ,; Erase Cookies

| %' Clear Mistory J

I

1

)

£y clicking OK, sou are accaptiog the terms of the Licsnse
fgresment, ClockSync and WeatherCast are supgported by
the Save! WhenUSearch Toolbar free software that
displags coupons and contextusl offars.
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Web-Based Hijack Exploit: 2

Source of: http://www.dolphinstadium.com/ - Firefox OACC
File Edit View Help

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" 1
"http://www.w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd"> ‘
<HTML>

<HEAD>

<script defer type-"text/javascript" src="/ssi/pngfix_map.js"></script>
<script src="/ssi/dhtml.js" language="javascript"></script>
<!-- this script needed for Flash -->

t = 0;</script>

anguage~"javascript®></script>

sl end - this script needed for Flash --»
<title>Dolphin Stadium</title>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">

[ Malicious Code Encoded: J <link href="main.css” rel="stylesheet" type="text/css">

Landing Site
{1) Client visits the landing site

7

(2) Redirect to get the explot | =
B 5
Victim

@; (3) Redirect to get the exploit

‘ Hop Point

=

[
(i

sda)s uooepes U

(4) Download the M table (&

Malware Distribution Site

[ How it Works: ]

[ Kaspersky Lab
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(\ Real World Event = Zeus Bot Network

a

Zeus is a do-it-yourself kit that allows the creation of custom malware with a point and click
interface

® In October 2010, a Zeus-bot network owned by “Kristina Svechinskaya” struck numerous major

financial institutions principally in the U.S. and UK
®  Compromised accounts experienced a transaction “fee” of $0.99 (USD) during a 30-minute period

Cost is estimated to be in excess of $12.5 million (USD)
® $3 million dollars from American banks and $9.5 million from UK banks
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No.

Source

Vmware f2:el:da
Vmware f2:el:4a
Vmware b9:39:c3
Vmware b9:39:¢c3
Vmware b9:39:c3
Vmware f2:el:4a
Vmware b9:39:c3
Vmware b9:39:c3
Vmware b9:39:¢3
Vmware f2:el:da
Vmware f2:el:4a
Vmware b9:39:c3

Destination

Vmware b9:39:c3
Vmware b9:39:c3
Vmware f2:el:da
Vmware f2:el:4a
Vmware f2:el:4a
Vmware b9:39:c3
Vmware f2:el:4a
Vmware f2:el:4a
Vmware f2:el:4a
Vmware b9:39:c3
Vmware b9:39:c3
Vmware f2:el:da

Time

0.221962
0.223935
0.444535
0.449296
0.449819
0.451005
0.675966
0.676292
0.677088
0.677937
0.856904
0.902107

DeltaTime

0.002168
0.001973
0.220600
0.004761
0.000523
0.001186
0.224961
0.000326
0.000796
0.000849
0.178967
0.045203

Protocol

TCP
HTTP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Length

60
219
54
1426
1426
60
1426
1426
1426
60
60
1426

Info

051 > 80 [ACK] Seg=3862586802 Ack=4
30 U ACK [ 5eq=4009722704 Ack=3
[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
1051 = 80 [ACK] Seq=3862586967 Ack=4
[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
1051 = 80 [ACK] Seq=3862586967 Ack=4
1051 > 80 [ACK] Seq=3862586967 Ack=4
[TCP segment of a reassembled PDU]

This example contains a copy of the “Ribbon Worm” designed to install a remote back-
door access point into the client machine
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“Kits” For Sale....

@ Selling Zeus 13.00 with FF [l S

File Edit View History Bookmarks Tools Help
B Selling Zeus 1.3.0.0 with FF module - ... | + |

BiSHOP™ &

e Zeus Botnet

Lo ~ e

DUMMIES

nl'l“"'C!

The focts you need — fost

Iam selling Zeus 1.3.0.0 Quick

RUSTED MEMBERS ONLY A Quick

Ref;ereace

[Version 1.3.0.0, 20.11.2009] or i v

[*] Interception WinApi by splicing. Rest of Us!
IR Tpn o4 ammse s s

[+] Be fully operational in Windows Vista / 7.

[*]1 Temporarily disable hidden files

[*] Removed TAN-grabber.

[-] Fixed duplicate records in nspr4.dil.

[*] Grabbed certificates are now written with the name
grabbed_dd_mm_yyy.pfx, and password in UTF-8.

[*] Team getcerts, obtained certificates only from MY-store, and not from
all. Since obtaining certificates from all hranilish not make sense.

[*] Changed behavior grabber certificates.

[*] Rewrote FTP/POP3 sniffer, ulucheshno detection logins, made support
for IPv6-addresses.

[*] Rewrote the interception of , fixed method of working
with international characters to.

[-] Corrected a bug in HTTP-fakie, which could lead to deadlock.

Price: $700 USD

Payment Methods:

(3-5 day wait)
Liberty Reserve (2 day wait)
Western Union (No wait)
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No One is Safe...

HOHOHO, OK, versuch mal
ihr stubenhockenden Username “santa”
Computer-Kids! und Passwort "hohoho

auf den Ublichen
Plattformen ...
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A Final Example...
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- Py -
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Questions ?
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(.\ Instructor Contact Information

Phill Shade: phill.shade@agmail.com

LinkedIn: Phill “Sherlock” Shade

Merlion’s Keep Consulting: merlions.keep@gmail.com

International: info@cybersecurityinstitute.eu

Merlion’s Keep Consulting & Training

Packety Never Lie
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(‘ Where do | go From Here? -

&

Continuing Your Wireshark Education

Wireshark Core Curriculum Network Troubleshooting and Analysis Classes

Wireshark 0 — TCP/IP Networking Fundamentals Using Wireshark

Wireshark 1 - TCP/IP Troubleshooting & Network Optimization with Wireshark |

Wireshark 2 — Masterclass - Advanced Network & Security Analysis

C S

CYBERSECURITY

/1
WIRESHARK

\ W UNIVERSITY
Merlions Keep Consulting s CO s

#sf21lveu e

Wireshark Advanced Curriculum and Specialty Analysis Classes

Wireshark 3 — Network Forensics Analysis

Wireshark 4 — Mobile Device Forensics Analysis

Wireshark 5 - Cloud & Internet of Things (IoT) Network Analysis
Wireshark 6 - VolP Advanced Network Analysis

Wireshark 7 - WiFi Advanced Network Analysis

Wireshark 8 — SCADA & ICS Network Analysis

| Wireshark 9 — Wireshark Command Line Tools

Wireshark WCNA Bootcamp




Thank YOU
!

. "'*—-—————-"‘-“
- -
. B
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