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136 Beacon frome, SHaD, FlQ, Flagse, ..

195 Probe Regeest, SN, D, Flagss,.

138 Probe Response, SN«O, FNO, Flags~..

150 Authentication, SHN«11, #ND, Flags«

150 Authentication, SN«1, FN-O, Flags~.

86 Authentication, SN«12, FND, Flagse...
86 Authentication, SH-2, FN-O, Flags~......
141 Association Request, SN«13, FH«B, Flags~
THAssociatlion Response, SN-3, Fi-B, Flags~
175Key (Message 3 of 4)

181 Key (Messape 2 of 4)

241 Key (Message 1 of 4)

153 Koy (Nessage 4 of 4)

#tsf22us
, BI100, SSIDPAI-Network

v SS5IDWML1dcard {(Broadcast)
, BI«108, SSIDNPAI-Networ!

........ s SSIDNPAT Network

Megumi Takeshita

Ikeriri network service

Materials: all trace files, python codes are here

https://www.ikeriri.ne.jp/sharkfest/03DissectingWPAS3.zip
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’57“":?7;%  Founder, ikeriri network service co., Itd #saus

g7y o Reseller of CACE technologies in 2008
| ’n"{:’@[ﬂ; «  Worked SE/IS at BayNetwork, Nortel
Wrote 10+ books about Wireshark
Instruct Wireshark to JSDF and other company
Reseller of packet capture / wireless-tools
One of the contributors of Wireshark
Translate Wireshark into Japanese
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SharkFest22 US

. . Kansas City, MO
Session Details July9:14

We need a new security standard in the 6/6E generation#cf)zf WiFi
WPA3 has an SAE ( Simultaneous Authentication of Equalss )us
authentication handshake and PMF ( Protected Management
Frames ) mechanism. In this session, Megumi shows you WPA3
trace analysis using Wireshark. Follow the packets and

understand the safe way to use the wireless network

Materials
all trace files and Wireshark profiles are here

https://www.ikeriri.ne.jp/sharkfest/03DissectingWPA3.zip




" WPA2-PSK dissection
- Open wpa2psk-ssid-ikeriri6-pass-wireshark. pcapsig,"
this trace is captured and decrypted by TamoSqft
CommView for WiFi in the WiFié environment

» It is a typical linkup process of WPA2-PSK between
iphone13 (private MAC address) and ASUS AP

Time
1 e.e00000
2 2.001283
3 2.002746

5 8.008401
6 8.910452

7 @.e11958
B 6.013864
8 8.872768
16 6.672892
11 8.6736831
12 8.8673376
13 8.673578

PHY typa

802.11a (OFDM)
882.11a (OFDM)
882.11a (OFDM)

882, (OFDM)
gaz, (OFDM)
802, (OFDM)
802, (CFDM)
882.11ax (ME)
882.11ax (HE)
BB2.11ax (HE)
BB2.1lax (HE)

[882.11a (OFDM)

56
56
56

56
56
56
56
56
56
56
56

i 56

26
plc)
28

Channal data E Signal (dBm)

-39 dBm
-33 dBm
-41 dBm
-33 d8m
-41 d8m
-33 dém
-41 dBm
-41 dBm
-41 dBm
-41 dBm
-41 dBm
-33 dBm

Noise (dBm)

-93 dBm
-93 dBm

-93 dBm

-93 dBm
-93 dBm
-91 dBm
-91 dBm
-91 dém
-91 dBm
-91 d8m
-91 d8m

-93 dBm

data ¥ Data rate Retry

Bxb
Bxo
8xb
8xb

& Frame is not..
& Frame is not.,
& Frame is not.

6 Frame 1s nét.
& Frame 15 not,
& Frame 15 not.
& Frame 15 not.
270.8 Frame 15 not..
278.8 Frame 1s not..
270.8 Frame 1s not.
278.8 Frame L1s not.
6 Frame is net.

SharkFest’22 US

Tyoe/Subtype
Authentication
Authentication
Association Reguest

QoS Data
QoS Data
QoS Date
QoS Data
QoS Data
QoS Data
QoS Data
QoS Data
Data



5 4way handshake (common in WPA2 and WPASBdkFegy’ZAZ‘éJS

- There are 4 way handshake after link-up proc&sss
« Enter “eapol” in Display filter and make FlowGragph

M Wireshark - 70~ - wpa2psk-ssid-ikeririG-pass-wireshark.pcap ) — o X

ASUSTekC cd:f5:c4 5
Sl e2:datle'a8792'8fjjj k
0.008401
0.010452

0.011950
0.013064 ' Ken [Msecags 4 of 4)

Kevy [Measzaps | of 4)
Key [Meszags 2 of 4)
Key I fx’-:s:am :: C'F -']:u

ey | Meczapg~ 4 of 4)

« At first, AP sends Key(Message 1 of 4) and STA reply
Key (Message 2 of 4) to exchange PTK for unicast.
Then AP sends Key (Message 3 of 4 ), STA replies.
Kev (Message 4 of 4 ) to confirm GTK for multicast.
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» The passphrase is used for PSK(Pre Shared Kgﬁifffffﬁéjg

July 9-14

» PMK (Pairwise Master Key) is created by 4096 round
times calculation of PBKDF2 hash function, -
with SHA1 algorithm, using PSK and SSID
e.X. PMK = pbkdf2_hmac('sha1’, PSK, SSID,4096)

» Lets’s start checking PMK using Wireshark
Go back to the trace, wpa2psk-ssid-ikeriri6-pass-
wireshark.pcapng, and check the #5 packet, the
first EAPOL message 1/4

‘ wpaZpsk-ssid-ikenne-pass-wireshark.pcapng

File Edit View Go Capwre Arglyze Stanustics Rlephony Wireless Tocols Help



7 [ [ ] [
Set Decryption key in Wireshark SharkFest22 US
Kansas City, MO

Fe9.31 radic infarsstim July 9-14

e ; » Select “IEEE 802.11 QoS
"""" Data, Flags: ......F.”
Cpmee header, right-click and
S choose Protocol preference
) > Open IEEEB02.11 wireless

preferences...

» Click “Edit...” button of the
Decryption keys



» We can set 5 styles of WEP and WPA Stk
decryptlon keys in Wireshark 3.6 July 14

wep ] B

WEP key (hex value) for WEP encryption

we
W wpa-pwd  Passphrase:SSID (ascii) For WPA1-PSK, WPA2-PSK
Na-p
) wpa-psk Raw PSK (hex value) 256-bit pre-shared ("raw") key
wWpa-p 5K https://www.wireshark.org/tools/wpa-
tk psk.html
tk Temporal Key TK is used for actual encryption key, TK is
msk (hex value) a part of PTK (Pairwise-Transient-Key )
msk Master Session Key Master Session key is derived from 802.1x
(hex value) EAP authentication process

if you use WPA1-EAP, WPA2-EAP.
You can set msk from the debug
information of the AP and wireless lan
controller.


https://www.wireshark.org/tools/wpa-psk.html

9

wpio

Set key type as “wpa-pwd” and input key SharkFestz2us

“wireshark:ikeriri6” in decryption key dialog ****
M WEP and WPA Decryption Keys R
Key type -Key

wpa-pwd wiresharkiikeririé

. Click “OK” to close WEP and

WPA decryption Keys dialog

» “OK” again to close IEEE802.11
wireless LAN preference
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Confirm your QoS Data frames are decrypted *}iFest 25

o Taw

Sew asts B D My Nome (3 s b D o -nt.-. rr '.-ul)a Dentrand Lo W
110,900, -1 3% din .03 diw FFrame 15 . Mtienticstion AEUBTA, OF At ticaticn, SMe33), Pl FINgSe 00000
2 0.M. o 11 “ui e 6w 1y tentycation o2 00 le, B2 At ticotion, SN, PNl FLagSe..iveeny
3 0.0 43 B % 38 tFrase 13 - Asscclation Teguest X Flagas. cecoeenp

ASInTakl 37T Aascclation Reguest,

Dath, M, P, Flagse=op

oeen. & o OAMATeN Date, Shal, Fitel, FLAgSwiD. o\ 0ol
Leersk. ¢ f Grosdcast Oatas, SN2, P, Flapseop..... T
12097 oG, 2:3F  Fviscae A Gok Mate, M3, M, Flapewop.....T
L1 0,971, S0Q.1lis (OFLME 5 11 &n v 3 " FFoa: 130 Medghtaoy Sodicltation fur Fall ilo4d:ictOr:aZ01:301a
"0 Twe e Chriww aea € Qg TG M 155 Qees b Da Dourvain Ly ¥
) Looad. . 1ls (CF0m) L] RELR — BREL C ) ANGTerL, WA entication, SBT3, PN, FlagSe. vrrnns
76,001, 37.1la |CFOM] H . = 0 8 e3:deile. B Autdenticatics, SO, PMd, Flagre...

30,000 Lla |CroM| - ' arr ; ) 3:de: lu:wd: F ASUSTebL. 237 Aascclation Meguaask, WeE, M=,

rlaga~.

ul S e i QN

. L. L70 Neightsor %

w ] i1 &= Gl e 1 - QS v el JelaB i 8F XEISTAML. LIS W fol U Ar Tel
“w e 4l = ul = Frome 14 S ety RGN 55,056 A5 I Bayest [rares v;... 10 »l.-'mp'.m
E L P 4; = Ul 2 Fraas 1y S Tets FolR: | eI ot e, TG 'u.:;y-'- Solicitatice
x) o, 0?1 220 .1 (e S T . Lo G 2 SFrman I o Dok S meg::3:. 6 Nelghbor Sallcitation For felo: G010

« Choose first QoS Data frame #9 and open IEEE802 11 AQoS
Data Header > CCMP (Counter mode with Cipher-block
chaining Message authentication code Protocol) parameters



1

1
TK(wlan.analysis.tk) and PMK(wlan.analysis. pmig)fest22Us

as City, MO
v CCMP parameters

July 9-14
CCMP Ext. Initialization VWector: 0x200000000002
Key Index: @

[TK: 4c102fd43613¢535404d0777088a6503]
[PMK: 31bb75a609a424aac01e9929b39458e872a45b0f30204f f5642bf3067a6fd31f]

o Wireshark decrypt 4way handshake and add generated fields,
TK(Temporal Key), actual AES key of the communication and
PMK(Pairwise Master Key) 32 bytes(256bit), 4096 round times

calculation of PBKDF2 function with SHA1 algorithm, using
PSK and SSID

o We can also test this calculation by Python
from hashlib import pbkdf2 _hmac
pwd="wireshark"

ssid="ikeriri6"
pmk = pbkdf2_hmac('sha1’, pwd.encode(‘ascii'), ssid.encode('ascii'), 4096, 32)
print(pmk.hex())

#tsf22us
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Check PMK generation by VisualStudio Code  SaFest22(s
& ol | July 9-14

firom hashlib import pbkdf2 hmac

ssid="ikeriris" Aelaans

pmk pbkdf2 hmac('shal’, pud.encode( "ascii’

print{pmk.hex( ))

« Run pmk.py to check the PMK from the output with
Wireshark [PMK:] field, it is the same value

EWPA3> & C:ifUsers/TakeshitaMegumi/AppPata/Local/Microsoft/Windoasapps/python3. 9, exe

3]“L75J609Jd?dddtD]PQQ?QHQOJG3F37“dJSLO{30}0&[qud7ﬂ?zﬂﬂ7dﬁiJ?l|.
[PMK: 31bb75a609a424aac01e9929b39458e87ead45b0f30204ff5642bf3067a6fd31f]

» Station (iPhone13) and AP (ASUS) share this
information, but never send it to the network.
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’ : : SharkFest’22 US
Let’s start dissecting 4way handshake Kinsos oD
‘ Wireshark « 70~ - wpaZpsk-ssid-ikeririt-pass-wireshark.pcapng = - (m] % JUly 9-14
ASUSTekC cd4:f5.c4 5 - #sf22us
e e2:da:le_‘aBt92rBf]}/ k
0.008401 Ky [Meszamps | of 4)
0.010452 Keay [Maszapgs 2 of 4)
0011950 ’ Koy (Meseasa 3 of 4] : Keavy [Meczag= 3 of 4)
0.013064 PN R R RO ., (1 4-co= 4 of 4)

« ASUS(AP) and iPhone13(STA) know the same PMK

[PMK: 31bb75a609a424aac01e9929b39458e87ea45b0f30204f f5642bF3067a6fd31f]

» Exchange and Confirm PTK in Messages 1,2
Exchange and Confirm GTK in Messages 3,4



Packet #5 Key(Message 1 of 4) A->STA

ge; ,J...M
L (QFOM)

gll. 882.1la m”'L"
gli. ong 1is ﬁrf‘M\

SharkFest’22 US

Kansas City, MO
July 9-14

#tsf22us

» Frame 5: 165 bytes cn wnire (1328 bits), 165 bytes captured (1328 bits) on interfac - AP Creates and

» Rediotap Headse va, Length 32
882.11 radic information
IEEE £02.11 Qo5 Data, Flags: ...... F.
v Logical-Link Control
v B802.1X Authenticetion
Version: S92.1X-2004 (2)
Typ=: key (3)
Length: 95
Key Descriptor Type; EAPOL RSN Key (2)
[Message number: 1]
' Key Informstion: Ox®083
Key Length: 16
—foolic Couotoc.

sends Nonce
(ANonce), 32bytes
random value.

» Message1 packet

HPA Key Ronce:!: S12a47FBA025+0484:744402¢F ThA16aBabad F 24865741347 490BaRfS d2dpEhed

also contains AP’s

TSy 1V o0 ALy
HPA Key RSC:

20000800R00020N
KPA le,- ID: DEEEAAIDBGAANND

KFA bav Ddta Langth 8

MAC Address.
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PTK creation from STA(iPhone) side (10f4) Sharkrest22US

Kansas City, MO
July 9-14

» STA starts to create PTK (Pairwise Transient Key
after STA received EAPOL Message 1o0f4 (Packet™5)

» STA creates its own Nonce(Snonce), 32bytes random

« PTK is created from ANonce, Snonce, AP MAC
address and STA mac address
PTK = PRF-512(PMK, “Pairwise key expansion”,
Min(AP MAC, STA MAC) | | Max(AP MAC, STA MAC) | |
Min(ANonce, SNonce) | | Max(ANonce, SNonce))

*PRF(Pseudo-Random Function) is SHA1 hash value from input paratmeter, PMK,
“Pairwise key expansion” and Min(AP MAC, STA MAC) | | Max(AP MAC, STA MAC)
| | Min(ANonce, SNonce) | | Max(ANonce, SNonce))



“PTK is a big key ring consists of many WPA2/WPA3 keysirkrest’22 US

PMK (Primary Master
Key) 256bits

Anonce
32bytes random

SNonce
32 bytes random

AMAC
AP’s MAC address

___Kansas Citv MO

SMAC

STA’s MAC address

PTK = PRF-512(PMK, “Pairwise key expansion”, Min(AP MAC, STA MAC) ||

Max(AP MAC, STA MAC) || Min(ANonce, SNonce) || Max(ANonce, SNonce))

PTK(Pairwise Transient Key) 512bit

EAPOL KEK(Key Encryption Key) 128bits

EAPOL KCK(Key Confirmation Key) 128bits

Temporal Key 128bits for actual communication AES encryption/decryption key

Receive MIC Key (MIC Secret) 64bits for receiving packet Message Integrity Code

Transmit MIC Key(MIC Secret) 64bits for sending packet Message Integrity Code




Packet #6 Key(Message 2 of 4) STA >AP Shﬂﬁmﬁjs

05, 692, 118 July 9-14

f, g b\m H\c lla

6a.018,. 82113 ‘ E :
S T . STA creates ant
Fral:!e B: 187 bytes on wire (1496 bits), 187 bytes captured (1496 bits) on interface Sends Nonce

' Radiotap Header v8, Length 32

e 20213 0o Doy s oo (SNonce), 32bytes

Legical-Link Control
v 802.1X Authentication
Version: B32.1X-200M (2) d l
feralon: Mot G2 random vatlue.
Length: 117

Key Descriptor Type: EAFOL RSN Key (2) S A l l t d
[Message nunber:; 2) o STA calculate an
» Key Infornation: Bwdldw
dd WPA Key MIC
Replay Counter: 1 a ey
I NPA Kay Nonce: fofoa3c@bg7lalf2nsii485500733ffM00S8-03b142686c9349ca23F3c287FfED I
Fey LV JBJUBI TR0 B Ot B o B D e B o

Nf:h 5-3-, RF. _t?ﬂ:!i\}‘)i.\?i.\?\?‘.'ﬂﬁﬁ?@ o Messagez paCket

. D (8 Dt Oty Do) 3 )
NFA Key NIC: dSaabadf@88731d7cdl 7bE8H6f 50530

| . ’
T e —— also contains STA’s
NFA Kay Data: 30140102000 FacB40100000fac8100000TacO28-08

MAC Address
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STA created SNonce and Add MIC Key Data Sharkrest22US

Kansas City, MO
July 9-14

» Receiving 10f4 Messages, STA creates PTK

» STA sets SNonce, 32bytes random value

« STA also adds 16 bytes WPA Key MIC field,
calculated SHA1 HMAC from all of the 802.1x fields

| wPA Key MIC: dSaa6adfess791d7cd37be8s6 80930

« WPA Key MIC means the confirmation that created

PTK is the same with STA and AP
(Receiving 20f4 Message, AP also creates PTK and

check the WPA Key MIC is correct)

#tsf22us
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PTK creation from AP(ASUS) side SharkFest22 US

AP starts to create PTK (Pairwise Transcient Kéyjsis
after EAPOL Message 20f4 (Packet 6) -

PTK is created from ANonce, Snonce, AP MAC

address and STA mac address

PTK = PRF-512(PMK, “Pairwise key expansion”, Min(AP MAC, STA MAC) | | Max(AP
MAC, STA MAC) | | Min(ANonce, SNonce) | | Max(ANonce, SNonce))

AP checks the WPA Key MIC field to calculate
SHATHMAC from all of the 802.1x fields with the MIC

field set to all zeros.

If the calculated MIC is the same with the
Message20f4, STA and AP shared the same PTK.
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® Check Actual MIC with Calculated MIC  sharkrest22US

Kansas City, MO
July 9-14

Set zero to the mic field value
And create SHA1 hash from all fields
pick the first 128bits from 160bits hash #sf22us

A 4

I[IEEE802.11
Data

802.1X Authentication
REEee Packet fields “ Calculated MIC

Including actual MIC

B@2.1X Authentication
Version: 8@2.13-.2004 (2)
Type: Key (3)
Length: 117
Key Descriptor Type: EAPOL RSN Xey (2)
[Mossage number: 2]

Key
Key

Information: Ox@10a
Length: 16

Replay Counter: 1

WPA
Key
WPA
WPA
WFRA
WPA
WPA

Key Nonce: fefodlodbsllalf2as) 28955297 15f fR0R8cI3bla2es6ca3a3ce2sfic2871FEb
IV: G8R0200200200200200200002002000

Key RSC: QOEROOI0RA0REEDR

Key 1ID: 8200200200200200

Key NIC: dSaadadfe@Brol1d7cdiThasisfBans3e

key Data Length: 22

Key Data: 301401822680facesd]1peeeefacedd]peeonfacezacon
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If calculated MIC is not the same with SharkFest:22 US
Kansas City, MO

WPA Key MIC value of Message 20f4 (Packet6), Juys1
It usually means passphrase is not the same.  #nas

« Open notmatchmic.pcapng and set display filter as
“wlan.addr_resolved contains Nintendo”

A o b p O
File Edit View Go GCapure Analyze Statistics Telephony Wirsless Tools Help
i B ® R QeeEF & _=—SQarn
|+ E=TIy TFULI-LE0EE WPARIE® FuawxAP ObcoAP  NetGearAP  RTSAOTS DestbdDiesssoc 7 -
Tina Sigral 1d&m] Source Dastination T<,-,L-";uu.5~,.nr 7 A[':‘I.:.z:.'ﬁr':ul',";} P-mm_-
10.000000 -51 dBm Modacom_a8:55:d8 Nintendo_35:63:78 Probe Response g2 |
20.000311 -62 dBm Modacom a8:55:d.. Acknowledgement 802
39.010279 -50 dBm Modacom a8:55:d8 Broadcast Beacon frame 802
40.684443 -53 dBm Modacom_aB8:55:d8 Nintendo_35:63:78 Probe Response 802
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» This trace tested passphrase mismatch betw

Modacom AP and Nintendo STA.

22US
sas City, MO
July 9-14

» We can find the iteration of Message1, Message2™**

because AP’s calculated MIC is not the same as

Message 2 WPA Key MIC.

Modacom_a8:55:d8 Nintendo_35:63:78 QoS
Nintendo_35:63:78 Modacom_a8:55:d8 QoS
Modacom_aB:55:d8 Nintendo_35:63:78 QoS
Nintendo_35:63:78 Modacom_a8:55:d8 QoS
Modacom_a8:55:d8 Nintendo_35:63:78 QoS

Nintendo_35:63:78 Modacom_a8:55:d8 QoS
Modacom_aB:55:d8 Nintendo_35:63:78 QoS
Nintendo 35:63:78 Modacom_a8:55:d8 QoS

169 Key
191 Key
169 Key
191 Key
169 Key
191 Key
169 Key
191 Key

(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message

NFEF NEFEFNFENNDRS



23

PTK exchange Demonstration SharkFest22 US
Kansas City, MO

» | referred and created the WPA2 implementaﬁ"g?i“

Python code from Nicholas smith Ras
https://nicholastsmith.wordpress.com/2016/11/15/

wpa2-key-derivation-with-anaconda-python/

« It is not perfect, not actual, but a Pseudo concept,
| set parameters from the trace file.
wpa2psk-ssid-ikeririé-pass-wireshark.pcapng

« Open ptk.py using VSCode.



https://nicholastsmith.wordpress.com/2016/11/15/wpa2-key-derivation-with-anaconda-python/

24

Open ptk.py ( | referred and created ShKarkFengﬁé}S

the code from Nicholas smith) July9-14

# https://nicholastsmith.wordpress.com/2016/11/15/wpa2-key-derivation-with-anaconda-python/
#sf22us
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Run ptk.py with this trace file parametersnacosq(aragﬁegy’zﬁéfs
July'9-1:4

#sf22us

it o o " ‘ Message(10f4) =~
el | packet #5

" - o
- -
re -
' "ot

P -
-

- -

Message(20f4 ~
packet #6 e

"k fyeee.
WD e s e o
R ]
e ——n
Pe—
Spep - - e
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ptk.py outputs PMK,PTK,TK and MIC value ShKarkFegy?ﬁé}S

FICy, pli, pek VakeMIC{ paed

' ) ' I.'( 'v"-l‘

| b prE, hex #Sf22US
Kek-ptk] 0215

print ¢ v Nok. hox
KCR-pti

prant g kck, hwx()) Jsers\TakeshitaMegumi\tneDrive

11/ icrosof O/ NIndowsApps/python3. 9, exe

teopik

int ¢ k. hox

Passpiwrase iwireshark

SSID:ikeririb

AP MAC Address { afd: o274« i

AF Nonce foom 1014 120471042 J4C 7d4abz /e 0e E3124865102381 4998 a0 1

WAl Address from lo

poace Trom Jolazicloeas 7341128572495509 7331 10006 O 3 14 2eR6C 9 3dBc 02313
D 752600844 24 3ac N1 949 260 HeR Ve Shol Wi 56420b1 306 7a61d31 4

AGe 5152 Y 7ef6931930836851 768 : a3 4 A9t aceENGTa 18 FACINZ10836
Aae515c2a36/7 /01693193

J 2240503604909 360680

it IC Secret: delozdt?
@Ctual wic :DARARADEESE 91D TR RS S

calculated wic from Nessagez2ofa:DsAARA

Bic ; FOGLIZSA2ES
culated mic from Message

EZ230 /708 355C L0807 1

from Messapedal4:EZ3671

ode upper( ) : \ C\Users\Takeshita efuminG
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Check the MIC is correct SharkFest’22 US
L 5 City, MO
- v 9-14

TCH
C:\Users) Takeshitategumi’ Oneleive i T ) A #1550 3t \sharkfest! Sharkiest2022\030issec L ingweass |

» The calculated MIC value and packet are the same.

» AP and STA succeeded in sharing the same PTK ( and
GTK later) without sending key data into the network.
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Check TK(Temporal Key) SharkFest22US

Kansas City, MO
» TKis used for actual encryption/decryption AES ke 914
for unicast data communication between AP and“‘STA.

» Compare the calculated TK from ptk.py with the TK
field in CCMP parameters of QoS Data packet ( for
example try packet #10) (WPA3 -SAE also use this)

v CCMP parameters
CCMP Ext. Initiadg
Key Index: ©
[TK: 4c102fd43613¢535404d0777088a6503 ]
[PMK: 31bb75a609a4242ac@1e9929b39458e87ea45b0f30204ff5642bf3067a6fd31f]
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Packet #7 Key(Message 3 of 4) AP->STA ShiffiFessgRlUS

59, eesam 13 d aw:nezc PTY fs 4 82 da 163 m-so Q’J‘ oata' apmeerie

598.918452 -41 d..e2:da:1e:88:52-8F ASUSTekC ca:fS:c4 Qo5 Data
7O.0115%9 33 d ASUSYeRC CA:fS:c8 a2:idaile: a8:92;8f Qus Data
B @,013064 -81 d.92:03116:38:92:8F ASUSTekC c4:15:¢cd Q5 Data
29.872750 -4% d..:: $f02::1:¥f01:27%2 Qos Data
189.072892 41 d_22:d3;1e:38:92:8¢F ASUSTak{ ca:15:c5 QoS Data

Frame 7: 253 bytes on wire (2024 bits), 253 bytes captured {2024 bits) on interface unknowr
Radiotap Meader v, Length 32
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F. ®
Logical-Link Control
~ 802.1X Authentication
Version: 802.1X-2004 (2)
Type: Key (3)
Length: 183
K2y Descriptor Type:!: EAPOL RSN Key (2)
[Message number: 3]
Key Information: ©xl3ca
Uey Lergth 16

UPA rey Nonce: 81’94/?@%25‘9494(70449”7!}0 16edebaif24365¢0234¢4998 385080680
T X R O

L uey RSC: wewmaaeeeaoo
UPA Koy TD: QO200Q0000002000

| UPA Koy MIC: Bfcéccf513354205fB8440cB26de55fE

UPA Key Data Length: 88
UPA Key Data: 8a5607cd41f921c7@35188bc3as8c1falbsaSae7deel 910l CO’lfalldaalleﬁB?(d(?M?.

Kansas City, MO
July 9-14

AP creates Norfée
(Gnonce), random.

AP crates and sends
GTK safely with KCK
/ KEK in securely.
GTK is used for

multlcast/ broadcast

'AP calculates and
adds WPA Key MIC.
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GTK creation at AP side SharkFest22US

Kansas City, MO
» GTK is created from GMK, Gnonce(Group Nonceﬁ)'y,g'“
AP’s MAC address and Group Key Expansion -

GTK 256bits for broadcast / multicast communication

TK(Temporal Key) 128bits AES encryption/decryption key

Receive MIC Key (MIC Secret) 64bits for receiving packet Message Integrity Code

Transmit MIC Key(MIC Secret) 64bits for sending packet Message Integrity Code

o GTK is used for broadcast and multicast, and GTK is
the same key between all STA and AP, so GTK will
be changed periodically (using a 2-way handshake)



Check the GTK from Message 3of4 SharkFest 22US

Kansas City, MO

» Open WPA Key Data in 802.1X Authentication header
of Message 30f4 (Packet #7) pst22us

» Open “Tag: Vendor Specific: leee 802.11: RSN GTK”

v WPA Key Data: 836607c41f921c7035108bc8a60c1fa1b5aSae7d0e191e1ce71falld8alaGSb302c4c345
- Tag: RSN Information
v Tag: Vendor Specific: Ieee 802.11: RSN GTK
Tag Number: Vendor Specific (221)
Tag length: 22
OUI: e0:0f:ac (Ieee 802.11)
Vendor Specific OUI Type: 1
KeyID: 1
e TX: ©
Q000 0... Reserved: 0x00

Reserved: ©
GTK: eeda95al155a28f86c@30deeoclfdd9a m
Tag: Vendor Specific: Ieee 802.11: RSN IGTK

WPA Key Data Padding: ddooooee
[KCK: 46e515¢c2a3677ef693193e8368517684]
[KEK: 728fe5b36aa9e9fa60e80007a18¢c0557 ]

LI
nmn n
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Compare KCK and KEK ShafkFest22.5
- KCK(Key Confirmation Key) and KEK(Key Encryptién
Key) are used for secure key distribution. s 22us

« Confirm Wireshark calculated KCK, KEK is the same
with ptk.py generated KCK, KEK

GTK: eeda95all55a28f86c@30deeRclfdd9a
Tag: Vendor Specific: Ieee 802.11: RSN IGTK
WPA Key Data Padding: ddooeeoeo
[KCK: 46e515c2a3677ef693193e8368517684 ]
[KEK: 728fe5b36aa%e9fa60e80007a18c0557 ]

KEK: 46e515c2a3677ef693193e8368517684

KCK: 728fe5b36aa9e9ftas0el0007a18c0557

» It means GTK sends/receives securely
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Packet #7 KeyMessage 4f4 STA >AP e

%0 888481 = - AS UsTub( c4 ‘5 ca e‘ da le aa 97 ef

50.918452 - .e2:08:1¢1a8:22:Bf ASUSTekC_c4:f5:c4
70.0115%50 = :.SUSTekc_clz.‘S:cd e2:da:le;a8:93: 84
B©.BL3064 = L0283 19 38:92:8f ASUSTekC ¢4 1f5:¢c4

99.8727:8 -a1 d $e ffol::1:ffo1:27fa QoS Data
106.0672692 A1 d.oe2:da:le:a8:92:8F ASUSTekC ¢d:f5:¢5 QoS Data
11©.873631 -41 d.9.0.9.9 255,255, ?'-5 255 Qo5 Data
120.873376 -41 d,. fe8d::1c42:ced?: .. TFD2::2 QoS Data
136,873578 33 d_t! fep2::1:1601:27¢a Data

Frame 8: 165 tytes on wire (1326 bits), 165 bytes captured (132 bits) on interface
Radiotap Meader w2, Length 32
802.11 radio information
IEEE 802.11 Qa5 Data, Flags: ....... T
Logical-Link Control
~ §02,1X Awthentication
Version: B9Z.1X-2€84 (2)
Type: Key (3)
Length: 95
Xey Descriptor Type: EAPOL RSN Key (2)
[Message number: 4]
Kay Information: 2x0306a
ey Length: 16
Replay Counter: 2
UPA Key Nonce: QPE0SQOEGEADEOBE02GRE20E002AEI02ADECIRHECEANRORR0R0MEE2GEA0RAHE
gey IV: 22202023020220202202002020220000
UPA Key RSC: 02G56Q00200202000¢

[ upa key HIC: e2367db3s5ccdferieand?seerrsbsc |

WP Key Data Length! »

July 9-14

STA received atvé-
installed GTK in
Message 30f4 (#6)

STA adds WPA Key
MIC for confirmation

AP receives Message
40f4 and confirms
packet MIC with
calculated MIC.



* Conclusion:4 way handshake in WPA2/WPA3 st}(arkFegy’zﬁéfs

ASUSTekC_cd f5.cd July 9-14
e2daleadf2.a8f

Key (Message 1 of 4) » Create PTK and calculate MIC
i Snonce, MIC, SMAC
* Install GTK and calculate MIC

Key (Message 2 of 4)

Key (Message 3 of 4)

Key (Message 4 of 4)
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WPA2 is good, but... ShigkFesRgLs

Kansas City, MO
July 9-14

« It has been over ten years since WPA2 was born.

#tsf22us

» We can use a dictionary attack if we capture a
complete 4-way handshake between AP and STA.

« Smartphones and tablets are positive to roam, so
faked Deauthentication and Disassociation frames
can lead to tons of new 4-way handshake packets.

« Some new attack method comes, for example,
KRACKS blocks the original Message3of4 from AP
and tries many GTK patterns to assure keys.



36
SharkFest:22 US
Deauth attack Mnsas it
] ] ] ] ] July 9-14
o faked Deauthentication and Disassociation frames

fisf22us

can lead to tons of fresh 4-way handshake packet
airreplay-ng --deauth wlanOmon

« Use dictionary attack if we capture just a set of a
complete 4-way handshake between AP and STA.

« Open deauthattack.pcap and set Display filter as
“wlan.fc.type_subtype==12 or eapol”

« You can find many 4-way handshake packets of
Stations (Sony_xx:yy:zz) after Deauthentication.
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Open deauthattack pcap

R LS T TSN LRSI

W

o

442._358.912.,
442._358.914..
442._358.921..
443,. 359,858,
443..359.189,

443,359,124,
443,359,124,
443..359.149,
443,. 359,163,
443,359,174,
445,359,177,

13
13
1
3
1
1
1

o
z
Y
Z
:
3
3
3
3
3
3
3

Tow i frwe

Dewrotte

-58 dBm PlanexCo_e3:c2:75Sony_58:73:db
-57 deém PlanexCo_e3:c2:79 Sony_58:73:db
-58 dBm PlanexCo_e3:c2:75Sony_5@:73:db
-6@ dBm PlanexCo_e3:c2:79 Sony_5@:73:db
-62 dim PlanexCo_e3:¢2:79 Sony_5@:73:db

-62 dim PlanexCo_e3:
-62 dim PlanexCo_e3:
-85 dim PlanexCo_e3:

-62 dbm PlanexCo_e3

61 dem PlanexCo e3:

5@ dBm PLanexio &3

dEm Planealo «3

dim PlanexCo #3:

c2:

c2

c2:
{7 -
c21
;62

dBm PlanexCo &3 :¢

dEm PlanexCo_e3:
dBm PlanexCo_e3:

dBm PlanexCo e3:c

3 dem Planexfo_e3:
dém Planexfo_e3:
-62 dBm PlanexCo_e3:

79 Sony_5@:73

179 Sony_58:73:
:db

79 Sony_58:73

79 Sony_5@:73:
79 Sony_58:75:
179 Sony S@:73:

79 Sony_S
Sony 53!

:db

db

db

JOl3~

WUET WARTB

T o™ ey

Deauthe.—
Deauthe..
Deauthe..
Deauthe..
Deauthe..

Deauthe,.
Doauthe..
Deauthe..
Deauthe,.
Desuthe..
Desuthe,.

Paaa

Dete Myt

1882.11
1892.11
1802.11
1802.11
1862.11

1802.11
1862.11
1862.11
1862.11
1802.11
1892.11

1 EsPOL
L EAPOL
1 EAFOL
1 EapOL
1 EAFOL
1 EAFOL
1 EAPOL
1 EAPOL
1 EAPOL

Cuasl  Taaus

ETOALTY

Langh 1wy

58 Deauthentication,
5@ Deauthentication,
5@ Deauthentication,
58 Deauthentication,
5@ Deauthantication,

Se Deauthentication,
5@ Deauthentication,
5@ Deauthantication,
5@ Deauthentication,
S8 Desuthentication,
5@ Deauthentication,

of
of
of
of
of
of
of
of

—

(Messape
! (Messape
(Message
(Message
(Message
{Message
y {Message
(Message

i i i i ™

Dm0 Chnmn

Eh h.yf“alfor‘md Packet]

SharkFest’22 US
Kansas City, MO

July 9-14

#tsf22us

» faked Deauthentication frames (source address is

faked AP) lead to tons of fresh 4-way handshake
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WPA3 Wi-Fi Protected Access e
® WPA3 is the new security standard for wireless networksggi

https://www.wi-fi.org/download.php?file=/sites/default/files/private/WPA3_Specification_v3.0.pdf

@® WPA3 personal mode (WPA3-SAE) uses SAE(Simultaneod$™*
Authentication of Equals), derived from Dragonfly Key
Exchange(RFC7664), instead of open authentication.
https://www.rfc-editor.org/info/rfc7664

@ AP and STA exchange 4 packets (AP/STA Commit, AP/STA
Confirm) and create PMK at the authentication phase,
So PMK is different every time. This provides forward
security, we cannot attack from an old 4-way handshake
with the fresh PMK. (WPA2-PSK uses the same PMK)
It means a dictionary attack is (almost) impossible!!



https://www.rfc-editor.org/info/rfc7664

® Compare wpa2psk-ssid-ikeriri6-pass-wireshark.pcapigest’22 Us

with wpa3psk-ssid-ikeririé-pass-wireshark.pcapng """j:fyg"_‘{;,“"

® Both WPA2 and WPA3 use the same 4-way handshake

mechanism d share PTK, GTK
echanism to create and share ,
i‘c - N e D - T e VN e S DR
i L0.000008 -39 demool dalle! a8 92 8F ASLSTekC (415 s authwotication 688211 SYauthenticotion, SHeE33, Frief, Flagse. ...
29001283 -3} ol ASUSTERC ca:fsicavi:oda:le:wd:92:0f Auttwnticaticn 6B02.13  02Authenticaticn, Wied, MNed, Flagee........
I0.002746 -a) dimei:de:le: sl 32:01 ASUSTelC cd:f5:cd Assoristion Isguest GB02.1% 237 Association Secmest, SNRIA, FNed, Flags»,..,..,
¢Sy di:le: o gud of 2
et A
age 3 of 4)
di C_CALTS OL ge A of 3
20.072768 -4} o ;. cffe1:27fa (et Data IOWve 178 hwighbor Sollicitation for fea0: 1cql: cOu7:2301:2744
190.072897 4L dime o le: o 9701 ASUSTeRC cd:f%:cS (b Dats aRs 136 4hs has 191,.168.50.12 Tell 192.160.50.2%
116.903831 .41 d2n9.0.0.0 255,255,255.255 QoS Dot Dl L35 DCP Aeguest - Transaction ID 9xacieised WPA2
120.073574 -A) die feli::lcal;cq0). Ffe2::2 s Data IOV 146 Noster Solicitation
139.073570 -3} i i £602::1:4901:27f n Dt G I0WW 136 heighbor Sclicitation for feld::lcdd:chR7:&an1:27%s
- Y TP R v Trw Tttne Take Poieen| Loyt bl
19,00€088 -35 cenolida:leraB 92 8f MSUSTekI_c4:f5:c4 Authentication £882,11 159 duthentication, SNs3B&Ll, Fi=R, Flagss.....
28.928660 3] GBn ASUSTaRC _cd:¥5:cdeZida;le-28:92:3f duthentication £392,11 150 authenticotion, SNed, FN«@, Flags®, . .....
JTR.QMITR 33 gBnelidac e a9 AT MSISTeRC_cd: 5 ol authentication &822.11 56 authenticeticn, SN=3BEZ, FRed, FPlagss.....
49.055607 31 oBn ASUSTexC ca: 5 cd el da: 1e:4:02:8f Autsentication G082.11 96 Authenticaticn, SN=1, =@, Flags~........
S0.842471 -3 dinelida:le:al 92 AF MALSTRRC cd: 75 24 Association Reguest £802.11 284 Assoclation Regquest, SN=3845, Fred, Flages=

ann ASLSTeRC ca:f5:cael 110238 19281 ( 0 & 57 Koy 4 1 ) WI l \3
3 y ] a2 81 X Y c4q L 5 0 ; B 29 )

51¢ Dat - oL (Message 4 ¢
‘BF ISISTeEC _cd: F5-ca Qo Mull functiom (. v Jages M1l fesction (Ko data), SH=IBes, FR-d

QTR96 02
329.421001 40 cBnel:da:le:all:92:0f INErcast_fF:91. 0% Date 522.11 170Cas Data, She@, =@, Flgi=op..... 1
190 429085 20 dAnel:ida:le:ali: 02 BF Brcudeast Dot Data 822,11 42 Ooft Data. Shel. Fred. Plamsean. . ... 1
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0 Difference between WPA2 and WPA3 Sharkfest22Us

Kansas City, MO

Explanation WPAZ2 Personal WPAS Personal
WPA2-PSK WPA3-SAE

PTK, GTK exchange Both WPA2 and WPAS3 use 4 way handshake

Passphrase length From 8 to 63 From 8 to 128
characters characters
Temporal Key AES(128bits) AES(128Dbits)

(encryption key)

Authentication method Open System/Shared BN nTERERIVENAT alEaliler=1i(e]aNe fl Se[VE1E))
(PMK creation) key authentication
PSK+SSID->PMK

Encryption of Not nessary PMF (Protected Management Frames)
Management frame (Optionally)

Brute force prevention Not nessary Lock out a device after a number of
unsuccessful attempts (Optionally)

https://www.wi-fi.org/download.php?file=/sites/default/files/private/WPA3_Specification_v3.0.pdf



O Open wpa2 trace file and set display filter askrest22us
Kansas City, MO

“wlan.fc.type_subtype == 0x000b” July9-14
® Extract IEEE802.11 Wireless Management yst22us

Frame 1: 97 bytes on wire (776 bits), 97 byte ~ Frame 2: 62 bytes on wire (496 bits), 62 byte:

Radiotap Header v@, Length 32 Radiotap Header v@, Length 32

802.11 radio information 802.11 radio information

IEEE 802.11 Authentication, Flags: ........ IEEE 802.11 Authentication, Flags: ........

v IEEE 802.11 Wireless Management v TEEE 802.11 Wireless Management

v Fixed parameters (6 bytes) v Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@) Authentication Algorithm: Open System (@)
Authentication SEQ: 2x0001 Authentication SEQ: ©xeee2
Status code: Successful (8x90000) Status code: Successful (@xeeee)

Tagged parameters (35 bytes)

® WPA2 Open System Authentication checks the
match of SSID name (ikeriri6)



‘@ Open wpa3 trace file and set display filter asharkrest22us
Kansas City, MO

“wlan.fc.type_subtype == 0x000b” July9-14
® Extract IEEE802.11 Wireless Management pst22us

® There are 4 Authentication packets with SAE

Message type as follows STA Commit(1), AP
Commit(1), STA Confirm(2), AP Confirm(2)

v IEEE 802.11 Wireless Management
v Fixed parameters (104 bytes)

Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)
Authentication SEQ: 0x0001
Status code: Successful (©x0000)
SAE Message Type: Commit (1)
Group Id: 256-bit random ECP group (19)
Scalar: ¢67801ac5941dle@fad412b255567e53¢885a0d12a22439a3e021c7d633f37e7
Finite Field Element: f4b7c34e9f@d5444381leldde353e54dcc838435b372a3933b7ccl



43 ' '
Understand Dragonfly key exchange with simple example SharkFest:22 LS

@ Dragonfly use Elliptic-Curve Cryptography(ECCy;:c%,"

ECC is a difficult mathematical theory, so think this
in programming words easily.

@® The finite field is a mathematical term, in other
words, the calculatable mod value collection.
if we set mod value p=11(p:prime field GF(p))
and the mod collection is {0,1,2,...,9,10}
we can calculate the mod collection, for example
3*5=151s a element of the mod collection 4
3*5=15=4 (mod 11). We use this for Elliptic-Curve
Discrete Logarithm Problem (seems difficult...)
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Understand Dragonfly key exchange with simple examrﬂ*grkFeg’ZnZdé/S
ansas City,

® We can translate Elliptic-Curve Discrete Logarithm
Problem in a computer program like below,  #mzs
int a=2,n=5,p=11, b=a”"n mod p (":exponentiation)
we can calculate b easily from a,n,p
b=2%*2*2*2*2 mod 11=32 mod 11 =10

® So how do we find n (Logarithm) from a,b and p,
we need to test incrementally, n=1, n=2, n=3, ...
if the parameters are such a vast number, finding
Logarithm n is almost impossible in today’s PC

® ECC use this ECDLP for encryption
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Understand Dragonfly key exchange with simple examrﬂ*grkFeg’ZnZdé/S
ansas City,

® We can translate the Elliptic-Curve Discrete ¥
Logarithm Problem in a computer program like#sz
int a=2,n=5,p=11, b=a”"n mod p (":exponentiation)
we can calculate b easily from a,n,p
b=2%*2*2*2*2 mod 11=32 mod 11 =10

® So how do we find n (Logarithm) from a,b and p,
we need to test incrementally, n=1, n=2, n=3, ...
if the parameters are such a vast number, finding
Logarithm n is almost impossible to calculate.

® ECC use this ECDLP for encryption.
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Dragonfly handshake of WPA3-PSK  Sharkrest22Us

Kansas City, MO
July 9-14

® Create Statistics>Flow Graph

#tsf22us
e2daleadH2af Bob (e.g. AP)

Alice (e.g. STA) ASUSTe kCI3_C4 5 :cd

_ Authentication, SN=3841, FN=0, Flags-=.....

;. Authentication, SN=0, FN=0, Flags=...... |
E Authentication, SN=3842, FN=0, Flags=..... .
E‘ Authentication, SN=1, FN=0, Flags=...... :

® Both AP and STA can initiate the handshake, send
Auth-Commit and Auth-Confirm each other
with scholar and (finite field) element value.
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T iced parametars (10s byeas). SharkFest’22 US
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3) @ SAE h a n d S h a ke h aS KGHSOS City MO
)

Authentication SEQ: oxe0e01
July 9-14

Status code: Successful (@x0000)

SAE Message Type: Commit (1) 5

Group Id: 256-bit random ECP group (19) u - OI I lI I l] an
Scalar: ¢6780lac5941dle@fad412b255567e53¢885a0d12a22439a3e021¢7d633f37e7

Finite Field Element: f4b7c34e9f@d544438leldde353e54dcc838435b372a3933b7cct

8 0 s i 2 Auth-Confirm messagé

v Fixed parameters (104 bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3) .
Authentication SEQ: 0x0001
Status code: Successful (©xe000) o Auth - COI I lI I l]t haS
SAE Message Type: Commit (1)
Group Id: 256-bit random ECP group (19)

[ ) [ )
Scalar: 3fed4910393e5fagfaSacl2absfasbdfcf8e9ddedssactags7620f8elcoees64 Sca la r SA S B a n d F'I n 'I te
Finite Field Element: 94208092ac7b9759a54dc8a9e408e75667053d79673f2f5a650ed ,
1 [ ]
IEEE 282.11 Wireless Masagement
Fixed paraveters (48 bytes) ]e el I l( E n ( ’<

Authentication algorithn: Simultaneous Authenticatiom of Equals (SAE) (3)

Authentication SEQ: awdid2

STatus cofe: Successful (Guleee) hd

o Auth-Confirm has a
Sond-Canflimm: 13

Confirm: cOSoRETaAr T aSdTdrds2isecSbarfa@resrIadfasrraterafce2ias

- IEEE 202,11 Wireless Masagoement Confi rm Value

Fixed parameters (49 bytes)
Authentication Algorithm: Simsltancous Authentication of Equals {SAE) {

2)
Authentication SEQ: @x0d92 Th t d h PMK
Status code: Successtful (Bxpeed) . ey Crea e an S are
SAP Message Type: Confirm {2)
Senc-Confirm: @

[ ]
R ———————ee e g | ) | o ng these 4 pac kets



® #1:Auth-Commit from Alice(STA) ShatkFest22US

. Vmnorne Fib llo
v IEEE 802.11 Wireless Management
v Fixed parameters (104 bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)
Authentication SEQ: ©x0001
Status code: Successful (@x0000)
SAE Message Type: Commit (1)
Group Id: 256-bit random ECP group (19)
Scalar: c67801lac5941dle@fad412b255567e53¢885a0d12a22439a3e021¢c7d633f37e7
Finite Field Element: f4b7c¢34e9f@d5444381eldde353e54dcc838435b372a3933b7ccH

» Alice(STA) picks random rA and mA and calculates
sA=(rA+mA) mod q
eA=-mA - GF(p) ( - means inner products of vector)
» Then send Auth-Commit with sA (256bits Scalar)
and GF(p) (512bits Finite Field Element)



® #2:Auth-Commit from Bob(AP) at same time sharkrest220s

1s City, MO

. IEEE 802.11 Wireless Management
ly 9-14

v Fixed parameters (124 bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)
Authentication SEQ: 0x0001 sf22us
Sstatus code: Successful (ox0000)
SAE Message Type: Commit (1)
Group Id: 256-bit random ECP group (19)
Scalar: 3fed4910393e5fa8faSacl2ab8fasbdfcf8094dedstacfagB7620f8@1coees564
Finite Field Element: 94208092¢7b975%a54dcB8a9e408e7566T053d79673f2f5a650ed

» Bob(AP) picks random rB and mB and calculates
sB=(rB+mB) mod g
eB=-mB - GF(p) ( - means inner products of vector)
» Then send Auth-Commit with sB (256bits Scalar)
and GF(p) (512bits Finite Field Element)
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Auth-Commit (Scalar, Finite Field Element) SharkFest2215

Random: a, A Random:b, B July9-14
sA = (a+A) mod g A sB = (b+B) mod q
elementA = PE” ,\_\SA'PE sB,P!;i elementB = PE™ e

SS:(PESBXPE-B)a SS:(PESAXPE-A)b

= (PEb+B-B )a ” (PEMA_A)b

= PE® = PE®

» Each Alice(STA) and Bob(AP) calculate their own and
the other side Scalar and Finite field element to
create and share PE(Password Equivalent) value.
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3.2.1. Hunting and Pecking with ECC S”K‘Zf,’iff?,-fff,é’ ?

July 9-14

» Each Alice(STA) and Bob(AP) determine random
values and GF(p) Finite Field Element, but How?*”

» RFC7664 Dragonfly key exchange defines a “Hunting
and Pecking” algorithm to determine PE(Password
Equivalent), try to find the point in the Elliptic
Curve from Alice(STA) and Bob(AP) MAC addresses.
https://www.rfc-editor.org/info/rfc7664

» We need over 40 times iterations of hunting and
pecking loop against side-channel attack.
(first implementation of Dragonfly)



https://datatracker.ietf.org/doc/html/rfc7664
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3.2.1. Hunting and Pecking with ECC Sh,%ffgﬁéj ?

July 9-14
o We calculate the base value, the hash from the counter, mac

#tsf22us

addresses of Alice and Bob and the passphrase (counter=1)
base = H(max(Alice,Bob) | min(Alice,Bob) | password | counter)
o We use KDF(key derivation function) to create bitstream temp

value(length is prime number) and the seed
n = len(p) + 64
temp = KDF-n (base. "Dragonfly Hunting and Pecking")
seed = (temp mod (p - 1)) + 1

o Start loop to find the valid point of Elliptic Curve, use seed as
x-axis parameter to check x*3 + a*x + b is a quadratic residue
modulo p. if not, the counter increase, create new seed and

set x-axis, current base value.



https://datatracker.ietf.org/doc/html/rfc7664
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found =0 JUly 9-14
counter = 1
n= |en(p) + 64 #sf22us
do {
base = H(max(Alice,Bob) | min(Alice,Bob) | password |
counter)

temp = KDF-n(base, "Dragonfly Hunting And Pecking")
seed = (temp mod (p-1)) + 1
if ( (seed”?3 + a*seed + b) is a quadratic residue mod p)

then
if (found ==0) } while ((found == 0) || (counter <= k))
then y = sqrt(x*3 + ax + b)
X = seed if (Isb(y) == Isb(save) )
save = base then
found = 1 PE = (x,y)
fi else
fi PE = (x,p-y)

counter = counter + 1 fi



™ #3:Auth-Confirm from Alice(STA) ShatkFest22US

_ Kansas City, MO
v IEEE 802.11 Wireless Management 19-14
v Fixed parameters (40 bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3) 22us
Authentication SEQ: 0x0€02
Status code: Successful (©xee00)
SAE Message Type: Confirm (2)
Send-Confirm: 1
Confirm: e@5e@0747ffce2dd4a55d7d7d32296c5b8ffa07e5777d2dfa3f7a8e74fce2343

» Alice(STA) verifies sB and eB, calculates
K=rA = (sB - P+eB) ( - means inner products)
tr=(sA,eA,sB,eB) (Alice and Bob know these values)
cA=HMAC(Hash(K),tr)

» Then send Auth-Confirm with cA (256bits Confirm)



” #4:Auth-Confirm from Bob(AP) SharkFest’22US
- “ity, MO

v TEEE 802.11 Wireless Management 4

v Fixed parameters (4@ bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)
Authentication SEQ: 0x0e02
Status code: Successful (0x00€0)
SAE Message Type: Confirm (2)

Send-Confirm: ©
Confirm; 6dc3f845c7772céTa7ec@1b95802b850ceb840e9dd13019¢c6515¢c3311¢cO5ccaf

lus

» Bob(AP) verifies sA and eA, calculates
K=rB - (sA - P+eA) ( - means inner products)
tr=(sB,eB,sA,eA) (Alice and Bob know these values)

cB=HMAC(Hash(K),tr)
» Then send Auth-Confirm with cB (256bits Confirm)
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Auth-Confirm (Confirm value) SharkFest’22 US

Confirm-A = Hash(KCK | scalarA | a | Confirm-B = Hash(KCK | scalarB | b, Kansas City, MO
elementA | elementB) elementB | elementA) July 9-14

#tsf22us

Each Alice(STA) and Bob(AP) can verify the packet’s
Confirm value with the calculated Confirm value
K=rB - (sA - P+eA) ¢ K=rA - (sB - P+eB)
tr=(sB,eB,sA,eA) tr=(sA,eA,sB,eB)
cB=HMAC(Hash(K),tr) CA=HMAC(Hash(K),tr)

If the calculated Confirm value is the same as the

packet, we can share PE(Password Equivalent) value
without sending passphrase information to each other.



57

PMK creation from PE value SharkFest22 US

Kansas City, MO
uly 9-
® Then Alice(STA) and Bob(AP) create PMK
from PE(Password Equivalent) value.

® Random values make PE, so PMK is different every
time during Dragonfly key exchange

® Let’s check this, dragonfly_implementation.py is the
sample Python code for the Dragonfly (SAE)

handshake implementation by NikolaiT.
https://github.com/NikolaiT/Dragonfly-SAE/blob/master/dragonfly_implementation.py

® Open dragonfly_implementation.py in VSCode

#tsf22us
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dragonfly _implementation.py SharkFest'22US

Kansas City, MO
July 9-14
® There are many parameters,

such as ECC curve value,
| also set the parameters of the
passphrase, STA mac Address

and AP mac Address.

@® Note this code is not actual, just
a demonstration example.

® Please run this code more than 2
times and check the outputs.

#tsf22us
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g TR S svereore g pr Ty ansas City,

#tsf22us

® Please check Commit Value
STA]Scalar and [STA] Element(Finite Field Element)
'AP]Scalar and [AP] Element (Finite Field Element)

® Please check Confirm Value
STA] Received Token from Peer
'AP] Received Token from Peer
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Kansas City, MO

® Also, check Packet’s Confirm Value is the same with

calculated Confirm Value

STA] Computed Token from Peer is the same with
STA] Received Token from Peer

AP] Computed Token from Peer is the same with
'AP] Received Token from Peer




" Check shared secret(PE), PMK ShaikFest 22U

Kansas City, MO
® Look for each shared secret(Password Equivaletft)”

value between Alice(STA) and Bob(AP). rstzzus
[STA] Shared Secret and [AP] Shared Secret

® Also, check PMK values, [STA] Pairwise Master
Key(PMK) and [AP] Pairwise Master Key(PMK)
Yes, we can share PE, PMK sending passphrase
information to each other.

® Let’s try over 2 times. You can find these values are
different at every try.
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Forward Security, PMF and lockout SharkFest22US

Kansas City, MO
July 9-14

® We understand PMK is different every time in WPA3,
it provides Forward Security. .

® We cannot use a offline dictionary attack

® Deauth attack is impossible with PMF (Protected
Management Frames). (optionally)

® Wrong passphrase lockout function prevents brute
force attack. (optionally)

® WPA3-SAE is (almost) impossible for cracking now.




* Vulnerabilities of WPAS3 dragon blood ¢ irest s
® Downgrade WPA3-SAE to WPA2-PSK L g

® DoS attack with over 70 connection requests
(Hunting and Pecking calculation DoS) may stop AP.

® Hunting and Pecking use 40 round time to find
random values, so the old implementation may be
weak with a side-channel attack.

® Chosen random value attack: set rB to zero.

® Enable Brute force using a faked mac address to
avoid lockout, and so on...

-> these vulnerabilities are (almost) fixed now!!




” Appendix: WPA3-EAP ShafkFest 22U

Kansas City, MO

® WPA3 Enterprise mode is called WPA3-EAP My

® WPA3-EAP use CSNA (Commercial National Secufity
Algorithm) 192bit encryption instead of AES.

® WPA3 needs a RADIUS (802.1x authentication) server
We can use TLS, LEAP, PEAP and other
authentication methods, the authentication server
provides each connection’s PMK.

® WPA3-EAP is the best choice if your network has
many users and APs. ( if your company has a budget)




USE WIRESHARK &

#tsf22us

Thank you for watching !!

Please complete app-based survey

trace files and python codes are here:
https://www.ikeriri.ne.jp/sharkfest/03DissectingWPA3.zip

Ikeriri network service
http://www. ikeriri.ne. jp
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https://www.ikeriri.ne.jp/sharkfest/03DissectingWPA3.zip

