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Let me introduce myself

I am Jean-Paul ARCHIER

• Network & System Engineer since 1982

• Independant Consultant & Trainer since 2010

• Author for the French publisher ENI

• You can reach me at : jean-paul@jpaconseil.com
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Agenda

• Analysis of Site to Site IPsec VPN with encrypted packets

• IKEv2 without NAT

• IKEv2 with NAT

• Analysis of Remote to Site Ipsec VPN

• Troubleshooting of some common cases

• Overview of how to decrypt IKE and ESP packets (when 
possible)
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Capture files and profiles

• Files used for this presentation are available at

https://tinyurl.com/ipsec-2024

● Content :

• Several capture files

• Profile folders
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Analysing IPsec without decryption

• Obviously only a part of the exchanges are visible in plain text

• We can still find enough information in the visible part and, 

sometimes, make some guessing from the encrypted 

exchanges

• We will only study the IKEv2 version (IKEv1 has been deprecated 
by RFC 9395 in April 2023 as well as algorithms like MD5-128, 
SHA1_160)
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Example 1 - Site to Site VPN – No NAT

• Firewall A : Fortigate 40

• WAN IP : 203.0.113.75/24

• LAN IP : 10.0.75.1/24

• Firewall B :   WatchGuard

• WAN IP : 203.0.113.80/24

• LAN : 10.0.80.1/24

File : EXAMPLE1.pcap
Profile : VPN-simple
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• Creation of IKE SA (Parent SA) 

• Creation of IPsec Sas (Child SAs)

• Two roles : Initiator and Responder

• All messages in pairs : request and response
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• ISAKMP/IKE : commonly 4 messages

• 2 unencrypted : IKE_SA_INIT

• Security parameters (cryptographic suites)

• Nonces

• DH values

• 2 encrypted : IKE_AUTH
• Identities

• Secrets
• Creation of first Child SA
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• ESP : encrypted

• Only fields in clear : SPI and sequence number



SharkFest’24 EUROPE

Vienna, Austria • #sf24eu
Site to Site VPN – Example2 -NAT

• Context :

• NAT (on Router/FW) between Firewall-C and Firewall-D

• File : EXAMPLE2.pcap



SharkFest’24 EUROPE

Vienna, Austria • #sf24euSite to Site VPN – Example2 -NAT

• Differences with previous example (without NAT)

• Use of port 500 for IKE_SA_INIT

• Use of port 4500 after IKE_SA_INIT

• ESP uses also port 4500

• Each IKE packet on port 4500 includes a four bytes zeros

prefix
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• Main caracteristics

• Use of port 500 for IKE_SA_INIT

• Use of port 4500 after IKE_SA_INIT

• ESP uses also port 4500

• But source ports are random

• Each IKE packet on port 4500 

includes a four bytes zeros prefix

File : EXAMPLE3.pcap
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When something goes wrong …

• … It’s time to do some troubleshooting 
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Troubleshooting of 

IPsec VPNs
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• Context

• Site 1 : Firewall-C

• Site 2 : Firewall-D

• Symptoms :

• VPN established according to the log and the 

status

• When available outgoing counters increment

• But no ping (or whatever protocol) possible 

between the two LANs

Files : 
Case1_FirewallC_KO, 
Case1_FirewallD_KO
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Case 1 -What we see in Wireshark 

• On site C

• On site D (no NAT between 203.0.113.90 and 109.190.252.162)
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Case 1 - What we see in Wireshark 

• No need to decrypt anything

• Capture on Firewall C :

• Both incoming and outgoing ISAKMP trafic between the 

two firewalls

• Only outgoing ESP trafic from B

• Capture on Firewall D  :

• Both incoming and outgoing ISAKMP trafic between the 

two firewalls

• Only outgoing ESP trafic from D

• => Traffic probably filtered somewhere between Firewall-

C and Firewall-D
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• Context

• Site A : Firewall-A

• Site B : Firewall-B

• Symptoms :

• Nothing established : no IKE SA no Child or IPSEC SA

• Files : 

• Case2_FirewallA_KO.pcap

• Case2_FirewallB_KO.pcap
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Case 2 - What we see in Wireshark 

• No need to decrypt anything

• Capture on site A :

• Both sites are trying to establish IKE SA with no success

• Explanation : IKE version discrepancy , confirmed by column MjVer (Ike version)
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• Context

• Site A : Firewall-A 109.190.177.230

• Site B : Firewall-B 109.190.252.162

• Symptoms (On site B):

• Nothing established : no IKE SA no Child or IPSEC SA

• Only IKE SA Init

• No response from site A
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• Potential causes

• Wrong WAN interface selected for the local gateway
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• Context

• Site A : Firewall-A 109.190.177.230

• Site B : Firewall-B 109.190.252.162

• Symptoms (On site B):

• Only IKE SA Init from both sites
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• Potential causes

• At least one wrong IP (109.190.130.177) in the configuration 

of phase 1
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• Context

• Site A : Firewall-A 109.190.177.230

• Site B : Firewall-B 109.190.252.162

• Symptoms (On site B):

• Only IKE trafic from both sites

• No create child attempts
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• Potential causes

• Wrong ID ou Authentication data in phasis 1
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• Context

• Site A : Firewall-A 109.190.177.230

• Site B : Firewall-B 109.190.252.162

• Symptoms (On site B):

• IKE SA established but many create child attempts unsuccesful

• Without decryption we can only see that we don’t go 

beyond the CREATE_CHILD

• Files : Case6_FirewallB,  Case6_FirewallA
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• Potential causes

• Wrong phasis 2 parameters

• We have to check all the phase 2 (tunnels) configuration
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• Context

• Site A : vpn10 (217.182.214.221)

• Site B : GARDIEN3 (217.182.218.56)

• Symptoms :

• IKE SA established but no Child or IPSEC SA
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Case 6bis - What we see in Wireshark 

• Without decryption we can only see that we don’t go beyond

the CREATE_CHILD

• We need unencrypted packets
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Case 6bis – unencrypted IKE packets

• Explanation : mismatch between the networks used for traffic selector
• We need to check the network in the settings or in the capture
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• Context

• Site A : vpn10 (217.182.214.221)

• Site B : GARDIEN3 (217.182.218.56)

• Symptoms :

• IKE SA established but no Child or IPSEC SA
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Case 6 ter - What we see in Wireshark 

• Without decryption we can only see that we don’t go beyond

the CREATE_CHILD

• We need unencrypted packets
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Case 8 – unencrypted IKE packets

• Explanation : mismatch between the 
ESP settings : NO PROPOSAL CHOSEN 
is sent by the responder
• We need to check the  

settings
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How to get unencrypted

IPsec packets ?
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What do we need to decrypt ISAKMP ?

• SPI for initiator and responder
• Very easy to get from the capture
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Getting ISAKMP keys

• Seed Encryption Keys 

• Only possible if one endpoint displays them in some

logs

• Methods very variable from one device to another

• Not always available

• Visible only when IKE SA is created
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Getting ISAKMP keys with Fortinet

• Encryption and authentication keys 

• SK_ei : encryption key for  initiator

• SK_er : encryption key for  responder

• SK_ai : authentication key for  initiator

• SK_ar : authentication key for  responder
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Getting ISAKMP keys with a Firewall Fortinet?

• With a fortinet we can use a CLI command 

• Command : diagnose vpn ike gateway list

File : Deciphering_Forti.pcap

…

id/spi: 72 1a63972ed7410623/8f0c0c220060d9f5
direction: initiator
status: established 184-180s ago = 3480ms
proposal: aes256-sha256
child: no
SK_ei: 2808e0d7b372a1fe01eb94a31b98e0e7268bfc4863bacf44e65e6917b25d515b
SK_er: d3dea737acbefa7932e3fab795ba801981467e75d32a81795a0c907297aa909c
SK_ai: 04aa8b344b66c8aef90ee17ba0203a537c17c85737a8bfa225943ee6655ba29c
SK_ar: f937908926020d5defa9095117e22297717d1a3889b9f29bfa3d12a1110086e3
PPK: no
message-id sent/recv: 3/2
lifetime/rekey: 86400/85919
DPD sent/recv: 00000098/00000098
peer-id: 203.0.113.80
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Getting ISAKMP keys with a Firewall Fortinet?

• in StrongSwan we need level 4 for logs

• Command : ipsec stroke level ike 4

Nov 1 14:58:50 15[IKE] Sk_ai secret => 20 bytes @ 0x7fbcec002f30
Nov 1 14:58:50 15[IKE]    0: 15 B0 04 95 A3 CF 26 95 82 AB DE E5 F9 35 0F 3E  ......&......5.>
Nov 1 14:58:50 15[IKE]   16: FF 0D BF AB                                      ....
Nov 1 14:58:50 15[IKE] Sk_ar secret => 20 bytes @ 0x7fbcec003140
Nov 1 14:58:50 15[IKE]    0: 10 F5 D6 37 15 FD 96 4F 50 8C D8 BE A2 C4 CA C0  ...7...OP.......
Nov 1 14:58:50 15[IKE]   16: AB 27 4E 67                                      .'Ng
Nov 1 14:58:50 15[IKE] Sk_ei secret => 16 bytes @ 0x7fbcec003240
Nov 1 14:58:50 15[IKE]    0: 3E B4 8A 06 96 1B 46 37 3A 5F 6F 1D 91 4B F2 3A  >.....F7:_o..K.:
Nov 1 14:58:50 15[IKE] Sk_er secret => 16 bytes @ 0x7fbcec003550
Nov 1 14:58:50 15[IKE]    0: 23 ED 30 24 CD 51 B6 65 07 32 7D 5F A7 69 59 45  #.0$.Q.e.2}_.iYEz
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Decrypting IKE version 2 in Wireshark

• Preferences – Protocols ISAKMP
• Enter keys and IKE SPI in IKEv2 Table
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• Visible in 3rd and 4th packets
of IKE exchanges

• Algorithms

• Traffic selector
• Identification data
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What do we need to decrypt ESP packets ?

• SPIs for both endpoint (clearly visible)

• Encryption and authentication algorithms (clearly

visible)

• Encryption and authentication keys 
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Getting ESP keys with a Firewall Fortinet?

• With a fortinet we can use a CLI command 

• Command : diagnose vpn tunnel list

Files : 
WG_Forti.pcap

FORTI40 # diagnose vpn tunnel list
list all ipsec tunnel in vd 0
------------------------------------------------------
name=VPN80 ver=2 serial=1 203.0.113.75:0->203.0.113.80:0 nexthop=203.0.113.80 tun_id=203.0.113.80
…/…

dec: spi=76551fab esp=aes key=32 1c240a3a5dfd66f0843856ab6280388da763170109989757de1a6d44e4ae0c49
ah=sha256 key=32 9bbceb98be9d7db49a5e3713ea5dee2794f742cc982f2a883cf30e55ff3efc77

enc: spi=d3822da0 esp=aes key=32 00688badb8c8fcf7000028821ce6c8aa687231f231d568deb4217e651031b805
ah=sha256 key=32 47ef682717dcdfbacf0fb160410a950ede428d66bc2700e85fa9c6c3c80bab1d

…/…
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Getting keys on Strongswan?

• We must use

• a debug loglevel of 4

• the CLI command : ip xfrm state 

root@vpn10:/var/log# ip xfrm state

src 217.182.214.221 dst 217.182.218.56

proto esp spi 0x344d8192 reqid 1 mode tunnel

replay-window 0 flag af-unspec

auth-trunc hmac(sha1) 0x55ae66efbd78a3eb9761e7c89771610cd6c365b9 96

enc cbc(aes) 0x9a6fdb6af62c477cedf41bfac3e5cf43

anti-replay context: seq 0x0, oseq 0x1e, bitmap 0x00000000

src 217.182.218.56 dst 217.182.214.221

proto esp spi 0xc7418fbd reqid 1 mode tunnel

replay-window 32 flag af-unspec

auth-trunc hmac(sha1) 0x4b1be769e73d55ef2c5d851f9a7b79b3d894bf25 96

enc cbc(aes) 0x2d95ca11f8cb25922c23a235bb3f6a85

anti-replay context: seq 0x14, oseq 0x0, bitmap 0x000fffff

root@vpn10:/var/log#
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• Preferences – Protocols ESP – ESP SA
• Enter keys, SPI and algorithms with the Edit button
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ESP traffic decrypted
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Conclusion

• Thank you for your attention !

• Please complete the session survey by using this Qrcode

• Contact
• jean-paul@jpaconseil.com

• www.jpaformation.com

mailto:jean-paul@jpaconseil.com
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