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Let me introduce myself

| am Jean-Paul ARCHIER

* Network & System Engineer since 1982

* Independant Consultant & Trainer since 2010
* Author for the French publisher ENI
* You can reach me at : jean-paul@jpaconseil.com
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- Analysis of Site to Site IPsec VPN with encrypted packets

- |KEv2 without NAT
- |KEv2 with NAT

- Analysis of Remote to Site Ipsec VPN
- Troubleshooting of some common cases

- Overview of how to decrypt IKE and ESP packets (when
possible)
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Capture files and profiles

 Files used for this presentation are available at

https://tinyurl.com/ipsec-2024

e Content:
- Several capture files
- Profile folders



Analysing IPsec without decryption e CURoPE £

* Obviously only a part of the exchanges are visible in plain text

* We can still find enough information in the visible part and,
sometimes, make some guessing from the encrypted
exchanges

« We will only study the IKEv2 version (IKEv1 has been deprecated
by RFC 9395 in April 2023 as well as algorithms like MD5-128,
SHA1_160)



Example 1 - Site to Site VPN - No NAT  SharkFest24 EUROPE

Firewall A : Fortigate 40 File : EXAMPLEL.pcap
- WAN IP: 203.0.113.75/24 Profile : VPN-simple

LAN IP : 10.0.75.1/24

Firewall B: WatchGuard
- WAN IP: 203.0.113.80/24
LAN : 10.0.80.1/24

10.0.75.0/24 10.0.80.0/24
Q @—@

10.0.75.75 LAN : 10.0.75.1 LAN 1EﬂBD‘I

3 IS

10.0.80.151

WAN : 203.0.113.75 WAN : 203.0.113.80



What can we observe 1/37 e

« Creation of IKE SA (Parent SA)
. Creation of IPsec Sas (Child SAS)

. Two roles : Initiator and Responder

. All messages in pairs : request and response



What can we observe 2/37 e

- ISAKMP/IKE : commonly 4 messages
. 2 unencrypted : IKE_SA_INIT

- Security parameters (cryptographic suites)
- Nonces
* DH values

- 2 encrypted : IKE_AUTH

- |dentities

- Secrets
- Creation of first Child SA



What can we observe 3/3?7 oo Oy

- ESP : encrypted

. Only fields in clear : SPI and sequence number
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e Context :
- NAT (on Router/FW) between Firewall-C and Firewall-D

- File : EXAMPLE2.pcap

10.254.89.0/24 10.0.90.0/24

FW-C

Router/box/FW FW-D
WAN : 109.190.252.162 WAN : 109.190.252.165 WAN : 203.0.113.90

LAN : 203.0.113.1
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Site to Site VPN - Example2 -NAT Vienna, Austia - #sf24eu

« Differences with previous example (without NAT)
- Use of port 500 for IKE_SA_INIT
- Use of port 4500 after IKE_SA_INIT
- ESP uses also port 4500

- Each IKE packet on port 4500 includes a four bytes zeros
prefix



Remote PC to Main Site

 Main caracteristics
- Use of port 500 for IKE_SA_INIT
- Use of port 4500 after IKE_SA_INIT
- ESP uses also port 4500
- But source ports are random

- Each IKE packet on port 4500
includes a four bytes zeros prefix

SharkFest’24 EUROPE
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File : EXAMPLE3.pcap

10.0.80.0/24

_ INTERNET ﬂ
B i =

Remote with
dynamic IP

FW-B
WAN : 203.0.113.80

10.0.80.151




When something goes wrong ... AR

... It’s time to do some troubleshooting
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Troubleshooting of
IPsec VPNs
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« Context Files :
- Site 1 : Firewall-C Casel_FirewallC_KO,
- Site 2 : Firewall-D Casel FirewallD KO

 Symptoms :
- VPN established according to the log and the
status
- When available outgoing counters increment

- But no ping (or whatever protocol) possible
between the two LANs

10.89.1.0/24 10.0.80.0/24

@ 0o 06

Router or FW
No NAT on this device WAN : 203.0.113.90

WAN : 109.190.252.162
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=] ¥ FORMASO - WatchGuard T40 [Fireware 05 v12.9,3.B679097]
m Interfaces (Routed Mode)
02 Certificates
= Branch Office VPN Tunnels
. - @# Gateway: FWA [IKEvZ] - 1 active tunnel
= #§2 Local: 10.0.90.0/24 Remote: 10.89,1.0/24
.. =% Sent: 180 bytes (3 packets)
- 4= Received: 0 bytes (0 packets)
# Created: 16:52:11CET 2023-10-29
- #  Expiresin: 0d, 7h, 59m
.. @  Security: ESP - CBC{AES258) - HMAC(SHAZ56)
~ #  Tunnel Name: VPM-A
# Gateways: 203.0.113.90 - 109,190,252, 162
‘. @  Number of Rekeys: 0
@ Mobile VPN with IPSec Tunnels
@ Mobile VPN with IKEv2 Tunnels
@ Mobile VPN with 55L Tunnels
@ Mobile VPN with LZTP Tunnels
-0 Subscription Services




No

Case 1 -What we see in Wireshark

Time

N DV & W -

16:
16:
16:
16:
16:
16:
16
16:

52:
52:
52:
52:

52
52
52
52

139
144
149
154

On site C

Sowrce
11 283.8.113.99
11 189,.190,252,162
11 203.9.113.99
11 184,190,252,
109,190,252,
169.190.252.
109.190.252.
109,190,252,

162
162
162
162
162

Dastinatan

109, 199,252,162
203,9.113.90
199, 199.252.162
203.0.113.99
203.8.113.90
2083.0.113.98
203,0.113.90
293,8.113.90

Protocol
ISAKMP
ISAKMP
ISAKMP
1SAKMP
ESP
ESP
ESP
ESP

SrcPort
588
509
500
508

DstPort

508
509
509
509

Length

SharkFest’24 EUROPE
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bnd * + A |
Exchange type Initistor S9&1 Respaonder SP ESP &M S
538 IKE_SA_INIT 1048033ech2a8daa 000DDEEA20000DRD
5394 IKE_SA_INIT 1048033ecb2addaa Tbo632a6325e6386
282 IKE_AUTH 1048@33echZaddas Tho63226325e6386
266 IKE_AUTH 1048033ech2a8daa Tha632a632506386
138 Bx18efice7? (418348263)
138 Bx18ef7ce7 (418348263)
138 Oxl8ef7ce? (418348263)
138 Pxl8ef7ce7 (418348263)

* On site D (no NAT between 203.0.113.90 and 109.190.252.162)

S RN B AR P

Tirma

16:52:
16:52:
16:52;
16:52:
16:52:
16:52:
16:52;

11
11
b |
11
13
i)
25

Soarrca
2083,8,113, 58
189,198, 252,162
J03,8,113,98
189,108, 252,162
283,8,113,98
403,8,113.98
203.8.113. 58

Chestination
189,190, 252,162
283.9.113.98
180,194, 252,162
283.8.113.98
189,190,252, 162
189,196, 252,162
189, 194,252,162

PFrotocol

ISAKMP
ISAKMP
ISAKMP
ISAKMP
ESP
ESP
ESP

SrcPort
S8
S
Sa8
Sag

DstPor
sed
S84a
E1o
S84

Lamgth

Exchanga fypa
IKE_SA_INIT
IKE_SA_INIT
IKE AUTH
IKE_AUTH

238
534
282
266
138
138
138

Initiator 5P

1p48833echiaidaa
14883 3echlaBdan
ibd8p3iectlaBdaa
1b43833echlaBdaa

Raspandear SFI ESP 5Pt

ol e s

Thd632at3a25e 6386

Thd63Paki2tenibG

Thd632ati25e63I86
Bx3507e369 (389789417}
Bx 35072369 [(HASTAL41T)

0x3507e369 (BBITG9417)

Slar
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- No need to decrypt anything

- Capture on Firewall C :
- Both incoming and outgoing ISAKMP trafic between the
two firewalls
- Only outgoing ESP trafic from B

- Capture on Firewall D :
- Both incoming and outgoing ISAKMP trafic between the
two firewalls
- Only outgoing ESP trafic from D

« => Traffic probably filtered somewhere between Firewall-
C and Firewall-D
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« Context
- Site A : Firewall-A
- Site B : Firewall-B
 Symptoms :
- Nothing established : no IKE SA no Child or IPSEC SA

. Files :

- Case2_FirewallA_KO.pcap
- Case2_FirewallB_KO.pcap

o Q Qe

FW-A

WAN : 109.190.177.130 WAN : 109.190.252.162



No.

Case 2 - What we see in Wireshark

* No need to decrypt anything
e Capture on site A :

fime

Lo~ & WN

14:
14:
14:
14:
14:
i4:
14:
14:
14:

54:
54:
54:
54:
54:

54
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- Both sites are trying to establish IKE SA with no success

27
a4
47
48
51

152
54:
54;
54:

55
56
59

Source

164.
109.
109.
109.
109,
109.
109,
109,
109.

177.
190
194.
190.
199,
198
190.
194.
190.

30.253

«252.
177.
252.
177,
.252.
177,
252,
177.

162
130
162
130
162
130
162
130

Destination

189.

169

109,
109.
169,
189.
109,

169

109.

190.
190,
190.
190.
190,

190

190.
. 190,
190.

177.
130
252.
177.
252,
.177.
252,
177.
252.

177

130

162
130
162
130
162
130
162

Protocol
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP

srciPort
500
500
500
500
500
500
500
500
500

DstPort
500

500
580
500
500
500
500
500
500

Length

122
534
230
534
239
534
230
534
230

Exchange type
INFORMATIONAL
IKE_SA_INIT
Identity Prote..
IKE_SA_INIT
Identity Prote..
IKE_SA_INIT
Identity Prote..
IKE_SA_INIT
Identity Prote..

Initiator SPI

6db9137d4633b75d
1f8c36993a317530
76f884fbbObf6802
1f8c36993a317530
767084fbbObT6862
118c36993a317530
76284 fbbObT6802
118c36993a317530
767084TbbOb 6802

Responder SPI
16eed4ec25abrf15b5

0000000000000000
2080000000080000
0080000000000000
2000000000000000
0060000000080000
0080000000000000
0000000000000000
0000000000000000

ESP SI

Explanation : IKE version discrepancy , confirmed by column MjVer (Ike version)
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 Context
.- Site A : Firewall-A 109.190.177.230
- Site B : Firewall-B 109.190.252.162

« Symptoms (On site B):
- Nothing established : no IKE SA no Child or IPSEC SA
- Only IKE SA Init
- No response from site A

FW-A

WAN : 109.190.177.130 WAN : 109.190.252.162



. Lab P

« Potential causes
- Wrong WAN interface selected for the local gateway

LRAR RIS

15:15:52
15:15:56
15:16:08
15:16:04

P T

109,190.177.138
199.196,177.134
189.190.177.138
109,190.177.138

LA LI e LA Ta Ry ]

189.190.252.162 ISAKMP
189,198, 252,162 ISAKMP
189.190.252.162 ISAKMP
189.196.252.162 ISAKMP

=t L

S8
=115
568
508

ORI L

208
508
508
508

LEoEmLrn

bb2
662
662
B62

LAl IO T LY T

IKE_SA_INIT
IKE_SA_INIT
TKE_SA_INIT
TKE_SA_INTT
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B MRFRLLRL - 2 B

48b5b292ebida431
4@b5b292ebhdE431
48b5b292em5dB431
48b5b292ef5da431

IR SRS TIEDE P ]

e el e R L T
Raisiulu Ll el spaba il
il ol Tl iR fu Lo
LB L L T R L

Ll =Fra
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 Context
.- Site A : Firewall-A 109.190.177.230
- Site B : Firewall-B 109.190.252.162

« Symptoms (On site B):
- Only IKE SA Init from both sites

o Q Qe

FW-A

WAN : 109.190.177.130 WAN : 109.190.252.162
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* Potential causes
- At least one wrong IP (109.190.130.177) in the configuration

of phase 1

Mo. Time Source Destination Protocol srcPort DstPort Length Exchange type Initiator 3P Responder 59 ESP 5P
= 1 15:17:50 189.198,.252.162 180.190.138.177 ISAKMP 560 S04 534 IKE_SA_INIT 4@3f7aabldfbeddd R0J0AGOQAABAGRNE

2 15:17:54 189.198.252.162 109.190.138.177 ISAKMP B 560 534 IKE_SA_INIT 483f7aabldfoeddd GoapBoOOGOGOOGRE

3 15:17:58 109.198.252.162 1089.190.138.177 ISAKMP @0 560 534 IKE_S5A_INIT 483fTaabldfoeddd GOBGOGOOGBGOBGRE

4 15:18:0¢ 180.198.177.130 109.198.252.162 ISAKMP @0 500 662 IKE SA INIT 2d7bd361dad7de’a G00ORO0RARGODGRA

5 15:18:82 189.199.252.162 189.190.130.17] ISAKMP ul. ]! S84 334 IKE_5A INIT 483fTaabldfoeddd B0DGAROOGIODGR0E

6 15:18:04 109.199.177.130 189.190.252.162 ISAKMP 58 54 662 IKE SA_INIT 2dThd361dad7deTa GOOGAO00B0GO0GRE

7

15:18:04 109,199,252.162 109.190.130.177 ISAKMP 568 1 534 IKE_SA_INIT e334bcB2273f7b8a QOBOBORGOGBRDOGAR
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 Context
.- Site A : Firewall-A 109.190.177.230
- Site B : Firewall-B 109.190.252.162

« Symptoms (On site B):
- Only IKE trafic from both sites
- No create child attempts



Mo

BB o~i @A RO

« Potential causes
- Wrong ID ou Authentication data in phasis 1

Tima

15:21:58
15:21:58
15:21:589
15:21:58
15:21:54
15:21:58
15:21:58
15:22:83

Source

180,198,258, 162
189.196.177.138
188,198,252, 162
180,198,177, 138
180,190,252, 152
188,198, 177. 138
189, 199,177,138
186, 194,177,138

Dastination

109.198.177.130
189,198.252.162
189,.19@8.177.138
189,108,252, 162
189.108.177.138
189,188,252, 162
189,198,252, 162
189,198.252.162

FProtocol
TSAEMP
ISAKMP
ISAEMP
TSAKMP
ISAKMP
ISAKHP
I5AEMP
ISAKMP

SrcPort
=100
Sea
588
18]
508
508
haa
S08

DstPort
o089
S8
508
Sae
SO8
S08
S08
508

Length

234
534
282
i
122
123
123
122

Exchange type
IKE_SA_INIT
IKE_SA_INIT

IKE_AUTH
IKE_AUTH

INFORMATTOMAL
INFORMAT TONAL
INFORMAT T OMAL
INFORMATTOMAL

SharkFest’24 EUROPE

Vienna, Austria « #sf24eu

Initiztor S8

BcBdaTe3TaC2eTaz
dcBdav@sfaczeTaz
BcBdaid3tBcZevad
BocHdai@3tRcraTad
GcBdal@3fBc2éTaz
BCcBda7@sTRCZ@7az
AcBdalaifacrartad
BcBdala3fBczavaz

Responder SF

fpefapoRenenona
20ef445b835e2dbd
29et4%50835e2dbd
28ef495b835e2dbd
20ef495bB35e2dbd
259eT455bH35e2dbd
28efdisbAiseddhd
28ef495bB35e2dbd

ESP 5P
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 Context
.- Site A : Firewall-A 109.190.177.230
- Site B : Firewall-B 109.190.252.162

« Symptoms (On site B):
- |[KE SA established but many create child attempts unsuccesful

- Without decryption we can only see that we don’t go
beyond the CREATE_CHILD

- Files : Case6_FirewallB, Case6_FirewallA



N,

B o~ o0 N P RS

=
T

 Potential causes

Time

15:29:

- Wrong phasis 2 parameters
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* We have to check all the phase 2 (tunnels) configuration

15

15:29:15

15:29:
2 bl A4
15:29:
15:29;
15:29;
15:29:
15:25;
15:29;
15:29:
15:29:

15
15
15
12
19
19
29
29
46
46

S-E!:UFCEr

109.190.252.162
189,198.177.130
189.190.252.162
109.198.177.1308
109.19@8.252.162
199.198.177.130
189.190.177.138
189.198.252.162
199,198, 252,162
109.190.177.138
169.198.252.162
189,.198.177.13@

Destination

109.198.177.138
109.198.252. 162
1689.198.177. 138
1890.199.252.162
189.198.177.138
109,198,252, 162
189.190.252.162
109.19@.177. 138
189,199,177, 138
189,198,252, 162
1859.198.177.138
189,198,252, 162

Protocol
ISAKMP
ISAKMP
ISAKMP
ISAEMP
ISAKMP
ISAEMP
ISAKMP
ISAEMP
ISAKMP
ISAEMP
ISAKMP
ISAKMP

SrcPort
508
s88
588
Saa
5948
288
588
500
Sae
Sea
See
588

DstPort
580
268
568
588
588
2B
B8
568
S8
506
588
5088

Length

534
534
266
174
122
122
o222
122
506
122
206
122

Exchange type
IKE_SA INIT
IKE_SA_INIT
TKE_AUTH
IKE_AUTH
INFORMAT TOMAL
INFORMATIONAL
CREATE_CHILD_SA
CREATE _CHILD SA
CREATE_CHILD SA
CREATE_CHILD_SA
CREATE_CHILD SA
CREATE CHILD SA

Indtiator SPI

bd9@cccieBlB2c2d
bd98cccleBle2cd
bad9@cccledloicdd
bd98cccledledc2d
bd9@cccledla2c?d
bd98cccleBlbZc2d
bd98cccledlocdd
bd9@cccledla2c2d
bd9gcccleBlbzczd
bd98cccleldlecdd
bd98cccleBle2c2d
bd9@8cccleBlb2c2d

HnspnhderSFl
BeEeRRRBRRRABRREA

d98B804b291T26a7c
d98884b291f26a7cC
d9e8e4b291t26a7c
d98804b291T26aTc
d98804b291f26aTc
d9e8@4b291TZ6alc
d98804b291f26alc
d98804b291726a7C
a9ed04b291f2balc
d9e884b251f26a7cC
d98804b291T26aTc

E



Case 6bis N EuRORE

e Context
- Site A:vpnl10 (217.182.214.221)
- Site B: GARDIEN3 (217.182.218.56)

 Symptoms :
- |IKE SA established but no Child or IPSEC SA

INTERNET @
FW-B

WAN : 217.182.214.221 WAN : 217.182.218.56

FW-A




Case 6bis - What we see in Wireshark Sharkrest24 EUROPE

* Without decryption we can only see that we don’t go beyond
the CREATE_CHILD

Time Source Destination Protocol Length Exchange type Initiator SPI Responder SPI SPI ID_FQDNM Info

116:54:26 vpnl@ GARDIEN3-vpn3@ ISAKMP 118 INFORMATIONAL b681b2e234409c2b f4+6155da9c2c468 INFORMATIONAL MID=01 Responder Request

2 16:54:26 GARDIEN3-vpn3@ vpnl@ ISAKMP 118 INFORMATIONAL b681b2e234409c2b f4+6155da9c2c468 INFORMATIONAL MID=01 Initiator Response
3 16:54:45 GARDIEN3-vpn38 vpnl@ ISAKMP 398 IKE_SA TINIT Acch18f2c761619d 0000000RRAREED00 IKE_SA_TNIT MID=088 Initiator Request

4 16:54:45 vpnl@ GARDIEN3-vpn3@ ISAKMP 354 IKE_SA TINIT Accb1812c701619d 5e5354925bff36c4 IKE_SA INIT MID=0® Responder Response

5 16:54:45 GARDIEN3-vpn38 vpnl@ ISAKMP 326 IKE_AUTH Acch18f2c701619d 5e5354925bff36c4 IKE_AUTH MID=01 Initiator Request

6 16:54:45 vpnl@ GARDIEN3-vpn3@ ISAKMP 182 IKE_AUTH Accb1812c701619d 5e5354925bff36c4 IKE_AUTH MID=01 Responder Response

7 16:54:46 GARDIEN3-vpn38 vpnl@ ISAKMP 118 TNFORMATIONAL  4ccb18t2c78+619d 5e5354925bf+36cd INFORMATIONAL MID=82 Initiator Request

8 16:54:46 vpnl@ GARDIEN3-vpn3@ ISAKMP 118 INFORMATIONAL 4ccb18f2c70+619d 5e5354925bff36c4 INFORMATIONAL MID=82 Responder Response
9 16:55:06 vpnl@ GARDIEN3-vpn3@ ISAKMP 246 CREATE CHILD SA 4ccbh18f2c70+619d 5e5354925bff36c4 CREATE_CHILD SA MID=0@ Responder Request
10 16:55:07 GARDIEN3-vpn38 vpnl@ ISAKMP 113 CREATIE_CHILD_SA Acch1812c701619d 5e5354925bff36c4 CREATE_CHILD_SA MID=8@ Initiator Response

* We need unencrypted packets



Case 6bis - unencrypted IKE packets  SharkFest24 EUROPE

Flags: B33 (Initiater, Mo higher version, Respoess)
Message ID:  Duuidedsdedededeed
Length: T&
Payload : Encryphed ssd Bubhanticated {463
Hext payload: MNotify (&1)]
Biis sains = Critizal Bik; Mok Critical
CRE B = Reseerwead . S
Payload length: 4%
Inltializatdon Vector: SEEFSc006673+4b+acS3E5401aed1l7 (16 bytes)
Encrypted Dota (15 bytes) <BES-CAC-128 [RFCIEEZ ]
= Decrypted Data (16 byles]
+ [nntained Data [9 Bytes)
Payload: Kotify [(41) - TS URGICEPTRBLE
Padding {7 bytes)
Pad Length; 7

]

* Explanation : mismatch between the networks used for traffic selector
* We need to check the network in the settings or in the capture

Tiene Soere Desinaion Procoodl  Lengtn  Exnchange Type [mitiabor SP1 Respanider 5P1 ESP 50 Srariing Addr Erading Ak ik
3 16:54:45 M7 183 T8 56 217 . 182.F14. 221 TSAKMP o8 IEE SA INIT AcchlEF o Tafa i s i i) o) Baled ) IKE S5A IMIT MID=-B Initiator Request
A26: 5445 AT I ¥4 221 237 182 X8 55  ISAKMP 354 IEE SA IHIT Acchl&FkcFafalad Se51549F5bF el IKE SA& IMIT MID=f8 Responder Response
5 16:54:45 M7 IR @ 54 217 18T K14 F21 TEAKMP 15 IEE ALTH AcchlEFicTafbiad Sefi549F b fibcd BB 113 6,38 0. 10, 6 83 6113, ¥55, 18 8. 18, 255 TKE_AUTH MID=8f Initiator Hemuest
6 16:54:45 N7 183 Fid. Fal 287 18F. 856 TSAKMP 182 IKE AUTH AochlEf ko Faftiad 5eh354935hFFibod h IKE_AUTH MIl=i1 Responder Response
A 1605440 FIFLOIBE F1E. 5 217 182 X4 FEL TSAKMP 118 INFORMATIONAL  dcchlBficiafoldd SeldS4935bdfibed INFORMATIONAL HID=82 Initistor Reguest
8 36:54:46 AT 182 K4 30 237 18F. K8 .56 I[SAKMP 158 TNFORMATIONAL  dccblB&FrcRafEi9d Se531549350# Flbcd IHFORMATIONAL MID=B2 Responder Response
9 36:55:06 N7 ERD. X4 20y 287 IHE HBE.SE  TSAKMP 246 CREATE CHILD &4 AcchlBfdcPafaiad Sebiasdaksibf b I8 a-an g Al BoR11 B 18 @ 30 E55, 361 B 111 355 CREATE CHILDE SA MID=B8 Responder Requeest

18 16:55:07 FF I8 18 56 21718 Fi4. Fel TSAKMP 138 CREATE_CHILD 54 dcchlBficPafolad Seli354935bd Tihed CREATE_CHILD 5S4 MID=Bd Initiator Response



Case Gter RN < EuRoPE

. Context
- Site A:vpnl10 (217.182.214.221)
- Site B: GARDIEN3 (217.182.218.56)

- Symptoms :
- |IKE SA established but no Child or IPSEC SA

FW-A

WAN : 217.182.214.221 WAN : 217.182.218.56



Case 6 ter - What we see in Wireshark Sharkrest24 EUROPE

* Without decryption we can only see that we don’t go beyond
the CREATE_CHILD

Mo, Te SOUrCE Destiriatinn Profocnd Length  Miver  Exorange bype Infabor 591 Fesponder SF1 5P Imo
1§73y Flp 182 FI4 301 X1T.1ED FIE 56 ISAKHER 26 Bt [REATE _CHILD 5S4 dechlEFIcTaH610d Se5354025kFF 1604 CREATE CHILD SA MID=B2 Aegpander Requett
TATBA 30 M7 127 HRE CE T 23 HMA M TOARHD T dwT FRFATE FHTIN G4 Ave A BF T TAFATGA Cal1CANTChIF 10 A FREATE CHTIM €4 M- Tnitiabas Rochnmeca

* We need unencrypted packets



Case 8 — unencrypted IKE packets SharkFest’24 EUROPE

Vienna, Austria « #sf24eu

Version: Z2.Y

Exchange type: CREATE_CHILD SA (36) ° Explanation : mismatch between the
Flags: ©x28 (Initiator, No higher version, Response) 1 .

Veacare 1. Ox00000000 ’ ESP settings : NO PROPOSAL CHOSEN
Length: 76 IS sent by the responder

Payload: Encrypted and Authenticated {ﬂﬁ)k

Next payload: Motify (41) ° We need to CheCk the
B.n ... = Critical Bit: Not Critical I
.000 V8RO = Reserved: Ox00 Settlngs
Payload length: 48
Initialization Vector: 3487+61c559a474747deb7499ca83bd
Encrypted Data (16 bytes) <AES-CBC-128 [RFC3682]>
v Decrypted Data (16 bytes)
v Contained Data (8 bytes)
v Payload: Notify (41) - NO_PROPOSAL CHOSEN
Mext payload: NONE / No Next Payload (@)
@... .... = Critical Bit: Not Critical
.000 0800 = Reserved: Ox08
Payload length: 8

Protocol ID: RESERVED (@)
SPI Size: @



SharkFest’24 EUROPE  # &
Vienna, Austria - #sf24eu

How to get unencrypted
IPsec packets ?



What do we need to decrypt ISAKMP ? SharkFest'24 EUROPE

Vienna, Austria « #sf24eu

- SPI for initiator and responder
- Very easy to get from the capture

Frame 3: 330 bytes on wire (2640 bits), 330 bytes captured (.
Ethernet II, Src: @@:ff:ff:ff:ff:fe (OQ:ff:ff:ff:ff:fe), Dst
Internet Protocol Version 4, Src: 217.182.214.221, Dst: 217.:
User Datagram Protocol, Src Port: 4500, Dst Port: 4508
UDP Encapsulation of IPsec Packets
v Internet Security Association and Key Management Protocol
Initiator SPI: b4c188b440924+98
Responder SPI: 84650463659e4115
Next payload: Encrypted and Authenticated (46)
Version: 2.0
Exchange type: IKE _AUTH (35)



Getting ISAKMP keys SharkFest'24 EUROPE  #

Vienna, Austria « #sf24eu

- Seed Encryption Keys

- Only possible if one endpoint displays them in some
logs
.- Methods very variable from one device to another

- Not always available

. Visible only when IKE SA is created

FW-B 10.0.80.151
10.0.75.75 LAN : 10.0.75.1 LAN : 10.0.80.1

WAN : 203.0.113.75 WAN : 203.0.113.80



Getting ISAKMP keys with Fortinet SharkFest'24 EUROPE

Vienna, Austria « #sf24eu

- Encryption and authentication keys

- SK_ei : encryption key for initiator

- SK_er : encryption key for responder

- SK_ai : authentication key for initiator

- SK_ar : authentication key for responder



Getting ISAKMP keys with a Firewall Fortinet? SharkFest'24 EUROPE

Vienna, Austria « #sf24eu

- With a fortinet we can use a CLI command
File : Deciphering_Forti.pcap

- Command : diagnose vpn ike gateway list

id/spi: 72 1a63972ed7410623/8f 0c0c220060d9f 5

direction: initiator

status: established 184-180s ago = 3480ns

proposal : aes256-sha256

child: no

SK ei : 2808e0d7b372alf e01eb94a31b98e0e7268bf c4863bacf 44e65e6917b25d515b
SK er: d3dea737achef ar932e3f ab795ba801981467e75d32a81795a0c907297aa909c
SK ai: 04aa8hb344b66c8aef 90eel7ba0203a537¢c17¢c85737a8bf a225943ee6655ba29c
SK ar: f937908926020d5def a9095117e22297717d1a3889b9f 29bf a3d12a1110086e3
PPK: no

nessage-id sent/recv: 3/2

lifetime/rekey: 86400/ 85919

DPD sent/recv: 00000098/ 00000098

peer-id: 203.0.113.80

10.0.75.0/24 10.0.80.0/24
(2] = i os
R LE 3

FW-A FW-B 10.0.80.151
10.0.75.75 LAN : 10.0.75.1 LAN : 10.0.80.1

WAN : 203.0.113.75 WAN : 203.0.113.80




Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

Getting ISAKMP keys with a Firewall Fortinet? e ¢ EUROPE

Vienna, Austria « #sf24eu

- in StrongSwan we need level 4 for logs
Command : ipsec stroke level ike 4

1 14:58:50 15[IKE] Sk_ai secret => 20 bytes @ 0x7fbcec002f30

1 14:58:50 15[IKE] 0: 15 BO 04 95 A3 CF 26 95 82 AB DE E5 F9 35 OF 3E ...... &....5.>
1 14:58:50 15[IKE] 16: FF OD BF AB

1 14:58:50 15[IKE] SK_ar secret'=> 20 bytes @ Ox7fbcec003140

1 14:58:50 15[IKE] O:
114:58:50 15[IKE] 16: AB274E 67 T 'Ng

1 14:58:50 15[IKE] Sk_ei secret => 16 bytes @ 0x7fbcec003240

1 14:58:50 15[IKE] 0: 3E B4 8A 06 96 1B 46 37 3A 5F 6F 1D 91 4B F2 3A >.....F7:_o..K.:
1 14:58:50 15[IKE] SKEEHsectet=> 16 bytes @ 0x7fbcec003550

1 14:58:50 15[IKE]  0: ESIEDISOIRAICDISIBEIESI0SNDISEVATEOISOMSN+ .05.Q.e.2})_.iYEZ




Decrypting IKE version 2 in Wireshark e | EUROPE

Vienna, Austria « #sf24eu

- Preferences — Protocols ISAKMP R —————
- Enter keys and IKE SPI in IKEv2 Table EE

ILp IKEv2 Decryption Table Edit...

IMAP
IMF
INAP
Infiniband SDP | ISAKMP TCP part(s) 500
Interlink
IPDC
IPDR/SP
iPerf2
iPerf3
1PMI
IPPUSB
IPSICTL
1Pv4
1=
IPVS
IPX
IRC
iRDMA-EP
ISAKMP
L ]

ISAKMP UDP port(s) 500

Help Apply Cancel OK

Initiator's SPI Responder's SPI SK_ei SK_er Encrypticn algerithm SK_ai
ealdefeeedblebsf 07e92cc7665f0fdb  d051743ebc7ale7bd760d14ef79946c728bf27dff55446a251d2d185d52be1fb 9a029206138basff78c8c747c1cdedd3d6ecd3bals34c078844291703becal3ad4 AES-CBC-256 [RFC3602] 84831afdb877ccBea
£315a10e07152cd? acfe12lacdad2196 cd009258dbbb3dB8b5Bbe3f61f528d108d7c3809d2637e5b22096090a88094c707 c7f873632919ad%ee6823d7e075ababb0f4550da7Be70ae341330997de89ffd3  AES-CBC-256 [RFC3602] d5b293ab36f35415f
1a63972ed7410623 Bf0c0c2200680d9f5 2808e0d7b372alfe01eb94a31b98e0e7 268bfcd 863bacfd44e65e6917b25d516b d3dea737acbefa?932e3fab795ba801981467e75d32a81795a0c907297aa90% AES-CBC-256 [RFC3602] 04aaBb344b66c8ae

+ [__%1 Users/iean-paularchiery. config/wireshark/profiles/VPN-FORTI/ikevZ decryption table

Help Cancel OK



Results of decryption for IKE  sharkrest24 eurore

» Visible in 3rd and 4th packets i8N0 MORER S esEFIEE & »
Of IKE eXChangeS [l | udp.port==500 or udp.port==4500 or esp %] ~| #+ isa  psec  Fwao-g0

Frame 3: 282 bytes on wire (2256 bits), 282 bytes captured (2256 bits)

1 d Algorlthl I IS Ethernet II, Src: Fortinet 99:62:cc (7B:18B:ec:99:62:cc), Dst: ProxmoxServe @b:59:b4 (bc:

Internet Protocol Version 4, Src: 283.0.113.75, Dst: 203.8.113.88@

° Traffic Selector User Datagram Protocol, Src Port: 588, Dst Port: 500

Internet Security Association and Key Management Protocol
. Id ent | fl cat | on d ata Initiator SPI: 1a63972ed7410623
Responder SPI: 8TBcBc220060d9f5
Next payload: Encrypted and Authenticated (46)
Version: 2.0
Exchange type: IKE_AUTH (35)
Flags: 0x88 (Initiator, No higher version, Request)
Message ID: Ox@0000001
Length: 248
Payload: Encrypted and Authenticated (46)
Next payload: Identification = Initiator (35)
@... 2... = Critical Bit: Not critical
000 2008 = Reserved: Bx@@
Payload length: 212
Initialization Vector: d29352aacd692f4aad784afdc51b%9a8b (16 bytes)
Encrypted Data (176 bytes) <AES-CBC-256 [RFC3682]=
Decrypted Data (176 bytes)
Contained Data (165 bytes)
Payload: Identification - Initiator (35)
Next payload: Authentication (39)
@.ee ww.. = Critical Bit: Not critical
088 0000 = Reserved: 0x08
Payload length: 25
ID type: FQDN (2)
Reserved: @020@@
Identification Data:fw75.exemples.pro
ID_FODN: fw75.exemples.pro
Payload: Authentication (39)

(:} o ISAKMP Version (major + minor) (isakmp.aversion), 1 byte Packets: 64 - Displayed: 64 (100.0%) Profile: VPN-FORTI



What do we need to decrypt ESP packets ? SharkFest'24 EUROPE  {#§

Vienna, Austria « #sf24eu

- SPIs for both endpoint (clearly visible)

- Encryption and authentication algorithms (clearly
visible)

- Encryption and authentication keys



SharkFest’24 EUROPE

Vienna, Austria « #sf24eu

Getting ESP keys with a Firewall Fortinet?

- With a fortinet we can use a CLI command

- Command : diagnose vpn tunnel list

FORTI 40 # di agnose vpn tunnel i st
list all ipsec tunnel in vd O

dec: spi=76551fab esp=aes key=32 1c240a3a5df d66f 0843856ab6280388da763170109989757dela6d44ed4ae0c49
ah=sha256 key=32 9bbceb98be9d7db49a5e3713ea5dee2794f 742cc982f 2a883cf 30e55f f 3ef c77

enc: spi=d3822da0 esp=aes key=32 00688badb8c8f cf7000028821ce6c8aab687231f231d568deb4217e651031b805
ah=sha256 key=32 47ef 682717dcdf bacf 0f b160410a950ede428d66bc2700e85f a9c6c3c80babld

s
10.0.75.0/24 10.0.80.0/24

- - H .
e INTERNET @

% =l o G @ e Files :
FW-A FW-B 10.0.80.151 WG_Fortl .pcap

10.0.75.75 LAN : 10.0.75.1 LAN : 10.0.80.1
WAN : 203.0.113.75 WAN : 203.0.113.80




Getting keys on Strongswan?

« We must use

- a debug loglevel of 4
- the CLI command : ip xfrm state

root@vpnl10:/var/log# ip xfrm state
src 217.182.214.221 dst 217.182.218.56
proto esp spi 0x344d8192 reqid 1 mode tunnel
replay-window 0 flag af-unspec
auth-trunc hmac@hal) 0x55ae66efbd78a3eb9761e7c89771610cd6c365b9 96
enc cbc(aes) 0x9a6fdb6af62c477cedf41bfac3e5cf43
anti-replay context: seq 0x0, oseq Ox1e, bitmap 0x00000000
src 217.182.218.56 dst 217.182.214.221
proto esp spi 0xc7418fbd reqid 1 mode tunnel
replay-window 32 flag af-unspec
auth-trunc hmac(@hal) 0x4b1be769e73d55ef2c5d851f9a7b79b3d894bf25 96
enc cbc(aes) 0x2d95cal 1f8cb25922c23a235bb3f6a85
anti-replay context: seq 0x14, oseq 0x0, bitmap Ox000fffff
root@vpnl10:/var/log#

SharkFest’24 EUROPE

Vienna, Austria « #sf24eu




ecrypting ESP - next step >

SharkFest’24 EUROPE
Vienna, Austria « #sf24eu

- Preferences — Protocols ESP — ESP SA
- Enter keys, SPI and algorithms with the Edit button

Encapsulating Security Pavload

[] Attempt to detect/decode NULL encrypted ESP payloads
Check sequence numbers of ESP frames

Attempt to detect/decode encrypted ESP payloads
Attempt to Check ESP Authentication

ESPs | Ed.. h
Protocol Src IP Dest IP SPI Encryption Encryption Key Authentication Authentication Key

IPvd 203.0.113.75 203.0.113.80 0x0672284b AES-CBC [RFC3602] 0x209f%ea30aab8f0d04edbded830072ef HMAC-5HA-1-86 [RFC2404] 0x159ea973917475834b1067ce832d68a176a0f79a

IPva 203.0.113.80 203.0.113.75 0x76551ef8 AES-CBC [RFC3602] O0xdff831e273b5ch7c2d2cfbddd1b183ec HMAC-SHA-1-96 [RFC2404] 0xb02000f14426d906559b1f01a8f571f5521195a7

IPv4 203.0.113.75 203.0.113.80 0x2067c34a AES-CBC [RFC3602] Oxdfedb9675bd7a97bd398601ff54c5¢caf96625c27debe1c8b6398345cd6a0693f HMAC-SHA-256-128 [RFC4868] 0x7c7586e2ccdab8b6becelleabdfed{7fa074ded9bd1aa3Ba3da5f2bade79b5a86e
IPva 203.0.113.80 203.0.113.75 0x76551eec AES-CBC [RFC3602] 0x54bb2a3e9fc3a27f55b3dfg87efedad3e73b183b7bbf21672a8a4e6af6723cd5 HMAC-SHA-256-128 [RFC4868] 0xb7daB2d8cd155679b7d4ae34eeffeaaBad946af1937881744d59730b380a8ef
IPva 203.0.113.80 203.0.113.75 0x76551f8d AES-CBC [RFC3602] 0x513be309124237284509b640998aebd0 HMAC-5HA-1-96 [RFC2404] Oxcd07f52e3111c743945dabb3eeb01c6de0187d6f

IPvd 203.0.113.75 203.0.113.80 0x4794ed74 AES-CBC [RFC3602] 0x0e15c2ed9374e2f5cafdBb3beeal2afl HMAC-5HA-1-86 [RFC2404] 0x9130f6a585cdeeb00ffe8220771972958962f939

IPva 203.0.113.80 203.0.113.75 0x76551fab AES-CBC [RFC3602] O0x1c240a3a5dfd66f0843856ab6280388da763170109989757dela6d44edae0c49 HMAC-SHA-256-128 [RFC4868] 0x9bbceb98bedd7db49a5e3713eabdee2794f742cc98212a883cf30e55ff 3efc77
IPvd 203.0.113.75 203.0.113.80 0xd3822da0 AES-CBC [RFC3602] 0x00688badb8c8fcf7000028821cebc8aab87231f231d568debd217e651031b805  HMAC-SHA-256-128 [RFC4868] 0x47ef682717dcdfbacf 0fb160410a950eded28d66bc2700e85fadc6c3cB0babid

Users/jean-paularchier) config/wireshark/profiles/\VVPN-FORTI/esp_sa

Cancel OK



ESP traffic decrypted

SharkFest’24 EUROPE

Vienna, Austria « #sf24eu

A @ & X & | &= =
v.| + ISA IPSEC  FWBD-20
No. Time Source Destination Protocal | Length ESP SPI ESP Sequence Initiator SPI Responder SPI Message ID Info ) |
1 @87:51:51.927694 203.0.113.75 203.0.113.80 ISAKMP 482 1a63972ed7410623 0000000000000000 Ox0OBODORO IKE_SA_INIT MID=8@& Initiator Reg. |
2 @7:51:52.0883283 203.2.113.80 203.0.113.75 ISAKMP 538 1a63972ed7410623 8TAcAc220060d9f5 @xPEEAGABE IKE_SA_INIT MID=@® Responder Res..
3 @7:51:52.085934 203.0.113.75 203.0.113.80 ISAKMP 282 1a63972ed7410623 Bf8cBc220060d9f5 @x00E00001 IKE_AUTH MID=01 Initiator Request
4 @7:51:52.404388 203.0.113.80 203.0.113.75 ISAKMP 266 1a63972ed7410623 Bf0cBc220060d9f5 Ox00000001 IKE_AUTH MID=81 Responder Respon..
—% 5 @7:51:54.582558 10.0.80.151 10.0.75.75 ICMP 138 @x76551fab (1985290155) Echo (ping) request id=0x@0001, ..
— 6 B7:51:54.583323 10.0.75.75 10.0.80.151 ICMP 138 ©xd3B822da® (3548523936) Echo (ping) reply id=axe0el, ..
7 @7:51:54.605497 203.02.113.80 203.08.113.75 ISAKMP 122 1a63972ed7410623 BT0c@c220060d9f5 OxP0eEEQ0Q INFORMATIONAL MID=0@ Responder R..
8 @7:51:54.605954 203.0.113.75 203.0.113.80 ISAKMP 122 1a63972ed7410623 Bf@cBc220060d9f5 @xboeoQd0@ INFORMATIONAL MID=0@ Initiator R..
9 @7:51:54.692126 203.0.113.80 203.0.113.75 ISAKMP 122 1a63972ed7410623 Bf0c@c220060d9f5 @x00000001 INFORMATIONAL MID=01 Responder R..
1@ B7:51:54.692500 203.0.113.75 203.0.113.80 ISAKMP 122 1a63972ed7410623 BTOcCOC220000d9f5 @xboEOEBD1 INFORMATIONAL MID=@1 Initiator R..
11 MT:E1:558 AMTI037 14 & oM 181 1M & TR TR Trsvo 1230 AwTEEE1fah (1OCEIOAMAIER) el Erhna IninAal ranuact A el — B AR

Frame 5: 138 bytes on wire (1104 bits), 138 bytes captured (1184 bits)
Ethernet II, Src: ProxmoxServe @b:59:b4 (bc:24:11:8b:59:b4), Dst: Fortinet 99:62:cc (78:1B:ec:99:62:cc)
Internet Protocol Version 4, Src: 283.08.113.88, Dst: 283.8.113.75
Encapsulating Security Payload
ESP SPI: @x76551fab (1985290155)
ESP Sequence: 1
ESP IV: 4548471caB99467464e752bb89c16d44 (16 bytes)
ESP Encrypted Data: 5c23b2f041369073d8966c917cfc223838e271e2e9bcabeadbbl42590def359271dd92e97802abbfb2c180ab77082354324d6071380dd2d29%aee2feb14bd6939 (64 bytes) <AES-CBC [RFC3682]=
ESP ICV: 6d2fac36fb5ef308f4ab213eBe3549de (16 bytes) <HMAC-SHA-256-128 [RFC4B68]1> [correctl]
ESP Decrypted Data: 4500003cc7{700007101c3e70aB058970a004b4bRE003ef500010e666162636465666768696a6b6chd6e6T707172737475767761626364656667686901020204 (64 bytes)
Internet Protocol Version 4, Src: 10.0.808.151, Dst: 18.0.75.75
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x3ef5 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x0001)
Identifier (LE): 256 {(0x0100)
Sequence Number (BE): 3686 (0x@e66)
Sequence Number (LE): 26126 (@xG660e)
[Response frame: 6]
Data (32 bytes)

() ¥  wWe_Forti.pcap Packets: 64 Profila: VPN-FORTI



SharkFest'24 EUROPE  #&§

Vienna, Austria « #sf24eu

Conclusion

- Thank you for your attention !

« Please complete the session survey by using this Qrcode

. Contact

- jean-paul@jpaconseil.com

- www.jpaformation.com



mailto:jean-paul@jpaconseil.com
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