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Wireless with Wireshark

Scanning wireless to find devices
with Wireshark
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Session Overview EUROPE Q

Wireshark is a tool for analyzing both wireless and
wired networks. In this session, Megumi will show
vou how to find devices on your wireless network.
With various scanning tools, we can explore
different standards of WiFi networks and Bluetooth
using Wireshark. Additionally, tshark and other
Wireshark command-line interface (CLI) tools are
helpful in collecting and summarize device
information. Use Wireshark to manage you
wireless environment and enhance your

security!!
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Customize Wireshark for Wireless

Set Aliases, Columns, Display Filter buttons, Coloring Rules

#sf25eu
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Wireless with Wireshark EHEFE Q

- Open trace file wifi7.pcapng

- It is the typical wifi7 connection sequence between Buffalo AP
and iphonel16 Pro STA

. Let’s start Wireless analysis with Wireshark

Py Tume Soarre D= Proloos  Lepgfh  Iic

T Ceismwees Buffeli ail. Broo BREAL pe peecln REse, WWaIING, m-inm BLeE, 30T IRErICLT

1 O.388347 2Z:dw:1%:07:_ Bra. BIZALL 191 Frobs Reqaesk, SA-LICE, Pl=d, '.qpl a2 SETO="dkwtrtT

] Boediatd  Buffalo dbidie Aro. B2, 11 4] Probe Aecpotcs, Bl=10dT, Fried, Flspos........; BL=194, SCI0="Cksrlrid”

Ll Bl IEidel 13087 ). Buf. Ee2.11 5 suthenticatlon, SHe1TI8, Fred, FLIgG=

3 D.imaned 331 BRI AL 41 Acknculedgement,, Flage=........

[ ] b.13537 Buffals 4%:1- 2% LT | A1 Futhartication, SH=1E, "2, Flags=........

7 ALEEI Buf. B232.11 4] thnoleigesent, FLIgts

| B, k33330 JXider 13087 Buf. BR2.11 2] Brgoclacien Reguest; Skis Jﬂﬁ Fini}, Flagi= viis Bl Lkeriril®

L] 8. 133340 iTie BEL 41 Bcknoul rdgrmmt, fl.lEl- iy

L 0. LE1Z4L Ouffsio 45:3. a3 L Ll 330 dpmoclatlin Respones, Fh=id, |':|d|:lI P oo e

1i @ 4 Ecknguledgement; FLagss, . i

11 8.1 %1 VHTHESFHT MAARIIRG M9 Armouncesens, Souding Odelog Tokere1l, ®lage=.. ..

11 B.1TPET : 411 Action Mo Aok, SAed, FHeD, Flegee........

Ed B LFP5E Buffabo d5i1. 22:_ raFm 187 ey (MegcEps | oof 4]

L[5 @ l7ems Buf- B27.11 4] Brhnodiedgesent, Flagss

[E @D.IFES ZE:de:15:07:_ Buf FAML I Loy [Menega 2 of 4

I} @.LTIa2 if. BEE 11 41 hcknoaldymrant, Flage=........

I BAEIMY  Buffelo_d5ii. 23:_ PaFrm B gy (Messaps 3 of 4)

LY B LEINLA Buf- . Ld 4] schnomlodgreont; Flega=

IF B LEIEE? IF:de:19:B7:_ Byl ESROL 14) Eay (Massaga 4 of &)

n], B, LRY5RS aF 2711 4] Eerkrce [ igeaant, FHapss

11 BAESELS Z2idel 13187 1. Buf. BRE.11 A5 &citlon, SE=1pil, FeB, Flags=.p

31 B.LE4L] Buffmbs 4%:1 Aro. 211 100 |Guka, SU=A071, FRi=8, Flagu=_p....F.

34 @p.LE342 Subfels 4501 Bro. 92,11 100 Daza, SHe4E7z, Fh=d, *lapu=.p....".

15 - Bil80d3k Buffelo 451l Bro. ERZ.11 108 Data; SHe287%, Feld;, Flagss.p F

15 B.iBATSE Buffelo d5)l. Bro. BERE.11 4 papcan TrEEE, SMalOSl, Sl Flapte ¢ BL=if, SS[B="iNerirl]’

Frome 23 Packen, 108 Bytes on wine [B564 bits), 198 bytes capTensd (354 blrs) on Enterfece unikrown, 1d @ B 02 30 20 AT P 24 R0 a9 a? Oa 83 To 4 90 20
Radickwy Headw- wb, Langth 13 f el 47 LR B B3 3 AT B} 0 90 BB L7 13 35 B8
2.3 el dnfrmmeion S R L T

= ST 2 = = o ™ e 2
s e ST L h & wa #p dBbY b7 66 AL 10 b2 46 In 35 69 9b df
Ll £7 35 bb 31 1a ef 62 a8 &3 a7 di 51 be 27 A0
de o Fé bad 2% B &1 B wf 30 9% 2%
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Add alias name on ethers Eunups

In wireless analysis, you need to work with MAC addresses rather
than IP addresses.

Adding an alias to the ethers file in your profile is essential.
Aliases help you easily identify your known Aps and STAs.
Edit ethers on your Wireshark [k

p rOfl Ie d | recto ry C: 1 ||-—|‘i i d;ul: ‘ T' Hc[m ::; lp;ﬂne ;TL > Wireshark > profiles > WiFi > £ ethers
He I p>About Wl Fres hark 84:e8:cb:45:1d:b8 BuffaloAP

Select the Folders tab and

. . No. Time Source Destination Protocol Length Info

I OO k fo r p e rS O n a I CO n fl g u rat I O n 1 0.000000 BuffaloAP Broadcast 862.11 589 Beacon frame, SN=2986,
2 B8.888247 iPhoneSTA Broadcast 8682.11 183 Probe Request, SN=1794
W I I " 3 0.809414 BuffaloAP Broadcast 802.11 487 Probe Response, SN=29§
€ Can use allas names in 4 8.136344 iPhoneSTA BuffaloAP 802.11 75 ﬂtuthenticatinn: SN=179
d 1 I f I E d 1 5 8.136360 iPhoneSTA 802.11 42 Acknowledgement, Flags
|Sp ay I ter! N pOI nts! 6 ©.136367 BuffaloAP iPhoneSTA 802.11 62 ﬂuthenticatiun,jSNﬂB,
C " I O G h 7 0.136374 BuffaloAP 802.11 42 Acknowledgement, Flags
O nve rS at I O n S ) / ra p ) 8 8.138331 iPhoneSTA BuffalolP 862.11 247 Association Req:JESt, 5
FI d I d 9 9.138341 iPhoneSTA 882.11 42 Acknowledgement, Flags

OW Iag ram an S O O n 18 8.163541 BuftalohP iPhoneSTA 882.11 328 Association Re_f.[jjcun_f.e,
11 A.1RIGRD BuffalndP BAZ .11 A2 Arknowledoement . Flaos
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Add columns on Packet List E”WFE (\

Mao. Time PHY type CH  Freq. Signal MCS Rate Retry Type/Subtype Source Destination SSID BsSID STA Length Info
i1 {p.000@28 802.1la (OFD.. 53 A215M. -62 d. & Beacon frame Buffalo 45:. Broadcast "ikeri.. Buffalo_45:1d:.. 589 Beacon frame, 5!
Displayed Title Type Custom Expression - Add columns to your Packet List
[} Mo, Mumber i
H Time Time (format as specifed) ¢ YOU can drag and dl’Op the flEId
] PHY type Custom wlan_radio.phy into Column tabs d|rECt|y, or
[ CH Custom wlan_radic.channel select Edit > Preferences >
] Freq. Custom wla.n_radin::.frequerTc}f Appearance > COlumnS
(] Signal Custom radictap.dbm_antsignal o _
o MCS Custom adiotapmesindex  + Add columns for WiFi analysis.
] Rate Custom radiotap.datarate Recommended fields are
[ ] Retry Custom wlan.fc.retry.expert :
(] Type/Subtype Custom wlan.fc.type_subtype PHY type’ CH’ Freq’ Slgnal’ MCS’
] Source Source address Rate! REtry! Type/SUbtype! STA!
[ Destination  Destination address BSSID and SSID
L h Packet | h (bytes)
= o e e (byes) . We do not need the Packet length,
ustom wlan.staa -
] BSSID Custom wlan, bssid so check out the Displayed
[} SSID Custom wlan.ssid checkbox
[ Info Information



IEEE802.11 frame type/subtype SHEITEEESPEH (\

__

Type and Subtype

Management Used by Beacon wlan.fc.type_subtype==8 ‘ FirSt, we need
wlan.fc.type==0  'manage probe Request wlan.fc.type_subtype==4 to know frame
wieFri]t Gl e Response wlan.fc.type_subtype== types and

network Authentication wlan.fc.type_subtype==11

subtypes of

Deauthentication wlan.fc.type_subtype==12
Association Request wlan.fc.type_subtype==0 the IEEESO2.11

Asociation Response wlan.fc.type_subtype==1 frame
Disassociation wlan.fc.type_subtype==10 . He re are the
Action wlan.fc.type_subtype==13 common type S
Control Used by RTS (Request To Send) wlan.fc.type_subtype==27
wlan.fctype==1  control  CTS (Clear To Send) wlan.fc.type_subtype==28 and _Su_btypes
ggrﬂarl:li ACK (ACKnowledge) wlan.fc.type_subtype==29 Of WiFI.
nication BAR (Block ACK Request) wlan.fc.type_subtype==24

BA(Block ACK) wlan.fc.type_subtype==25

Data Data(with ACK) wlan.fc.type_subtype==20
wlan.fc.type==2 Null Data(No data) wlan.fc.type_subtype==36
QoS Data(with BlockACK) wlan.fc.type_subtype==40



Add Filter Buttons
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M Wireshark - Preferences

v Appearance

Choose Edit -> Preference,

Columns Show in toclbar Button Label Filter Expression .
select Appearance -> Filter
Layout Management//Beacon wlan.fo.type_subtype == 8
Capture Management//Probe Request wlan.fe.type_subtype == B u tt O n S
Expert Management//Probe Responses wlan.fotype_subtype == 5 "
|Fi|ter Buttons Management//Probe Req and Res wlan.fctype_subtype in {4,5}
Marme Recalution Management//Authentication wlan.fctype_subtype == 11 ° C r t P r n t I t m //
% Protocols Management//Association Requests wlan.fe.type_subtype == e a e a e e
RSA Keys Management//Association Responses  wlan.fotype_subtype == 1 C h I d I t m d t F I t
% Statistics Management//Association Req and Res wlan.fo.type_subtype in {0,1} I re n e S a n S e I e r
Advanced Management//Disassociation wlan.fotype_subtype == 10

Management//Deauthentication wlan.fc.type_subtype == 12

Expression on each Items

- You can filter multiple WiFi
type/subtypes like
wlan.fc.type_subtype in { 4,5 }

Management//Disassoc and Deauth wlan.fo.type_subtype in {1012}

Management//Acticn wlan.fctype_subtype ==13
Control Frames//All

Control Frames//ACK

Control Frames//RTS and CTS
Control Frames//BAR and BA
Datas/All

Data//MNull Data

Data/ QoS Data

. The filter button helps you to distinguish frames and understand
the WiFi sequence easily

wlan.fotype == 1
wlan.fc.type_subtype == 29
wlan.fc.type_subtype in {27 28}
wlan.fctype_subtype in {24 25}
wlan.fotype ==2
wlan.fc.type_subtype ==36

wlan.fctype_subtype ==40



Add coloring Rules for WiFi analysis SHEE}[’;ESF‘EH (\

M Wireshark - Colering Rules Default

View>Coloring Rules

Set different colors by frame types
and subtype

B Probe Response  wlanifctype subtype == Beacon, Probe Request Probe
e e = Authentication, Deauthentication,
B Associstion Request  wlanfcitype_subtype == Association Request, Association
R s s S L s R S e el Response, Disassociate, Action,

< Disassociate wian.fc.type_subtype == 10

MName Filter
wlan.fc.type_subtype ==

. Action wianfctype_subtype = 13 ACKnoledgement, Block ACK, Block
ACK Request, RTS, CTS, EAPOL, Data,
en e subtype == 22 QoS Data and Null Data

Ls o §

LRl - [t helps to understand the sequence
wlan.fc.type_subtype == 28

- wlanfotype,_subtype==32 of the WiFi connection easily
wlan.fc.type_subtype==40

8 EAPOL eapol
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Add coloring Rules for WiFi analysis
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Copy the profile into your environment

"HI (N

Ml Abcut Wirsshark

Wireshark Authars
Fumreb Enldmre

Hlarm=

“Filg® dialog locabon G

zlobal Extcap path
Global Lua Plugins
Global PFlugine

Global configaation |

W Mind DB path
Waxhlind DB path
Wiaxblind DE path
Persnnal Ba h'ap path

Fokders Plugins Kewbioand Shertouts Bcknowledgmenits License

Locak Fepical Files
#lserstmeguenitiine(hive - chark-Seminar¥Wireshark-1%  Captare fles

Ci¥roaram Files¥iNirasharkieitcap External capture {evtcap) plugins

Ci¥Program Files¥\Wirsshark¥pluging
¥ rogramm File s¥iNires hark¥plygin =l §

R

I Wl Yy e ¥ peCabnWRon

mingPireshp e Geo [P

S cers¥menymivApeData¥ Roaming@trechakibeic s

Personal Lua Plugins I:?Q'T::_:_'_rii_mec ik ppData¥bosming®Wireshaddplaging
Personal Flugl‘l:- CAllemre¥m r*,: mifs &E-l.':ﬂl“l[ FEiresharkplugnes4.6
Perscnal configurstion C:WsemWmeguenifApeDatp¥ iosming giWireshare

Program Ci¥rgargen Filps¥il w.‘LJ-_.

System C¥roam ¥idfineshark

Temp

CRlmnfmegumifipelats¥iocalfTemg

Lus senpis

Biriary piugln':

Preferences, prefiles, manuf -
taubdind OB database search path
taxtlind CE datsbase search path
M bind DB datebase sparch path
Exiernal capture (extcapl plugins
Lua scripts

Binany plugins

Preferences, profiles, mamaf. .,
Proaram files

ethiers, ipanets

Urtitled capture files

o C:¥Users¥megumi¥AppData¥Roaming ¥Wireshark¥pmﬁles|

BHE

WiFi

™ ERER

I
[

F

B

2025/10/

=

28 509

Help -> About Wireshark ->
Folders to find your personal
configuration location

Copy WiFi folder ( extract from
WiFi.zip ) into your profile
directory (for example, copy into
C:¥Users¥username¥AppData¥R
oaming¥Wireshark¥profiles if
you use Wireshark in Windows)

Change your Wireshark profile,
click the right bottom Profile
button and change it from
Default to WiFi
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Basic Connection sequence

Beacons, Probes, Authentications, Associations and 4-way Handshake

#sf25eu



- - SharkFest'25
Basic Connection sequence Euﬂﬁfﬂf (\

- APs send Beacon;beriodically ( évéry 100ms in usual)

. STA sends Probe Requests to determine the best AP, AP sends
back Probe Response including AP specifications.

. STA and AP exchange Authentication frames ( WPA2: Basic
Authentication, WPA3: Simultaneous Authentication of Equals )

.- STA sends Association Request and AP sends back Association
Response to negotiate exchange Association frames, including
the actual connection settings between STA and AP

.- STA and AP start EAPOL 4-way handshake to create PTK for
unicast, AP sends GTK for multicast, broadcast.
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Beacon frame EUROPE ( \

_‘ -.u:l'i'.".pcapng _ |:| 4

Fil=  Edit Wiew Go Caplure Anshyrs Statisties Telephong Wislss  Took  Help

4Ami® mE Qe =EF §= ® S 8 M
\ M [ Apply a desplay filter - - 3 j|+ Maragement, Control Frames,  Defa,  Signal  Rate, FRefry FAROL PWR

Mo Time F'I-ft,pe

CH Fraq. Slgnal MCS Rate Retry T-.-|:IE':I.|I:-h-|:IE Source | Destination 5SID B55ID Al
. lr-.‘t-. F..:.;..-_-:.- ._r"l-t iu‘.: -r-t;.'-.'l.-h :- =]

2 s e --..-,|.lr|—‘,l

Beacon .-.I.ar'.,f{.|:,-pa_5:_|b;:,-pe ==

~ IEEE 882.11 Wireless Management

v s e 2 b7 . Choose Display Filter button, Management

Beacon Interval: ©.18240@ [Seconds]

» Capabilities Information: @x1131 -
~ Tegged paranetar (41 by -> bedCcon ana CliCK one o1 beacon frames.
v Tag: SSID parameter set: "ikeriri7”
|Tag MNumber: SSID parameter set (@)
Tag length: 8 -
- Beacon frame is broadcast by AP
Tag: Supperted Rates 6(B), 9, 12(B), 18, 24(B), 36, 43, 54, [Mbit/sec]
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

L L] L] L] L]
Tag: Country Information: Country Code JP, Environment Global operating e rI O d I C a I | I n C I u d I n WI re I e S S S e C S
Tag: Power Constraint: @ b ) u

Tag: TPC Report Transmit Power: 22 dBm

Tag: Tx Power Envelope

T - Open IEEE802.11 Wireless Management ->

Tag: AP Channel Report: Operating Class 131, Channel List : 1, 5, 2, 13,

Tag: RSN Information
Tag: QBS5 Load Element 882.1le CCA Version ag g e pa ral I I ete rS -

Tag: Interworking
Tag: Advertizement Protocol
Tag: Extended Capabilities (11 octets)

L} n
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element ° YO u C a n fl n d S S I D I n Ta " S S I D a ra m ete r
Ext Tag: HE Capabilities .
Ext Tag: HE Operation ™ ™ n
Ext Tag: Spatial Reuse Parameter Set Set If AP IS not Set In Stealth rrlOde
Ext Tag: MU EDCA Parameter Set ]
Ext Tag: HE & GHz Band Capabilities
Tag: Vendor Specific: MediaTek Inc

L T T e e e+ | @€ AF@ Many Tags, including AP’s specs,

Tag: Vendor Specific: MediaTek Inc

- such as HT(.11n WiFi4), VHT(.T1ac WiFi5),

Tag: Vendor Specific: MediaTek Inc

Ext Tag: Multi-Link (882.11be D3.8) ] ] [ u
Ext Tag: EHT Capabilities (8@2.11be D3.@) H E .I ] W F 6 d E H I .I ] b W F 7
Ext Tag: EHT Operation (802.11be D3.8) ( u aX I I a n L] e I I

Tag: Vendor Specific: Buffalo.Inc

WOW W OW W W W W W W W W W W W W W W W W Y W W Y W W W W W Y Y
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Wireless LAN Management fields

4 (IEEE802.11n) 2.4/5GHz  HT Capabilities, HT Operations
5 (IEEE802.11ac) VHT 5GHz VHT Capabilities, VHT Operations
6/6E (IEEE802.11ax) HE 2.4/5GHz  HE Capabilities, HE Operations
7/ (IEEE802.11be) EHT 2.4/5/6GHz HT Capabilities, HT Operations

 We can find supported generations by Wireless LAN Management fields.

v Tagged parameters (441 bytes) » Tag: Extended Capabilities (11 octets)
v Tag: 55ID parameter set: "ikeriri7" Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Paramster Element
|Tag Number: SS5ID parameter set (@) Ext Tag: HE Capabilities
Tag length: & Ext Tag: HE Operation
55I0: "ikeriri?7"

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/szec]

Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country Information: Country Code JP, Environment Global operating classes

Tag: Power Constraint: @

Ext Tag: Spatial Reuse Parameter Set

Ext Tag: MU EDCA Parameter Set

Ext Tag: HE 6 GHz Band Capabilities

Tag: Vendor Specific: MediaTek Inc

Tag: Vendor Specific: MediaTek Inc

Tag: Vendor Specific: Wi-Fi Alliance: Multi Band Operation - Optimized Connectiv
Tag: Vendor Specific: MediaTek Inc

Tag: FILS Indication

Tag: RSN eXtension (1 octet)

Tag: Vendor Specific: MediaTek Inc

Tag: TPC Report Transmit Power: 22 dBm

Tag: Tx Powsr Envelope

Tag: Tx Powsr Envelope

Tag: RM Enabled Capabilities (5 octets)

Tag: AP Channel Report: Operating Class 131, Channel List : 1, 5, 9, 13, 17, 21,
Tag: RSN Information Ext Tag: Multi-Link (882.11be D3.@)

Tag: QBSS Load Element 802.1le CCA Version Ext Tag: EHT Capabilities (882.11lbe D3.@)

Tag: Interworking o _Ext Tage EHT Opecation (262 11be N3 0)
Tag: Advertizement Protocol » Tag: Vendor Specific: Buffalo.Inc

WEW O OW W W W W WO W WY W WY W

WeoW W OW W W W W W WY WY W Y
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Andy-san (Andrew Walding, famous for Wireshark Profiles .
Repository, founder of CELLSTREAM) submits Wireshark Discord

Standards | Display Filter

Pre-WiFi 4 wlan.fc.type_subtype == 0x0008 and wlan.tag.number == 1 and not ((wlan.tag.number == 61) or

Legacy (wlan.tag.number == 45) or (wlan.tag.number == 191) or (wlan.ext_tag.number == 192) or
(wlan.ext_tag.number == 255) or (wlan.ext_tag.number == 108))

WiFi4 wlan.fc.type_subtype == 0x0008 and ((wlan.tag.number == 61) or (wlan.tag.number == 45)) and not

11n ((wlan.tag.number == 191) or (wlan.tag.number == 192) or (wlan.ext_tag.number == 255) or
(wlan.ext_tag.number == 108))

WiFi5 wlan.fc.type_subtype == 0x0008 and ((wlan.tag.number == 191 or (wlan.tag.number == 192)) and

11lac not ((wlan.ext_tag.number == 255 or wlan.ext_tag.number == 108)))

WiFi6 wlan.fc.type subtype == 0x0008 and wlan.tag.number == 255 and not wlan.ext_tag.number == 108

1lax

WiFi7 wlan.fc.type_ subtype == 0x0008 and wlan.ext_tag.number == 108

11be

We can find WiFi generations from tags on Beacon from AP



Probe Request and Probe Response " ElROPE (\

[ | | wlan.fc.type_subtype in {4,5}

'] + Management,

Mo,

3 2.809414 882.11a (OFDM) 53 6215MHz -62 dBm

Time PHY type CH Freq. signal

' IEEE 882.11 Wireless Management
» Fixed parameters (12 bytes)
v Tagged parameters (419 bytes)

WOWOW W OW W W W W OW W W W W W W W W W W W W W W W W W W W

Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:

Ext
Ext
Ext
Ext
Ext

Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:

Ext
Ext
Ext

Tag:

S5ID parameter set: "ikerdiri?”

Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbity
RSN Information

Extended Capabilities (11 octets)

QBSS Load Element 802.1le CCA Version

Interworking

Advertisement Protocol

Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
RM Enabled Capabilities (5 octets)

AP Channel Report: Operating Class 131, Channel List : 1, 5,
Power Constraint: @

TPC Report Transmit Power: 22 dBm

Tx Power Envelope

Country Information: Country Code JIP, Environment Global oper
Tag: HE Capabilities
Tag: HE Operation
Tag: Spatial Reuse Parameter Set
Tag: MU EDCA Parameter Set
Tag: HE 6 GHz Band Capabilities

Vendor Specific: MediaTek Inc

Vendor Specific: MediaTek Inc

Vendor Specific: MediaTek Inc

Vendor Specific: Wi-Fi Alliance: Multi Band Operation - Optin
FILS Indication

RSN eXtension (1 octet)

Vendor Specific: MediaTek Inc
Tag: Multi-Link (822.11be D3.8)
Tag: EHT Capabilities (882.11be D3.@)
Tag: EHT Operation (882.1lbe D3.2)

Vendor Specific: Buffalo.Inc

MCS Rate Retry Type/Subtype

Destination 551D All

Source B55ID

Beacon

Probe Response BuffaloAP Broadcast “ikeriri?" Buffal

Probe Request
Probe Responses

Probe Req and Res

Choose the Display Filter button,
Management -> Probe Req and Res

Ctrl + [Up], Ctrl + [Down] to compare
IEEES802.11 Wireless Management Header

STA sends SSID, HE, EHT and Vendor
information by Probe Request, and AP
sends back Probe Response with SSID,
QBSS, HE, Multi-Link (Aggregating 2.4/5/6
GHz connections) and Vendor information




QBSS Load Element 802.11e CCA

"HI (N

v Tag: QBSS Load Element 382.1le CCA Version

|Tag Mumber: QBSS Load Element (11)

Tag length: 5
QBS55 Version: 2
Station Count: @

Channel Hilization: 6 (2%)

Available Admission Capacity: 31250 (1200888 us/s)

Field name

Contents

Station Count

Number of Stations
associated with the
BSS

Channel Utilization

Percentage of the
channel was sensed
as busy

Available Admission
Capacity

Remaining capacity
available for new
QoS

QBSS(QoS Basic Service Set) Load
Element is defined by IEEE802.11e

CCA (Clear Channel Assessment) is
the PHY-layer mechanism used to
determine whether WiFi is busy.

QBSS Load Element 802.11 CCA
Version contains network load
information: Station Count,
Channel Utilization and Available
Admission Capacity in Probe
Response by AP

STA determine which AP is the best
from the QBSS Load Element

Some Beacons may contain QBSS Load Element 802.11e CCA



Authentication (Open Systems/SAE) SHEESFEHQ

L |wlan.fc.tj,rpe_5u btype == 11

Tt

"] +  Management, Control Frames,

Mo. Time PHY type CH Freq.
4 9.136344 202.11a (OFDM) 53 6215MHz -59 dBm

Signal MCS Rate Retry Type/Subtype

All
Beacon
Probe Request

Destination  SSID

source B55ID

Probe Responses

IEEE 882.11 Wireless Management
v Fixed parameters (& bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 8xe8al
Status code: Successful (@x@808)
v Tagged parameters (13 bytes)
v Tag: Vendor Specific: Apple, Inc. (Data: @
Tag Number: Vendor Specific (221)
Tag length: 11
OUI: @8:17:f2 (Apple, Inc.)
Vendor Specific OUI Type: 1@
Type: 1@
Data: eeelodasceaogd

BuffaloAP iPhoneSTA
Broadcast
1

> Frame 4: Packet, 75 bytes on wire (688 bits), 75 bytes captured (688 bits) on interface unknown B8 B2 28 B0 6T BB B84 &80 Probe Req and Res
> Radiotap Header w8, Length 32 818 88 Bc 47 18 @@ 88 c5 aa o
v mA7 11 Ain dnf i G028 b@ @@ 3c 8@ B4 e cb 45 Authentication

L] im Antarmatann

Choose the Disblay Filter button,
Management -> Authentication

Ctrl + [Up], Ctrl + [Down] to compare
IEEES802.11 Wireless Management Header

This datalink uses Open System, STA and
AP exchange Authentication frame,
confirms SSID name for authentication.

If you find Open System, this connection

uses WEP/TKIP/WPA2, we may decrypt if

Kou captured the complete 4-way
andshake and we knew PSK.

If you find SAE, it uses WPA3




- - - - SharkEest’25
Asssociation Request and Association Response _E”FE (\
|m __,_.'__

'] +  Management, Control Frame:

[ﬂ |wlan.fc.tj,rpe_5u btype in {0,1}

Mo.  Time PHY type CH Freq. Signal  MCS Rate Retry Type/Subtype Source Destination S5ID BSSID All
Beacon
18 ©.163541 882.11a (OFDM) 53 6215MHz -61 dBm B Association Response BuffalodP iPhoneSTA Buffal Probe Request

Probe Responses

> Frame 8: Packet, 247 bytesz on wire (1976 bits), 247 bytes captured (1976 bits) on interface w fEea @@ 2@ 28 oo &f @0 04 a8 Probe Req and Res
» Radiotap Header wv®, Length 32 GEla 88 Bc 47 18 @@ @0 cb aa o
.. i 0E20 @8 B8 3c 88 84 e8 cb 45 Authentication
» 882.11 radic information b d b
» IEEE 802.11 Association Re : [ 51 =8 c» 45 I LB 78 74 Association Requests
' quest, Flags: ........ 0p40 65 72 69 72 €9 37 01 @8
v TEEE 882.11 Wireless Management gEsa 21 82 2 13 24 @2 a1 18 Association Responses
v Fixed parameters (4 bytes) G850 el eo aa of ac @4 @1 ee Aszociation Req and Res
* IEEE 882.11 Wireless Management
» Fixed parameters (& bytec) ( h th ) . I F . It b tt
[ ]

v Tagged parameters (258 bytes) OO S e e I S p ay I e r u O n y

Tag: S ted Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54 . .
T:E: V:izz: ;pecai';:: Wi-Fi Alliamce: IEEE19@5 Multi-AP Management -> ASSOCIatlon Req and Res

Tag: RM Enabled Capabilities (5 octets)

Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Paramster
Tag: BSS Max Idle Period ¢ Ctrl + [U p], Ctrl + [Down] to Com pare
Ext Tag: HE Capabilities

et Tog. 1 operation IEEE802.11 Wireless Management Header

Ext Tag: Spatial Reuse Parameter Set
Ext Tag: MU EDCA Parameter Set

. WIiFi datalink is created between STA and

Tag: Extended Capabilities (11 octets)

Tag: Vendor Specific: MediaTek Inc AP, EXChanglng aCtuaI ConnECt Specs.

Tag: Vendor Specific: MediaTek Inc
Tag: Vendor Specific: Wi-Fi Alliasnce: Multi Band Operation

. This connection uses WiFi7 and MLO (we

Tag: RSN eXtension (1 octet)

can find EHT, IEEE1905 Multi-AP, Multi

Ext Tag: EHT Capabilities (882.11lbe D3.8)

Ext Tag: EHT Operation (882.11lbe D3.8) -
Tag: Vendor Specific: Buffalo.Inc Ba n d O pe rat I O n tag S .

WOW OV W WY OV OV Y Y VYWY O VY Y YV YWY



EAPOL 4 way handshake A

|m ']+ Management, Control Frames, Data, Signal, Rate, Retry EAPOL

[ | eapol

BSSID Info

Destination SSID STA

Source

Mo.  Time FHY type CH Freq. Signal  MCS Rate Retry Type/Subtype

16 ©.179295 882.11a (OFDM) 53 6215MHz -58 dBm [ Qo5 Data iPhoneSTA BuffalofP BuffaloAP iPhoneSTA Key (Message 2 of 4)
18 @.1838e7 302.11a (OFDM) 53 6215MHz -68 dBm [ Qo5 Data BuffalofP iPhoneSTA BuffaloAP iPhoneSTA Key (Message 3 of 4)
28 ©.183962 302.11a (OFDM) 53 6215MHz -59 dBm 6 Qo5 Data iPhoneSTA BuffaloAP BuffaloAP iPhoneSTA Key (Message 4 of 4)

» Radiotap Header v@, Length 32 ° Choose the Display Filter button,

» 882.11 radioc information

) TEEE 502.11 QoS Dota, Flogs: -.....F- EAPOL, to filter 4-way handshake

» Logical-Link Control
v 882.1X Authentication

Version: 502.13-2004 (2 - There are 4 packets between AP

Type: Key (33

and STA to create a PTK (Pairwise

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 1] TranSient KEY) keyring, inCIUding

» Key Information: @x©885

Key Length: 16 TK T I K f h .

Replay Counter: 1 ( empora ey Or t e SeSSIOn,
WPA Key Monce: cb4bB7d9815blecasffccefi9bfl1f58ceattaadiaadbsfefoa74f3dfefelcs

kKey IV: @@dasgéfdcaddadoaddaadpaddaanasd A P S e n d S GT K (G ro u p Te m p O ral

WPA Key R53C: @@pddgddapoooadad

WPA Key ID: 2ea@0dcadaadoad KeY) for broadcaSt and mUIticaSt

WPA Key MIC: @9gdo@ddapoodddebpaddaabagdaasas

WPA Key Data Length: 22 Com m u n ication

> WPA Key Data: ddl480@fac@4581=35213857032c5754710092Fc@s58

Message 1 from AP contains source MAC and AP’s Nonce
Message 2 from STA contains source MAC and STA’s Nonce
Message 3 and 4 are encrypted (Message3 contains GTK)



© 882.1X Authentication

#14 #16 #18 #20 4 way handshake of EAPOL

"HI (N

Version: 8082.1X-2881 (1)

Type: Key (3)
Length: 138
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 2]
> Key Informatilon: @x@183

© 882.1X Authentication

Key Length: @

Replay Counter: 1

WPA Key Monce: 588a8a47eB032159122d43a76d98593ab5
Key IV: B@e@odaeapdddadooasddaaaddaaaaandd

WPA Key R5C: @@godooseossddas

STA creates PTK from PMK,
AP’s Nonce, AP’s MAC,
STA’s Nonce and STA’'s MAC ;

WPA Key ID: @@@gddoesoo0sdsa
WPA Key MIC: cdfS6flf2edd6Sfdcbbdced196%ad699
WPA Key Data Length: 43

> WPA Key Data: 38260100006face40l0002eTac04010008

882.1X Authentication
Version: 8382.1X-20@1 (1)
Type: Key (3}
Length: 395
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 4]
» Key Information: @x@8388
Key Length: @
Replay Counter: 2
WPA Key MNonce: 822082202000d08000dadaa0aadaaaan
Key IV: 20003222000202000030800000882200
WPA Key R5C: @@e@odasaoooaaas
WPA Key ID: @eadbodaaseooada
WPA Key MIC: @fb45bc999:e2c@eBcad320a6427ca%1a
WPA Key Data Length: @

AP creates PTK from PMK,
AP’s Nonce, AP’s MAC,
STA’s Nonce and STA's MAC

Version: 882.1X-2884 (2)

Type: Key (3)

Length: 117

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 1]

Key Information: 0x9883

Key Length: 16

Replay Counter: 1

WPA Key Monce: cb4b87d9315blecaefoccef8obfl11f58ceafeaatlzac
Key IV: 20002822800020200003000000332008

WPA Key RSC: 22000ddgappogaaa

WPA Key ID: 2080000008280080

WPA Key MIC: 222000002020002820020022000003208

WPA Key Data Length: 22

WPA Key Data: dd14086facB4881e3a3=1385703=c57547f@92fecas58

8e2.1X Authentication
Version: 882.1X-2884 (2)
Type: Key (2)
Length: 183
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 3]
» Key Information: @x13c3
Key Length: 16
Replay Counter: 2
WPA Key Monce: cb4bB7d9815blecasf9ccef89bfl1f58¢
Key IV: @g@daeaooodddadooadaatooadaapdoa
WPA Key R5C: @@@ooaddagdooada
WPA Key ID: @e@dpoadaagdoaad
WPA Key MIC: b3483369e6d859a57cacac3337e37636
WPA Key Data Length: B8
|NPH Key Data: aaa9777ad55T4f133366827adc@laelf:

23
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Decrypting WPA2 PSK

Use Pre Shared Key : SSID to decrypt WPA2-PSK

#sf25eu
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Open the trace wpa2wpa3.pcapng

There are two WiFi connections by same STA (e2:da:1e:a8:92:8f) as
iPadSTA and same AP (f0:2f:74:c4:f5:c4) as ASUS_AP

Both connection use same SSID: ikeriri6 and pass phrase: wireshark
The first connection from #1 to #13 is WPA2 PSK
The next connection from #14 to #27 is WPA3 PSK



Compare Authentication

Compare Open System of WPA?2

and SAE (Simultan
Authentication of

Use Display Filter
Management -> A
Ctrl + [Up], Ctrl +

compare 802.11 Wireless
Management Header

Open System confirms SSID,
exchange Status Code: Successful

Each AP and STA sends Scalar and
Finite Field Element value, SAE

Message Type: Co

SharkEest’25
EHEEHHE

A

L=

* IEEE 882.11 Wireless Management
v Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: @xBaol
Successtul (@x00008)
» Tagged parameters (35 bytes)

eous
Equals)

outtons to select
uthentication,

Status code:

IEEE 882.11 Wireless Management

v Fixed parameters (184 bytes)
Authentication Algorithm: Simultaneous
Authentication SEQ: @xesal
Status code: Successful (@x@ees)
SAE Message Type: Commit (1)
Group Id: 256-bit random ECP group (19)
Scalar: c678081lac5941dledfadd412b255567e53c885a0d12a22439a3e821c7d633F37e7
Finite Field Element: f4b7c34e5f@d5444381eldde353e54dcc838435b372a3933b7cc

Down] to

Authentication of Equals (SAE) (3)

Management

(48 bytes)
Authentication Algorithm: Simultaneous
Authentication SEQ: exegsz

Status code: Successful (@xeeen)

SAE Message Type: Confirm (2)
Send-Confirm: 1

IEEE 882.11 Wireless
* Fixed parameters

Authentication of Equals (SAE) (3)

mmit

Confirm: e@Sed@747ffce?dBdas55d7d7d3z2296c5b8fTaB7e5777d2dTa3t7abe74fce2343

Then AP and STA exchange
Confirm Value, SAE Message Type:
Confirm



SAE (Simultaneous Authentication of Equals) Handshake Shgﬁkfgﬁgfzs (\

SAE (Simultaneous Authentication of Equals) is known for
Dragonfly key exchange in RFC7664 https://www.rfc-
editor.org/info/rfc7664

Auth-Commit Auth-Confirm
Random:a A Random: b, B Confirm-A = Hash(KCK | scalarA | a | Ef;':_:;";:; |=e|-l|:;1h;ﬁ:::}| scalarB | b,
sA = {EI+.":'I.} mod g sB = {I:H-B} mod q elementA | elementB)

. elementB = PE"

A
elementA = PE™ - _SA'PE sB,PE _I_q

T o Each Alice(STA) and Bob(AP) can verify

s = (PE® x PE®)° s = (PE™x PEA | the packet’s Confirm value with the
o s calculated Confirm value

o AP and STA calculate their own and the ° KI;[BHM,E\SCAH P:-EA)ttr=(sB,eB,sA,eA)
other side Scalar and Finite field Cb= (Hash(K),tr)
element to create and share o |If the calculated Confirm value is the

PE(Password Equivalent) value using same as the packet, we can share
Elliptic Curve cryptography PE(Password Equivalent) value


https://www.rfc-editor.org/info/rfc7664
https://www.rfc-editor.org/info/rfc7664
https://www.rfc-editor.org/info/rfc7664

Confirm Data frames are encrypted

v IEEE 882.11 QoS Data, Flags: op..... T

S

.

Type/Subtype: QoS5 Data (@x8828)

Frame Control Field: @xB8cl

200 a2 0018 1188 = Duration: 44 microseconds

Receiver address: ASUS AP (f@:2f:74:c4:f5:c4)

Transmitter address: iPadSTA (e2:da:le:s3:92:8f)

Destination address: IPwvéemcast ff:01:27:fa (33:33:Ff:81:27:fa)

Source address: iPadSTA (e2:da:le:aB8:92:8T)

BSS Id: ASUS AP (f@:2f:74:c4:T5:c4)

STA address: iPadSTA (e2:da:le:aB:92:81)

cane . 8208 = Fragment number: @

eees 9808 0B@d .... = Sequence number: @

[WLAN Flags: op..... T]

Qos Control: @x3816

HT Control (+HTC):

CCMP parameters
|CEHF Ext. Initialization Vector: ax8eod2aaaa202
Key Index: @

exepeab2et

v Data (88 bytes)

Data: df24237@32516733724bfB6184cTb9531849ca@8f1bff3fl8e+dbasd
[Length: B8]

"HI (N

Check data frame #9
#10, #11, #12
encrypted by WPA2 and
#23, #24, #25 by WPA3

Open I[EEESO02.11 QoS
Data -> CCMP
parameters header,
these frames contain
CCMP Ext. Initialization
Vector as a packet
counter to protect
against Replay Attack,
AP and STA drops
frames with old IVs



IEEE802.11 decryption Shgﬁk’gﬁgfﬁ (\

""“”‘ | " . Wireshark supports WEP, WPA1/2
e L decryption and doesn't support WPA3
e | - Wireshark also supports TK(Temporal Key)

oo ! as a session key and MSK(Master Session
oo B Key) style decryption too.

m:,_ — - Right-click the IEEE 802.11 header, select
el Protocol Preferences -> Open IEEE 802.11
BT | e g g wireless LAN preferences.

IEEE 302154 | e wend or-spacific HT siemert

EEET 50 do B Call ibchsecion for rebianamitted 80211 hores

e .- Confirm “Enable decryption” is checked,

| Validate the FOS checksiim i i

S Open the “Edit...” button of Decryption keys.
- e IS . Note: you need to capture complete 4

Sln T packets of EAPOL 4-way handshake and you
e B Enabie decryption

i S i need to know SSID and pre shared key.

1EEE 30L11 UDP postiy)



WEP and WPA Decryption Keys Shgg,gﬁg_;?s ( %

! WEP and WPA Decryption Keys

You can set multiple WEP and WPA
ey type o decryption Keys in preference.

wep | wiresharkikerini - Select Key type as wpa-pwd and set
wep wiresharkikeriri? Key as [Pre shared key:SSID] style

wpa-pwd wireshark:ikeriri-3g
wpa-psk wireshark:ikeriri-24g2 . Select “Wpa-pwd” from the ||St bOX
tk 09775e9a0854ac 78991114754 7ddB17 and set “WII‘EShaI‘kaerII‘I6”

msk
v IEEE 882.11 QoS Data, Flags: op..... T
¢ e e e e i —— Type/Subtype: QoS5 Data (Bx0028)
~ IEEE 882.11 QoS Data, Flags: op..... T v Frame Control Field: @x88cl
Type/Subtype: QoS Data (@x@@28) » -0 = Version: @
. eo.. 1@.. = Type: Data frame (2)
» Frame Control Field: @x88cl 1000 ... - Subtype: 8
.BEE @8RE 0018 1166 = Duration: 44 microseconds > Flags: excl
» Receiver address: ASUS_AP (f@:2f:74:cd4:f5:c4) 000 2eee P91le 1100 = Duration: 44 microseconds
» Transmitter address: iPadSTA (e2:da:le:aB:92:8f) > Receiver address: ASUS_AP (f@:2f:74:c4:f5:c4)
> Destination address: IPvémcast_fT:81:27:fa (33:33:7f:81:27:Ta) ’ T"a“_smitFe'" address: iPadSTA (e2:da:le:a8:92:8f)
> Source address: iPadSTA (e2:da:le:a:92:5f) > Destination addr‘?ss: IPvemcast_ff:@1:27:fa (33:33:ff:01:27:Fa)
> Source address: iPadSTA (e2:da:le:aB:92:8f)
> B35 Id: ASUS_AP (f@:2T:74:c4:75:c4) > BSS Id: ASUS AP (f@:2f:74:c4:f5:c4)
» S5TA address: iPadSTA (e2:da:le:aB:92:8f) > STA address: iPadSTA (e2:da:le:aB:92:5f)
ceen s . BB0® = Fragment number: @ e . BBB@ = Fragment number: @
PE0 @BEE BOeA .... = Sequence number: @ 9000 @60D 000 .... = Sequence number: @
[WLAN Flags: op..... T] [WLAN Flags: op.....T]
3> Qos Control: @x3@le
» Qos Control: @x3016 > HT Control (+HTC): @x@oeeb2af
» HT Control (4HTC): exeeeab2af v CCMP parameters
v CCMP parameters CCMP Ext. Initialization Vector: @x2e000088e082
[ccMp Ext. Initialization Vector: 9x@eeeeeaeses2 Key Index: @
Key Index: @ [TK: 4c1@2fd43613c535484d0777088a6503 ]
[PMK: 31bb752680a424aac@120920b39458287ca45b0f30204Ff5642bF23067a6Td31 ]
v Data (88 bytes) . -
» Logical-Link Control
Data: df24237032516733724bf86184cfb9531849ca@df1lbfT3f18efdba6d > Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ffal:27fa
[Length: 88] > Internet Control Message Protocol vé




WEP and WPA Decryption Keys

Info

Association Request, SM=334, FN=8@, Flags=
Association Response, SN=1, FN=8, Flags=

Key (Message 1 of 4)
Key (Message 2 of 4)
Key (Message 3 of 4)
Key (Message 4 of 4)

---------

Neighbor Soclicitation for fed@:

:1cd42:ce@7 :6801: 27T

Who has 192.168.58.17 Tell
DHCP Request - Transaction ID @xacfe7508

Router Solicitation

Association Request, SM=3843, FN=8, Flags=........ ,

Association Response, SN=2, FN=8, Flags=

Key (Message 1 of 4)
Key (Message 2 of 4)
Key (Message 3 of 4)
Key (Message 4 of 4)

QoS Data, ShN=8, FN=8,
QoS Data, SN=1, FN=@,
QoS Data, SN=2, FN=8,

Flags=op.....T
Flags=op.....T
Flags=op.....T

192.168.58.236

SharkFest'25
EUEEPE ( \

We can find plaintext data frames
such as Neighbour Solicitation of
IPv6(#9), ARP Requests(#10), DHCP
Request(#11) and Router
Solicitation of IPv6(#12) as the
result of decryption of WPA2-PSK

But We still can not decrypt WPA3 if
we use the same SSID and Pass
phrase, and if we have the complete
set of SAE Authentications and 4-
way handshake.

Frame 9: Packet, 17@ bytes on wire (1368 bits), 178 bytes captured
Radiotap Header v@, Length 44

882.11 radio information

IEEE 802.11 QoS Data, Flags: op..... T

Logical-Link Control

Internet Protocol Versionm 6, Src: ::, Dst: ff@2::1:ffeil:z27fa
Internet Control Message Protocol ve

W% %W % % NN
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Wireless in Live Action

Actual use case of Wireless packet capturing
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We can capture the complete set of 4-way
handshake and connection sequence
between AP and STA, if we test in the
Anechoic Chamber or in the shield box.

But wireless packet analysis in live actions
is far different, we merely capture the
complete sets of 4-way handshakes, nor
connection sequences.

WPA3 and PMF(Protected Management Frame) is common now.

But we still get the various information about the Wireless
environment from the trace file.

WiFi SIGINT is WiFi Signal Intelligence, get Important Information
like finding the needle in a haystack of the WiFi trace file




WiFi SIGINT (WiFi Signal Intelligence) SHEE"";ESF‘EH (\

AZEA - It is inevitable to drop many wireless packets,
O - Frrl-E-F and we need a huge amount of time and money
2 to get all frames, and it may be impossible. We
il do not have to pursue full capturing.
T P . We do not have to lock in fixed WiFi channel,
- but switching channel in short interval,
o 8 scanning wireless environment.
= . 200ms/CH is good parameter of WiFi scanning,
7 8 because 100ms is usual time of Beacon interval
— of the AP
@0 — :
TR .- For example, set your WiFi capture equipment
B to scanner mode, set all 2.4/5/6GHz channels,
- capture WiFi packets at 200ms/CH
[ [
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* We have smart devices everywhere and every time, and all
devices have WiFi and their MAC address.

* When you visit your favorite cafe, you bring your MAC address
and your information.

 We can map the network, identify devices and access points,
detect unknown STAs, rogue APs, attackers and so on



WiFi SIGINT (WiFi Signal Intelligence) i’sﬂ‘réﬁp‘f_s B
 CEATEC 2025 is one of the biggest
IT conference events in Japan.

e |keriri booth is located at Hall 6 in
the 75,000m square feet of
Makuhari Messe, Chiba prefecture.

* Open wifisigint.pcapng, 11MB trace
file at 15:25:21 to 15:25:41 (79
seconds) in 14th, October, the first
day of the conference

* Choose Statistics -> Capture File
Properties to confirm the number

of packets (53809), size of the
trace file




Wireless LAN Statistics

M vifisigint.pcapng
File  Edit

dm @ a3 =E§ 8IS =
[ [Apply a display filter
Mo, Time PH‘I’WPE CH Freq Signal

B ] B4

‘ Wireshark « Wireless LAN Statistics . wifisigint.pcapng

View Go Capture  Analyze Statistics  Telephony  Wireless  Tools

Bluetooth Devices

WLAN Traffic

Bluetooth ATT Server Attributes

Bluetooth HCI Summary

SharkFest’'25 ("

. Choose Wireless -> WLAN Trafﬂc

to display Wireless LAN Statistics

— O >

s

BSSID Channel 551D Percent Packets Percent Retry Retry  Beacons Data Pkts ’robe Regs ‘robe Resp Auths  Deauths Other Protection
¥ <Broadcast> 0.0 0.0 0 0 2 0 0 0 0 0
> 00:00:00:00:00:00 <Broadcast> 0.0 0.0 1] 1] 1] 1] 1] 1] 1] 2
¥ 000947 1:01:18 132 0000=oftbank 0.1 38.5 5 4 3 0 6 0 0 0 Unknown
»  0009:bd:71:07:8c 112 0002=oftbank 0.0 333 1 0 0 1 p 0 0 0
¥ 00:09:b4:71:0a:c0 124 0000softbank 0.0 75.0 3 0 0 0 4 0 1] 1]
o 000907 1:13:48 116 ABCeatec_EXT 0.1 6.3 1 1 0 1 4 0 0 0
> 0009bd:71:15:2F 11 0000=oftbank 0.0 0.0 0 2 0 0 0 0 0 0
3 00:09:b4:71:15:30 140 0000=oftbank 0.1 25.0 3 3 0 0 9 0 0 0
¥ 00:25:00:f:94:73 <Broadcast> 0.5 14.9 10 1] 4 1] 0 0 0 63
o 00e2bef5:5b:85:2e 1 <Broadcast= 0.0 0.0 1] 1 1] 1] 1] 1] 1] 1]
» 00:2bef5:5be85:30 128 Buffalo-5G-8520 0.1 0.0 0 2 0 0 11 0 0 0
Display filter: Enter a display filter Apply
Copy Save as... Close Help

- We can sort, extract and right-click to filter BSSID, Channel, SSID,
Percent Packets, Percent Retry, Retry, Beacons, Data Pkts, Probe
Reqs, Probe Resps, Auths, Deauths, Other and Protection Columns
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tshark is a good tool for counting APs and STAs
Let’s list Transmitter address (wlan.ta) of the wifisigint.pcapng
Use -T fields -e wlan.ta options to pick up Transmitter Address

C:\Users\megumi\Desktop>tshark -T fields —-e wlan.ta -r wifisigint.pcapng
d0:65:78:17:¥8:22
£5:d5:80:1d:01:e0

Redirect the result as TA.txt and cat TA.txt | sort | unig | wc -l

to count up the unique MAC address of the transmitter.
C:\Users\megumi\Desktop>tshark -T fields -e wlan.ta -r wifisigint.pcapng >>TA.txt

C:\Users\megumi\Desktop=>bash
/mnt/c/Users/mequmi/Desktop

cat TA.txt | sort | unig | wc -1
1344
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Counting the number of AP and STA

_ ﬂ.|——

AP sends Beacons, so counting unique AP by using
-Y wlan.fc.type_subtype==8 and redirect as AP.txt

C:\Users\megumi\Desktop>tshark -T fields -e wlan.ta -r wifisigint.pcapng -Y wlan.fc.type_subtype==8 >=AP.txt

C:\Users\megumi‘\Desktop=bash

/mnt/c/Users/megumi/Desktop
cat AP.txt | sort | uniq | wc -1
215

Counting AP using sort, unigq and wc -|
There are 215 Aps in this trace file

All MAC addresses 1344 - AP’s MAC address 215 = 1129 STAs




Privete MAC Address s,’gﬁﬁgfﬁ ( \

A private MAC Address is a locally administered MAC address, a
hardware address that is not globally assigned by a manufacturer
(OUI) but instead generated by the device or operating system

- Smart devices such as iOS and Android OS use a Private MAC

address as the default.
v Source: Dell 5d:3c:d4 (cc:48:3a:5d:3c:d4)
T LG bit: Globally unigque address (factory default)

N IG bit: Individual address {(unicast)

- Private MAC addresses’ LG bit (Specifies if this is a locally
administrated or globally unique (IEEE assigned) is true,
that means the 7t bit of the first byte of the MAC Address is 1

- For example, Private MAC address starts with x2, x6, xA, XE, etc.

- We can filter Private MAC address as Display Filter Expression as
eth.src.lg==1 in the Wired network
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If we want to filter the Private MAC Address in a Wireless network,
we can filter as Wireshark Display Filter syntax as
wlan.ta[0]&0x02==0x02

wlan.ta[0O] means the first byte of the transmitter address
& means bit-based AND calculation

0x02 is the mask pattern matched for the 7t" bit of the first byte
Using tshark to filter the transmitter MAC address that is private

C:\Users\megumi\Desktop>tshark -T fields -e wlan.ta -r wifisigint.pcapng -Y "wlan.ta[8]&0x02==0x02" >>private.txt

C:\Users\megumi\Desktop>bash

/mnt/c/Users/megumi/Desktop
cat private.txt | sort | uniq | wc -1

812

Using cat, sort, uniq, and wc commands to count the private MAC
Private MAC STAs: 812, all STAs: 1344

so two-thirds(about 66%) of STAs are smart devices.



Try Display filter as “wlan.ta[0]&0x02==0x02" SHEF%SF?S Q

M vifisigint.pcapng = O x
File Edit WView Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
48 7@ RE QRe==F & 5= QAQQHH
(W | wian.ta[0]&0x02==0x02 <] -]+ Management, Control Frames, Data, Signal, Rate, Retry EAPOL MAC,
Mo, Time FHY type CH Freg. Signal MCS Rate Retry Type/Subtype Source Destination SSI  BSSID STA  Info Private
Strange
32 @.734988 .11b (HR/D.. 4 2427MHz -67 dBm 1 v Probe Response icfcf:2@:fe: Intel dc:aa:a@ "AQU.. Se:cf:cf.. Probe Response, SN=1886, FM=8, Flags=...
55 1.672060 302.11b (HR/D.. 9 2452MHz -68 dBm 1 Request-to-send 2:ca:54:e3:bo: HuaweiDevice 1f:f@: Request-to-send, Flags=
- 2.674000 .11a (OFDM) 5188MHz dBm 822.11 Block Ack 11d:4b:10:28: RuckusWirele 37:23: 802.11 Block Ack, Flags=
1.. 2.68308@ 8@2.11a (OFDM) 36 5138MHz -82 dBm & Beacon frame 22:7c:98:ec:4f:37  Broadcast {MIS.. 22:7C:98. Beacon frame, SN=2973, FN=8, Flags=...... —

(OFDM) 158N dBm Request-to-send :1d:4b:19:28:2 RuckusWirele 37:23: Request-to-send, BES=erannnns

2 (OFDM) 48 dBm Probe Response 76:5@8:a3:da:b2:aa Probe Response, SN=148, FN=8, Flags=....
2 8@ (OFDM) 48 3 dBm Request-to-send :89:d3:c6:92:0 AskeyCompute 98:35: Request-to-send, BES=..unnnan

2. 88 (OFDM) 48 dBm Request-to-send 2:97: 8] :14:78@  ZhongGeSmart 6b:8d:] Request-to-send, BES=. . anrnn

Ay 8@ (OFDM) 48 3 dBm Request-to-send 189:d3:06:92:0 AskeyCompute 98:35: Request-to-send, BES=. . annnns

A 8@2 (HE) 48 dBm Data TPLink_72:a5:88 TPLink_7.. Qo5 Data, SN=3442, =0P.uuss
2. 2.8919e@ 8e2.1lax (HE) 48 5288MHz -77 dBm QoS Data f2:d5:65:11:cc:75  TPLink_72:a5:88 TPLink_7.. f2:d.. QoS Data, SN=3448, FN=B, Flags=op.....
2. 2.89198@ B02.11ax (HE) 48 5208MHz -77 dBm QoS Data f2:d5:65:11:cc:75 TPLink_72:a5:88 TPLink_7.. f2:d.. Qo5 Data, SN=3451, FN=B, Flags=op.....
2. 2.891@8@ Be2.1lax (HE) 48 5208MHz -77 dBm QoS Data f2:d5:65:11:cc:75 TPLink_72:a5:88 TPLink_7.. f2:d.. Qo5 Data, SN=3455, FN=B, Flags=op.....
2.. 2.892000 802.1lax (HE) 48 5288MHz -77 dBm Qo5 Data f2:d5:65:11:cc:75 TPLink_72:a5:88 TPLink_7.. f2:d.. Qo5 Data, SHN=3465, FN=8, Flags=op.....
2.. 2.892080 802.1lax (HE) 48 5286MHz -77 dBm Qo5 Data f2:d5:65:11:cc:75 TPLink_72:a5:88 TPLink_7.. f2:d.. Qo5 Data, SN=3477, FN=8, Flags=op.....
2. (OFDM) 48 5288MHz -74 dBm & Beacon frame €h:4e:37:34:2e:d8 Broadcast "Glo.. ch:4e:37. Beacon frame, SN=141, FMN=08, Flags=....
Ay 8@ (OFDM) 48 Request-to-send 2:d5:65:11:cc:75  TPLink 72:a5:87 Request-to-send, BES=. . annnns

Ay 8@ (OFDM) 48 Request-to-send 2:89:d3:c6:92:0 AskeyCompute_98:38: Request-to-send, BES=.iannnns

A 882 (OFDM) 48 Request-to-send 2:97:81:2d:14:78@  ZhongGeSmart_6b:8d:] Request-to-send, BES=.rannnns

2. 802.11 Block Ack :14:70  ZhongGeSmart 6b: 802.11 Block Ack. Siinamaas

. Two-thirds of the STAs are Pr|vate MAC addresses in the
conference center

J.0lz2a00 BOZ. (OFDMY 44 5228MHz dBm




Important hint of iOS’s Private MAC Address SHEE}[’;ESF‘EH (\

iPhone and iPad use a Private MAC address by default,
iOS uses randomized MAC address in different locations.

But iOS has interesting characteristics, iPhone and iPad use the
same Private MAC address in the exact locations every time.

- That helps us identify the devices, for example, you watched
some Private MAC address on Monday, and you find the same
Private MAC address on Tuesday. The device is the same!!

[Cena) &—_' i,
- * I :
R 8
aE 8

.1, sii. wies iees we.. = LG bit: Locally administered address (this is NOT the factory default)
caa® L.i. wiis ceee ww.. = IG bit: Individual address (unicast)

_4'“’ 4

AEE0
v Transmitter address: EE:EE:bC:ld:45:f? {EE:EE:bC:ld:#S:f?]
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a - We experienced the interesting pattern
of BSSID in the same AP.

. AP uses a sequential MAC address for
different bands’ BSSID, for example

R
-]

s 2.4GHz BSSID

L] L]

b U H

= S BO:BE:76:12:34:56 for 2.4GHz band
S - BO:BE:76:12:34:57 for 5GHz band
BO:BE:76:12:34:58 for 6GHz band

m GHzGuestBss.D . Sometimes an AP uses multiple SSIDs

,,,,,, : with similar BSSIDs
BO:BE:76:12:ab:cd for main SSID
BO:BE:76:12:ab:ce for guest SSID

L LR

..... RS . First 3 bytes are the same -> same OUI

—— . First 4 bytes are the same -> same AP



Interesting MAC Address " EUROPE (\

ﬂl
ﬂlwianr.amlﬂ.‘--l:l}m-m-x[l o 171-22-33-d2d-55-56 de-ao-be-sl-00- 0] |t3 ‘|'1 hlarmg sment, Comtrold Framess,  Data,  Signal, Ratm, FRamtry E&POL FWA

'HG. Time F‘H‘ Vpe CH - Freg, Signal MCE: Rate Retry Type/Subtype SoUre I:'enlnabnvr* sHD B3 SIEI T Inmg
53 AARE % —. T F - IE'_ |#§w T .-.--| = ..-| __ -|- . I W - :I:'_ o e R v - i Y

I Lﬁl-.‘.i!-ﬂ-ﬁ.ﬂﬂi ia mﬂ:n: 1. S50HHT —Eih;ﬂ- b Associntion. Request ﬁawm aaan—ga.. ﬁasarm. Association nequcmmﬂm Fh=h, F1g3= ........ [Hulfnr-udi'-ul:.l.-t]
2. S5 4E7E_ BAZ.11a (OFOM) 1. S5HBMHT -7%5 dBm & fzsorintiom Hu:|4.|n-5-t GBI PO:GD__ DBrOD:e. BB:GE:108 Associztion Request, SN=3445, P8, Flags=...._...[Malforsed Packet]
3 66.7310- £02. 118 (OFDM) 1. 5380MHZ -76 GBm & Assoclation Mequest OB:S0aD_. BF:G0:08. B 07 B Assoclation Request, SH=3432, Fi=8, Flags=........[Malformed Facket]
3. E9.1870. BBZ,1Ea (OFDM) L. S38BMHz -33 dSn 4 bsrocintion Request ©9:00:99 . 08:00;08. i 88 BB ‘Associstion Request, SN=3993, PN=8, rlags:........[Malforeed Packet]
3_ 788618 B8 11a (OFDM) 1. S5HEFAH: =63 dbn & dssociatdon Aequest B8:B008 __ 6850890, B8 GE BE Associstins REquest, ﬂi-l]IIEI Fil=f, Flags=...._.. [Ralforsed Packet]
4. 71,8886 BA2.113 (OFDM) 1. 5580MHZ -75 aBm [ Association Request S9:ediom . o8:00;00. B EET Y ‘Assoclation Request, SH=3562, ﬂl-q;. FLaps=. + i -1 [MalTormed Packet]
4x 72.4130. 882, 1la (OFOM) 1. 3388MHC -74 dom o #zsocintion Request ©8:E0108 . O0:00;BE. B0 80 D Association Request, SH=357L; TN=0, FLEESs .o .. . [Malformed Packet]
4_ 73.1358_ 887.1%a {OFDM) 1. 558AMHz -67 BN E assoclotion fequest @98:E0:08 - OR:G8:08. =1 BT Assoclation Request, SN=3582, Fl=8, Flags=........ [Malformed Packet]
S FRO3M0- 882,10 (OFDM) 1. SSAGMHE -55 cbw b Aasorintion Request OO8:B:00 . B0:00:00. 0 0 B Associstion Request, SH=4047, Fi=8, Flags=........[Mslforeed Packet]

[ sp?s.m 1%a (DFDM) L. S5EBEHZ -75 don - Essocimtion Hequest 0100130 . OF:001968. BE1981 0. Associstion Request, SH=3E76, FM=B; Flagse........[Malformed Packet] |

Sometimes an attacker uses interesting MAC addresses,
00:11:22:33:44:55 for debugging/testing

DE:AD:BE:EF:00:00 for joking

AA:BB:CC:DD:EE:FF is the default value of the attack tool
00:00:00:00:00:00 is seen when the packet is broken

If you find these MAC addresses on your network, someone is
measuring, attacking your WiFi, or packets are broken.

For example, try display filter as wlan.ta in {00-00-00-00-00-00,
11-22-33-44-55-66, de-ad-be-ef-00-00, aa-bb-cc-dd-ee-ff}
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Pick up the certain SSID E”WFE (\

The capture point is Iker|r| S
booth at Hall 6

Working Lounge is located at
Hall 5, about 100 meters away
from the capture point.

Wireless -> WLAN traffic, sort
the SSID column, and pick up
“Hall5_Working_Lounge_Space”
that BSSID is f4:d5:80:1d:01:e0
and f4:d5:80:1d:01:e8

dsiT mimET=T

M Wireshark - Wireless LAN Statistics - W|ﬁ5|g|r1t pcapng — O
BSSID Channel 551D Percent Packets  Percent Retry Retry  Beacons Data Pkts ‘robe Regs ’robe Resp Auths  Deauths Other Protection
> fhd5B0:1d:07:e0 52 Hall5_Working_Lounge_Space 2.3 221 16 215 0 a5 2 0 9 Unknown
» |f4:d5:3[t1d:ﬂ1:e8 116 Hall5_Working_Lounge_Space l 379 a0 404 0 184 34 5 23 Unknown




“Hall5_Working_Lounge_Space” i‘gﬂ‘,{ﬁﬁ;f (\

! wifisigint.pcapng — O
FLER: RBRes=F oS Eaaaiy
[N | wian.bssid in [f4:d5:80:1d:01:e0, #4:d5:80:1d:01:e8} <] ~| + Management, Control Frames, Data, Signal, Rate, Retry EAPOL MAC,
Mo.  Time PHY type CH Freg. Signal  MCS Rate Retry Type/Subtype Source Destination SSID BSSID STA  Info
1.. 4.84500@ 382.11a (OFDM) 1l1.. 5588MHz -32 dBm 6 QoS Null function (.. Intel 13:8e:f9 Yamaha_1d:@1:e8 Yamaha_l.. Inte.. QoS Mull function (No data), SN=&, FN=0, =
2..13.7320.. 882.11a (OFDM) 52 5268MHz -77 dBm 3 Probe Response Yamaha 1d:01:e@ 52:94:49:96:c8: e "Hal.. ¥amaha_1.. Probe Response, SN=2876, FN=@, Flags=....—

. Set Display F|Iter as wlan.bssid in {f4:d5:80:1d:01:e0,
f4:d5:80:1d:01:e8} to filter “HaII5_Work|ng_Lounge_Space” SSID

. This SSID is operated by two Yamaha APs, so pick up STAs as
wlan.bssid in {f4:d5:80:1d:01:e0, f4:d5:80:1d:01:e8}
and !(wlan.ta.oui_resolved contains Yamaha)

M wifisigint.pcapng = O >
File Edit WView Go Capture Analyze Statistics  Telephony Wireless  Tools  Help

Adm @ RE Qes=FaZEaaa

[ﬂ|wlan.bssid in {f4:d5:80:1d:01:e20, f4:d5:80:14:01:28} and !(wlan.ta.cui_resolved contains Yamaha) |Ei "]+ Management,_ Control Frames,  Data, Signal, Rate, Retry EAPOL MAC,
Mo. Time PHY type CH Freg. Signal  MCS Rate Retry Type/Subtype Source Destination SSID BSSID STA  Info

Yamaha_1d:@1:e8 Yamaha_l.. Inte. Qo5 Mull function (No data), SN=8, FN

B Intel 13:8e:f0

1.. 5588MHz -82 dBm QoS Null function (..

{ 1147 4.84508@ 3082.11a (OFDM)

Sony_99:65:99 Yamaha_l.. Inte. Qo5 Data, SN=412, FN=-8, Flags=.p.....

52 526@MHz -76 dBm Intel 41:01:54

2848 13.8780.. 882.11lax (HE) Qo5 Data

Yamaha_1.. Inte. Qo5 Data, SN=855, FN=8, Flags=.p.....

Intel 41:01:54 Sony_99:565:99

52 526@MHz -75 dBm

QoS Data

4676 21.0860.. 882.11ax (HE)

. Let’s think about the Signal Strength of this SSID



“Hall5_Working_Lounge_Space” Shg;,*,ggspfgs (\

We need to add a filter for the frames Type/Subtype is QoS Data
set Display Filter as wlan.bssid in {f4:d5:80:1d:01:e0,
f4:d5:80:1d:01:e8} and and wlan.fc.type_subtype ==40

Sort the Signal Column descending, from strong to weak signal

Fl = RE Q9= E§ 4 =S aat g

B [velarebasicd i (P50 del e, (0 5810 e] and {felsntao resatved tonteins Yamahal ard wian & fvpe_ubtpe ==40 [ ES3 = |+ Memagement, Cantro |Fames, Dotn, Sgal  Ese. At EAPDL  MAC

M Timrse FHY type CH  Feqg.  Signal WS Rate  Relry TwpssSublype SOurce Destration 5SS B55ID TA  Inhe
13369 48,4950, #2110 (HE) 116 S5H0MHz -63 din B, G0, (o5 Date edrenrbo idi 4587 IPvkacast fhb Yamsho_1. elie- (oS Oote, SN=112, Fh=f, Flegs=ug
13358 45 4548 Ba 1lnx {HE) 115 S580MHT -63 dEm E.5aa.. QoS Daka. elrenike 14245147 IPwSmcast fi Yemsha 1. e2te QoS Dats, SH=118, Fh=8, Flagseog
195532 53,5778, 802, 11ax (HE) 11E S8z -74 dEm B, 188 o Qo Diaka- c2rB5iderebid1130 . Sony 95185595 Yomsha 1. c2r8. QoS Dats SH=16%, Fh=3, Flagseog
19968 59,5760, 832 118x (HE) 116 S5hdHz -75 dbe B.108.. + (oS Daks e85 dei ekt 30 Sony 09:65:90 ¥emsho_1. cl:B- (o5 Oots, SH=165, Fl=, Flag==og"
TIEL 28,5398, 803 11nx. (HE) 116 S5E@HHT -75 dEn 1595 o Qo5 Data. c2ia5:da:ehadd: 30 Vemsha 1. c2:3. Qo5 Dats, SHeI755, F=g, Flaggac
4ETH 71, BMBEE. BA3, Ilax (HE] 52 S2E@MT -TH dEm I3.849. Qo%- Diaka- Intel 41i81154 Sony 9516593 Yamsha 1. Inte. Q05 Dats; SHeBEL; . Fl=d, Flags=ip
S57B 21, Bt 892, 118x {HE) 52 Sf@viz -75 dim 21.869., Qo5 [aka Intel 41:#1:54 Sony_09:65:99 ¥amsha_1. Inbe- QoS Oots; SM=059, Fhi=f, Flag==.p
4677 1. PGE. BAY_11nx (HE) 52 SredeHT -T§ dBm 2B Qof Data. Intel 41:6d:154 Soay 59165499, Yamaha 1. Inte_ (o5 Oats, SHe=B57, Fi=d, Flagss_g
4676 21, B0GE. 293, 11ax (HE] 52 S2E0MHz -75 dEm 23,89 2ot Daka intel AlrElesg Sopy 95165199 Yomsha 1. Int=. QU5 Data, SH=855, Fhi=B, Flags=.f
2548 13, 6760, B2, 11nx (HE) 52 526dMr - 76 dbe 21.89., Qo5 Deta Intel 41:81:54 Sony_99:65:99 Yamsho_l. Inbe~ OuS Oote, SM=412, Fi=F, Flegs=.g
384 57 .4%48. BOE 1lnx. (HE) 116 S5B@MhT 77 dBm 15 04 Qo% Data. cdiB5rae:ebi41 30 Soay B9:65:90. Yamsha_i. c2i8_ (o= Oaté, SHe3825, Fi=g, Flagiec
32323 67,4198 892, 1lax (HE) 116 E588MHz -7 dEm AT 28 ot Dota c1rESrde1ebidls I8 Sory_95IB5E9 Yomsha 1. c2:8. QoS Data, SH=3825, FM=B, Flagsac

Strongest two packets’s Signal Strength(dBm) are -63dBm,
But the others start from -74dBm to -92dBm

100 meters away’s signal starts from -75dBm?



RSSI investigation in WiFi SIGINT 5"55'55‘5?’35 (A

. This trace is captured at a huge conference site, like a stadlum,
A big open space, and many people visit the booth

1 ' If we touch the wireless

RSSI starts | capture card with the devices,
Bl | fom-75dBm SN get -30dBm in Japan (in
Cerars i Japanese radio law condition)

g . E E H e Noise floor, the lowest signal

e — is measured from -95dBm to
22 2105 dBm in usual

How about the office, the office floor is covered by many glass
and gypsum board partitions.

- These materials have different attenuation values (in dB) and
reflection percentages of 2.4/5/6GHz signal



Attenuation in dB and Reflection rate of 2.4/5GHz signal

SharkEest’25
EHEEFE

A

- In general, attenuations and reflection rates of 2.4/SGHz 5|gnal

Materials | 24GHz attenuation Reflection Rate

Glass partition
Gypsum board
Metal Door

20cm concrete

A
A
A

About 2-4dB

oout 3dB A
oout 16dB A
oout 20-30dB A

About 3-6dB
oout 4-5dB A
pout 28dB A

oout 25-45dB A

About 15-20%
oout 3-5%
oout 100%

oout 15-25%

- These parameter helps us to determine the device is on site or
off site, if you capture signals at -30dBm, the device locates in
just a few meters away, if you captured at -31 to -50, the device
may be in the same room, if you capture at -51 to -60, the device
may locates in the same floor, if you capture at -61 to -79, the
devices may be in the same building...



Signal threshold examples

SharkFest'25 (‘

. Usual threshold of WiFi RSSI(Receive Signal Strength Indlcator)

RSSI(dBm) Location ____Details

A few meters away

From O to -30Bm

From -31 to

From -51 to

From -61 to

From -/1 to

From -81 to

-50dBm

-60dBm

-70dBm

-80dBm

-90dBm

Same room

Same room
or next room

Same floor or
same building

Same building

Same building
or outside

Outside

In the same room or next
room divided with thin wall

Nt
OUl

Ref

ne same floor or same
ding of next floor

ected signals from 2-3

floors away

Reflected signals from
outside or concrete wall

The lowest signal for data



. . SharkFest’'25
Create Display Filter button E"WFE (\

Edit -> Preferences and Choose Filter Buttons

B Signal/Same room radiotap.dbm_antsignal <=-0 and radiotap.dbm_antsignal »=-30

B Signal//Same | Next room radictap.dbm_antsignal <=-31 and radiotap.dbm_antsignal >=-50
B Signal//Same floor | Same building radictap.dbm_antsignal <=-51 and radiotap.dbm_antsignal >=-60
B Signal//Same building radictap.dbm_antsignal <=-81 and radictap.dbm_antsignal >=-70
B Signal//Same bld | Qutside radictap.dbm_antsignal <=-71 and radictap.dbm_antsignal >=-30
B Signal//Outside radictap.dbm_antsignal <=-81 and radiotap.dbm_antsignal >=-90

Let’s start a live demonstration
Part1: Collect WiFi scan packets with CommView for WiFi
Collect WiFi scan packets with Metageek Apps
Part2: Save and merge traces as a pcapng trace file
Start WiFi SIGINT analysis with Wireshark!!



USE WIRESHARK

Thank you for your participation.
Please complete the survey

trace files and Wireshark profiles are here:
https://www.ikeriri.ne.jp/sharkfest/wifi7_sf24eu.zip

)ﬁ

. % Ikeriri network service
iy g ":\ ¥

S N2 //www. ikeriri.ne.
p N http://www. ikeriri.ne. jp

#sf25eu

JaPhD
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