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S whoami =oRpeE

- Relational therapist for computer systems

- Solve {application,network,performance}-issues
by looking at the communication between systems

« Member Wireshark core-team since 2007

 Started SYN-bitin 2010

- Application and Network troubleshooting

- Protocol and packet analysis
- Training (Wireshark, TCP, TLS)

. Wireshark Certified Analyst (WCA) #1 &
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deep traffic analysis

Application and network troubleshooting

Protocol and packet analysis

Training (Wireshark, TCP, SSL)

www.SYN-bit.nl
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A little history of packet capturing urore
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» 1988: tcpdump

- Van Jacobsen, Sally Floyd, Vern Paxton, Steve McCanne
- Lawrence Berkely Laboratory

. 1994: libpcap becomes separate library
- 1998: Ethereal

» 1999: WinPcap
- Development stopped in 2018
« 2006: Wireshark

» 2013: Npcap

- Replaces WinPcap in Wireshark Installer
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Challenges with packets? EURDPE
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. Access to packets more and more challenging,
especially in cloud environments

- Encryption is more widespread and decryption
not always possible

. Containers and kubernetes make workloads
more volatile

. What if we could dig into system calls instead?
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What are system calls? EURDPE
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open() connect() read() write() close() many more
Operating System
Hardware
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Capturing system calls? EURDPE
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open() connect() read() write() close() many more
Operating System
Hardware
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libscap/libsinsp usage very similar to using libpcap EUPE

B ~/ ~
STRATOSHARK Sysdig
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» 2014: sysdig
- Loris Degioanni (who also started WinPcap)

« 2016: Falco

- 2018: Falco handed over to CNCF, graduates in 2024
- https://github.com/falcosecurity/falco

« 2021: libscap/libsinsp handed over to the CNCF
- https://github.com/falcosecurity/libs

. 2021: Add plugin infrastructure to falco libs
- Makes ingesting cloud logging possible (like AWS cloudtrail)

» 2025: Stratoshark

- Gerald Combs (who also started Wireshark)
- https://qgitlab.com/wireshark/wireshark/-/tree/master/ui/stratoshark

libscap / libsinsp
(no logo, yet?)

N
sysdig

~ >

\ _
7 Falco  STRATOSHARK
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ilarities... " EURDPE

network packet domain system call domain

V)
sysdig STRATOSHARK / Falco

cli capture/viewer gui capture/viewer intrusion detection cli capture/viewer gui capture/viewer intrusion detection

LiBPCAP libscap / libsinsp

shared libraries shared libraries
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SYSd Ig - ;unaps

beheen@docker-macbook ~$ timeout 1 sudo sysdig

18 17:26:38.3190858248 1 sysdig (175349.175349) > switch next=0 pgft _maj=0 pgft_min=1043 vm_size=282380 vm_rss=15176 vm_swap=0

19 17:26:38.319130574 1 <NA> (<NA>.@) > switch next=175349(sysdig) pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=@ vm_swap=0

40 17:26:38.319211982 1 sysdig (175349.175349) > switch next=0 pgft_maj=0 pgft_min=1047 vm_size=282380 vm_rss=15176 vm_swap=0

41 17:26:38.319214149 @ <NA> (<NA>.8) > switch next=174903 pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=0 vm_swap=0

42 17:26:38.319221698 0 <NA> (<NA>.174903) > switch next=0 pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=0 vm_swap=0

43 17:26:38.319233397 1 <NA> (<NA>.0) > switch next=175347(sudo) pgft_maj=0 pgft_min=8 vm_size=0 vm_rss=0 vm_swap=0

44 17:26:38.319239238 1 sudo (175347.175347) < ppoll res=1 fds=11:u® 3:p® 9:f1 8:f0

45 17:26:38.319247187 1 sudo (175347.175347) > rt_sigaction

46 17:26:38.319247520 1 sudo (175347.175347) < rt_sigaction

47 17:26:38.319248104 1 sudo (175347.175347) > read fd=9(<f>/dev/ptmx) size=65536

48 17:26:38.319252937 1 sudo (175347.175347) < read res=324 data=18 17:26:38.319858248 1 .[01;32msysdig. [6@m (.[01;36m175349. [@60m.175349) > .[01; fd=9(<f>/dev/ptmx) size=65536
o]

259719 17:26:38.500757839 @ sshd (145515.145515) > rt_sigprocmask

259720 17:26:38.500757922 @ sshd (145515.145515) < rt_sigprocmask

259722 17:26:38.500758256 @ sshd (145515.145515) > read fd=10(<f>/dev/ptmx) size=32768

259723 17:26:38.500759172 @ sshd (145515.145515) < read res=2048 data=68681 17:26:38.365054879 @ . [01;32msudo. [@0m (. [01;36m175347. [00m.175347) < .[01 fd=18(<f>/dev/ptmx) size=32768
259725 17:26:38.500760922 @ sshd (145515.145515) > switch next=174904 pgft_maj=7 pgft_min=1414 vm_size=20160 vm_rss=6352 vm_swap=408
259729 17:26:38.500763380 @ <NA> (<NA>.174904) > switch next=145515(sshd) pgft_maj=0 pgft_min=0 vm_size=0 vm_rss=0 vm_swap=0

259730 17:26:38.500764172 @ sshd (145515.145515) > getrandom

beheer@docker-macbook:~%

'beheer@docker-machook:~$ timeout 1 sudo sysdig -w 1sec.scap
beheer@docker-machook:~$ sysdig -r 1sec.scap | wc -1

1022

'beheer@docker-machook:~%

'beheer@docker-machook:~$
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Stratoshark

- All the features of Wireshark... but for system

calls

- extensive filtering

- filter buttons

- expanding details

- configuration profiles for easy switching
- io graphs

- etc

» Runs on Windows/MacOS/Linux
- Maintained by the Wireshark Foundation

-light-signage-3960381/

o/purple-neon

https://www.pexels.com/phot
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How can we use Stratoshark?

|

N evt.category == "file"

P Nu. Time Event name Dir  Proc Name PID TID FD FD Name
tad PR PRL L AP WAL E > url g19
. I I I I u X & 970218] ooerat ourl 919
A 29708611 toerat wrl 919 91) I /e ld.secache

297060166  nmwistatat
2,007 59] newietntar /et )l nn.enche
20 .

LYIWEESE  newlstatat

- Capture local system calls
- Analyze Scap ﬁles S : SR e R

L971318¢ ooerat
2, 9.7137W0) werat - . IO /UbynE6 M-1ine-owu Lib2, s0.]
248 rane g
PY 2 rARe T /Ui RG] fere-gri 1 12 . k0,
t $1 207180847 mewismatat
- Capture system calls from remote Linux system over LIS
p 203 2 y y Linge . “w WDy a0 _ o= L b=y oy Lig 50, 3
202 3 tlose - 1 /by x80_s4-1isr-gwa Libg, 50, 3
203 ) et
s LW A ooerat = I AU ARD_ M- Lisge-gwy LIBC, 50,0
° ° 4 15 547 212) > ¥ by X6 _ - Lib<, 50,
- Useralco plugins to ingest (cloud) 10ggin Simse e e s s e e
207 290704 predd > wrl a9 9 I /UbyxE6_-1Leo-giwy Like, 50,6
268 2.9.70548 prewd < wrl 99 9 3 /UbyxES_ 8- Lieun-ga ik, 50.6
209 290776598 rmewistatat > wrl 99 9
20 2971821  mwistatat < wrl 99 91 =1 JUbyxS6 M-1lese-a Libe, 50,6
271 .00720581 presd > url e an I /UihuxBA_ 641 iao-pia T ke ca. 6
272 2L99VNE prewd - ourl o0 o I /U E6_ R 1leun—gyu Libe 50.6

P T AL cloce . ourl 9 23) I U »ES_ A Lises grou Libe 3.6

eloe ’ : Pl #B5_8¢ Thwer g Lib¢, 50,6
weiat

PASETERE N S SR S S ywa | inghittpl

2 29778856 reac

289 29727981  mwistatat
29788528 owistatat JUD 868411 eun-giw Libaghttpl.,
49736257 close ur 3 JUDYES_ M1 ine-g Libaghttpl..
290736581 clote { P /Uy aBS S ie-gy Liboghttpl.
297098 oerat

« Windows / MacOS

- Analyze scap files made remotely with sysdig/Stratoshar I s

97k Mwistatat - wrl 19 a3 =1 SUb 86 - 1L bs—gww LB idn2,
b ¢ 593 time A "l -] AL ABD 041 Lea-gwa LI Jungd,

1 700/ LING-0 ) L IBegNTTRL..
wrl s 3 /Uy xE6_64-Lies-gy Libeghttpl.

° ] tlue . . Wby 80 -\ Loy LD 0N, av.,
%) FA TR LY F Qoerat y y

- Capture system calls from remote Linux system over SSH e
97316421  reac > SUD) X664 11 pun-giu mp, 58
2.9073B740 ao « wrl 99 99 3 /UbyxES_64-1ino-giy Libriap, se.,

3T 299B7134 mwistatat > wrl e I
29078966 mwistatat < JUbES 641 1mo-0wy Librimg, so.
2. 9274884 - FUDINER 64 1L pn=g s | IBrTEn. Se

- Not possible yet(!) to capture local system calls =EE g
- Use falco plugins to ingest (cloud) logging into Stratoshark

n =g LB ha, sen

by 200
£ ULy 866 Uk san g Libash2, s

41 LTS mewintetet
LRI mMwistatat

wrl e "
wri iy v =] JUD)xEb_WE- LLa-gWy L1DsINL.

so.
o TR0 A0S ! f D x3h Liego=ga Libsing,
297452713 . i UL XES M- Linae-gywa Libsan2
2074854520

2.9.7&58%8¢ . i JUDES M-11ego-0wu Libptl.50.5
29074509638 read D

2974608 rnac SUbyxE6 B4 Liewr-g Libes 1505
20741630 mwistatat wrl aLe an

2 90740857 newistatat

b B6 ST fmegui 1 ibpe ]l 50 S
U/ =S5 - Lina—gvw Libpi 1 50,6
Wb/ nS6_ S 0-Thingn g/ Libgsl co. &
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Drilling down...

| sysdigthread_id == 145515 B3 ~| + cmd Flle  Nework  Misc
No. Time Event name ~E.i.r Proc Name PID TID FD FD f]ame Container ﬁame Arguments I-r:fo | '
— 33097 6.990955325 ppoll < sshd 145515 145515 host res=1 f.. ppoll
33098 6.990976448 rt_sigp.. > sshd 145515 145515 host rt_sigproc.
33099 6.990978990 rt_sigp.. < sshd 145515 145515 host rt_sigproc.
33100 6.991001112 read > sshd 145515 145515 4 10.211... host fd=4(<4.. read, fd=4
g:im sysdig.thread_id == 145515 and evt.category=="file"| X -] + Cmd Flie Network Misc
331 No. Time Eventname Dir Proc Name PID TID FD FD Name Container Name Arguments Info .
331 33108 6.991140515  write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
331 33109 6.991198717  write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
331 33111 6.991204466  ioctl > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. ioctl
331 33112 6.991218090 ioctl < sshd 145515 145515 7 /dev host res=0 ioctl
331 33133 | | sysdig.thread_id == 145515 and evt.category=="file" and evt.is_io==1| B3 '] + Cmd File Network Misc
331 33134 No. Time Eventname Dir Proc Name  PID TID FD FD Name Container Name Argument; Info ‘
331 33648 33108 6.991140515 write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
331 33649 33109 6.991198717 write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
331 33650 33133 6.991360992 read > sshd 145515 145515 10 /dev/pt.. host fd=10(<.. read, fd=1
331 33651 33134 6.991364117 read < sshd 145515 145515 10 /dev/pt.. host res=1 d.. read
331 33674 33648 7.107583628 write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
331 33675 33649 7.107610542 write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
1 34411 33674 7.107807272 read > sshd 145515 145515 10 /dev/pt.. host fd=10(<.. read, fd=1
34412 33675 7.107810438 read < sshd 145515 145515 10 /dev/pt.. host res=1 d.. read
34413 34411 7.264266258 write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
34414 34412 7.264291214 write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
34438 34438 7.264622763 read > sshd 145515 145515 10 /dev/pt.. host fd=10(<.. read, fd=1
34439 34439 7.264626262 read < sshd 145515 145515 10 /dev/pt.. host res=1 d.. read
35339 35339 7.450885424 write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
— 35340 7.450904756 write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
35365 7.451074113 read > sshd 145515 145515 10 /dev/pt.. host fd=10(<.. read, fd=1
35366 7.451077488 read < sshd 145515 145515 10 /dev/pt.. host res=1 d.. read
35994 7.590342289  write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
35995 7.590374411 write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
36020 7.590673255 read > sshd 145515 145515 10 /dev/pt.. host fd=10(<.. read, fd=1
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—
E Mixing categories... Eu

L | sysdig.thread_id == 145515 and evt categorym{"net" "file"} and not sysdtg event_ name—-"loctl" X v] + Cmd Flle Network Misc
No - T'|me Event name Dlr Proc Name blB TID Ff) FD &ame ‘Co?nié‘i-ner P_Jéme “‘ArgumentAs "l>r_\‘fo | '

33100 6.991001112 read > sshd 145515 145515 4 10.211... host fd=4(<4.. read, fd=4
33101 6.991032692 read < sshd 145515 145515 4 10.211... host res=36 .. read

33108 6.991140515  write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
33109 6.991198717  write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
33133 6.991360992 read > sshd 145515 145515 10 /dev/pt.. host fd=10(<.. read, fd=1
33134 6.991364117 read < sshd 145515 145515 10 /dev/pt.. host res=1 d.. read

33143 6.991390447 write > sshd 145515 145515 4 10.211... host fd=4(<4.. write, fd=
33144 6.991494187 write < sshd 145515 145515 4 10.211... host res=36 .. write |
33640 7.107499512 read > sshd 145515 145515 4 10.211... host fd=4(<4.. read, fd=4
33641 7.107518510 read < sshd 145515 145515 4 10.211... host res=36 .. read

33648 7.107583628 write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
33649 7.107610542 write < sshd 145515 145515 7 /dev/pt.. host res=1 d.. write
33674 7.107807272 read > sshd 145515 145515 10 /dev/pt.. host fd=10(<.. read, fd=1
33675 7.107810438 read < sshd 145515 145515 10 /dev/pt.. host res=1 d.. read
33684.7:107833936i write > sshd 145515 145515 4 10.211... host fd=4(<4.. write, fd=
33685 7.107897429 write < sshd 145515 145515 4 10.211... host res=36 .. write |
34403 7.264201723 read > sshd 145515 145515 4 10.211... host fd=4(<4.. read, fd=4
34404 7.264221221 read < sshd 145515 145515 4 10.211... host res=36 .. read

34411 7.264266258 write > sshd 145515 145515 7 /dev/pt.. host fd=7(<f.. write, fd=
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Combining processes...

1 (sysdig.thread_id in { 145515,145516} and evt.category in {"file"}) && evt.is_io== X ~| + cmd Flie Network  Misc
'No. ~  Time ' Eventname  Dir Proc Name  PID "_'FID 'FD FD Name | Container Name lzrguments Info : '
6.991140515 ' 145515 145515 7 /dev/ptmx

\ 33109 6.991198717  write < sshd 145515 145515 7 /dev/ptmx host res=1 d.. write

i 33119 6.991254420 read > bash 145516 145516 @ /dev/pts/@ host fd=0(<f.. read,

33120 6.991263210 read < bash 145516 145516 @ /dev/pts/@ host res=1 d.. read

i 33123 6.991312705 write > bash 145516 145516 2 /dev/pts/0 host fd=2(<f.. write,

33124 6.991321871 write < bash 145516 145516 2 /dev/pts/@ host res=1 d.. write
33133 6.991360992 read > sshd 145515 145515 10 /dev/ptmx host fd=10(<.. read,
33134 6.991364117 read < sshd 145515 145515 10 /dev/ptmx host res=1 d.. read
33648 7.107583628 write > sshd 145515 145515 7 /dev/ptmx host fd=7(<f.. write,
33649 7.107610542 write < sshd 145515 145515 7 /dev/ptmx host res=1 d.. write

: 33660 7.107696325 read > bash 145516 145516 @ /dev/pts/@ host fd=0(<f.. read,

| 33661 7.107706074 read < bash 145516 145516 @ /dev/pts/@ host res=1 d.. read

i 33664 7.107755902 write > bash 145516 145516 2 /dev/pts/0@ host fd=2(<f.. write,

33665 7.107766734 write < bash 145516 145516 2 /dev/pts/@ host res=1 d.. write
33674 7.107807272 read > sshd 145515 145515 10 /dev/ptmx host fd=10(<.. read,
33675 7.107810438 read < sshd 145515 145515 10 /dev/ptmx host res=1 d.. read
34411 7.264266258 write > sshd 145515 145515 7 /dev/ptmx host fd=7(<f.. write,
34412 7.264291214 write < sshd 145515 145515 7 /dev/ptmx host res=1 d.. write

i 34423 7.264425700 read > bash 145516 145516 @ /dev/pts/@ host fd=0(<f.. read,
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® © Capturing from SSH remote syscall capture: sshdig
4 A\ i g - : > Ae =0 r A, d = '
A 8 7 @© . - r71 ﬁzj R:ﬂ g 'C{ - » X P P —w = &R & & = I+
| N Iproc.name in {"apache2", "httpd", "mysqld"} B30 -| + #ioginshell Command¥y  Flie v Network ¥ Misc ¥
Title: —"containor' ‘ Type: Custom (3] Fields: _thread-.cgroups[28-35] Occurrence: ”0 :
No. 'Time 'Delta " Container Name "container” 'Proc Name D 'Event name PID "TID "PPID FD F '
i 6476 1.194945447 0.000002250 ec6a9207 apache2 > pselecté 170207 170207 1 .
: 6477 1.194949572 0.000004125 ec6af9207 apache2 > switch 170207 170207 1
| 8780 1.694098208 0.499148636 9afe7bab apache2 < pselecté 170324 170324 170250
i 8781 1.694107666 ©0.000009458 9afe7bab apache2z > wait4 170324 170324 170250
i 8782 1.694111249 0.000003583 ';, 9afe7bab apache2 < wait4 170324 170324 170250
i 8783 1.694112499 0.000001250 9afe7bab apache2z > times 170324 170324 170250
i 8784 1.694116998 0.000004499 ¢ 9afe7bab apache2 < times 170324 170324 170250
i 8785 1.694118123 0.000001125 9afe7bab apache2z > pselecté 170324 170324 170250
i 8786 1.694122498 0.000004375 9afe7bab apache2 > switch 170324 170324 170250
11202 2.194484509 0.500362011 3f43ef36 httpd < pselecté 170082 170082 170016
11205 2.194518589 0.000034080 3f43ef36 httpd > wait4 170082 170082 170016
- ~ - - N 3 e o ’ ;_7'3'8 fl 02 0'
Thread Cgroups [..]: cpuset=/system.slice/docker-3f43ef36055417afaf2895871e49334b893100b6%e2e83e54a72bbcc111a2f43.scop
Children: ©
Standard Input fd type: file
Standard Output fd type: pipe
Standard Error fd type: pipe
Standard Input fd name: /dev/null
Standard Output fd name: pipe:[166691]
Standard Error fd name: pipe: [166692]
Process Ancestors
liser Tnfarmation .
=
© 7 Al cgroups the thread belongs to, aggregated into a single string. (thread.cgroups) Events: 75113 - Displayed: 336 (0.4%) - Dropped: 0 (0.0%) Profile: SYN-bit
. . _ | J
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Setting up sshdig... e

Server Capture  Debug Server  Authentication [JSETIWERN Debug
Remote SSH server usemame  beheer| ¢ Reriote captiure command satection © sysdig ¢
Other: -
r~ 2 0 Stratoshark - Interface Options: SSH remote syscall capture: sshdig .I Remote SSH server password «eccees. (¥

Remote capture command <

Server  Authentication  Capture  Debug Path to SSH private key Clear None
Gain capture privilege on the remote machine ) sudo <

Remote SSH server address docker-macbook < SSH key passphrase < doas
Remote SSH server port 22 ¢ ‘ ProxyCommand < Privileged user name for sudo or doas <
Support SHA-1 keys (deprecated) < Events to capture 0 ¢
Use eBPF S

B

Error from extcap pipe: sudo: a
terminal is required to read the
password; either use the -S
option to read from standard
input or configure an askpass
helper
sudo: a password is required
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asswordless sudo! E"'?-E"E

® @  beheer@docker-machook: /etc/sudoers.d — ssh beheer@docker-machook — bash — 80...

beheer@docker-machook:~$ grep sudo /etc/group |18
sudo:x:27:beheer

[beheer@docker-macbook:~% cd /etc/sudoers.d/ |
beheer@docker-machook: /etc/sudoers.d$ cat sysdig I
cat: sysdig: Permission denied

beheer@docker-macbook: /etc/sudoers.d$ sudo cat sysdig

#

# This file MUST be edited with the 'visudo' command as root.

~

# Please consider adding local content in /etc/sudoers.d/ instead of
# directly modifying this file.

=

# See the man page for details on how to write a sudoers file.

#

# Allow members of group sudo to execute sudo sysdig without password
%sudo  ALL=(ALL:ALL) NOPASSWD: /usr/bin/sysdig

# See sudoers(5) for more information on "“@include" directives:
beheer@docker-machook: /etc/sudoers.d$

® e Capturing from SSH remote syscall capture: sshdig
| m—m g ] A e = = .

dA B Jd e X0 R e=m® 5 i = & & § I 5
Al *| + #Loginshell Command¥  Flle v Network ¥ Misc ¥
No. Time Delta Container Name PPID PID TID Proc Name D Event name FD FD Name Arguments Info

JOD/T LLLVUVYLDOD.w VYJUOUOYYLYDODYJ HIUDL 14/0022 1/0323VUv0 L1/702vvw Sysuiy > swarLun HECAL=Y Pyl L_a—£0 pPyYI L. swaLrLen

58380 12.2009129.. 0.000714426 0 > switch next=178900(sysdig) pgft.. switch

58381 12.2009253.. 0.000012374 host 178899 178900 178900 sysdig > switch next=0 pgft_maj=26 pgft_.. switch

58382 12.2016017.. 0.000676472 0 > switch next=178900(sysdig) pgft.. switch

58383 12.2016132.. 0.000011415 host 178899 178900 178900 sysdig > switch next=0 pgft_maj=26 pgft_.. switch

58384 12.2023342.. 0.000721009 0 > switch next=178900(sysdig) pgft.. switch '
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System calls are boring (by themselves) Eurore

» \b[ o --nno-c.-v-o:’ .I i .
In _ LB B B e 8 8 sl ~ "

I nt openat(int dirfd, const char *pathnane, Int flags, node t node);
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But a lot more fun when enriched with metadata EUROPE

L,

C
: ““m’” TN

- On start, libscap collects system state
- containers, users, groups, processes, file descriptors, etc

 During capturing, libsinsp updates tables

- So always a mirror of the system state available
- Makes filtering on all kinds of information possible
- Enables the inclusion of metadata in output (falco)

- Stratoshark shows system call data and all
metadata
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Enriched data in stratoshark eugigps

System Event 3429: 50 bytes
Sysdig Event
CPU ID: 1
Thread ID: 176811
Event length: 50
Number of parameters: 4
Event type: openat (306)
Parameter lengths: 08000000040004
Parameter length: 8
Parameter length: ©
Parameter length: 4
Parameter length: 4

system call, captured by libscap

Context Metadata Field classes

Operating system  Processes and threads proc, thread, fd, fdlist, user, group

File descriptors
use Thread ID to look up metadata Users and groups

Network interfaces

dirfd: -100 Container ID and name container
name:
flags: 4097 Type
mode: © Image name
Event name: openat Privileged

Vent Intormation :
Event Arguments Mount points

Process Information Health checks
Process Ancestors

File Descriptor Information Kubemetes Namespace k8s
Container Information Add metadata to event Pod
DERnIATDa L oN ReplicationController

User ID: 1000 h

User Name: beheer Service

Home Directory: /home/beheer RepHcaSet

Shell: /bin/bash Dep|0yment

Login User ID: 1000

Login User Name: beheer
Group Information

Group ID: 1000

Group Name: beheer
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Issing events... R (e

N - | v] + #Loginshell Command¥  File ¥ Network ¥ Misc ¥
No. Time Delta Container Name "container™ Proc Name D Event name PID TID PPID FD F . -
0.000444954 0.000000000 a8d1f262 > switch 170088 170020 r— [ s Stratoshark - Preferences
5 299 0.000445413 0.000000459 host ice/sess sysdig > switch 178900 178900 178899 A
: 300 0.000450662 0.000005249 host ice/sess sshd < ppoll 178898 178898 178892 @ & ]
! . . Exported PDU Falco Bridge
; 301 0.000455786 0.000005124 host ice/sess sshd > rt_sigproc.. 178898 178898 178892 F1AP :
| 302 0.000456161 0.000000375 host ice/sess sshd < rt_sigproc.. 178898 178898 178892 o | ES Ethernet trailer SROWtEImAl Svonts
5 303 0.000469743 0.000013582 host ice/sess sshd > brk 178898 178898 178892 e
i 304 0.000472326 ©0.000002583 host ice/sess sshd < brk 178898 178898 178892 FB/IB GDS DB
E 305 0.000499615 ©0.000027289 host ice/sess sshd > read 178898 178898 178892 10 | | kG
| 306 0.000507489 0.000007874 host ice/sess sshd < read 178898 178898 178892 10 ::Z%‘: ]
307 0.000522405 0.000014916 > switch (%] FA— FColB
! 308 0.000528362 0.000005957 host ice/sess sysdig > switch 178900 178900 178899 e FDDI
5 309 0.000567775 ©.000039413 host ice/sess sshd > getrandom 178898 178898 178892 —e FF
e — Fibre Channel over IP
File-PCAP
File-PCAPNG
: FIND
N | =d - | + #Loginshell Command¥  File ¥ Network ¥ Misc ¥ FINGER
No. Time Delta Container Name "container” Proc Name D Event name PID TID PPID FD F FIX
33436 6.902383004 0.000671598 >  switch ) = FLEXRAY
33437 6.902410209 0.000027205 host ice/sess sysdig > switch 178900 178900 178899 i::"::ES
33438 6.903111720 ©.000701511 >  switch () fortinet sso
6.903120761 ©0.000009041 host ice/sess sysdig > switch 178900 178900 178899 —— FP -
6.903826688 0.000705927 > switch ' FP Mux
6.908457794 0.004631106 > switch FR
6.908473209 0.000015415 > switch = &
33574 6.912152246 ©0.003679037 > switch 0
3575 6.912 : P000824¢ 8d1f2¢ ib J B o : L /0020 Help Apply
33576 6.912169952 0.000009457 a8d1f262 ib_log_fi. > futex 170088 170614 170020 I+ |
33577 6.912171786 ©0.000001834 a8d1f262 ib_log_fi. < futex 170088 170614 170020
33578 6.912185867 0.000014081 a8d1f262 ib_log_fi. > futex 170088 170614 170020 |
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... are actually the metadata!

SharkFest’25

EUROPE

#sf25us / @SYNDbit

Stratoshark: A new kid on the block

lII, v| + #toginShell Command¥  File ¥ Network ¥ Misc ¥
No. Time Delta Con "conti Pro' D Event name PID TID PPID FD FD Nar Argument Info '
1 0.000000000 0.000000000 container container [Internal event] Stratoshark - Preferences
2 0.000000000 0.000000000 container container [Internal event]
3 0.000000000 0.000000000 container container [Internal event] T
4 0.000000000 ©0.000000000 container container [Internal event] i:::rted e Falco Bridge
5 0.000000000 0.000000000 useradded useradded [Internal event] ES Ethernet trailer & show internal events
6 0.000000000 0.000000000 useradded useradded [Internal event] z Falco Bridge
7 0.000000000 0.000000000 useradded useradded [Internal event] FB/IB GDS DB
8 0.000000000 0.000000000 useradded useradded [Internal event] FC
9 0.000000000 ©.000000000 useradded useradded [Internal event] Fc00 )
10 ©.000000000 0.000000000 useradded useradded [Internal event] igGI'B
11 0.000000000 ©.000000000 useradded useradded [Internal event] FD;,
12 0.000000000 0.000000000 useradded useradded [Internal event] FF
13 0.000000000 0.000000000 useradded useradded [Internal event] Fibre Channel over IP
File-PCAP
File-PCAPNG
N | ~| 4 #iLoginShell Command¥  FileV Network ¥ Misc ¥ FID
- FINGER
e ORI o s SR i S B s B B R e L i == Fb
‘ 33438 6.903111720 0.000701511 > switch (%) next=.. switch ] E:prRAY
| 33439 6.903120761 0.000009041 S > switch i R (7 S 7 next=.. switch ForCES
|| 6.903826688 0.000705927 > switch switch fortiiiok 50
33441 6.903826688 0.000000000 procinfo procinfo [Internal event] = FP
33442 6.903826688 0.000000000 procinfo procinfo [Internal event] — FP Mux
33443 6.903826688 0.000000000 procinfo procinfo [Internal event] FR
33444 6.903826688 0.000000000 procinfo procinfo [Internal event] Frame
33445 6.903826688 0.000000000 procinfo procinfo [Internal event] T
33446 6.903826688 0.000000000 procinfo procinfo [Internal event] Aivnid
33447 6.903826688 0.000000000 procinfo procinfo [Internal event] Ao
33448 6.903826688 0.000000000 procinfo procinfo [Internal event]
33449 6.903826688 0.000000000 procinfo procinfo [Internal event]



What is this 'scap' file format?

SharkFest’25
E UREPE

- It's actually just pcapnag...
. ...but with different block types

- packet data and event data can be in the
same file (mergecap works), but Stratoshark
crashes on the file (bug?)

- Difficult to make a profile that shows both
packets and events in a clean way though...
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0x00000201

0x00000202

0x00000203

0x00000204

0x00000205

0x00000206

0x00000207

0x00000208

0x00000209

0x00000210

0x00000211

0x00000212

0x00000213

Sysdig Machine Info Block

Sysdig Process Info Block, version 1
Sysdig FD List Block

Sysdig Event Block

Sysdig Interface List Block

Sysdig User List Block

Sysdig Process Info Block, version 2
Sysdig Event Block with flags
Sysdig Process Info Block, version 3
Sysdig Process Info Block, version 4
Sysdig Process Info Block, version 5
Sysdig Process Info Block, version 6

Sysdig Process Info Block, version 7
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DEMO STRATOSHARK
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Managing expectations...  EURRPE

- Stratoshark has just been bornAW released...
.. so still in its early stage!

- Thus a bit rough on the edges (bugs...)

- mergecap of pcapng and scap for instance
- no container.name in Stratoshark (apparently a falco libs bug)

AYAa Ara NJ LD A a a A A a a
N\ \LJ w \/ \ 'YYEA Y A\ \J V V U \J v ./ \ WHAY

« New (community) development will bring new features
- Just like how Wireshark developed over time (25+ years by now!)
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Further learning... B (@

L NN 0 Stratoshark x | 4 "

e C O 8 https /jstratoshark.org T & © & 4 0 = O.RE“_LY

HALJO AT UIDK Nagc

macOS Intel disk image

Practical Cloud

Learn

N . S ‘
Stratoshark lets you explore and investigate the application-level behavior of your q t Ive eC u rI ty

systems. You can capture system call and log activity and use a varlety of advanced

@
features to troubleshoot and analyze that activity. If you've ever used Wireshark,
Stratoshark will look very familiar! It's a sibling application that shares the same dissection
and fAltering engine and much of the same user interface. It supports the same file farmar

as Falf-c.’ and Sysdig CLI, j”hicf" lets _'lou pivot seamlessly between each tool. As an added RlSk d nd Th Feat DEtECthn fOI’ Contalners,
bonus, it's opcn source, just like Wireshark and Falco. KU berl‘l Etes, and ClOUd

Quick start guidc

Stratoshark wiki page

Getting Started With Stratoshark, blog post by Josh Clark

How to capture an SCAP for Stratoshark, blog post by Nigel Douglas
Troubleshooting CrashlLoopBackOff with Sturatoshark. blog post by Nigel Douglas

Stratushark remole capture tutorial, blog post by Philippe Bogaerts

Videos

Stratashark demo from Sysdig

Loris Degioanni
& Leonardo Grasso
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: At ad
::;=:=:???‘-T: 1112

(or through the online
conference agenda)
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Thank you!

If you still have questions?
sake.olok@SYN-oit.nl

> SYN-bit

: deep traffic analysis
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