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When I started thinking about what to tell today it was originally some 
generic trouble shooting talk, and I was not overly happy with it. 

But than, I encountered a rather fascinating problem at the end of the 
summer, and this made for a more interesting story 

– so I will tell you today essentially of my work of the last 2 months.
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Complex mechanism on WebRTC but also on the network side + 
dynamically changing environment = problems
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it all began ...
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In a nutshell: 
The way our packets take through the network changes over time. This 
may interrupt online meetings.

Puzzle for those who know WebRTC already 
There are clues in the slides

Lets recap WebRTC connection setup
briefly
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Client is a behind a NAT (lets assume IPv4 for now)
1) Fetch address of media sever
2) Media server sends back peer connection config
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Happens all in parallel and repeatedly
Keeps going in the background once connection is established
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Media will flow
- The red dotted line uses the same address port as the STUN before –

its essentially the same UDP stream
- Its all client-server these days, but the machinery is more complex to 

support p2p
- P2p is no longer a thing if everyone uses Zscaler and traffic is tunneled
- This is the same for audio, video, screensharing
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- a=candidate:3974728418 1 udp 2122129151 192.168.66.34 59783 typ
host generation 0 network-id 1 network-cost 10

- Asymmetric connections are no problem, as the receiver will still send 
back STUN pings – this keeps NAT bindings alive

- They are however confusing
- Much simplified - there is a whole RFC about this with priorities etc.
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a free interpretation of a comment in the COTURN Turn server 
==== Show him the instruments, Practical Frost: ====

Its really worth to read the programmers comments on some snide remark 
on their code:

https://github.com/coturn/coturn/issues/422

quote from 
The Blade Itself
Book one of The First Law
by Joe Abercrombie

” ‘Show him the instruments,’ whispered Glokta.”
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you can see  _everything_ here
The universal tool to get insights into your WebRTC connection
Only available during call
WebRTC internals dump to save stuff
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Very simple case
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If you have a few more local interfaces (VPN, VMs, WLS) this can easily 
get much larger
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Why decrypt? - You want to see the Signaling, SDP etc.
You can use Wiresharkls keylog launcher to start your browser in question 

– saves you the hassle with the CLI … and still capture with builtin
capture, i.e. from Zscaler, open this pcap later in Wireshark and import 
SSLKEYFILE
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application logfiles if you can get them.
you can also intercept remote logging/telemetry

I did capture on the machine to see the insides of the zscaler tunnel
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uses same npcap driver as wireshark 
may lead to version conflicts
Comments are only in the CaptureLWF
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Running this in the browser forces everyone to use WebRTC – Desktops 
apps might not always do this.
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again, we have several steps
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this is active/active
you would expect connections established over one of the links to stay on 

the link
for a new connection (TCP/UDP) it can change, even for the same target
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what happens to our media connection when this happens?
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Not sure we need to restart ICE in such a situation
But we can figure this out with analysing what meet does based on webRTC

internals
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I see rare disconnects also for Split tunnel setups - why?
Chrome claims to have max 32 connection to the proxy – is this per Tab or per 

Browser?? Only relevant for long poll.
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