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SMB Masterclass Outtakes and
Lessons Learned
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Abstract EUROPE (.\

| had the honor to prepare the SMB masterclass for this
years Sharkfest EU.

- The class puts students into the role of a network

engineer in a fictious company where they solve real
world problems.

- At the end of the class, a few traces were left
undiscussed. Outtakes.

https://www.stellar-bluetani.space/sf25eu/
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Place questions, copy display filters and
share what you take away from this presentation
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What | learned while preparing the Class Shgﬂ('féf"tgs (N

- Teaching is learning and one way to learn is teaching
Details on CreateFile, Cache Manager
- Obscure results on writing Code
- Unexpected system behavior

- Things rarely work as expected
- Some things don’t work as documented
Focus on the goal, not on the path.
Often, multiple methods will generate the same results

- Start early. It always takes longer than expected.

Coding for Multiple Platforms is hard! Shgﬂffféf"tgs (N

Mixed architecture x86 and x64 is a bitch if you write
your own code.
Not just software, but also Dotnet runtime and stuff
- Glad that | did not have to add stuff
- XP was eliminated from the lab after this message popped up:

@ TRV udals dnd PTRYITRD

Hats off and deep bow to the Wireshark developers
for supporting so many OS platforms




13/11/2025

The Winsocke Lame List Shzﬂ('gsf"tfzs (\
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- A list of deadly sins that no programmer should commit
https://tangentsoft.com/wskfaqg/articles/lame-list.html

- Wonderfully verbal ratings for bad coding
totally lame, thrashing in a sea of lameness,
pushing the lameness envelope or
Stooping to unspeakable depths of lameness

- Alas, a few real-world applications are still
Seeping lameness from every crack and crevice

SharkFest’'25
Caching Can be a Bitch EURBPE \
9 g‘ﬁﬁ(.

Clearmg Cllent |
| Cache Cr’ggt (

, ' Consistent
| Conclusions
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Noteworthy Bookmarks:

https://learn.microsoft.com/en-us/troubleshoot/windows-
client/networking/re-initialize-offline-files-cache-database
https://learn.microsoft.com/en-us/troubleshoot/windows-
client/networking/access-offline-files-file-server-removed-from-
network

Set Registry Keys, then reboot:

REG ADD "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\NetCache" /v
FormatDatabase /t REG_DWORD /d 1 /f

REG ADD "HKLM\System\CurrentControlSet\Services\CSC\Parameters" /v
FormatDatabase /t REG_DWORD /d 1 /f

Registry keys will be deleted after reboot.

SharkFest'25
EURDPE

Introducing Stellar Bluetani

,

Mariupol Station uses a
number of critical
applications to process
incoming ships and their
passengers.

A few lame applications
replicate cases that we
have seen in the real
world.
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Passenger Boarding Application Shgﬂ('féf"tgs (\

JHIL,
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- All ships transmit a manifest with passenger data to the
station before docking.

- The station’s security service clears the passenger for
boarding.
- Read passenger data
- Transmit passenger data to a central data
- Central server will grant or deny access to the station

Processing the last ship took 10 seconds for 30
passengers

- This is too slow to process large cruise ships with
hundreds of passengers.
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What we know about the Application europe ~ (N

o

- Workstation ST-MP-WS-46 is configured for
dual stack and

Boarding App reads manifest.xml from file server
Make HTTP requests with passenger data to

on port
g

Seni Passeigerinfo
nne by ane
receiee ghatony

Bead Passenger
Maisilest [AML)
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Your Turn EUROPE (‘.\

- Which factors could contribute to the poor performance?
- Enter your ideas at the White Board!
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. SharkFest'25
Possible Causes for Poor Performance EUROPE (.\

- Latency
- Packet loss
- Bandwidth limitations
- Change in network topology
- Slow Server
- Slow Client
.. And whatever you have entered on the whiteboard

14
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Wireshark Time

Trace file at https://www.stellar-Bluetani.space/sf25eu

Sharkfest EL 2025

SharkFest'25
EUﬂpPE ( N\

SMB in a Nutshell

#sf25eu
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Connecting to an SMB server Eﬁfus (.\

mme  Negotiate Dialect

» Usually 4 packets
» Should result in SMB 3.1.1

e  SESSION Setup

» 2 packets when Kerberos is used
» 4 packets for Challenge/Response in a Workgroup

e |ree Connect

» Specify the name of the share
« IPC$ is not a reserved name for named pipes (“TCP via SMB”)

17
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Handshake in a trace file EURBPE (.\

7._

[ R TR R S
Ma Time  fcarca Comatinatinn Progocnl Langih bk
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Example Response Time Calculation

L,
=

to set Time Reference to first packet of 3-way handshake

Inltlal Roundtrlp Tlme at Hn, ) .. '|'h|l.|l " a |.'| . rl.:.'n. erath Infg

3rd paCket of handshake R T RO T L T ) LAt o eeT [STH, ALK] Seqet
—

M OE.ET 1RGNN ML LIS TOP T4 SHIHT o S [ALK] Seyel Boas
ES B.@13 19idaSg::EF  DE:E:iL:JN:-I0 SMA 147 Saisbon wrsimge; Hegollate T
E6 poodn 18:1-i-35q 06 1R diSh - X)) Sl W2 Upgotiate Protece]l Bedporss
. CE - T R T = T B T B L R S WOt iata FroTeosl Eojuast
AnOther Tlme Reference 50 E.BEH 19ILC1-SnciOb LIRS el LB e UL 1ate PRoTeCs)] Lei ke

2 . L10 1WiZeSr B DRIRILIZScdD PP PAOBEIEY v a5 [ALE | Sege 38 A

at start of request

Fogamin 1eiielriSe e L2 TP PAES o FEAET [ALK] SEje5a% A
Faoe 1 EolciSz 126 18250137 SMB1 334 Sasslon SeTUp Bospoica

ACK = Server has Time of Response : 0.023

received the request )
Minus RTT = 3 msec

b
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Process Files

- Send a Create Command to begin processing the trace
- Then follow Read, Write and other requests
- Finally, Close when the file is no longer accessed

] [ LTS e Py

o Thmae Souros Dot namicen Fronoeed  Lemegih inlo
| 487 544 10330, 46 | R e R e 1 b F did Creabe Aequest, Flle: H-F5-]%
i AT . 891 BM:=5:1:i0% sk M sidHIZAG o] INH LiaTe Heeponte, Plles H)-F5%-11
TSR ABRT R 181 AR 0:1:1: 25020 LM 191 Pead Bequest Len:GAFS OFF-0, Fi
IToR  ART_ 894 TO-E:1:35: 2 Ed:2-Jd::4dB M2l 1108 Radad Fesposee, FEle: HQ-FS-1hag
Tl ART.TRL BBdidaide EB01:1: 25008 SMED 182 tetInfe Aequust FILE THFOYSHED
el ARY .Ml 1EnArirksrilEe S@12idd104G M 188 BetInfe Aesponss, Filer HY-F&-1
IPSE  A29_ 843 18:2:307:48 1 RE R L SME 166 Clogse Aeguest, File! HO-FS-1%dg
BT Alb.gaa IR0l iESLIRE BEI2i78:0d4G S I8 Close Respoate, Flle: H]-F5.1%
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Check the SMB response times EUROPE (.\

Statistics - Service Response Times
Check for repeated requests or long response times

Expect less than
] O msec from | il Wvedun, SW811 S Penporss Time Siseacy - Fesseger Boa e =

f||e server ST M A T
. Take the iRTT into  —— A T miam
account e (TR SO W S e
o 4 i, s
Ups. —Gl | g i
146 msec is long T

Overall not

a huge issue

21

Sharkfest’'25
EU%PE ( ‘

If it’s not SMB, then what it is?

#sf25eu
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Find Standard Problems Shgﬂ('fﬁf"tgs(.\

T N T——
- A few packet drops _
do not contribute . ows
to the overall e e bk B e s
response time ] 1B S el St
el I
o LR ;
- T by s R b ) b Pl s s b i
Tt e m [ iE e
[ i LT Apers. (i 0
[ R

JHIL,
= ] =

Use the Wireshark Expert to identify packet loss, window
size problems etc.

23

Sharkfest’'25
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- Step 1: Find the file share

Use File > Export Objects > SMB to locate the share

1w i e g

I.. Ll bttt ol il ik L _I C

- Step 2: Find Read Request Remember packet 2760

Serviced within T msec That's where things start

- Step 3: Check Server Performance

Statistics - Service Response Time - SMB2

24
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A look at the Passenger Manifest E"'WPE (\

Goto Packet ( ) 2760 and examine the read response
Looks like XML:

<?xml version='1.0' encoding="utf-8'?>
<passenger-manifest>
<ship>

<name>

</captain>
</ship>
<passengers>
<passenger>
<first_name>
Quinn
</first_name>

</passenger>

25
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If it’s not the network, and not SMB, then what? EURDPE (\

= = &

Let’s step through the trace file

Notice Packet 2764
The application sends a broadcast for every processed record
Feature was added to aid in debugging
Decode UDP port 33333 as Syslog
Create Coloring Rule to highlight packet

Set a time reference on packet 2764

for to find next broadcast
Frame 2779: Notice 393 msec

Frame 2792: Notice 780 msec

26
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350 msec per Request? The VISUAL approach Shgﬂ('ig!f"tgs (.\

- Apply filter
DNS Query e

Tl Tiee

after 57 msec - slow! ™,

Dl il Protinl aka
=T | JEL JEC J5E 155 Swrlap  Found Passanprs

“kEF* 1R

\ 2765 B.857 1M1 2048 18.1.1.19 ] Stariard query Rudo

476 - B.E57 18.].29.4h 18.1.1. 18 T Standard suary Bude

J76E HBH.E5F IRM.3.1.18 1H. 3, 20 AR IR STanzard query Fesg

TCP Handshake 9963 CREGE 1#.11.18 18302046 e Standard cusry ress

. — 47 p.eal 18.1.28.46 16.31.1.13 TP 53451 « E=d8 [SYM]

1 msec - quick! 2771 0661 18.3.1.38 18.3.28.45 TP S8HE « 5352 [SYM,

2771 n.ee2 16.1.30.46 16.3.1.23 h [ 53452 « =388 [ACK]

477y A.eE2 1P.2.29.46 10.1.1.13 HITP CET fhoardlng.asp B

270 B2 10.0.1.3 18.2.20.45 TP BEBE + 53452 [ACK]

— 27795 A.388 1A.0,1.1  18.3,20.45 TP BEBE =+ 3452 [F5H,

HTTP Response 2706 6.8 10.1.1.28 10.1.20.48 HTTP WTITRL L0 288 [text

477F A.3E% IR, 2a8.46 183,100 F 934a%1 =« BN [N,

after 326 msec 9 SIOW! 778 PM.IEG 18.1.1.H 1.1 2848 TP HHBE = 53453 [ACK]
AvF3 0 W.0gw 1AL). DA AR JRE_JGE_JSS.JES Swilng  Pound DRiSanper
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Examine Data EURPPE S
- HTTP Request contains passenger data
- Cannot be decoded, because Content-Type is missing
B o s ad — = e
] Tme= SITE Cennason Fminend laln
1IRA FREFT 10LL.DE a8 30N DI PE 18 sl fourld aisEig
[lFam eeda s i mcas 1A.4.008 HiTF - BEl Eairding.dsp ATTRLE
of-2Tra @I 10L1.1.B QBT D08 HITP  HTTP 10208 (tesifplain]
Frame 2773: Packwt, 387 | odod q S B Bh i Ap B9 24 23 o b i 55 e Y (R
Cthtermat 31, Sre: Wears wl 15 5m o1 46 B8 B3 BE EH I3 6a #F 12 2o Ba @ [ - TTN
Imtwremt: Sratacal Varads) (0 M0 M 490 00 4P A 4 IF4ZEFE TS . 6L.E T /hoar
T L cant im 3 T - i [ Pl
ARG e L0 Lo 67 3w B1 TH TR DY AN S0 W B0 It AL 3w W ing.mmp WTTR/LLD
fisria s Bt oo Ba WL AF 73 TH Da 30 B2 BF A1 77 B4 B3 G AT lioxt: hearding
BIT ftuerding aso HTT Ip B0 Ga 74 73 Bl Ze 71 TAGE Bz &c B1 T 34 &3 Ldmbra.w fellar-h
Hout: boardieg.inkre. s B 75 65 A 6] Be 69 3o TI T AL &3 05 Bd A 55 Luetmad, space -l
Lhear-dgunt ¢ Fteller-Ba TR RS T1 34 4] &7 65 B¢ Td R M BE TE M5 B 66 ERr-Agen o SEsll
Cardwrit-Largih: LEDYrY €l T2 3 A2 &F Bl T2 64 EQ B A7 20 7% 3 D& M ge-S0srd lsg w18
[osmmctios ¢ lesairin 1 Ba 33 6F & TL 65 B 19 D 40 £5 & BT T4 GE CoLen ToLefgih
TR T4 18 A AR YT gal Ba =1 BF Be g 45 53 T4 & 4 TER L parmetin
Bactadth X Bl 14 50 BY B¢ B P BY Bl B 0E @ 1P W 2 JE A oLladd ip
TR i R BL 731 73 63 8u BT B3 T2 Jw Bd Oa 20 30 B X Jc aseenger 2
LUl CRHARL. T =k BB B9 71 T M BF fa 81 Bd BS Je dd B30 33 20 Firat_ra mas
Fils Data: 1E3 bptes M I P51 7N BW fe e Brl Da 32 38 30 W ke 24 Quim e
Data 1EN byben} 66 T2 737 T4 GF G 61 Bd 6% 3w 9d Dn 30 23 3B fireT_ra me
| IR dc M1 7R 77 k= Rl Ad RS Ee BE dn FA 0 R B TEAIAE 3

28
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- Notice the response time: 388 - 62 = 326 msec

i 0 Gl el o = B

| M. Time Source Crestination Fretooed  indo

1764 *REF* 18.2.2P.%8 I55.255.2%5_J%0 bLyslog Found Passanger
[- 2773 @.852 10.2.20.45 18.1.1,28 HITP  GET /boarding.assp
2776 8.388 19.1.1.38 18.1.20.45 HITR  HTTR/1.8 286 (te

1
|
Frame 2775; Facket, 54 bytas on wire (432 bits), 54 bytes captured |
Ethernet II, Src: YWeare Ja:3c:589 (88:Bc;25:3a:3c:50), Dst: VMware_ 2
Internet Protocal Yersion 4, Seo 18.1.1,.28, Dee: 18.2.28.46
Transmissicn Control Protocol, Src Port: BEHE, Dst Port: 53451, Saq:
[ Heassembled TCP Segments (14% bytes)y: B2FFS(145), m2¥Pa(a)]
Hypertaet Tranifer Peoteosl
Line-based text data: textlplaim (3 limes)

len: 333yphn

entry codel albkadde'rim

status: ENTEY GRANTEDYrYR

29
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Benefit from the Wireshark Decode EURDPE (.\
L1 Y T e b -
. TCP reveals the iRTT B e T e i e
) ; R 5 TR % R 1 M ) I T - G B 0 - HTTP GET bt
Fllter for b T T - O T T - T T . 1 HTTR HITR/L.

Urgent Fointer: @
[ Tdrmest pwpes |
[SEQ/ACE analysis]
[18TT: 1, 108880 milliseconds|
|Ewten dn Flignt: 33%]
|Bwted dant dincs Lladt PiH Flag: F30}

. H-I_I-P reveals the Sy =l I-I'.I:.l... i\.l:nl.llr-h 3 !-::-l.'.ll-'l:-l:llll.l: e |.'.:.Ij|:'.l':l Irl_ljlll.
response time on : 5?'.;3 8862 :I.B..!_.'..';_-:lﬁ 13:1:5 MR GET /b
appllcatlon Ievel 17T 4.4 18.1.1.78 118.2,.578.46 HTTF “l-ITI'P'|I'1

- Filter for

e

IRegeest In Frowe; JFT30
| [Time zisce request; (326,191 pillizeconds |
[Repamst UAT: Sbosrding, ssg]
tEulld resuest URL: hilel/boardine.intrs, sEeslar-blusls

30
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b

The Systematic Approach (&

L,
=

This trace is easy to analyze:
Only traffic from one workstation to a single server
Not polluted by routine traffic from weather apps etc.

How to process larger files
Track response times measured by Wireshark
Use service response time statistics

31
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Response Times measured by Wireshark EURDPE (.\

Note that Wireshark will track the response times for
many protocols.

Note the artificial
field et e A Bt
The field name is L R A S

Lhwr Daligren Prafocsl, S Pl 25, AL Pocl: SESE)
Eomalh P Sy3Tam | oo |

Traeeactlon 10 Bqadi

FEags: Bdben Srondard mery rasponss, WGogreoe

shown in the
status bar

Other popular
protocols are
SMB, HTTP and more |

Qarrles
LT L]
T T Ll T 10)

[Time: BAD. e micr
Ty S e S — | |

32
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Search for Slow Response Times eurore (N

e

Option 1: Use repeated search operations
Search for

Option 2: Prepare a Performance-Profile
New Profile
Add Column Response Time
Sort trace by Response Time

‘ ViErmbtark - Freierence

= ADDERET
Colenmn Cisplwed]  TRie e £ privam Fapre don
Frnl wul Colors L 5] M it
Lupras m Tires Timm Pl _
Cayriure -] S oo aiklnes
Faperi -] Dz ingion Destisaibon a
Fillvr B ] Pecacil Pl
Mame dmehilain ] R Time [CiBI0m drp e o b i or smby e o am )
Pt a inin InfremuiErs
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Stop Using HTTP 1.0 elRore” (N

Filter for tcp.port == 8888
New TCP session for each passenger

.| |.'|:r....-|- P

| b, Tirne Seune Diadhiraiam Pronmead  infa

764 THEF* 18.2.19.46 255.355.7135.3255 GSyslog Found Pascomper

2713 g.pe2 18,108,406 19.1.1.2@ TCP E345] + HEEE [MCK] Seqel Ack=3 Wi
2771 goper . 18.2.38.46 18.1.1.28 HTTP GET /boarding.asp HTTR/L.@
| 277 eleEd 18E.1.28 18:2028.48 1LF BEHE - 53457 [BCK] Segsl Ack=332
| ams e.3E8. 16,1.1.20 19,2, 28,46 HT T HTTR 1.8 288 ifext/platn)

| 2378 B389 180 L.1.38 1B .3.20.98 TCF EBBE =+ 53451 [GCK] SogeldT Acked:

| 2784 B.dT1 18,2.20.46 18.1.1.28 TCR 53453 = ARAE [u] -: Ack=d W
| 2785 @471 18.2.08.48 19.1.1.2% HTTF GET fboardimg.asp HTTR/L.@
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i . :
Wait, there is more! (&

Sharkfest’'25
EUROPE (

L,

Client is repeating DNS query for AAAA record of server

Response delivers a CNAME which is only available
through IPv4

= =¥
| Time ScamTe Deestinartbcm Pratoosd Info
hid REI IR T 3R.48 255, 19515 5 wvilig  Found Fakisnpge

s @y LA I JB.4s f8.1 % 18 119 Standard guary dndods A Wearding . intea.iTi
ol oakT kR I.2BcAE IR 1118 1 15 Standerd  goiey Badoaf ARA bobdisg.intrd
TEH @oalk 18.1.1.18 @7 2e.45 (1L Ctandard guary rasporan BNdoaf AARN Doard:
68 @858 I8.1.1.18  18.2.28.45 N5 Standard guary rosponsa Swmdoct A Doarding
773 @.8hr [P.1.28.48 I8, 1.1.20 HTT# OET Socarding.ssp HNTTPSL.8
775 B.3EF E9.1.1.28 18.2.18.4% HTT® HTTPA1.B 19 [text/plain)
7HE BaEE iR F.IR 48 IR 1:%.18 [ s Atandard guary Sxdidd ARRE hamdimg.intra
41 @4 W, 1.%1.18 Q.2 du. 4k % Llandesydl fiery redpdede Sed 0l iR hoded
THE  B.d4T1 LB 2. JR.4E TR.1.4.2E HTT# GET Josarding.acp HTTR/ 1.8
MW @71 8.1 A 2E IR 2.26. 45 HTT# HITPF1.8 18 (text/plais)
TS B.ds 18.3.28.45 18,1 1018 DHE Standesd Gy SubbFE ARLA bhoseding. inbra
176 Q.BaS  14.1.1.18 C18.2.76.45 CHE Standard guery responce EWbERT AL Bogrd:

35
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Your Turn EuRoPE (N

What did you take away from this session?
Leave a note at the White Board!
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