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• Benjamin Pfister

• Head of Network & Telecommunication

• IT-Consultant / Trainer 

• Freelance Author

• Father of BabyShark
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• Overview

• Protocol Basics

• Challenges

• Troubleshooting
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• VoIP Protocolstack

OSI-Layer Protokoll / Applikation

Application Voice signaling, Voice 
transmission

Presentation G.711, G.722, H.263, H.264 

Session SIP incl. SDP, RTP

Transport UDP, TCP

Network IPv4, IPv6

Data Link Ethernet, PPP

Physical xDSL, Ethernet
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Protocol Basics | SIP-Dialogs und Transactions
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Protocol Basics | SIP Request Methods

Method Purpose

INVITE Initiation or Change

ACK Acknowledment to a Request

BYE Terminate Session

CANCEL Cancels pending request

REGISTER Location transmission (IP & port) & authentication if
necessary

OPTIONS Availability check & clarification of supported options
on Remote station

PRACK Provisional confirmation
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Protocol Basics | SIP Request Methods

Method Purpose

INFO Control information during conversation

REFER Forwarding request to recipient

UPDATE Call status change
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Protokollaufbau | SIP Response Codes

Response Purpose

1xx Preliminary status information

2xx Successful Respsonse

3xx Forward Information

4xx Client-side errors

5xx Server-side errors

6xx Global errors
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Protokollaufbau | SIP-Antwortcodes
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Troubleshooting VoIP | Basic Call

• Basic Call (Softphone <-> PBX)

• Request Methods

• Response Codes

• SIP-Headers

• SDP

Traces/Basic_Call.pcapng
Traces/Basic_Call.pcapng
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Troubleshooting VoIP | Challenges

Transport SIP: UDP, TCP 
or TCP & TLS

Two (Three) Streams: 
SIP & RTP (RTCP)

Firewalling: dynamic
negotiation of RTP-Ports

RTP-Portrange 
configurable
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SIP-Dialects

DTMF

Hold

SIP-URI vs. 
TEL-URI

Early/Delayed 
Offer

Early/Delayed
Media

Support 
Session-Timer
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RTP

Packetloss, Jitter & Delay

Codecs

Framing time

NAT

SRTP key exchange



#sf25eu

Troubleshooting VoIP | Challenges

Capture-
Challenges

• PBX only signaling
• Different Call-Legs / 

SBCs
• Dynamic RTP-Ports
• High Packet rates
• SIP-TLS Encryption
• Sometimes no

capture on devices
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Troubleshooting VoIP | SIP-Analysis

Analysis Options SIP

• Call Listing 

• SIP Flows
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SIP Statistics
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Display-Filter SIP & SDP

Display-Filter Description
sip
sip.Method == "INVITE“
sip.from.user == “xxxxx“
sip.to.user == „xxxxx“

sip.Call-ID == "xxxxx@192.0.2.1"
sip.call_id_generated == „xxxxx“

Session Initiation Protocol
Filter specific Request Method
Filter specific source number
Filter specific destination number
Filter SIP messages on specific call on a leg
Filter SIP & RTP messages on specific call on a leg

sdp
sdp.connection_info == "IN IP4 192.0.2.1“
sdp.media contains "RTP/SAVP"

Packets with SDP
Packets with 192.0.2.1 in C-Line in SDP 
Packets with SRTP/SDES Key Exchange
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Troubleshooting VoIP | SIP Analysis

• Status-Code Buttons
• SIP oder RTP
• Call-ID Generated
• Failed Handshake on TCP
• SDP

Filter-
Button
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• Display-Filter RTP

rtp
rtp.ssrc == 0x0f51d0da
rtp.p_type == 8
srtp.enc_payload
rtp.setup-method == "DTLS-SRTP“

rtpevent

Real-Time Transport Protocol
Filter specific RTP stream
Filter payload type
SRTP packets
SRTP packets negotiated via DTLS-SRTP
RFC2833 & RFC4733

Display-Filter Description
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Real errors
recreated in 

the lab

Procedure
& 

Root-Cause
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Troubleshooting | Case 4

Case 1

Case 1  
• No outgoing calls
• Only to External
• Incoming working
• Working for years

before

Traces/Case1.pcapng
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Troubleshooting | Case 1

Case 2– No outgoing calls

Traces/Case2.pcapng
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Troubleshooting | Case 2

Case 3

Case 3 
• Initial delayed

incoming Audio
• Sometimes no Audio
• Outgoing Call
• RTP not captured

Traces/Case3.pcapng
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Troubleshooting | Case 3

Case 4

Case 4 
No outgoing

Calls to
External

Internal 
okay

Topology
from Case 

1

Traces/Case4.pcapng
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Lessons 
Learned

Differentiate failed 
Signaling vs. Audio 

Stream

SIP-Dialects

Header- und SDP-
Analysis

No SRTP-Decryption 
needed for Quality 

Analysis
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Thanks

linkedin.com/in/benjamin-pfister-90136b298

linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
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Sources

https://unsplash.com

https://pixabay.com/de

https://www.pexels.com

https://ideogram.ai

https://unsplash.com/
https://pixabay.com/de
https://www.pexels.com/
https://ideogram.ai/
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