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- VoIP Protocolstack

Application Voice signaling, Voice
transmission

Presentation G.711, G.722, H.263, H.264
Session SIP incl. SDP, RTP
Transport UDP, TCP

Network IPv4, IPv6

Data Link Ethernet, PPP

Physical xDSL, Ethernet

Frame 7: Packet, 1224 bytes on wire (9792 bits), 1224 bytes captured (9792 bits) on interface en@, id ©
Ethernet II, Src: Apple_36:2b:5b (6@0:3e:5f:36:2b:5b), Dst: elmegt_7a:70:62 (90:09:47:7a:70:62)

Internet Protocol Version 4, Src: 192.168.178.26, Dst: 192.168.178.1

Transmission Control Protocol, Src Port: 49499, Dst Port: 5060, Seq: 1, Ack: 1, Len: 1170

Session Initiation Protocol (INVITE)

Frame 27: Packet, 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits) on interface en®, id @
Ethernet II, Src: Apple_36:2b:5b (60:3e:5f:36:2b:5b), Dst: elmegt 7a:70:62 (00:09:4f:72:70:62)
Internet Protocol Version 4, Src: 192.168.178.26, Dst: 192.168.178.1

User Datagram Protocol, Src Port: 4002, Dst Port: 10136

Real-Time Transport Protocol
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INVITE

100 Trying

Transaction
INVITE <-> 200 OK 180 Ringing

Transaction
ACK

Transaction

BYE <-> 200 0K

Transaction
ACK

Session Initiation Protocol (200)
Status~Line: SIP/2.0 200 OK

v Message Header
Via: SIP/2.0/TCP 192.168.178.26:49499; rport=49499; branch=29hG4bKPjsPReVTORuSRCotnV18t~YGKDHKb1iwho;alias
From: "Benjamin Pfister" <sip:23@gw.intern.pfisterit.de>;tag=QCAE7nvHeuGKuKwticvFgl4JYR4uWagt
To: <s51p:08003303762@aw. intern.pfisterit, . de>;tag=1EC2957B838183D0109A47312015380500
Call-ID: ONhINsgcDOHbrZB1EVpdn5sBUXTMupg.
[Generated Call-ID: ONhINsgcDOHbrZB1EVpdnSsBUXTMupg. ]
CSeq: 17471 INVITE
Contact: «<5ip:080033083762@192.168.178.1:5060; transport=tcp>

#sf25eu

SharkFest'25

A



Protocol Basics | SIP Request Methods

Method Purpose

INVITE Initiation or Change

ACK Acknowledment to a Request
BYE Terminate Session

CANCEL Cancels pending request

REGISTER Location transmission (IP & port) & authentication if
necessary

OPTIONS Availability check & clarification of supported options
on Remote station

Provisional confirmation

#sf25eu
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Method Purpose

Control information during conversation

REFER Forwarding request to recipient

UPDATE Call status change
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Protokollaufbau | SIP Response Codes

1xx Preliminary status information
Successful Respsonse
Forward Information
Client-side errors
Server-side errors

Global errors

#sf25eu
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» "Session Initiation Protocol (401)

> Status-Line: SIP/2.0 401 Unauthorized 11030230348

v Message Header

> Via: SIP/2.0/TCP 192.168.4.24:5060; received=80.132.157.249;branch=2z9hG4bK655629529
> To: "VAF SIP Trunk" <sip:+4966239125889@tel.t-online.de>;tag=h7g4Esbg_23c7baae®5f3cb1730eb764b914989a8
> From: "VAF SIP Trunk" <sip:+4966239125889@tel.t-online.de>;tag=437100124

Call-ID: 3_1827760106@192.168.4.24

[Generated Call-ID: 3_1827760106@192.168.4.24]

> CSeq: 1 REGISTER

REGISTER

100 Trying

REGISTER
100 Trying

200 OK

> Service-Route: <sip:217.0.21.2:5060; transport=tcp;ir>
> WwWW-Authenticate: Digest realm="tel.t-online.de",nonce="7E019C15DADBE5610000000085C6D515",stale=true,algorithm=MD5,qop="auth”
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- Basic Call (Softphone <-> PBX)
- Request Methods

- Response Codes

. SIP-Headers

- SDP



Traces/Basic_Call.pcapng
Traces/Basic_Call.pcapng

Troubleshooting VolP | Basic Call

User Datagram Protocol, Src Port: 4002, Dst Port: 10136
v Real-Time Transport Protocol
> [Stream setup by SDP (frame 21)]
Version: RFC 1889 Version (2)
Padding: False
Extension: False
Contributing source identifiers count: 0
PR = Marker: True
Payload type: ITU-T G.711 PCMA (8)
Sequence number: 26894
[Extended sequence number: 92430]
Timestamp: 160
[Extended timestamp: 4294967456]
Synchronization Source identifier: 0x4a209db5 (1243651509)
Payload [..]: d5d5d5d5d5d5d5d5d5d5d5d5d5d5d5d5d5d5d5d5d5d4
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SIP-Proxy

X — —'\

Transport SIP: UDP, TCP
or TCP & TLS ok
SIP/SDP SIP/SDP
Two (Three) Streams:
SIP & RTP (RTCP) 'g 'E

Firewalling: dynamic - SIP-Phone
negOtlathn Of RTP-POrtS TE1BE T s e THLRH 1M 25 LI
w--ﬁmﬂﬂllﬂmg;“ |
e - 05 gy L.

RTP-Portrange :;mnn@:a.ﬁnmm.;:
configurable i T P 4

L] L2 LELE]

B : [ETL]
e I ! e
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> Real-Time Transport Protocol
_ v RFC 2833 RTP Event
SIP-Dialects 3

e Event ID: DTMF Eight 8 (8)
1ass sane = End 0T Event: True

«.1l.. .... = Reserved: True

Early/Delayed ..00 0001 = Volume: 1
el Event Duration: 8458

Early/Delayed v Message BOdy

Offer

Signal=2\r\n

SIP-URI vs. Duration=86\r\n
TEL-URI

Require: timer
Server: (innovaphone IP0011/14r1 sr5 [14.1.0534/136386/60@])
Supported: 100@rel, replaces,privacy,timer, from-change,histinfo

- : — P-Preferred-Identity: <sip:004966239159807@192.168.178.253>
Reason: 0(.850;cause=102;text="Recovery on timer expiry Session-Expires: 1800;refresher=uac
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RTP ' |
37785 i INVITE SDP (g711U telephone-event) "i 5060
| 100 Trying |
- 37785 = : 5060
Packetloss, Jitter & Delay [————A—
37785 i‘ roxy Auinentication require i 5060
Codecs 37785 ACK - 5060
37785 ; INVITE SDP (g711U telephone-event) "'i 5060
Framing time 37785 100 Trying 5060
| |
| |
NAT 37785 i"' 488 Not Acceptable Here i 5060
37785 . el > 5060

SRTP key exchange
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 PBX only signaling

* Different Call-Legs /
SBCs

Capture- » Dynamic RTP-Ports

Ch aIIengeS » High Packet rates
» SIP-TLS Encryption

* Sometimes no
capture on devices

Capture filter for selected interfaces: N |ip host 192.0.2.1 and port 5060 || portrange 16384-32767




Troubleshooting VolP | Challenges

Tt

Q.00
Laa 7198
L0445
0.05487E0
01540032
dvazag
(U FE- R
]
ey |
0ERE2
b332Er3
0.355008
RSy |
1282800
1287286
13037 ED
1. 310608
1.A0aE3
1.0N3436
1323850
14301562

4 nodew, 3 dames

Help

Tt Dingram

1%2.168.173,12
19216587781

IRNTTE 500

A0 Proay Auienlicsbon Bagui-ed

ALK
IRAITE SO0 (G774 7110 Telpbosa e

Wirnshark - Call Fow - Lab 4, poapng

TI98.178.254

1T0ALTAFT

o fummmgggﬂmﬂu;mu-, i

184 -

a0 Ervig

520 |

100 Tryleg

grepe INPATE S0P G778 g0 telbibore aee ) e
AT 00 Tryieg [ 5]
ITTES 14_::1' HH Aviibsia e s Hegeitid mﬂl\_ rodn

ALK
IRGATE G010 (g1 g? il ielepeass-Aae.

- G0
= 50aU

T
ATTEE
ArTES W0 Trytey Bian

! 11 L B VR

. BO6D

Cammeni

SiP IWGITE Fram: “Sesjamin Plinar <spidiggw.,
FiPF Sewtum 407 Peoaw Ausaeniicarinn Serpdbeed
BP AT K Froem " Bengsmin Frighe " <elpc 2 Blipm ing
SIP INATE From: “3aajamin Plhasr <502 8ge
EiP tWWTE Framm: =gop:«80 58D D8 BEdTdne r-o.
SP Stafux 100 Trying

EIP INWITE Frame <3p +30 66233 bREOTENH 0.
EIP Sramis 100 Trying

HP Segfum AT Peoay Avshanilzsilon Beon e OF
EIP A0H Froore celip:+dBGEIAMISREI T i f-andl
1P INWITE Frame: sip: =48GR EES07E e -0
EiP Stytee 100 Trying

EIP Sextim 100 Trylng

SIP Siaftew 10S Ringlng

ZIP Shanes 160 Ringing

P FRACK From: <mp-+ AR B0 E0el -0
RIF Siasen 1ES Hinging

FIF FAACK From: "Henpmin Faiw " odp 2 350w
SF PRACK Frare: <mip-+ADBEED S BSE0 T80l -0
2P St 200 DK

ER fawiug 200 0




SharkFest'25 (‘
E3

Troubleshooting VolP | SIP-Analysis

Analysis Options SIP
. Call Listing
- SIP Flows

Labl. pcapng

Wirashark - ViolP Calls

Initial Spaaks | From Ta | Prodaesl | Durstion Packels | Slals r
“Benjamin Pfister” <sip:2 J@gw. intern.pfisterit.da= sip01511424898 W 0gw intarm.pfisterit.da  5IP Q00000 7 REJECTED INVITE 407 488
Zalp+A 662 3915850 &l t-online.de= =Eip 5114848957 E182 168,178, 264>  SIP Roa0:od 4 REJECTED IWVITE 488

<5 p+A DB EZ3T ORIV EeLl-anling. des <gip 291511404800 @tel t-online.de>  SIP REJECTED |MWITE 407 488

Seart Tir = | Stop Tims
1TI467118 1.862434 192.180.178.22
11890585 1860479 1921681781
1196306 1,844858 192 188.178,254

Limit to display filter lime of Day

Dy Sarsarny

Help Flow Saguencs Prepare Filter
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SIP Statistics

N N Wireshark - SIP Statistics - Cased4_FROM-Domain.pcapng

Reguest Method [ Response Code
400 Bad Request
401 Unauthonzed
402 Payment Required
403 Forbidden
404 Not Found
405 Method Not Allowed
406 Not Acceptable
407 Proxy Authentication Required

Display filter:

Copy Save as...

Count| Resent| Min Setup (s)| Avg Setup (s)

0

0

0.000000
0.000000
0.000000
0.000000
0.000000
0.000000
0.000000
0.000000

0.000000
0.000000
0.000000
0.000000
0.000000
0.000000
0.000000
0.000000
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Display-Filter SIP & SDP

Display-Filter

sip Session Initiation Protocol

sip.Method == "INVITE* Filter specific Request Method

sip.from.user == “xxxxx* Filter specific source number

sip.to.user == , XXXxXx* Filter specific destination number

sip.Call-ID =="xxxxx@192.0.2.1" Filter SIP messages on specific call on a leg
sip.call_id_generated ==, xxxxx* Filter SIP & RTP messages on specific call on a leg

sdp Packets with SDP
sdp.connection_info == "IN IP4 192.0.2.1“ Packets with 192.0.2.1 in C-Line in SDP
sdp.media contains "RTP/SAVP" Packets with SRTP/SDES Key Exchange
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_ | » Status-Code Buttons

F| (=] ¢ SIP oder RTP

e Call-ID Generated

B U ttO n  Falled Handshake on TCP
« SDP
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N R Wireshark - RTP Streams - Case3d.pcapng
Py

Source Address - | Source Port
192.168.1781 10056
1921681781 10048

| Bestination Address | Destination Port | s5RE
192.168.178.22 4004 Ox5b1cEbch
192.168.178.22 4000

Start Time | Duration Payload Packels | Lost
453.471825 32.40 g/114 1621 0 (0

192.168.178.22
192.168.178.22
192.168.778.22
192.168.178.22
1892.168.178.22
192.168.178.22
192 16H1TR. 22

J5 stvaama, Righi-click for mons sBlions.

v Limit to display filtar

4034
4034
4030
4030
4028
4028
A022

Ha!p Find Reversa

192.168.178.1
192.168.4.1
192.168,178.3
192.168.4.1
192.168.1781
192.168.4.1
192 168.17R1

Tirme af Day

101G

10116

108
10108
10104
10104
10093

Ox3a1360da
Ox7c80ebay
Ox7c8laba’
0x497feblb
Ox497fab0b
OxBefddob
OxB6MASfD
xF8c2alB36

2892 14632
1062.731218
1052.545735
853.194831
952.914338
816.808204
216.655293
B4R 324203

32.41
1617
0.16
7124
0.26
3z2.08
0.24
A2.36

g7 1A
g711A
g/ 114
a7 1A
g/114
g711A
g/ 11A
a7114

1618
755
=]
1203
14
16845
13
1810

0 (0.0%)
6 {0.7%])
0 (0.0%)
'.E"=|-E|ﬂ' EEE 2%

16 (1.0%)
0 {0.0%)
G106
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Wireshark - RTP Stregm Analysis - Basic_Call.pcapng

® Graph
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T IEA94 0.000000 0.000000 0.000000 160 ;
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Max ftter 2595243 ms A5 28899 271 208000 L6311 -6.619004 96D
Mean Jitter 27171496 mis a6 26200 0. 803000 QL99162868 2 578000 1120
Max Skew  -5.835000 ma iAo H.3EN] 0840706  1.25600] 12.60
RTH Packets 173 26902 21344000 0.985971 -0.0BA0N 14.40
Expected 173 2603 27,4740 09837 -1.50200 1600
Lot 0 10,00 %) 7 26804 21.38000 1098047 -2.882000 17.60
Saq Errs 0 268805 21.2684004 1033418 -4 148004 1920
Start at 4.764090 5 @& 27 2EI0E 21.320EH) 1051330 -5A6600) 20.80
Duration 345% 26807 H1.112000 1.55122 -B.5780:04 22.40
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W
W
W
)
o
W
o
W
W
o
W
]
W
W
W
W
L
i
W
W
v
il
]
W
W

T sdroams, O Go 1o packed. M Newd prodiem packed

Help Prapars Filter ~ Piay Sirsame Expart




Troubleshooting VolP | RTP-Analysis

Play Source Address

Source Port Destration Add-ess Destnation Port SSRC

Setup Frame  « | Packets | Vi Spon (n)

7 SYBOTR. 2080 0ANe0, ATHT A TS0 4. COuON A 94 QARAR 30 SET STMT 3F Mpdach

JRtor Buffer. 50

.

Hup

Min silerce: 2
Playback Timing Jitter Butter

iraudlde stvesTn

1]

Wireshark Authors

Mame | Warsion
BEMMD.s0 0.1.0

g Output Dovice:  Beniamiy's Clsco 890

Time of Dy

Abaut Wireshark
Folders  Pluging  Eeybosrd Shorteuts  Acknowledgments

Filter by type:

Type ~-| Pain

Cooen

JApplicatio

7

o8 ) PR (Mz)

Wrong Timestamos
nearted Slerce

75

Payonds

Output Audio Rato Astomatic ©

Vel Sample Rate

Licensa

000 Mz

Cine
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- Display-Filter RTP

rep Real-Time Transport Protocol

rtp.ssrc == 0x0f51d0da Filter specific RTP stream

rtp.p_type ==8 Filter payload type

srtp.enc_payload SRTP packets

rtp.setup-method == "DTLS-SRTP*“ SRTP packets negotiated via DTLS-SRTP
rtpevent RFC2833 & RFC4733
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authenticated
encrypted

RTP-
Header

Payload
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I ek Pk g '
ark) Unmark Pocket s " ﬁ Wiraeshark - DET:I:]dE As

lgrarefurignicre Packed D
Selllines] Thirs Relerances T

Tima Shilt... SET
Fiald | Value |Type | Default| Current

Packet Comeme=nts [
Edil Aesolved Mame UDP port 57590 |I"|lEgEr', base 10 "'IIDHE} RTP

Bpply as F I1-"|

Cancel

St ol Pradeiandas

Dacode A5
Shiow Packet in Mew Window
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1672
1673
1674
1675
1676
1677
1678

32.834816
32.860177
32.880485
32.886491
32.886583
32.886584
32.887839
32.887851

1672 31.834816
1673 31.860177
1674 32.8304E5
1675 ZEi.Ba5491
1676 32.886543
1677 31.836584
1678 32.887TE30

@.81211%9
@.825361
8.820388
0. 806086
8.088012
@.8a0001
@.881335
@. 888812

B.R1011% 192,168, 178,22
R.825361 192.168.178.22
B. 328388 142.168.17H.22
B.9a58b6 192.168.17H.28
B, 800012 192,168, 1768.20
B oBaanel 192.7168.178.34
0. 001335 182.168.178. 38

B gaaand

192.168,178.22
192.168.178.22
152.168.178. 22
194.168.178.28
192.168.178. 28
192.168.178.28
192.168.178.28
192,168.178. 28

192. 168,
192,168,
192, 168.
192, 168.
192, 168,
192. 168,
192. 168,

178.28
178. 26
178.26
178.22
1ra.22
178,22
178. 22

192,168.178. 28
192.168.178.28
192.168.178.28
192.168.178.22
192.168.178.22
192,168.178. 22
192.168.178.22
192.168.178.22

TP
RTP
RTP
ne
RTP
ATRE
RTP

176
161
172
112
11
115
116

1 PT=DynamicATP-Type-198,

58884

upg -+

upp 181 5@6e4 - 58002 Len=139
upp 172 50004 -+ 50002 Len=130
upp 112 5002 - 50004 Len=7@
Lupp 121 58882 - 580084 Len=79
upe 115 58802 -+ 50804 Len=73
upp 116 58682 - 58884 Len=74

Lo

50082 Len=134

58804 Len=06%9

SharkFest'25
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PT=DynamicRTP-Type-108, SSRC=BxIFDS, Seq=28515, Time=513119563
PTe=DynamicRTP-Type-188, SSRC=Rx3FDS, Soge28516, Tine=513128523
FT=DynamlcRTP-Type=183; S55RC=Ex3F05, Seq=28517, Time=3131X1483
PT=DynamlcRTP-Type—188, SSAC=PxABE4, Seq=7717, Time=23524610
PT=DynamicRTP-Type-188, SSRC=BxABE4, Seq=7718, Time=23625579

PT=0ynamicRTP-Type-188,

SORC=AABEL, Seq=T719, Time=23IE36530

FT=DynomicRTP-Type=188, SSRC=RxABE4, SeqeT7i8, Times2IE2T7450
SSRC=EKABEY, Seq=Tril, Time=IIiG2045%

A



Troubleshooting VolP | Troubleshooting " EURDPE - (\

Real errors
recreated In
the lab

Procedure
&

Root-Cause
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{Case 1

* No outgoing calls
* Only to External
* [Incoming working

* Working for years
before

#sf25eu
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Traces/Case1.pcapng
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Case 2- No outgoing calls

Provider SBC IP-PBX SOftphcne
ol et di 192.168.178.254 192.168.178.1 192.168.178.22

#sf25eu


Traces/Case2.pcapng

Troubleshooting | Case 2 sngﬂkff’tfzs (\

ez

* Initial delayed
Incoming Audio

* Sometimes no Audio

» Outgoing Call

* RTP not captured

#sf25eu


Traces/Case3.pcapng

] SharkFest’25
Troubleshooting | Case 3 EURPPE

= |
1 TTi:ﬂm‘ﬂFﬂf TTEN

No outgoing

Topology

Internal
Calls to from Case
M External Okay 1
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Traces/Case4.pcapng

leferentlate falled
Signaling vs. Audio
Stream

SIP-Dialects

0 I -
5 ¢

Header- und SDP-
AnEvllysis

[ No SRTP-Decryptior
needed for Quality
Analysis

T -

Lessons
Learned
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linkedin.com/in/benjamin-pfister-90136b298
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linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
linkedin.com/in/benjamin-pfister-90136b298
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Sources
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https://unsplash.com/
https://pixabay.com/de
https://www.pexels.com/
https://ideogram.ai/
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