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CACE

Connect802 was contracted to provide design, RF spectrum analysis and post-
installation verification services for a client’s major Cisco 802.11n deployment

Both because 802.11n is an emerging technology and because we differentiate
ourselves through our rigorous engineering methodology we were exceptionally
diligent in the planning and design of the network

We performed extensive on-site equipment testing
We created a 3-dimensional RF CAD model of the facility

We performed signal coverage predictions to optimize access point placement and
to assure that the installed system would meet the design specifications

We confirmed our predictive RF CAD designs through on-site testing

Our client installed the pilot network (the first of over 100 buildings)

The client reported that the network didn’t work

We found that signal strength remained at and above the specified levels
The wireless LAN controller showed that all access points were operational

Throughput testing confirmed that every three minutes
the network would stop passing user traffic

Www.wiresharku.com

WIRESHARK

TECHNOLOGIES SHARKFEST '09 | Stanford University | June 15-18, 2009 UNIVERSITY



Preparing for a Troubleshooting Effort

You have to know that you know
what you think you know so you
can know how to know what
you don’t know.
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Careful Quantification of Equipment and Project Specifications

Ti

ORIGINAL DRAWING FILES “fwmuw"rkﬂﬁ‘ﬂuﬂﬂﬂ
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— - 4 0) Drawing files were provided in standard AutoCAD format. Antenna locations forthe
= design being considered were indicated using standard CAD symbols
o o A3-dimensional, virtual building model was created fromthese plans where each interior
t B— 802.11L7y operation, the present design pravides -75 dBm signal and exteriorwall, partition, and indicated obstruction was formatted to representits
- 0| [Piheoughout e specfied coverage area measured ata height of 4 feet comedt RF characteristics
s e No0r. Mlthis signal level, manufacturers data sheets for the o
g i MENINGCal: that it will connect at a 48 MDPS §02.11b/g modulation Targst
b= = atleast MES 6 modulation with 802.11n. To achieve this result i
i Bl= shw=T AN models have been created that require a target design Targat
— Strengin of-62 dBm. This target signal strengthis depicted on Grid
— MOdelzin the present reportusingthe color legendshownto the
-
= @ <0000 B
il A Standards. 802.11b/gin
1 . Awrrage Background Noise and Interference -95dBm
[— Besa I'oint Iransmit Power 14 dBm (25 mW)
-=-.' : 8 Pt Antenna Gain 3dBi
= 82 Point CableiConnector Loss 0.5dB
ha s Priint Nody Loss 3dB
Access Point EIRP 13.5dBm
. . Lcvice | ransmit Power 14.5dBm (28.8 mW)
- Device Antenna Gain 2.2dBi
Tlevice Cable/Connector Loss 0dB
Mevice Nody Loss 0dB
= filang Chient Device EIRP 16.7dBm Hesigned for use with ANT2430 and ANT5140
lement external antennas
Specified Minimum RSS! for Real-World Implementation -75dBm sz
Resulfing Signal-to-Noise-Ratio (SNR) 20dB i |
Minimiiin Modulation Rate at Specified Minimum RSS! 48 Mbps + 802 11n et HT duplicaia 02110
e
Coverage Cell Overiap Boundary RSS! (Calculated) -78dBm + 17 dBm wih 1 antenna ¢
-802 110 T20)
Coverage Cell Overlap Percentage ( Specified) 20% sy |+ 17 0B with 1 antsnn
Coverage Cell Overlap Factor (Calculated) 1948 s e
Design Body Loss. 3dB . -;;n: Mm;....,..r.
20 4B with 2 antonnas
Fade Margin 1048 faximum TransmitPower
Modulation Rate in Best Case (0dB Fading) 54 Mbps
Resulting Current Design Target RSS! for Predictive Models -62dBm =

Wireshark will report information
concerning WLAN performance. You
have to know whether this is good or
bad, expected or unexpected.

Supportad Data Rates

Www.wiresharku.com
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3-Dimensional RF CAD Modeling and Simulation

ORIGINAL DRAWING FILES
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The Virtual Model Space

A3-dimensiona | RF CAD model of the building was created from the floorplans provided.
Show belowis an example of the building in the virtual modeling space. The RF
characteristics of the space are accurately representedin the virtual model allowing
various design alternatives to be tested and optimized.

You have to be
sure that your
WLAN design
will perform as
expected.

Individual floors are assembledinto a single 3-
dimensional building structure
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Real-World Testing and Design Calibration

Floor 11

1

Thetest transmitter was placed in the location marked with an “X". Signal strength was A

measured atbetween 10 and 20 separate locations fromwhich a selected, CISCO 1 252 REAL'WORLD TESTI NG "V|.H
|

representative group of measurements are shown.

Il

The results indicate that the model accurately represents the real-world RF The Portable Test Rig

characteristics of the building As shown inthe photototheright, a portabletest rig was
assembled to allow moving a Cisco 1252 access pointwith
a horizontally-mounted ANT5140 5.6 GHz antenna to various
testlocationsin the building.

Theaccess paintwas configuredin Autonamous Modewith a
test SSID so thatit could bereadily identified during scanning
and signal strength measurement

Shown below is thetestrigin a cubicle area while the on-site
engineer evaluated signal coverage in areas of cancern,

Floor 11

AP Count 10_New Design
Power Level: 20 mW

Conclusions
All areas of concern were examined andfoundto have signal coverage that exceededthe
expectations for the design. This confirms the accuracy ofthe RF predictive CAD models and
provides additional confirmationthatthe installed system will meet or exceed the design
= 8 5= 64.00 Bm targets
Actual dBm @ 3= €5008m
1 Predicted dBm :»- £€8.00 Bm
= -70.00 dBm
{12l Measurements Obtained During %
On-Site Testing Are Shown Abovethe 8 >= 75.008m
Correspanding Predicted Values For @ >= 8000 Bm
Selected Locations 0 >= 10000 Bm
& < -100.00 &Bm

RECOMMENDED: 10 Access Point Design (for Floor 11} with upper-left and lower-right APs
placed specifically for improved noise immunity in the Conference and Collaboration rooms.

EXCELLENT

Www.wirasharku.com
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Design Review with Client

Stakeholders must be on-board
with the system and design
specifications so that you have a
“line-in-the-sand” to differentiate
acceptable versus unacceptable
behavior and performance.
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TestResults

Two separate methods were used to establishand confirn the measurements
strength andnoise in the test environment. Inthe firstmethod, spot measurs
made while graphing the signal strength during a walk path’ around the test]
The ‘walk path'is shown on theflooplan(below)as a dashed line.

The engineer performing the test observed the measured signal strength (inth
hand cormer ofthe graph display)as he moved throughthe ares.

This method allowed placingthe notebook computer beingused to acquirethe|
measurements (using the AirMagnet Analyzer) invarious specificlocations
height, onafile cabinet, inthe corners of an office, etc.)

The second methad, creating an overall heat map’ of coverage (using AirMag
as discussed onthe next page) allowed the development of an overview of !
coveragein 3-to 5-footsteps.

Coverage Confirmation on Floor 9

Shown below are the results oftesting onFloor 8. The testaccess pointwas moved to three
separate locations (yellow circles) to produce the heat map shown. Note that actual coverage
from the fully implemented networkwill be augmented in the areas shown by the presence of
additional access points (blue circles )Because meetings were in progressin these areas it
was not possibleto movethetest access pointintothem.

ltcan be seen that even inthe absence ofthe blue-circle access points, signal coverage was
measured at and above -70 dBm {green hue areas) to a significant range. While the specific
locations where access points were placed was based onaneed tofill in RF shadow areas
and provide complete coverage the effect is that adjacent coverage cells overlapwith solid,
redundant coverage.

The present designcallsfor a requirementthatif any single access point were to fail, the adjacent
access points would provide usable connectivity inthe failed area. ltcan be seen from the
coverage maps below thatthisrequirement will easily be met by the present design.

88 388&8y

15

® Location With Active Test Access Point

Location Where Another Access Point Will Be
Placed in the Final Installed Design

Hemes

Signal Strength Testing on Floord
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Careful On-Site Spectrum Analysis

You have to be sure that background noise or interference isn’t going to impact the
behavior of your network. Wireshark will show you 802.11 retransmissions and
packets with CRC errors — both indicative of RF noise or interference problems.

ORIGINAL DRAWING FILES

Drawing files were provided in standard AutoCAD format Antenna locations forthe
design being considered were indicated using standard CAD symbols

A3-dimensional, virtual building model was created from these plans where each interior
and exteriorwall, partition, and indicated obstruction was formatted to representits
correctRF characteristics

Assessing the 802.11 Spectral Signature

Totherightis a detailed insettaken
fromthe FFT display presented
previously. Althoughthe
Bluetooth transmitterhas a
higher maximum signal strength
thanthe 802.11 transmitter
the 802.11 transmissionis
actually optimal

Anidle802.11b/g network is
comprised of periodic access
pointbeaconpackets. These are
transmitted usingthe least-
comman-denominatar
modulation technigue consistent
with 802.11b. As such, the
spectral signature forthe
network is well knawn.

The spectral signature seen abave is as closeto ideal as can be expected outside a laboratory
enviranment. The center-frequency null point andthe two side-lobe notches are clearly visible
across an even arc of signal from the lowerto upper side ofthe channel. The background
noise, in this specific case, had essentiallynoimpact on the quality ofthe transmitted 802.11
signal

Shown below is a different FFT display, also capturedin the lobby but ata differenttime. Here it
can beseen (ysllow, instantaneous trace line) that the channel 1 signal does nothavethe
same level of quality as it did previously (the null- andside-lobe notches are visible butthe arc
oftransmissionis nolonger smooth. Channel 6 shows up with novisible high-frequency notch
and channel 11, while the three notches are visible, is notwell formed. It mustbe noted,
however, that communicationis net disrupted by any ofthese conditions. It simply an sub-
optimal signal environmentwhichwill cause reductionin connecivity rates.

Floa Time FFT wiAx
Consar "

Center-Frequency Bluetoo
Nuit Transmitter

£02.11b/g Spectral Signature

" Novisible high:

frequéncy ‘notch’

2.4 GHz in Conference Room - Floor 11

Cordless Phone Interference

In the conference room near the elevatorlobby the RF spectrum was consistent withthat
observed in the main buildinglobby. There is a cordless phone visible as the sawtooth blue
spiking across thetop and the 802.11 “humps” are poorly formed. Noise (particularly the
Bluetooth and cordless phones) is causing perfomance problems inthe 2 4 GHz frequency

band
el Toms T WrAx
o Spam M4
o i 0 5

Tice ) Mt

IMPORTANTNOTE: Thisii is the RF
and to present the cal ri ie i ing
here is indi i a i i

nrax

Spam 100 btz
RO 8 254k

As shown and discussedfor the ground floor lobby
area, the 802.11a spectrum on the 11=floor
remained very noise and interference free. The:
traceto the rightshows the FFT displayfrom the
117 floor Main Gonference Room

Floor 11 5.8 GHz 802.11ain Band
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Knowing What You Know...

* You have to understand how RF issues can impact WLAN
performance and operation
* You have to understand 802.11 protocol behavior
— Client Association
* You have to understand L2 and L3 initialization behavior
— DHCP (and possibly VLAN to SSID mapping)
— RADIUS Authentication (EAP)
— Possibility of Captive Portal Authentication

* Once the client is Associated and Authenticated, everything
else is conventional Ethernet packet analysis
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An Idle 802.11 Wireless LAN

No. - Tima Soarce Destinastion Bytes Protocol Info
Zof 0.102 clobalsu Wli1d:c¥ Broadeast Y1 IEEE ZlBeacon trame, SHeilE/, FHe=d, Flage=........C, EI=100, SZID="piptadodiH"
ZOE 0.102 wclebalsu _DL:17:cl Broadcast PL IEEE E(Eeacon Trame, SH=IL1EE, FH=D, Flags=........0, BI=100, I3ID="pistadod7i"
269 9.162 @lobalSu 01:17:¢8 Evoadcast 91 IEEE El{Eeacen Trame, $ﬂ-23$9, FH=D, Flage=........0, BI=100, S5I0="pintadod7"
270 2.182 Eloba18%u 01:17:c8 BErozdcast 91 IEEE B(Eeacon fTrame, SN=21920, Fu=D, Flags=........€, BI=100, S5ID="pintedod75"
771 0.182 &lobal1Sy 01:12:¢8 Broadeszt 91 IEEE T Besprom Frames, EN.?IQI ER=D, Flages=........2, BIS10Q, 3310:"pinta«ﬂaﬂ?ﬁﬁ "
272 9,192 globalsu DLl:12:¢F Broadeast 91 IEEE $(peacon frame, SH=2192, §M=0, Flage=........C. BI=100, SEID="pintadsd76"
2F3 0.162 wmiobalsu DLl:12:¢@ grpadicast 0% IEEE BiPeacon fTrame, SN=2193, FM-0, Fligs=........L, BI=100, S3ID-"pintadod7d"
274 9,162 Globalsu_DL:i2:¢E Broadcast 9L IEEE Bl Gsacon frame, SH=7194, FM-0, Flags=........TL, BI-100, 55I0=" pihta-deﬂﬁ
275 9,162 Globalsy 01:17:¢8 Broadcast 91 IEEE B(Bgacen frame, SW=7125, FN=D, Flags=........€, BI=1D0, S5ID="pintadedTn"
276 9.182 globalSu_01:12:¢8 Broadcast 21 IEEE BLEeacen frame, SN=21%G, FHD, Flagss.. , S2Ib="pintedodTH"
2FF 0,182 Slabalsu 01:12;¢8 Broadegat 91 IEEE EiPeacen frame, SH=Z197, FH=D, Flagss SSIb="pintadod 75"
TR 0.192 globalsu_01:12:cR 6roadcast 91 IeeE 8l Beacon frame, SN=2198 Flags= S3I0="pintadod7H"
27y 0.162 olobalsu_01:12:cB Groadcast 91 IFFE A Beacon frame. SN=7139, Flagss 5310="pintaded 70"
280 9.162 @lobalsu _01:17:c8 Rroadcast 91 TEEE &( Beacon frame, SN=2200, Flags= » 55I0="plntadod7h"
281 9.162 &lobalSu_01:17:c8 Broadcast 31 TEFF B( Bearnon frame, SN=2201, Flags= , E5Ib="piateded7H"
Z62 D.162 &lobalsy_01-17-rR Rroadrast Q1 TFFF Rl Rearnn frams "il\l:??ﬂi‘_ Flans= » SEID="pintaded{H"
283 0,192 globalsu_01:17:c8 Broadcast 91 IEEE &( Beacon frame, SN=2203, Flags= SEID="pintadod 7"
284 0.192 globalsy 01112128 Arazdeasy Q1 TEEE R Reasan Frames SN-=7204 F Flaas_ y SSID="pintaded7i"

# Frame 1 (91 bytes on wire, 91 bytes captured)
# Radiotap Header v0, Length 24

= IEEE 802.11 Beacon frame, Flags: ........ G
Type/Subtype: Beaceon Frame (ﬂx@E)

B Frame Control:

Yerzion: O
Type: Management frame (0)
fubtype: ¥
= Flags: Ox0
DS statws: Mol l=aving 05 oF network 15 operating in AD-HOC moge (To 05: O Fiom 05: 03 (0x003

wrne .. = MoPg Fragments: This is the last fragment
weaw P... = RETry: Frame is not being retransmitted
aral sews = PR MGT: STA will stay up
..%. .... = More Data: No data buffered
. sie. = Protected Fflag: Data iz not protacted
Bias 2v0us = Ovder Fflag: Not strictly ordered
Durstdion: 0
Destination address: Broadcast (Ff:ff.ff.ff:ff:fF)
Somvee address: GlobalSu_01:12:c8 (00:03:2F:01:12:cB)
855 Id: GlobalSe 81:12:c8 (00:03:2F:01:12:cB)
Fragment number: 8
fequence number: 1928
® Framg chack saquenge: Oxe518alld [correct]
= IEEE 802.11 wireless LAN management frame
= Fixed parameters (02 bytes)
Timestamp: (Ox0000008C15540258
Beacon Interval: 0.102400 [Seconds]
= Capabi1ity Information: 0x0011
Tagged parameters [27 bytes)
= SEID perameter zet: "pintadod7E”
= Supported Bates: 1.G{E} Z.4{8) 5. 5{8)
= D% Parameter set: Curvent Channel: &

& Traffic IndicatTon Map (TIN): OTIM © of 2 bitwap enpiy
c H%CE ' lwww,wiresharku.cum
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Checking RF Characteristics with Wireshark

= Radiotap Header wvU, Length Z4
Header rewvision: 0
Header pad: 0O
Header Tength: 24
# Present flags: 0x000055ee
® Flags: 0Ox10
Data Rate: 1.0 Mb/s
Channel frequency: 2437 [BG 6]
# Channel type: 802.11b (0x00a0)
ssI Signal: -532 dBm
S5T Moise: -100 dBm
Sighnal Quality: 100
Antenna: 0O
SSI Signal: 48 dB
@072.11 FCSs: OxbZ723315%46 [correct]

Signal-to-Noise Ratio (SNR)
The difference between Signal and
Noise:

>30dB Excellent!
>20dB No Worries
<15dB Worry.
</10_dB Bad Thing!
e

CACE
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Beacon Frames are always transmitted at
the lowest data rate for the air standard:

802.11b 1 Mbps

802.11b/g Mixed Mode 1
Mbps

802.11g Greenfield 6 Mbps
802.11a 6 Mbps

802.11b/g/n Mixed Mode 1
Mbps

802.11g/n Mixed Mode 6
Mbps

Signal Strength Indicator values provide an
indication of power, not of quality:

> -65 dBm Excellent!

>-75 dBm No Worries

> -80 dBm Acceptable for
Web/Email WIRESHARK

SHARKFEST '09 | Stanford Universit& June 15-18, 2009
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Normal Client Association Behavior

452 0,057 IntelCor_68:7cC:5b Broadcast g0 IEEE 8(Frobhe Request, 3MN=0, FN=0, Flags=........ C, SEID="pintadod47t"

453 0.001 Globalsu_01:12:c8 IntelCor_68:7c:5b 85 IEEE B{Frobe Response, SN=Z368, FN=0, Flags=........ C, BI=100, s5ID="pintadod7o"
454 (0.000 Globalsu_01:12:ce 38 IEEE Bl Acknowledgement, Flags=........ C

455 0.013 IntelCor_B8:7c:5bh Globalsu_01:12:c8 58 IEEe Bl Aauthentication, sSN=0, FHN=0, Flags=........ C

456 0,000 IntelCor_68:7c:5 38 IEEE B8( Acknowledgement, Flags=........ C

457 0,000 Globalsu_01:12:c8 IntelCor_68:7c:5b 58 IEEE 8l Authentication, SN=Z2369, FnN=0, Flags=........ C

458 0.000 Globalsu_01:12:ce 38 IEEE Bl Acknowledgement, Flags=........ C

459 0.000 IntelCor_BB:7c:5bh Globalsu_01:12:c8 74 IEEE B( Azsociation Request, sM=1l, FN=0, Flags=........ C, SSID="pintadod76"
460 0.000 IntelCor_HE:7c:5bh 38 IEEE B( Acknowledgement, Flags=........ C

461 0.000 Globalsu_01:12:c8 IntelCor_68:7c:5b 64 IEEE 8( Association Response, SWN=2370, FN=0, Flags=........ C

462 0.000 Globalsu_01:12:c8 38 IEEE B( Acknowledgement, Flags=........ C

469 0.110 Micro-st_f3:85:34 Broadcast 146 LLC I, NCRD=0, N(S)=0; DSAP IS0 Network Layver Group, SSAP NULL LSAP Command
477 0.041 Micro-st_f3:85:34 Broadcast 146 LLC I, NCRD=0, M(S)=0; D3AFP IS0 NMetwork Layer Group, SSAP NULL LSAP Command
503 0.021 InmtelCor_6BE8:7c:5b Broadcast 396 LLC I, NCRI=0, N(s)=0; DsAP Oxle Group, SSAP NULL LSAP Command

Probe / Probe-Response / Ack

Authentication Request / Ack

Authentication Response / Ack

Association Request / Ack

Association Response / Ack

Data (Which could be AAA credential exchange and verification)

CACE WIRESHARK
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Raw Captured Data from the Troubleshooting Scenario

1529 0.000 Apple_dB8:c9:c4 (R 10
1530 0.030 Cisco_78:cc:Ba Broadcast 224
1531 G.014 ppple_dB:c9:cd (TCisco_7B:cc:8a (R 16
1532 0.000 Apple_dB:c9:¢cd (R 10
1533 0.000 Apple_dB:c9: cd IPvbmcast_00:00:0 106
1534 0.000 Cisco_78:cc:8a (T Apple_dB:c9:cd (R 28
1535 0.000 Apple_dB:c9:cd Cisco_7B:cc:8a 24
1536 0.000 Apple_dB:c9:cd (R 10
1537 0.089 Cisco_78:cc:Ba Broadcast 224
1538 0.104 Cisco_7B:cc:8a Broadcast 224
1539 0.043 Apple_d8:c9: cd Cisco_78:cc:8a 24
1540 0.000 Apple_dB:c9:cd (R 10
1541 0.002 Cisco-Li_a7:24:f6 Broadcast 139
1542 0.030 Cisco-Li_a7:24:f6 Broadcast 139
1543 0.027 Cisco_7FB:cc:Ba Broadcast 224
1544 0.104 Cisco_/B:cc:Ba Broadcast 224
1545 0.104 Cisco_78:cc:Ba Broadcast 224
1546 0.104 Cisco_78:cc:Ba Broadcast 224
1547 0.103 Apple_dB:c9:cd (TCisco_7B:cc:Ba (R 16
1548 0.000 Apple_d8:c9:cd (R 10
1549 0.000 Apple_d8:c9: cd Cisco_39:9b:40 1538
1550 0.000 Apple_dB:c9: cd Cisco_78:cc:8a 24
1551 0.000 Apple_dB:c9:cd (R 10
1552 0.000 Cisco_7B:cc:Ba Broadcast 224
1553 0.000 Apple_dB:c9:cd4 (TCisco_7B:cc:8a (R 16
1554 0.000 Apple_dB:c9:cd (R 10
1555 . 000 Cisco_78:cc:8a (T Apple_dB:c9:cd (R 28
1556 0.003 Cisco_39:9b:40 Apple_dB:c9:cd 1538
1557 0.000 Apple_dB:c9:cd (TCisco_7B:cc:Ba (R 28
1558 0.205 Cisco_78:cc:8a Broadcast 224
1559 0.048 Apple_d8:c9: cd Cisco_78:cc:8a 24
1560 0.000 Apple_dB:c9:cd (R 10
1561 0.056 Cisco_7B:cc:Ba Broadcast 224
1562 0.104 Cisco_7B:cc:Ba Broadcast 224
1563 0.104 Cisco_7FB:cc:Ba Broadcast 224
1564 0.104 Cisco_/B:cc:Ba Broadcast 224
1565 0.104 Cisco_78:cc:Ba Broadcast 224
1566 0.104 Cisco_78:cc:Ba Broadcast 224
1567 0.104 Cisco_78:cc:Ba Broadcast 224
1568 0,054 ppple_dB:c9:cd (TCisco_7B:cc:8a (R 16
1569 0.000 Apple_dB:c9:¢cd (R 10
1570 0.000 Apple_dB:c9: cd Cisco_39:9b:40 1538
1571 4,000 Cisco_78:cc:8a (T Apple_dB:c9:cd (R 28
1572 0.000 Apple_dB:c9: cd Cisco_7B:cc:8a 24
1573 0.000 Apple_dB:c9:¢cd (R 10
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IEEE Bl Acknowledgement, Flags=........

IEEE B{ Beacon frame, SM=357, FN=0, Flags=........ , BI=102,
IEEE 8{ Reguest-to-send, Flags=........

IEEE 8i{Clear-to-send, Flags=........

LLC I, M(RI=16, N(S)=0; DSAP Oxad Group, SSAP NULL LSAP
IEEE 8({802.11 Block Ack, Flags=........

IEEE B{Mull function (Mo datal), sSN=512, FN=0, Flags=.......
TEEE 8 Acknowledgement, Flags=........

IEEE 8( Beacon frame, SM=358, FN=0, Flags=........ , BI=102,
TEEE 8( Beacon frame, SM=359, FN=0, Flags=........ , BI=102,
IEEE 8(Mull function (Mo data), sSN=513, FN=0, Flags=...P..
IEEE 8 Acknowledgement, Flags=........

IEEE 8{Probe Regquest, SnN=3, FN=0, Flags=........ s

IEEE 8{Probe Request, Sn=4, FN=0, Flags=........ s

IEEE 8(Beacon frame, sSW=360, FnN=0, Flags=........ , BI=102,
IEEE B8i{Beacon frame, SW=361l, FnN=0, Flags=........ , BI=10Z,
IEEE 8( Beacon frame, SMN=362, FN=0, Flags=........ , BI=102,
IEEE 8( Beacon frame, SMN=363, FN=0, Flags=........ , BI=102,
IEEE 8{ Reguest-to-send, Flags=........

IEEE 8i{Clear-to-send, Flags=........

LLC I, NCRD=16, N(S)=0; DSAP Oxab Indiwvidual, SSAP NULL
IEEE 8{MNull function (Mo datal), sSN=514, FN=0, Flags=.......
IEEE 8 Acknowledgement, Flags=........

IEEE 8{EBeacon frame, sSw=364, Fn=0, Flags=........ , BI=102,
IEEE 8{Request-to-send, Flags=........

IEEE 8l Clear-to-send, Flags=........

IEEE 8({802.11 Block Ack, Flags=........

LLC I, M(RI=16, N(S)=0; DSAP 0x56 Indiwvidual, SSAP NULL
IEEE 8({802.11 Block Ack, Flags=........

IEEE 8( Beacon frame, SMN=366, FN=0, Flags=........ , BI=102,
IEEE 8{Mull function (Mo data), sSN=515, FnN=0, Flags=...P..
IEEE 8 Acknowledgement, Flags=........

IEEE 8{ Beacon frame, SWN=367, FN=0, Flags=........ , BI=102,
IEEE 8{EBeacon frame, sSW=368, FnN=0, Flags=........ , BI=102,
IEEE 8(Beacon frame, sSW=369, Fn=0, Flags=........ , BI=102,
IEEE B8{Beacon frame, SW=370, FnN=0, Flags=........ , BI=10Z,
IEEE 8( Beacon frame, SM=371, FN=0, Flags=........ , BI=102,
IEEE 8( Beacon frame, SMN=372, FN=0, Flags=........ , BI=102,
IEEE 8( Beacon frame, SM=373, FN=0, Flags=........ , BI=102,
IEEE 8{ Reguest-to-send, Flags=........

IEEE 8i{Clear-to-send, Flags=........

LLC I, M(RI=16, N(S)=0; DSAP Oxab Group, SSAP NULL LSAP
IEEE 8({802.11 Block Ack, Flags=........

IEEE B{Mull function (Mo data), sSN=516, FN=0, Flags=.......
IEEE 8( Acknowledgement, Flags=........
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SSID="test"
Command

T
SSID="test"
S5I0="teast"

LT

S5ID="%32Vm 0330F\I62P 204263826 1DRN210M267M 34102
S5ID="%32Vm \0330F\362P 2040203 %201DRNZ10MNZ67N3I41N2

SsID="test"
SsID="test"
SSID="test"
SSID="test"

LSAP Command
T

Ss5ID="test"

LSAP Command

LT

S5I0="tea=zt"
S5I0="test"
S5ID="test"
S5I0="test"
S5I0="test"
SSID="test"
SSID="test"
SSID="test"
Command

T
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Filtering to Select Only Beacon Frames

Mo, - Time Source Deskination Bytes | Protocol Info
1529 (. 000 Apple_d8:c9:cd (R 10 IEEE B{ Acknowledgement, Flags=........
1530 0.030 Cisco_7FB:cc:Ba Eroadcast 224 IEEE 8( Beacon frame, SN=357, FN=0, Flags=........ , BI=102, sSsSID="test
1531 0.014 Apple_d8:c9:cd (TCisco_7B:cc:8a (R 16 IEEE B(Request-to-send, Flags=........
1532 0.000 Apple_dB:c9:c4 (R 10 IEEE B(Clear-to-send, Flags=........
1533 0.000 Apple_d8:c9:cd IPvbmcast_00:00:0 106 LLC I, N(RI=16, N(S)=0; DSAP Oxad Group, SSAP NULL LSAP Command
1534 0.000 Cisco_fB8:cc:8a (T aApple_ds:c9:c4 (R 28 IEEE B(802.11 Block Ack, Flags=........
1535 0.000 Apple_d8:c9:cd Cisco_r8:cc:8a 24 TEEE B(nNull function (Mo datal), sSM=512, FnN=0, Flags=....... T
1536 0.000 pApple_dB:c9:c4 (R 10 IEEE &8( Acknowledgement, Flags=........
1537 0.089 Cisco_78:cc:Ba Eroadcast 224 TIEEE B{ Beacon frame, SN=358, FN=0, Flags=........ , BI=102, sSSID="test

5 .10 : Broadcast iy B on frame, SN=359, FN=0, Flags=........ 31=107, S3ID="test

1539 0.043 Apple_dB:c9:cd Cisco_7FB:cc:Ba 24 TEEE B{mMull function (Mo datal), sSMN=513, FN=0, Flags=...P...T
1540 0.000 pApple_dB:c9:c4 (R 10 IEEE &8( Acknowledgement, Flags=........
1541 0.002 Cisco-Li_a7:24:f6 Broadcast 139 TEEE B{ Probe Reguest, SN=3, FN=0, Flags=........ , SSID=""%327m\0330F% 3¢
1542 0,030 Cisco-Li_ar7:24:f6 Broadcast 139 IEEE B({Frobe Reguest, sMN=4, FN=0, Flags=........ , SSID=""327m\0330F%3¢
1543 0.027 Cisco_7FB:cc:Ba Eroadcast 224 IEEE E(Beacon frame, SN=360, FN=0, Flags=........ , BI=102, sSsSID="test
1544 (0.104 Cisco_F8:cc:8a Broadcast 224 TIEEE 8(EBeacon frame, SM=361, FN=0, Flags=........ , BI=102, sSsID="test
1545 0.104 Cisco_fB:cc:Ba Broadcast 224 IEEE B( Beacon frame, SN=362, FN=0, Flags=........ , BI=102, sSsSID="test
1546 0.104 Cisco_F8:cc:8a Broadcast 224 TEEE B(EBeacon frame, SHM=363, FN=0, Flags=........ , BI=102, sSsID="test
1547 0.103 Apple_dB:c9:cd4 (TCisco_7fB8:cc:8a (R 16 IEEE B(Request-to-zend, Flags=........
1548 0.000 Apple dB:c9:cd (R 10 TEEE Bi{Clear-to-send. Flags=........

® Frame 1538 (224 bytes on wire, 224 bytes captured)

= IEEE E02Z. Flags: ........

Expand all
Wersion: 0 Collapse Al
Type: Management frame (00
Subtype: B8 Prepare a Filer
= Fla gs: O Colorize with Filker ... and Selected

e oF Selected
... and not Selected

DS status: Not leawving DS or network 1z ope From DS: 03 (0x00)

.0.. = More Fragments: Thiz is the las ot Seletted
.. O... = Retry: Frame is not being retra -
.0 ... = PWR MGT: STA will stay up E:S;‘rtSelectedpackewytesm iy
0. .... = More Data: Mo data buffered
.0.. .... = Protected flag: Data is not pro‘g Wiki Protocol Page
0... .... = order flag: Mot strictly ordere @ FierField Reference
Duration: O Protocol Preferences. ..

Destination address: Broadcast (ff:ff:ff:ff:FF
Source address: Cisco_7B8:cc:8a (00:23:5e:78:CC & Dissble Protocdl...
ESS Id: Cisco_7B:cc:Ba (00:23:5e:78:cc:B8a)
Fragment number: 0
Sequence number: 359
= IEEE 802.11 wireless LAN management frame —
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Configure to View Time Since Previous Displayed Packet

File Edit BAEEN G0 Capture  Analvee  Skatistics  Help
B g £ v Main Tookar }@ﬁ@@ﬁ& BB Qe @
v Filter Toolbar ——
Filk :|| * E ion... Clear Appl
Filter: | wilan wireless Toalbar | Expression Clear Apply
Ma, - v Statushar Crestinakion Bvtes | Protocol Info
Grudaldi_ds L e LeEeEE L DEdlur
Packet List Eroadcast 224 TEEE B{ EBeacot
v Packet Details Broadcast 224 TEEE Bi{ EBeacot
Packet Bytes Eroadcast 224 TEEE B{ EBeacot
Eroadcast 224 TEEE Bi{ EBeacot
Time Display Format Date and Time of Day:  1970-01-01 01:02:03.123456 52 aCot
Mame Resalukian »

Time of Day:  01:02:03.123456 Seacot

Colorize Packet List S=r= e
Hlorize Fac = Seconds Since Beginning of Capture: 123123456 keacol
v fAuko Scroll in Live Capk
Hhe SETET N e Lapture Seconds Since Previous Captured Packet:  1,123456 - tals]
Zoom In Chrl++ Seconds Since Previous Displayed Packet: 1.123456 2eaC ot
Zoom Out Chrl+- Seronds Since Epoch (1970-01-01%:  1234567890,123456 S22 COt
Mormal Size Chrl4= pacor
= - Automatic (File Format Precision) == fula]i
Resize All Colurmns seconds: O Seacot
Deciseconds: 0.1 g z j E 2 :
Expand Al Chrl+Right Centiseconds; 0,12 Eencol
Collapse Al Chrl+Left
# Milliseconds: 0,123 Seacot
Colorize Conversation g Microseconds:  0.123456 Seacot
_ Manoseconds: 0,123456789 52aco!
Coloring Rules. .. 2qCcot
Broadcast 224 IEEE B{ Beacot
Showe Packet in Mew wWindow
eload = . Broadcast 224 IEEE B{ Beacot
+
Bena ' Eroadcast 224 IEEE B{ Beacot
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Export the Resulting Trace File

Edit  Wiew Go Capkure Analvze  Skakistics  Help

B oOpen... aHo | B2 E | G e & D 5
[ Open Recent 3
Merge. ..
| Chrl4-4y
X =0%e ' Destination
b o_7B:cc:Ba Ercadcas
B save ps... Shift+Chel+s O_7 B CC:Ba Eroadcas
! o_FfBiCCiBa Eroadcas
File 5t Mo_7Bicc:8a Eroadcas
Export dcas
o decas
= Prink... Ckel+P Obiects y idcas
madcas
ﬂ Lk hrle |U_."C-.LL.G-GI. Erod =
2 “ o_/fB:CCiBa Broadcas
4792 0.104  Cisco_78: ,h= 7 -
4801 0.104 Cisco_7&: File name: |Wireless Troublezhooting Data. cay A | [ Save ]
Q Save az type: | C5Y [Comma Separated Values summary] [* os v | [ Cancel ]
My Netnork
Facket Fange Facket Format
(O Captured (%) Displayed Facket zummary line
() Al packets 1537 Facket detailz:
() Selected packet 1 As displayed 3

b arked packetsz

i FPacket Byt
First ta last marked acket Bytes

% () Range: I:I 0 Each packet on a new page

, ‘ Www.wirasharku.com

CACE WIRESHARK

TECHNOLOGIES SHARKFEST '09 | Stanford University | June 15-18, 2009 UNIVERSITY




Graphing the Results in Excel

Open the .CSV file in Excel
Select the Time Column
Insert Line Chart

A B 2 D E F G 1 ] K L M N (0]
1 |Mo. [Time Tsource  Destinatic Bytes Protocol Info
2 1 0|Cisco_78:¢ Broadcast 227 IEEE 802.1 Beacon frame, SN=43, FN=0, Flags=........, BI=102, 55ID=test""
3 2 0.104|Cisco_78:¢ Broadcast 227 IEEE 802.1 Beacon frame, SN=44, FN=0, Flags=........, BI=102, 55ID=test""
4 3 0.104|Cisco_78:¢ Broadcast 227 IEEE 802.1 Beacon frame, SN=45, FN=0, Flags=........ . BI=102, SSID=test""
5 4 0.104|Cisco_78:¢ Broadcast 227 IEEE 802.1 Beacon frame, SN=46, FN=0, Flags=........ . BI=102, SSID=test""
6 5 0.104|Cisco_78:¢ Broadcast 227 IEEE 802.1 Beacon frame, SN=47, FN=0, Flags=........, BI=102, 55ID=test""
7 6 0.104|Cisco_78:¢ Broadcast 227 IEEE 802.1 Beacon frame, SN=48, FN=0, Flags=........, BI=102, 55ID=test""
8 7 0.104|Cisco_78:c Broadcast 227 IEEE 802.1 Beacon frame, SN=43, FN=0, Flags=........ . BI=102, 55ID=test""
9 8 0.104|Cisco_78:c Broad === = - e — S R
10 11 0.104|Cisco_78:c Broad: Time
11 12 0.104|Cisco_78:c Broad:
12 13|  0.104|Cisco_78: Broade 2°
13 14 0.104|Cisco_78:c Broad: 18
14 15 0.104|Cisco_78:c Broad:
15 13 0.104/|Cisco_78:¢Broadc| o
16 19 0.104|Cisco_78:c Broad:
17 23 0.104|Cisco_78:cBroadc| 14
18 24 0.104|Cisco_78:c Broad:
19 25 0.104|Cisco_78:cBroadc| 12
20 26|  0.104|Cisco_78:cBroad: I H
21 27| 0.104|Cisco_78:¢Broadd, 10 i |
2 38| 0.104|Cisco_78:¢Broadc ' :
23 39 0.104|Cisco_78:c Broad: 8 ! i
24 40 0.104|Cisco_78:c Broad: 5 ! !
25 41 0.104|Cisco_78:c Broad: 1
26 42| 0.104|Cisco_78:Broade, 4 Q A v i
27 43| 0.104|Cisco_78: Broad: [ B R e !
28 43 0.104|Cisco_78:cBroadc{ 2 b oo i
29 53| 0.104|Cisco_78:Broad: [
30 54 0.104|Cisco_78:¢Broadz, 0 w |
31 55 0.104|Cisco_78:¢ Broad: <rmgEmgmg;ggmgggmgg&gggggggﬁgmﬁggﬁl
% 32 56| 0.104|Cisco_78:x Broadcy T2y L shariaicon
CAC E 33 57 0.104|Cisco_78:c Broadcast 227 IEEE BUZ.1 Beacon frame, SN=74, FN=0, Fiags=........ . BI=102, SSID=test™" RK"
2A L~ N Andlficrn 72+ Braadeact 277 IEEE 2n7 1 Baarnn frama SRI-75 ER-N Elamc— 2I-1n7? eSin—tact"" VW OEE S E .H
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|dentifying the Anomaly

4524 0,104 Cisco_fB:cc:va Broadcast 224 TEEE B( Beacon frame,
4525 0,104 Cisco_JfB:cciBa Broadcast 224 IEEE &( Beacon frame,
4529 0,208 Cisco_JfB:cciia Eroadcast 224 IEEE &( Beacon frame,
4530 0,104 Cisco_JfB:cciia Eroadcast 224 IEEE &( Beacon frame,
4531 0,104 Cisco_JfB:cciia Eroadcast 224 IEEE & Beacon frame,
4532 0,104 Cisco_JfB:cciia Eroadcast 224 IEEE & Beacon frame,
45331 0,104 Cisco_JfB:cciia Eroadcast 224 IEEE & Beacon frame,
4534 0,104 Cisco_7B:cc:ea Broadcast 224 TEEE &l Beacon frame,
4544 0 208 Cisco_fB:cc:iba Broadcast 224 IEEE & Beacon frame,
4547 0,104 Cisco_J7B:ccCiba Broadcast 224 IEEE &( Beacon frame,
454 0,104 Cisco_J7B:ccCiba Broadcast 224 IEEE &( Beacon frame,
4549 0,104 Cisco_J7B:ccCiba Broadcast 224 IEEE &( Beacon frame,
4550 0,104 Cisco_/7fB:cCiba Eroadcast 224 IEEE &i Beacon frame,
4554 0,104 Cisco_/7fB:cCiba Eroadcast 224 IEEE &i Beacon frame,
5190 1e.173  Cisco_7fB:cc:iéa Eroadcast 224 IEEE &i Beacon frame,
5191 0,104 Cisco_7fB:cciba Broadcast 224 IEEE &l Beacon frame,
5192 0,104 Cisco_7fB:cciba Broadcast 224 IEEE &l Beacon frame,
222 0,104 Cisco_7fB:cciba Broadcast 224 IEEE &l Beacon frame,
5239 0,208 Cisco_/7fB:cc:iba Broadcast 227 IEEE &l Beacon frame,
242 0,104 Cisco_/7fB:cc:iba Broadcast 227 IEEE &l Beacon frame,
5245 0,104 Cisco_7fB:cc:iba Broadcast 227 IEEE &l Beacon frame,
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Evaluate the Behavior

Mo, - Time: Source Destlnatlon Bytes Protocol Info
4852 0,000 Cisco_78: Tcc:Ba Cisco-Li _ar:24:f6 218 IEEE 3( Probe Reéponse SN=Z2836, ﬁN:O F]ags— .R..., BI= 102 SSID="test"
0.000 Cisco_78:cc:8a (R 10 IEEE B(Acknow'ledgement Flags=........

sl Beacon fTrame

FBBroadcast 47 Sh= 4 =0, Flags=........ , SSID= Broadcast

B{ Probe Request,
000 Cisco-Li_a7:24:f6 218 IEEE Bl Frobe Response, Sh= 283?, Fr=0, F]ags:....R..., BI=102, ssID="test"
000 Cisco_7o:cc:8a (R 10 IEEE B( Acknowledgement, Flags=........
000 Cisco-Li_a7:24:f6 218 IEEE B{ Frobe Response, sSN=2837, FN=0, Flags=....R..., BI=10Z2, sSs5ID="test"

Cisco_78:cc:B8a (R 10 IEEE Bl Acknowledgement, Flags=........

0.
0.
0.
0.
0.305 (TCisco_rB:cc:Ba (R 16 IEEE B{Request-to-send, Flags=........
T Sty |
0 o meieiaiceid 1. Walk through the trace, frame-by-frame AP Response
0. Cisco_FB:cc:8 .
0. spple_dzico:dl 2. ASK yourself:
0. Cisco_FB:cc:8 0 q
0. AppTe d3ico:c *  Why was this frame transmitted?
. ¥ Cisco_7B:cc: .
0. Apple_dB: co:c « What is the expected response? .
. isco_39:9b:4 Esponse
0. T Apple_dB8:c9: :
0 BRRA St » Did the expected response occur?
0. Apple_dB:c9:c .
0. o ciseossice:s 3. When you find the departure from the
0. Apple_dB:c9:c . .
Q. 24:f6 Broadcast Heast
0. )24 £6 Broadeast expected response you've either found a F:
. : . . = = ]
4878 0.567 Apple_d8ic9ics (1 A TATRaIL: manifestation of the problem or you've (/w\)
4880 0.000 Apple_di:c9:cd Cisco_39 Sk o = o sponse
4881 0.000  Cisco 78:cciBa (T Apple_d discovered something that was outside \
4882 0.000 Apple_dB:c9:cd Cisco_ . [' ))
4883 0.000 T Apple —\) your protocol analysis experience \__
. pple_dB:c9:c isco_
4885 0.000 apple ) ITWTEEE BUACKEnow!egdgement; Fla0S=:cirrrr: /\
4886 0.084 Apple_dB:c9:cd 111 TEEE 8{Probe Request, SN=E7Z, FN=0, Flags=.......| )
4887 0.107 Apple_dB:c9:c4d 24 TEEE B{nNull function (Mo data), sSMN=881, FN=0, Flac i
4888 0.000 10 IEEE ©{ Acknowledgement, Flags=........ /\
4889 0.047 Apple_dB:c9:cd EE 8(Null function (Mo data), SN=B82, FN=0, Flags
4890 0.000 \&E 8( Acknowledgement, Flags=........ /
4891 0.146 Apple_dB:c9:cd EE B8(Null function (Mo data), SN=892, FN=0, Flags=.... /. I
4892 0.000 App \ _EE Bl Acknowledgement, Flags=........
4893 0.053 Apple_dB:c9:cd Cis. - LEEE B(Null function (No data), SN=893, Fn=0, Flags=...F...T
4894 0, OOO Applela / 10 TEEE B{ Acknowledgement, Flags=........
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Evaluate the Behavior

Destination

Cisco-Li_

Cisco_7&:
Broadcast

ar:
12a

CC

24

Bytes | Probocol Info
f6 218 IEEE 8( Probe Response, SN=2836, FN=0, Flags=.
(R 10 IEEE B8f{ Acknowledgement, Flags=........

R..., BI=102, SSID="test"

0.018
4856 0.000 Cisco_rB:cc:
4857 0.000
4858 0.000 Cisco_rB:cc:
4559 0.000
4860 0,305 Apple_dB:c9:
4861 0.000
4862 0,000 Apple_dB:c9:
4563 0.000 Cisco_7e:cc:
4864 0.000 Apple_dB8:c9:
4865 0.000
4866 0.213 Apple_dB8:c9:
4867 0.000
4868 0.780 Apple_dB:c9:
4869 0.000
4870 0.000 Apple_dis:c9:
4871 0.000 Cisco_78:cc:
4872 0.000 Apple_dis:c9:
4873 0.000
4874 0,221 Apple_dB:c9:
4875 0.000
4876 0.181 Cisco-Li_av:
4877 0.030 Cisco-Li_a7:
4878 0,567 Apple_dB:c9:
4879 0.000
4880 0.000 Apple_dB:c9:
4881 0.000 Cisco_7e:cc:
4882 0.000 Apple_dB8:c9:
4883 0.000
4884 0.212 Apple_dB8:c9:
4885 0.000
4886 0.084 Apple_dB:c9:
4887 0.107 Apple_dB:c9:
4888 0.000
4889 0.047 Apple_dB8:c9:
4890 0.000
4891 0.146 Apple_dB8:c9:
4892 0.000
4893 0.053 Apple_dB8:c9:
4894 0.000
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Ba
Ba
cd
cd
Ba
cd
cd
cd
cd
Ba
cd

cd

24
24

cd
cd
2a
cd
cd

cd
cd

cd
cd
cd

6 Broadcast

Cisco-Li_

Cisco_TB:

Cisco-Li_

Cisco_7R:
(TCisco_7RB:
Apple_d&:
Cisco_39:
(T Apple_dB:
Cisco_7&:
Apple_di:
Cisco_7&:
Apple_d&:
(T Cisco_78:
Apple_d&:
Cisco_39:
(T Apple_d&:
Cisco_TB:
Apple_d&:
Cisco_7H:
Apple_di:
& Broadcast
6 Broadcast
(TCisco_7RB:
Apple_di:
Cisco_39:
(T Apple_dB:
Cisco_7&:
Apple_di:
Cisco_7&:
Apple_d&:
Eroadcast
Cisco_7H:
Apple_di:
Cisco_7&:
Apple_di:
Cisco_7&:
Apple_di:
Cisco_7&:
Apple_d&:

ar:
lofal
ar:
1Ba
1Ba
c9:
b
c9:
cC
c9:
cC
c9:
1Ba
c9:
b
c9:
lofal
c9:
cC
c9:

o
CC

CC

cC
cY:
b
c9:
cC
c9:
12a
c9:

CC

cC
c9:
cC
c9:
12a
cQ:
cC
c9:

CC

24

Ba

24

cd
40
cd
Ba
cd
Ba
cd

cd
40
cd
Ba
cd
Ba
cd

Ba
cd
40
cd
Ba
cd

cd

Ba
cd
Ba
cd

cd
Ba
cd
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Sh=15dkE, FnN=0, Flags=

sl Beacon frame,

47 IEEE 8({ Probe Request, SN=4, FN=0, Flags=........ , SSID=Broadcast
f6 218 IEEE B{FProbe Response, SN=Z837, FN=0, Flags=....R..., BI=102, ssID="test"
(R 10 IEEE Bf Acknowledgement, Flags=........
f6 218 IEEE B{FProbe Response, SN=Z837, FN=0, Flags=....R..., BI=102, ssID="test"
(kR 10 IEEE B8l Acknowledgement, Flags=........
(R 16 IEEE B{ Request-to-zend, Flags=........
(R 10 IEEE 8{Clear-to-send, Flags=........
1538 LLC I, NCRI=16, N(s)=0; DsSAP Ox38 Indiwvidual, SsSAFP MULL LSAP Response
(R 28 IEEE B(802.11 Block Ack, Flags=........
24 TEEE B{Null function (Mo datal), SN=866, FN=0, Flags=....... T
(R 10 IEEE Bf Acknowledgement, Flags=........
24 TEEE B{Null function (No data), SN=B8&67, FN=0, Flags=...F...T
(R 10 IEEE B( Acknowledgement, Flags=........
(R 16 IEEE Bl Request-to-send, Flags=........
(R 10 IEEE Bl Clear-to-send, Flags=........
1538 LLC I, N(RJ=16, N(5)=0; DSAP 0x38 Group, SSAP MNULL LSAF Response
(R 28 IEEE 8(E0Z.11 Block Ack, Flags=........
24 TEEE 8(nNull function (Mo datal), SM=86g, FN=0, Flags=....... T
(R 10 IEEE B8f{ Acknowledgement, Flags=........
24 TEEE B{nNull function (Mo data), sSN=869, FnN=0, Flags=...F...T
(R 10 IEEE Bf Acknowledgement, Flags=........
47 IEEE 8( Frobe Request, sn=Z1, FHW=0, Flags=........ , SsID=Broadcast
47 IEEE 8({ Probe Request, SN=22, FN=0, Flags=........ , 5SID=Broadcast
(R 16 IEEE Bl Request-to-zend, Flags=........
(k10 IEEE Bl Clear-to-send, Flags=........
1538 LLC I, NCRI=16, N(s)=0; DsSAP Ox3a Indiwvidual, SsSAFP MULL LSAP Response
(R 28 IEEE B(802.11 Block Ack, Flags=........
24 TEEE B{Null function (Mo datal), SN=B70, FN=0, Flags=....... T
(R 10 IEEE B( Acknowledgement, Flags=........
24 TEEE B{Null function (No data), SN=B71, FN=0, Flags=...F...T
(R 10 IEEE B( Acknowledgement, Flags=........
111 TEEE 8{Probe Request, SN=E72, FN=0, Flags=........ , S3ID="test"
24 TEEE B{nNull function (Mo data), sSM=881l, Fn=0, Flags=....... T
(R 10 IEEE Bf Acknowledgement, Flags=........
24 TEEE B{Null function (No data), SN=8BE2, FnN=0, Flags= P...T
(R 10 IEEE B( Acknowledgement, Flags=........
24 TEEE B{Null function (Mo datal), SN=892, FN=0, Flags=....... T
(R 10 IEEE B( Acknowledgement, Flags=........
24 TEEE B{Null function (No data), SN=893, Fn=0, Flags= P...T
(R 10 IEEE B( Acknowledgement, Flags=........
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The “Think” Method

* You now must determine what problems or
configuration issues result in the identified
behavior.

e This is where vendor technical support and
collaboration play a critical part

* Inthe present scenario, the question is:
“What makes an access point stop beaconing for a
consistent time period at reasonably regular
intervals?”

* Once you've isolated and described the problem
and formulated a concise question the answer is
often quite simple
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Know Your Vendor’s Products

Radio Resource Management

Radio Resource Management Software - Embedded in Controllers

Transmit Power Selection Rogue Detection & Containment
User Load Management Coverage Hole Management
Auto Channel Management [nterference Detection & Avoidance

Key RF stats profiled

AP received energy

Totalenergy on each channel
BD2.11 noise

Non-802.11 noise heard on channel
802.11 interference

RF Groups

RF Group != Mobility Group
RF Group is a cluster of controllers
that coordinate RRM calculati

802.11 packets heard during sampling th
intervals, Described as % busy em
Utilization RF Group can be up to 20 S

More emphasis given to APs that require
more bandwidth

RF Group is identified by “RF Group
Name"”, which acts as a shared secret
between members of the group

- Neighbor messages sent out b
APs include a hash of the BSSID
T and timestamp
When controllers hear neighbor messages
with the right shared secret they form the

Auto-RRM negates the need

RF Group Controllers elect a lsader to analy "
i Variables and make optimal channel and power decisions
RF Group Leader is elected: toco nflg'u re each AP forthe %m cmnsmm locally if possible.
+ Controller with the highest “Group ID" Automatic channel and ES
numberis elected power selection Wireless Conffolier A Wirsles Controlier B
+ Ifthereis a tie, th Controller with the lowest + Performed in real-time RF Grougf SEVT RF Griggp = SEVT

path-loss hetiwaan 1\ + Computed across multiple

controllers
Automatically performs
ongoing configuration
adjustments
Over-ride capability for non-
typical installs

* On-demand RRM

* Manual channel and power

configuration

NEIGHBOR MESSAGES I APs on different controllers hear neighbor

Sentat full power ~messages at -80 dBm or stronger, they group
) _ : their RF domains

:M‘: IPRF Group Name power then comp as a group

+ Authenticated
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The Solution!

Dynamic Channel Assignment Algorithm

Channel Assignment

Methed & Automatic Interval: 600 secs AnchorTime: O (Hour of the day)
" On Demand Invoke Channel Update now | Monitor Intervals (60 to 3600 secs)
" OFF . "
: : oise Measurement
Bvgid Fareign AP
interferemce I Enabled
Avoid Cisco AP load [ Enabled Load Measurement 0

Avoid non-802.11b noise [ Enabled

Signal Strength
Contribution

Meighbor Packet Frequency
Enabled

oo | e
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Wireshark Saves the WLAN !

You have to know that you know what
you think you know so you can know how
to know what you don’t know.

* Understand the RF design and RF signal
behavior

* Understand the expected 802.11 protocol
behavior

* Understand the expected L2 and L3
protocol behavior

e Capture the problem scenario with

QU eSUOHS? Wireshark
e Walk through the trace until the problem
www.Connect802.com point is identified
joe@Con nect802.com * Pose a troubleshooting question to
(925) 552-0802 quantify the problem.
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