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• Connect802 was contracted to provide design, RF spectrum analysis and post‐
installation verification services for a client’s major Cisco 802.11n deployment

• Both because 802.11n is an emerging technology and because we differentiate 
ourselves through our rigorous engineering methodology we were exceptionally 
diligent in the planning and design of the network

• We performed extensive on‐site equipment testing

W t d 3 di i l RF CAD d l f th f ilit• We created a 3‐dimensional RF CAD model of the facility

• We performed signal coverage predictions to optimize access point placement and 
to assure that the installed system would meet the design specifications

• We confirmed our predictive RF CAD designs through on site testing• We confirmed our predictive RF CAD designs through on‐site testing

• Our client installed the pilot network (the first of over 100 buildings)

• The client reported that the network didn’t work

• We found that signal strength remained at and above the specified levels• We found that signal strength remained at and above the specified levels

• The wireless LAN controller showed that all access points were operational

• Throughput testing confirmed that every three minutes 
the network would stop passing user traffic 3

SHARKFEST   '09    |    Stanford  University   |    June  15–18,  2009

the network would stop passing user traffic 3



Preparing for a Troubleshooting Effort

You have to know that you know 
what you think you know so you 
can know how to know what 

you don’t know.
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Careful Quantification of Equipment and Project Specifications

• x

Wireshark will report informationWireshark will report information 
concerning WLAN performance. You 
have to know whether this is good or 
bad, expected or unexpected.
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3‐Dimensional RF CAD Modeling and Simulation

You have to be 
sure that your 
WLAN design 
will perform aswill perform as 
expected.
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Real‐World Testing and Design Calibration
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Design Review with Client

• x

Stakeholders must be on-board 
with the system and design 
specifications so that you have a 
“line-in-the-sand” to differentiate 
acceptable versus unacceptable 
behavior and performance
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Careful On‐Site Spectrum Analysis

You have to be sure that background noise or interference isn’t going to impact the 
behavior of your network. Wireshark will show you 802.11 retransmissions and 
packets with CRC errors – both indicative of RF noise or interference problems.
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Knowing What You Know…

• You have to understand how RF issues can impact WLAN
performance and operation

• You have to understand 802.11 protocol behavior
– Client Association

• You have to understand L2 and L3 initialization behavior
– DHCP (and possibly VLAN to SSID mapping)

h ( )– RADIUS Authentication (EAP)

– Possibility of Captive Portal Authentication

• Once the client is Associated and Authenticated, everything
else is conventional Ethernet packet analysiselse is conventional Ethernet packet analysis
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An Idle 802.11 Wireless LAN
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Checking RF Characteristics with Wireshark

Beacon Frames are always transmitted at 
the lowest data rate for the air standard:

802.11b 1 Mbps

802.11b/g Mixed Mode 1 
Mbps

802.11g Greenfield6 Mbps

802.11a 6 Mbps

802.11b/g/n Mixed Mode 1 
Mbps

802 11 / Mi d M d 6802.11g/n Mixed Mode 6 
Mbps

Signal Strength Indicator values provide an

Signal‐to‐Noise Ratio (SNR)
The difference between Signal and 
Noise: Signal Strength Indicator values provide an 

indication of power, not of quality:

> ‐65 dBm Excellent!

> ‐75 dBm NoWorries

Noise:
> 30 dB Excellent!
> 20 dB No Worries
< 15 dB Worry.

SHARKFEST   '09    |    Stanford  University   |    June  15–18,  2009

>  75 dBm No Worries

> ‐80 dBm Acceptable for 
Web/Email

< ‐80 dBm On the Edge – Be Careful

< 10 dB Bad Thing!



Normal Client Association Behavior

Probe / Probe‐Response / Ack

Authentication Request / Ack

Authentication Response / Ack

Association Request / Ack

Association Response / Ack

Data (Which could be AAA credential exchange and verification)
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Raw Captured Data from the Troubleshooting Scenario
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Filtering to Select Only Beacon Frames
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Configure to View Time Since Previous Displayed Packet
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Export the Resulting Trace File
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Graphing the Results in Excel

h f l lOpen the .CSV file in Excel

Select the Time Column

Insert Line Chart
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Identifying the Anomaly
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Evaluate the Behavior

1. Walk through the trace, frame-by-frame
2. Ask yourself:

• Why was this frame transmitted?y
• What is the expected response?
• Did the expected response occur?

3. When you find the departure from the 
expected response you’ve either found aexpected response you ve either found a 
manifestation of the problem or you’ve 
discovered something that was outside 
your protocol analysis experience.
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Evaluate the Behavior
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The “Think” Method

• You now must determine what problems or 
configuration issues result in the identified 
behavior.

• This is where vendor technical support and 
collaboration play a critical part

• In the present scenario, the question is:
“What makes an access point stop beaconing for aWhat makes an access point stop beaconing for a 
consistent time period at reasonably regular 
intervals?”

• Once you’ve isolated and described the problem y p
and formulated a concise question the answer is 
often quite simple
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Know Your Vendor’s Products
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The Solution!
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Wireshark Saves the WLAN !

You have to know that you know what 
you think you know so you can know how 

to know what you don’t know

• Understand the RF design and RF signal 
behavior

to know what you don t know.

• Understand the expected 802.11 protocol 
behavior

• Understand the expected L2 and L3 
protocol behavior 

• Capture the problem scenario with 
Wireshark

W lk th h th t til th bl
Questions?

• Walk through the trace until the problem 
point is identified

• Pose a troubleshooting question to 
quantify the problem.

www.Connect802.com
joe@Connect802.com

(925) 552 0802
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quantify the problem.(925) 552-0802


