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Agenda

& Setting up Wireshark with AirPcap

4 Capturing WLAN data

& WLAN Management, Control & Data Frames
& WLAN Frame Formats

& Analyzing: Client can not associate

& Analyzing: Roaming problems

& Analyzing: Throughput issues

& Multiple-Input, Multiple-Output (MIMO)
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Creating a WLAN profile

M The Wireshark Network Analyzer s T

File B=:li& View Go Capture Analyze Statistics Help

B & Copy o7 2 EE acaas @08 % 8

| |— A | - :

Eiltel =% Eind Packet... Ctris+k ~ Expression.. Clear Ap [ : . &
Find Next Ctri+N iWweshark: Configuration Profiles = | [l

Find Previous Cirl+8 Edit—Configuration Profiles

Mark Packet (toggle) Ctrl+M '
i St o Default
Find Next Mark Shift+Ctri+N

Find Previous Mark Shift+Ctrl+B
| Mark All Packets
]

WLAN

Unmark All Packets /7
)/

& Set Time Reference (toggle) Ctri+T

3. Verify selected
Profile

Find Mext Reference
Find Previous Reference

Configuration Profiles... Shift+Ctri+A z
# Preferences... i \
1
2. Select ,New

and enter name :

Profile name: WLAN]| / /

(o) foooy | gona |

L e

1. Click ,Edit‘ and
,Configuration profiles’

i [ [ -
| Ready to load or capture | No Packets | Profile: WLAN ‘J +
T T CTTE TR TWE T T =TT Frrar—
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit BUETN Go Capture Analyze  Statistics Help

SO i 8 Revso272/EBBEB aaan EgBEx @

v Filter Toolbar

Filter: |_| Wireless Toolbar » D Expression... Clear apply
v Statushar
& irPCap Intel v Packet List r FCS Filter: > | Decryption Made: = Wireless Settings... Decryption Keys...
Mo, . Sao ¥ PacketDetails S51 | Protocal Info
v Packet Bytes 5 Beacon frame,SN=9,6FN=0,BI=100, SSID: "LNSWLAN", Name: "
2 ci| Time Display Format *b0 d IEEE 802.11 Beacon frame,SN=10,FN=0,BI=100, SSID: "LNSWLAN", Name:
3 cj| MNameResolution *61 d IEEE 802.11 Beacon frame,SN=11,FN=0,BI=100, SSID: "LNSWLAN", HName:
4 cj| v Colorize Packet List 19 d IEEE 802.11 Beacon frame,SN=12,FN=0,6BI=100, SSID: "LNSWLAN", Name:
| ¥ Auto Scroll in Live Caphure |
5 Ci bl d IEEE 802.11 Beacon frame, SN=13,FN=0,BI=100, SSID: "LNSWLAN", Name:
6 ci|® ZoomIn Crl+ h9 d IEEE 802.11 Beacon frame,K SN=14,FN=0,6BI=100, SSID: "LNSWLAN", Name:
7 cigizfrr:alg;tize Cct:l: 50 d IEEE 802.11 Beacon frame,SN=15,FN=0,BI=100, SSID: "LNSWLAN", Name:
8 Cil 7 racis all Columns 19 d IEEE 802.11 Beacon frame, K SN=16 ,FN=0,BI=100, SsSID: "LNSWLAN", Name:
9 Ci 6l d IEEE 802.11 Beacon frame, K SN=17 ,FN=0,BI=100, SSID: "LNSWLAN", Name:
< Expand all
Callapse All

Not strictly ordered
Dur/| B Coloring Rules...

Des| sShow Packet in New ywindow cast (ff:ff:ff:ff:ff:£ff)
Soul % Reload _EW“R £:60 (00:0£:24:11:1£:60)
BSS Id: Cisco 11:1f:60 (00:0f£:24:11:1f:60)
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture pnalyze Statistics Help

C >@ x %8/ Bes»FiEBEaaan FnE x| 8
Eilber:l  Expression... Clear Apply

AirPcap Interface: #00 | 802,11 Channel: vl FCS FiIiJE!r: - | Decryption Mclde: - Wireless Settings... Decryption Keys..,

Mo, . | Source Destir SI | Profocol Infa

l Cisco 11:1f:60 Bro

Beacon frame,SN=9,FN=0,BI=100, SSID: "LNSWLAN",

2

3
2 Cisco_11:1£:60 Bro|, Beacon , , , , "LNSWLAN',
3 Cisco_11:1£:60 Bro|s d IEEE 802.11 Beacon frame,SN=11,FN=0,BI=100, SSID: "LNSWLAN'",
4 Cisco_11:1£:60 Bro|s {JIEEE 802.11 Beacon frame,SN=12,FN=0,BI=100, SSID: "LNSWLAN",
5 Cisco_11:1£:60 Bro|’ L 802.11 Beacon frame, SN=13,FN=0,BI=100, SSID: "LNSWLAN'",
6 Cisco_11:1£:60 Bro|® b Q2.11 Beacon frame,SN=14 FN=0,BI=100, SSID: "LNSWLAN',
7 Cisco_11:1£:60 Bro?D I Beacon frame,6 SN=15,FN=0,BI=100, SSID: "LNSWLAN',
8 Cisco_11:1£:60 Bro|,, b d IEEE ,SN=16 ,FN=0,BI=100, SSID: "LNSWLAN",
9 Cisco_11:1£:60 Bro|;; L ,FN=0,BI=100, SSID: "LNSWLAN'",

< 13

0... .... = Orde:éq—.l.—.rq*g—.— Channel number

Duration: 0
« Channel number can be changed during capturing
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Help

5 @ e > B x % 8/R«s»7F 2 EE Qb d§yE x|
Eilter:l * Expression... Clear Apply
AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: * | Decryption Mode: - Wireless Settings,.. Decryption Keys..,
Mo. .  Source Diestination RSSI  Protocal [&ll Frames Mone
SCo 60 Broadcas d lcon frame, 0,BI=100, SSID: "LNSWLAN",
2 cisco 11:1£:60 Broadcast 50 d IEEp/IvaldFrames lcon frame,|Driver =0,BI=100, SSID: "LNSWLAN",
3 Cisco_11:1£:60 Broadcast 51 E 802.11 Beacon frame,SN=11 \XN=0,BI=100, SSID: "LNSWLAN',
4 Cisco_11:1f£:60 Broadcast IEEE 802.11 Beacon frame,SN=12, 0,BI=100, SSID: "LNSWLAN',
5 Cisco_11: : a d IEEE 802.11 Beacon frame,SN=13, =100, SSID: "LNSWLAN',
6 Cis 49 d IEEE 802.11 Beacon frame,SN=14, 100, SsSID: "LNSWLAN',
7 Show frames d IEEE 802.11 Beacon frame,SN=15,FN=0) , 8SID: "LNSWLAN",
8 with or without d IEEE 802.11 Beacon frame,SN=16,FN=0, SSID: "LNSWLAN",
9 FCS errors d IEEE 802.11 Beacon frame,SN=17,FN=0, SSID: "LNSWLAN',
— ™~
0... .... = Oorder flag: Not strictly ordered o
Duration: 0 Decryption in
Destination address: Broadcast (ff:ff:ff:ff:ff:ff) Wireshark or in
Source address: Cisco_11:1f:60 (00:0£:24:11:1£:60) Driver
BSS Id: Cisco_11:1f:60 (00:0£:24:11:1f:60)
Fragment number: 0
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Decryption Modes

« None: no decryption - use if packets
are not encrypted or if key is not
available

«  Wireshark: decryption in Wireshark —
use in combination with display
filtering

« Driver: decryption in AirPcap driver —
use in combination with capture
filtering only

N

/—-— .
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Help

= B x % &R« o»F 2 /(EE QD @§¥HE x| @
Eilter:l * Expression... Clear Apply
AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: * | Decryption Mode: - Wireless Settings,.. Decryption Keys..,
Mo. . Source Destination RSSI  Protocol Info
0 60 Broadcas d 80 Beac 0,BI=100, SSID: "LNSWLAN",
2 Cisco_11:1f£:60 Broadcast 50 d IEEE 802.11 Beacon frame, SH=10" FN=0,6BI=100, SSID: "LNSWLAN",
3 Cisgo 11:1f:60 Broadcast 51 d TEEE 802.11 Beacon frame SN=11,FN=0,BI=100, SSID: "LNSWLAN",
4 Cis i Advanced Wireless Settings —— " e 12,FN=0,BI=100, SSID: "LNSWLAN',
5 Cis 13,FN=0,BI=100, SSID: "LNSWLAN'",
6 Cis|| [Interface 14 ,FN=0,BI=100, SSID: "LNSWLAN",
7 Cis AirPcap Multi-Channel Aggregator 15,FN=0,BI=100, SSID: "LNSWLAN",
8 Cis 16 ,FN=0,BI=100, SsSID: "LNSWLAN',
9 Cis 17,FN=0,BI=100, SsSID: "LNSWLAN',
Basic Parameters
<
0 Channel: .2462 [BG 11], 2437 [BG| ~ ¥ Include 802.11 FCS in Frames {%
Dura Channel Offset: |0 X
Destl| |CaptureType: | FPREILERE [T oo e A Fraimes [ :
cour B e Include Radio header
|| = . 0
to allow filtering on
BSS | ok || Apply || Concel | -
Fragi channel numbers
— - — —_—
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Help

= B x % &R« o»F 2 /(EE QD @§¥HE x| @

Eilter:l * Expression... Clear Apply

AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: * | Decryption Mode: - Wireless Settings,.. Decryption Keys..,

Mo, . | Source Destination RSSI | Protooaol Info

» Al Broadcdcas - =0 Beacd = E u ¥ B § . "LHSHLAH",

2 Cisco_11:1f:60 Broadcast 50 d IEEE 802.11 Beacon frame, SN=10 ENst =& | sID: "LNSWLAN',
3 Cisco_11:1£:60 Broadcast 51 d IEEE 802.11 Beacon frame SH=1ll FHi=0 Bi=180  5SID: "LNSWLAN",
4 Cisco_11:1f:60 Broadcast 49 d IEEE 802.11 Beacon frame K SNH=12 FN=0 BI=100 'SSID: "LNSWLAN'",
5 Cisco_11:1f:60 Broadcast 51 d IEEE 802.11 Beacon frame,6 SN=13 FN=0 BI=100,  SSID: "LNSWLAN",
6 Cisco_11:1f:60 Broadcast 49 d IEEE 802.11 Beacon frame,6 SN=14 FN=0,6BI=100, SSID: "LNSWLAN",
7 Cisco_11:1f:60 Broadcast 50 d IEEE iDecryption Key Management SSID: "LNSWLAN',
8 Cisco_11:1f:60 Broadcast 49 d IEEE SSID: "LNSWLAN',
9 Cisco_11:1f:60 Broadcast 51 d IEEE | |DecryptionKeys SSID: "LNSWLAN',

Mone B Select Decryption Mode

| FY

0... .... = order flag: Not str Type Key SSID
Duration: 0 [ WEP  1234abcdef

. . WEP  123456789012345t
Destination address: Broadcast (ff WPA-PWD thisismypassword LNSWLAN

Source address: Cisco_11:1f:60 (OC WPA-PSK  1224567890ABCDI
BSS Id: Cisco_11:1f:60 (00:0£:24:1

Fragment number: 0

elete

i

Down

[ OK H Apply H Cancel ]
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Decryption Keys

«  Wireshark supports decryption of WEP, WPAT and WPA2 with
static shared keys:

«  WEP Key formats:

Keys

light * 5 ASCIl Character 5x8bit = 40 + 24 bit IV = 64 bit Key
1234ABCDEF 10 HEX Character 10x4bit = 40 + 24 bit IV = 64 bit Key

lightningstar * 13 ASCII Character 13x8bit = 104 + 24 bit IV = 128 bit Key
123456..ABCDEF 26 HEX Character 26x4bit = 104 + 24 bit IV = 128 bit Key

* Wireshark does not support text entries for WEP keys, use a Text-to-HEX
converter like www.swingnote.com/tools/texttohex.php
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Decryption Keys

Wireless network properties

« Some clients (like Windows
XP or VISTA) allow WEP key
entries in text (ASCII) format

Association | Authentication | Connection |

Network name (SSID): |LNSWLAN 1

[[] Connect even i this network is not broadcasting
Wireless network key

This network requires a key for the following:

Network Suthentication: I Open v 1
Data encryption: \\WEP v 1
Network key: %.oooooooooooooooooooooo |
Confirm network key: %.Ooooooooo.ooooooooo.ool ‘
Key index (advanced); U :l Metwork Connections |F |

[ The key is provided for me auto

The netwaork password needs ko be 40bits or 104bits depending on wour netwark configuration.
[ This is a computer-to-computer (ad [ This can be entered as 5 or 13 asci charactersjor 10 or 26 hexadecimal characters,

access points are not used

Ik,
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Decryption Keys

«  WPA-PWD (Password)

Key SSID
thisismypassword LNSWLAN
N /

g

8 to 63 ASCII character password and SSID

«  WPA-PSK (Pre-shared-key)

1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

\— _/
e

exact 64 long HEX character string

/—-— .
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Decryption Keys

I = W - 3 m- = E -
i Wireshark: Preferences - - E‘m

G35-API + | | [ IEEE 802.11 wireless LAN 25
GTP Reassemble fragmented 802.11 datagrams:
H.225.0 Ignore vendor-specific HT elements: [ 3
HHS Call subdissector for retransmitted 802.11 frames: [
H.501

Assume packets have FCS: [
H248 . i i

Ignore the Protection bitt @ No ) Yes - without IV~ ) Yes - with IV
H263P gl
L2964 ‘E ‘ Enable decryption:  [¥]
HCILACL Nl Key examples: 01:02:03:04:05 (40/64-bit WEP],
] 010203040506070809101111213 (104/128-bit WEP),

Hilscher wpa-pwd:MyPassword[:MyAP] (WPA + plaintext password [+ 5SID]),
HTTP wpa-psk:0102030405..6061626364 (WPA + 256-bit key). Invalid keys will be ignored.
ICMP Key #1: |wep:1234abcdef

IEEE 802.11

IEEE 802.1AH .
iFCP Key #3:  |wpa-pwd:thisismypassword:LNSWLAN

Key #2:  |\wep:123456789012345678%0abcdef

INAP Key #4:  wpa-psk1234567890ABCDEF1234567890ABCDEF12345¢
P :

I 1IPDC

Key #5: | | n

- 1 -—

e [ P o %

|| Help Lok J[ Aoy || cancel |
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Decryption Keys

* In order to decrypt WPA, you also need to capture the key
negotiation process during connection setup

T WLAN WPA_AES.pcap - Wireshark
File Edit View Go Capture Analyze 5Statistics Help

S o e I BEEAXEE Aes»T L |IEE QD @ED % B
Filter: v Expression.. Clear Apply
802.11 Chanr ~ Channel Offt - | FCS Filter: - |Decrypti0n Mode: Wiresha ~ | Wireless Settings.. Decryption Keys...

Nr. Time Channel TX Rate  RSSI Source Destination Protocaol Info

dB Cisco_a/:te: IntelCor_17:a5: EAPOL
58 dB Cisco_a/:fe:00 (RA) IEEE 802.11 Acknowledgement, |
57 dB IntelCor_17:a5:bc Cisco_a7:fe:00 EAPOL Key
50 dB IntelCor_17:a5:bc (RA) IEEE 802.11 Acknowledgement, |
49 dB Cisco_a7:fe:60 IntelCor_17:a5:bc EAPOL Key
58 dB Cisco_a7:fe:00 (RA) IEEE 802.11 Acknowledgement, |
dB IntelCor_17:a5:bc Cisco_a7:fe:00 EAPOL Key
49 dB IntelCor_17:a5:bc (RA) IEEE 802.11 Acknowledgement, |
50 dB Cisco_a7:fe:60 IntelCor_17:a5:bc WLCCP U, func=UI; SNAP,
. 58 dB Cisco_a7:fe:00 (RA) IEEE 802.11 Acknowledgement, |
31 0.199392 2412 [BG 1] 54. 57 dB 0.0.0.0 255.255.255.255 DHCP DHCP Request - TI
32 0.199416 2412 [BG 1] 24. 51 dB IntelCor_17:a5:bc (RA) IEEE 802.11 Acknowledgement, |

< | n |
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22 0.188657 2412 [BG 1] 24.
23 0.189007 2412 [BG 1] 54.
24 0.189030 2412 [BG 1] 24.
25 0.189632 2412 [BG 1] 54.
26 0.189656 2412 [BG 1] 24.
27 0.189882 2412 [BG 1] 54.
28 0.189906 2412 [BG 1] 24.
29 0.190508 2412 [BG 1] 54.
30 0.190531 2412 [BG 1] 24.

[ s 13 = o s I s s o s s s
LN
=




Tuning display for WLAN

r
i Wireshark: Preferences

= User Interface

Layout
Columns
Font
Colors

Capture

Printing

Name Resolution

RTP Player

Protocols

Add new columns

rColumns

Edit—— Columns Order
: [First list entry will be displayed left] -
| Title Format )
MNr MNumber Up
Time Time (format as specified)
e
/ | TX Rate IEEE 802.11 TX rate = 2‘;?;38[1
RSSI IEEE 802.11 RSSI Eobirtn
Saource Source address up or down
Destination  Destination address
@ Protocol Protocol B
DTIM Custom (wlan_mgt.tim.dtim_count)
Info Information
| Dalativin Tinma Dalotiun tina .
ies
Title: ;Channel
Format; Freguency/Channel B

OK

H Apply H Cancel ]
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Tuning display for WLAN

"4l WLAN Beacon.pcap - Wireshark
Eile Edit View Go Capture Analyze Statistics Help

BEXEZ2EA A¢e» T 2IEF Qb #BDM% B
Filter: ~ Expression.. Clear Apply
802.11 Chanr = Channel Offt < | ECS Filter: < | Decryption Mode: Mone | = | Wireless Settings... Decryption Keys...
Nr. Time { Channel i TXRatei RSSI | Source Destination ~ Protocol iDTIM i Info
10. ; 1.0 51 1t Broadcast 1 0 Beacon
2 0.025722: 1.0 i i Cisco_11:1f:60 Broadcast IEEE 802.11: 1:Beacon frame
3 0.128057 : 2412 [BG 1]if 1.0 :i51 dB { Cisco_11:1f:60 Broadcast IEEE 802.11: OiBeacon frame
4 0.230379: 2412 [BG 1]i: 1.0 £:49 dB i Cisco_11:1f:60 Broadcast IEEE 802.11: 1iBeacon frame
5 0.332965: 2412 [BG 1]i: 1.0 ::51 dB : Cisco_11:1f:60 Broadcast IEEE 802.11: O:Beacon frame
6 0.435215: 2412 [BG 1]ii 1.0 ::49 dB : Cisco_11:1f:60 Broadcast IEEE 802.11: liBeacon frame
7 0.537539% 2412 [BG 1]:f 1.0 :i50 dB : Cisco_11:1f:60 Broadcast IEEE 802.11: 0:Beacon frame
8 0.640087 : 2412 [BG 1]ii 1.0 £:49 dB i Cisco_11:1f:60 Broadcast IEEE 802.11: 1iBeacon frame
90.742412: 2412 [BG 1]i: 1.0 i:51 dB { Cisco_11:1f:60 Broadcast IEEE 802.11: OiBeacon frame
10 0.844743 12412 [BG 1]ii 1.0 ::i50 dB { Cisco_11:1f:60 Broadcast IEEE 802.11: 1:Beacon frame
11 0.947133 {2412 [BG 1]t 1.0 ::49 dB : Cisco_11:1f:60 Broadcast TEEE 802.11: O:Beacon frame
12 1.049602: 2412 [BG 1]:i 1.0 ::50 dB : Cisco_11:1f:60 Broadcast IEEE 802.11: 1:Beacon frame
13 1.151959: 2412 [BG 1]if 1.0 :i50 dB { Cisco_11:17:60 Broadcast IEEE 802.11: OiBeacon frame
4, | = rrr _| lllllllllll 1]

added columns
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Tuning display for WLAN

"3l WLAN Beacon.pcap - Wireshark
Eile Edit View Go Capture Analyze Statistics Help

E O EEXEEe AesaTL(I([EE Al #®M% T
Filter: ~ Expression.. Clear Apply
802.11 Chanr = Channel Off » | ECS Eilten Decryption Mode: Mone > | Wireless Settings... Decryption Keys...
Nr. Time Channe TX Rate  RSSI Source Destination  Protocol DTIM  Info
gLy [ Wiresharic Coloring Rules EEREER ) "0 Eeacon frame|
2 0.0257 - - e ——— 1 Beacon frame
3 0.128( |[Edit e ‘Order 0 Beacon frame
4 0.2307 List is processed in order until match is found 1 Beacon frame
5 0.3329 [ E Al 0 Beacon frame
7 MName String
6 0.4353 Edit... - Up 1 Beacon frame
7 0.5379 p 80211 Channel 1 radiotap.channel.freq == 2412 b 0 Beacon frame
8 0.640( Enable 802.11 Channel 6 radiotap.channel.freq == 2437 1 Beacon frame
9 0.7424 ) 0 Beacon frame
10 0. 8447 Disable | 80211 Channel 11 radiotap.channel.freq == 2462 1 Beacon frame
11 0.9471 - Move 0 Beacon frame
12 1.0494 Delete ' selected filter 1 Beacon frame
13 1.1519| o 802.11 Block-Ack wianfc.type subtype == Ox13 up or down 0 Beacon frame
Manage—
14 | : | | 802.11 Single Ack wlan.fctype_subtype == Ox1d
802.11 Beacon wlan.fctype_subtype == 0x08 >
| 802.11 Action wlan.fctype_subtype == Ox0d
80211 Block Ack Request wian.fctype subtype == 0x18 Adding new colors
| 4] i |
o] towt ] [
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Tuning display for WLAN

74! WLAN Probe Request Channel 1 6 11.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help
ST,

Filter:

EEXEL AesoT L ([EE QD @D® % B

~ Expression.. Clear Apply

802.11 Chanr ~ Channel Offt v | FCS Filter: v |Decryption Mode: Mone | = | Wireless Settings.. Decryption Keys...
Nr. Time Channel TX Rate RSSI Source Destination  Protocol Info
10. 1. :/T:21 Broadcast . Request,
2 0.000621 2412 [BG 1] 1.0 55 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=55,
30.001369 2412 [BG 1] 1.0 55 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=56,
4 0.112247 2437 [BG 6] 1.0 56 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=57,
50.112826 2437 [BG 6] 1.0 56 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=58,
6 0.113600 2437 [BG 6] 1.0 57 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=59,
7 0.222337 2462 [BG 11] 1.0 61 dB  Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=60,
8 0.223080 2462 [BG 11] 1.0 61 dB  Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=01,
9 (0.223588 2462 [BG 111 1.0 62 dB  Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=062,
10 0.332445 2437 1.0 56 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=063,
11 0.333089 2437 1.0 57 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=064,
12 0.333846 2437 1.0 56 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=065,
13 1.765825 1] 1.0 56 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=08,
14 2.095041 6] 1.0 55 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=75,
15 2.095667 BG 6] 1.0 56 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=76,
16 2.096384 [BG 6] 1.0 56 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=77,
2.42546 1.0 60 dB  Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=84,
1.0 59 dB Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=85,
1.0 60 dB  Philips_45:7f:2f Broadcast IEEE 802.11 Probe Request, SN=86,

Different color
per channel
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Tuning display for WLAN

D05-2_AMPDU.pcap - Wi

File Edit View Go Capture Analyze Statistics Help

Beoes DEXEE A¢esT L (EE QA @#@Mx%|

Eilter.| | ~ Expression.. Clear Apply
80211 Chanr 2462 [BG 11],| = Channel Oﬁ@ ~ | FCS Filter: | All Frames| - |Decryption Mode: < | Wireless Settings... Decryption Keys...
Nr. Time Channel TX Rate RSSI  Source Destination Protocol Info

118 4.118972 5200 [A 40] 300.0 mbps -35 192.168.0.180 192.168.0.185 UDP Source port: sns-admi
119 4.118993 5200 [A 40] 54.0 mbps -46 Buffalo_73:05:af Cisco_a0:8d:c0 IEEE 802.11 802.11 Block Ack, Fla

128 4.119608 5200 [A 40] 300.0 Mbps -35 68.0.180 192.168.0.185 UDP Source port: sns-admi
129 4.119629 5200 [A 40] 54.0 mbps -45 Bu 73:05:af Cisco_a0:8d:c0 IEEE 802.11 802.11 Block Ack, Fla

< | i

Different color
per frame type
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802.11b/g Channel Allocation

Channel 5 Channel 10
2421 2432 2443 2446 2457 2468

2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 Mhz

Allowed Channels: Chl - Chll USA (FCC) Chl - Chl13 Europe (ETSI) Chl - Chl4 Japan
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802.11b/g Channel Allocation

TOPOGRAPHIC VIEW

" |Recorded with Wispy
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WLAN Management Frames

 Authenfication
 Deauthentication

e Association request and response

e Reassociation request and response
e Disassociation

These frames are used to establish and maintain communications
within a single radio cell (channel)

/—-— .
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WLAN Control & Data Frames

Conftrol Frames

e Request to Send (RTS)
e Clearto Send (CT3)

e Acknowledge

e Power Save Poll

These frames control the access to the shared media

Data Frames
e Datfa
e Null Function

T@e frames transport data or are use for keep alives
/—‘—"
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WLAN Management Frames

Beacon

* Marks the presence of an Access Point (AP)
« Sent 10 fimes / seconds (default)

« Carries BSSID, MAC address etc. of AP

« Indicates capabilities of AP (speeds etc.)

« Indicates type and need for encryption

« Keeps mobile clients fime synchronized

« Carries optional vendor specific info

« and much more
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WLAN Management Frames

Probe Request / Response

« Purpose is to find an Access Point
 Probe Reqguest are always sent by client
« Probe Requests are sent in all channels

« Access Point replies with Probbe Response

« Probe Response contains same info fields
like Beacon

Remark: In ‘Passive Mode’ no Probe Request are sent by the client,
channels are scanned for Beacons (saves power)
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WLAN Management Frames

Authentication

« |nitially two methods definded:
— ‘Open Authentication’
— ‘Shared Key Authentication’

 QObsolete methods (unsecure)
« 802.1x Authentication® is mostly used today

Deauthentication

« Sentif astation or the Access Point wishes
to terminate secure communications
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WLAN Management Frames

Association Request

« A station is applying to be registered
with an Access point

« Asingle station can only be
associated with one Access Point

Association Response

« Reply from AP to confirm association

Dissassociation

« Sent tforelease an association

= |
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WLAN Management Frames

Reassociation Request

« Sent by aroaming statfion to the new
Access Point

« Station lists the present Access Point
in the Request as a reference
Reassociation Response

« Reply from the Access Point to
confirm new association
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WLAN Control Frames

Request to Send (RTS)

« Sent by a station or Access Point to
reserve a fime slot for transmission

« Used after a number of not
acknowledged transmissions

« Used in mixed b/g/n cells and hidden
node situations to prevent collisions

Clear to Send (CTS)

« Reply to confirm the requested time
slof
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WLAN Control Frames

Acknowledge

« Sent by a station or Access Point to
confirm successful reception of a
packet

Power Save Poll

« Sent by a station in sleep mode to
fetch packets stored in Access Point
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WLAN Data Frames

Data

« Data frames may be encrypted orin
clear text

« Data frames may contain 802.11
QOS control for Voice over WLAN

Null Function

« Data frame containing no data

« Used for keep-alives or signaling
power save condition
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WLAN Frame Formarts

BSS ID SA DA
Sta2 AP Stal

B
- <

4_ To Distribution System
DA SA Type

Ethernet Frame

DA SA Type

wesai sz (00 Al

DA BSS ID SA

(e
44— I

From Distribution System AP
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WLAN Frame Formarts

Acknowledge, Clear to Send

Request to Send

Data Frame, Beacon, Probe Request,

Deauthentication, Association,

Reassociation, Disassociation

IR oo e e

FC = Frame Control, Dur. = Duration, RA = Receiver Address, TA = Transmitter Address;
DA = Destination Address, SA = Source Address, Seq. = Sequence, PDU = Protocol
Data Unit, FC = Frame Check Sequence +
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Client can not associate - Case one

WLAN No Connection_01.pcap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

=N EEAX2Ee A¢esnTLIEE QA @#2MW % B

Filter: v Expression.. Clear Apply

802.11 Chanr 2462 [BG 11] | - |channel Oft0 | - ||| FeS Filter: All Frames| - || Decryption Mode: Wireshal ~ || Wireless Settings... Decryption Keys..

Nr. Time Channel TX Rate RSSI Source Destination Protocol Info i
i LW Lle1ld £908 | Ba 11 ] v.v JdUb “iswu_df . 1e.0u Grudutd> L lEocc OoUL. 11 pEdLUll 1 hdige, SN=3ULD, FN=U, FIdys=. . Ly
18 1.775731 2462 [BG 11] 6.0 55 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3017, FN=0, Flags=........ C,
19 1.880076 2462 [BG 11] 6.0 57 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3018, FN=0, Flags=........ C,
20 1.984623 2462 [BG 11] 6.0 54 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3019, FN=0, Flags=........ C,
21 2.088968 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3020, FN=0, Flags=........ C,
22 2.193469 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3021, FN=0, Flags=........ C,
23 2.297962 2462 [BG 11] 6.0 57 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3022, FN=0, Flags=........ C, |-
24 2.402384 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3023, FN=0, Flags=........ C,

442603 1] dB IntelCor_73:68: Broadcast .11 Probe Request, SN=432, FN=0, = _-------

26 2.442956 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 IntelCor_73:68:54 IEEE 802.11 Probe Response, SN=1218, FN=0, Flags=....R...C
27 2.442957 2462 [BG 11] 6.0 65 dB Cisco_a7:fe:60 (RA) IEEE 802.11 Acknowledgement, Flags=........ C

28 2.443959 2462 [BG 11]1 1.0 67 dB IntelCor_73:68:54 Broadcast IEEE 802.11 Probe Request, SN=433, FN=0, Flags=........ c, |
29 2.444707 2462 [BG 11] 6.0 57 dB Cisco_a7:fe:60 IntelCor_73:68:54 IEEE 802.11 Probe Response, SN=1219, FN=0, Flags=....R...C|™
30 2.444709 2462 [BG 11] 6.0 65 dB Cisco_a7:fe:60 (RA) IEEE 802.11 Acknowledgement, Flags=........ C

31 2.445579 2462 [BG 11] 1.0 67 dB IntelCor_73:68:54 Broadcast IEEE 802.11 Probe Request, SN=434, FN=0, Flags=........ C,

32 2.445954 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 IntelCor_73:68:54 IEEE 802.11 Probe Response, SN=1220, FN=0, Flags=....R...C
33 2.445956 2462 [BG 11] 6.0 65 dB Cisco_a7:fe:60 (RA) IEEE 802.11 Acknowledgement, Flags=........ C

34 2.447333 2462 [BG 11] 1.0 66 dB IntelCor_73:68:54 Broadcast IEEE 802.11 Probe Request, SN=435, FN=0, Flags=........ C, [
35 2.447829 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 IntelCor_73:68:54 IEEE 802.11 Probe Response, SN=1221, FN=0, Flags=....R...C
36 2.447831 2462 [BG 11] 6.0 65 dB Cisco_a7:fe:60 (RA) IEEE 802.11 Acknowledgement, Flags=........ C

37 2.506863 2462 [BG 11] 6.0 57 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3024, FN=0, Flags=........ C,
38 2.611338 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3025, FN=0, Flags=........ C,
39 2.715724 2462 [BG 11] 6.0 57 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3026, FN=0, Flags=........ C,
40 2.820227 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3027, FN=0, Flags=........ C,
41 2.924599 2462 [BG 11] 6.0 55 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3028, FN=0, Flags=........ C,
42 3.029104 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3029, FN=0, Flags=........ C,
43 3.133622 2462 [BG 11] 6.0 54 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3030, FN=0, Flags=........ C,
44 3237975 2462 TRG 111 6.0 57 dR Cisco a7:fe:60 Rroadcast TFFF 802 .11 Reacon frame. SN=3031. FN=0. Flaas=_._ . ___. c_fT
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Client can not associate - Case one

WLAN No Connection_01.pcap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help
Bl @ e BEX2Ee Ae+»TLIEE QA0 @#DB % B

Filter: > Expression.. Clear Apply

802.11 Chanr 2462 [BG 11] EChannel Offi0 E | FCS Filter: | All Frames|Z|| Decryption Mode: WireshaE| Wireless Settings.. Decryption Keys...

Nr. Time Channel TX Rate RSSI Source Destination Protocol Info i
23 2.297962 2462 [BG 11] 6.0 57 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3022, FN=0, Flags=........ C,
24 2.402384 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 Broadcast IEEE 802.11 Beacon frame, SN=3023, FN=0, Flags=........ C,

25 2.442603 2462 [BG 11]1 1.0 67 dB IntelCor_73:68:54 Broadcast IEEE 802.11 Probe Request, SN=432, FN=0, Flags=........ C,

. 442956 6.0 60  IntelCor 73: - JE

27 2.442957 2462 [BG 11] 6.0 65 dB Cisco_a7:fe:60 (RA) IEEE 802.11 Acknowledgement, Flags=........ C

28 2.443959 2462 [BG 11]1 1.0 67 dB IntelCor_73:68:54 Broadcast IEEE 802.11 Probe Request, SN=433, FN=0, Flags=........ C,

29 2.444707 2462 [BG 11] 6.0 57 dB Cisco_a7:fe:60 IntelCor_73:68:54 IEEE 802.11 Probe Response, SN=1219, FN=0, Flags=....R...C

30 2.444709 2462 [BG 11] 6.0 65 dB Cisco_a7:fe:60 (RA) IEEE 802.11 Acknowledgement, Flags=........ C

31 2.445579 2462 [BG 11] 1.0 67 dB IntelCor_73:68:54 Broadcast IEEE 802.11 Probe Request, SN=434, FN=0, Flags=........ C,

32 2.445954 2462 [BG 11] 6.0 56 dB Cisco_a7:fe:60 IntelCor_73:68:54 IEEE 802.11 Probe Response, SN=1220, FN=0, Flags=....R...C «
<« | I | >

# Symbol Proprietary: Tag 1/3 Len 15

= Vendor Specific: Microsof: WPA
Tag Number: 221 (Vendor Specific)
Tag length: 24
vendor: Microsof
Tag interpretation: WPA IE, type 1, version 1
Tag interpretation: Multicast cipher suite: TKIP r
Tag interpretation: # of unicast cipher suites: 1
Tag interpretation: Unicast cipher suite 1: TKIP
Tag interpretation: # of auth key management suites: 1
Tag interpretation: auth key management suite 1: PSK
Tag interpretation: Not interpreted

= Vendor Specitic: Aironet: Aironet Unknown

= Vendor specific: Aironet: Aironet CCX version = 5

v M e e o T . AT _a . [ S Y O [

/—— 4 ‘wwmsharkucom
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Client can not associate - Case two

Y4l WLAN No Connection_02 pcap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

B e BEXZEe|A¢esnTRIEE QQAD @EMW % B

Filter:  Expression.. Clear Apply

Nr. Time Channel TX Rate RSSI Source Destination Protocol Info i
N LR L p— L e — e —— -
36 2.457484 2412 [BG 1] 1.0 51 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=4074, FN=0, Flags=........ ,
37 2.559947 2412 [BG 1] 1.0 49 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=4075, FN=0, Flags=........ ,
38 2.662303 2412 [BG 1] 1.0 50 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=4076, FN=0, Flags=........ ,
39 2.764635 2412 [BG 1] 1.0 52 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=4077, FN=0, Flags=........ , [
40 2.765481 2412 [BG 1] 1.0 56 dB Philips_45:7f:2f Cisco_11:1f:60 IEEE 802.11 Authentication, SN=22, FN=0, Flags=........ 35
41 2.765729 2412 [BG 1] 1.0 52 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags=........
42 2.766162 2412 [BG 1] 1.0 51 dB Cisco_11:1f:60 Philips_45:7f:2f IEEE 802.11 Authentication, SN=4078, FN=0, Flags=........
43 2.766480 2412 [BG 1] 1.0 76 dB Cisco_11:1f:60 (RA) IEEE 802.11 Acknowledgement, Flags=........
44 2.767855 2412 [BG 1] 1.0 55 dB Philips_45:7f:2f Cisco_11:1f:60 IEEE 802.11 Association Request, SN=23, FN=0, Flags=.....
45 2.768045 2412 [BG 1] 1.0 50 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags=........
46 2.768518 2412 [BG 1] 54.0 44 dB Cisco_11:1f:60 Philips_45:7f:2f IEEE 802.11 Association Response, SN=4079, FN=0, Flags=..
47 2.768598 2412 [BG 1] 24.0 74 dB Cisco_11:1f:60 (RA) IEEE 802.11 Acknowledgement, Flags=........
48 2.769079 2412 [BG 1] 54.0 44 dB Cisco_11:1f:60 Philips_45:7f:2f EAPOL Key
49 2.769131 2412 [BG 1] 24.0 75 dB Cisco_11:1f:60 (RA) IEEE 802.11 Acknowledgement, Flags=........
50 2.772431 2412 [BG 1] 54.0 51 dB Philips_45:7f:2f Cisco_11:1f:60 EAPOL Key
51 2.772529 2412 [BG 1] 24.0 45 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags=........
52 2.776426 2412 [BG 1] 54.0 50 dB Philips_45:7f:2f Cisco_11:1f:60 EAPOL Start
53 2.776521 2412 [BG 1] 24.0 46 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags=........
54 2.867071 2412 [BG 1] 1.0 52 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=4081, FN=0, Flags=........ ,
55 2.868717 2412 [BG 1] 54.0 45 dB Cisco_11:1f:60 Philips_45:7f:2f EAPOL Key
56 2.870177 2412 [BG 1] 54.0 50 dB Philips_45:7f:2f Cisco_11:1f:60 EAPOL Key
57 2.870255 2412 [BG 1] 24.0 45 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags=........
58 2.969425 2412 [BG 1] 1.0 49 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=4083, FN=0, Flags=........ ,
59 2.969572 2412 [BG 1] 54.0 44 dB Cisco_11:1f:60 Philips_45:7f:2f EAPOL Key
60 3.005391 2412 [BG 1] 54.0 51 dB Philips_45:7f:2f Cisco_11:1f:60 EAPOL Key
61 3.005511 2412 [BG 1] 24.0 45 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags=........

3.068956 . Cisco_11:1f:60 Philips_45:71:21 TEEE 802.11 Deauthentication, SN=4085, FN=0, Flags=......

63 3.071272 2412 [BG 1] 1.0 76 dB Cisco_11:1f:60 (RA) IEEE 802.11 Acknowledgement, Flags=........
64 3.071816 2412 [BG 1] 1.0 49 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=4086, FN=0, Flags=........ . =
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Analyzing Roaming Problems

* Multiple AirPcap adapters can

Capture be combined in one logical I/F

Driver:

WinPcap  Data from selected channels will

be captured in one trace file
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Analyzing Roaming Problems

« Mounting USB hub and AirPcap adapters on a notebook
gives you a mobile solution to capture roaming processes

« Roaming problems are quite
complex to analyze

In order to capture the roaming
event, you have to follow the
roaming client as close as
possible

Set a display filter to BEACONSs
and MAC address of roaming
client
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Combining multiple Airpcap adapters

 More than one AirPcap adapter will be automatically
combined in the AirPcap Multi-Channel Aggregator

« Channel numbers must be configured individually on each

adapter

f i Wireshark: Capture Interfaces E‘E‘g
Description P Packets Packets/s Stop i

""" AirPcap Multi-Channel Aggregator unknown 233 10 ’§tart] ’thi{msl ’Qetailsl

""" AirPcap USB wireless capture adapter nr. 00 unknown 0 0 ’§tart] ’thionsl ’Qetailsl

"1" AirPcap USE wireless capture adapter nr. 01 unknown 213 9 litart] [thicmsl [Qetailsl
"i" AirPcap USE wireless capture adapter nr. 02 unknown 20 1 Igtartl [thionsl Igetailsl =

&l Microsoft 192.1680.205 12 0 |Start||Options| [Details|

@ MS Tunnel Interface Driver unknown 0 0 lgtar{] ’thionsl ’Qetailsl

. Realtek RTL8168C/8111C PCL-E Gigabit Ethernet NIC 192.168.0203 7 0 |start||Options| [Details|
-

/—- i
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Roaming Client

WLAN Roaming_01.pcap - Wireshark
File Edit View Go Capture Analyze 5Statistics Help

B & el EEXEEe A+ 9T LIEEF QB #BD%| B

Nr. Time Channel TX Rate RSSI Source Destination Protocol Info

183 6.9361860 2412 [BG 1] 11.0 74 dB 192.168.0.203 192.168.0.1 ICMP Echo (ping) request
184 6.936279 2412 [BG 1] 2.0 25 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags
185 6.937318 2412 [BG 1] 11.0 25 dB 192.168.0.1 192.168.0.203 ICMP Echo (ping) reply

186 6.937418 2412 [BG 1] 2.0 74 dB Cisco_11:1f:60 (RA) IEEE 802.11 Acknowledgement, Flads
187 6.962979 2462 [BG 11] 1.0 72 dB C1sco_92:ad:21 Broadcast IEEE 802.11 Beacon Trame, SN=/46,
188 7.019684 2412 [BG 1] 1.0 23 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=2028
189 7.065378 2462 [BG 11] 1.0 71 dB Cisco_92:ad:21 Broadcast IEEE 802.11 Beacon frame, SN=747,
190 7.066325 2462 [BG 11] 1.0 66 dB Philips_45:7f:2f Cisco_92:ad:21 IEEE 802.11 Aauthentication, SN=284
191 7.066485 2462 [BG 11] 1.0 72 dB Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags
192 7.067208 2462 [BG 11] 2.0 73 dB Cisco_92:ad:21 Philips_45:7f:2f IEEE 802.11 authentication, SN=74
193 7.067552 2462 [BG 11] 2.0 76 dB Cisco_92:ad:21 (RA) IEEE 802.11 Acknowledgement, Flags
194 7.068675 2462 [BG 11] 1.0 69 dB Philips_45:7f:2f Cisco_92:ad:21 IEEE 802.11 Reassociation Request
195 7.068984 2462 [BG 11] 1.0 71 de Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags
196 7.070590 2462 [BG 11] 11.0 71 dB Cisco_92:ad:21 Philips_45:7f:2f IEEE 802.11 Reassociation Response
197 7.070656 2462 [BG 11] 2.0 77 dB Cisco_92:ad:21 (RA) IEEE 802.11 Acknowledgement, Flags
198 7.122311 2412 [BG 1] 1.0 24 dB Cisco_11:1f:60 Broadcast IEEE 802.11 Beacon frame, SN=2029
199 7.167782 2462 [BG 1111.0 ... 72 dB Cisco.92;ad:21  Broadcast,. . TEEE 802.11 Beacon frame., SN=748.
e PR R T A e S SRS EE T PRV L P i e, B S AVIE FRL g TR L —E o PR L Pl e Y
213 7884651 2462 [BG 111 1.0 7% ds C'|5c0 92 ad: 21 Broadcast. TEEE 802711 Beacon frame SN:?S?
214 7.937562 2462 [BG 11] 11.0 70 dB 192.168.0.203 192.168.0.1 ICMP Echo (ping) request
215 7.937685 2462 [BG 11] 2.0 71 de Philips_45:7f:2f (RA) IEEE 802.11 Acknowledgement, Flags
216 7.939356 2462 [BG 11] 11.0 72 dB 192.168.0.1 192.168.0.203 ICMP Echo (ping) reply

217 7.939454 2462 [BG 11] 2.0 74 dB Cisco_92:ad:21 (RA) IEEE 802.11 Acknowledgement, Flags
1o 7.Y41/90 241/ |[BG 1] 1.0 22 0B CIsCco_L1:1T:oU Broadcast IEEE &UZ. 11 Beacon Trame, 5SN=Z0>
219 7.986943 2462 [BG 11] 1.0 70 dB Cisco_92:ad:21 Broadcast IEEE 802.11 Beacon frame, SN=758,
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Throughput Analysis

« Throughput will always be an issue in
WLANS

« Aradio cellis a shared media with
half duplex conversation

« |Indicated throughput (i.e. 54Mbps)
are maximum values and are only
achieved under optimal conditions

« Data throughput is around 50% of cell
throughput

 Presence of old 802.11b-only client
will reduce cell throughput
significantly
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Overview WLAN Standards Q @)

CERTIFIED®

Mbps Coding Modulation Description

> | b | DBPSK | psssc
DBPSK |
Barker I-DSS u e )‘

72722 | OFDM | MCS 07

2.4 GHz 5 GHz
CCK = Complementary Code Keying BPSK = Binary Phase-Shift Keying
DBPSK = Differential Binary Phase-Shift Keying QPSK = Quadrature Phase-Shift Keying
DQPSK = Differential Quadrature Phase-Shift Keying QAM = Quadrature Amplitude Modul.
OFDM = Orthogonal Frequency Division Multiplexing MCS = Modulation Coding Scheme
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Overview Frame Types (2.4 GHz)

d@e

802.11 DSSS with
,Long Preamble’
Barker Code

802.11b HR/DSSS with
.Short Preamble’
Barker / CCK

802.11g (ERP)
Extended Rate PHY
OFDM

802.11n (HT)
High Throughput
extended OFDM

CACE

TECHNOLOGIES

CERTIFIED®
PLCP MPDU >|
Ay A
Preamble SFD Header MAC Header Data
Bits 128 16 48
«— 1 Mbps >|< 1-2 Mbps >|

A A
Preamble SFD Header

Bits 48
1 Mbps <+2 Mbps —»j¢«——— 5.5-11 Mbps >

96 24

6-54 Mbps >

MAC Header |

Bits

6 Mbps >|

Bits 96 24 ‘
7.2Mbps >|e 7.2-72.2 Mbps >

PLCP = Physical Layer Convergence Protocol

A

MPDU = MAC Layer PrOt0C0| Data Unlt WWW.wireshark UCom
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Throughput Analysis

WLAN Non ERP Present.pcap - Wireshark

File Edit “iew Go Capture Analyze Statistice Help

B & e >@x %8/ RBesoFe|EE Qaan ¥ E x| @

Eilter:l * Expression... Clear Apply

AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: * | Decryption Mode: * | Wireless Settings... Decryption Keys...

MNo. . | Source Destination RSSI Protocol Info
I T4 L-J.EL!U_J.J. L LD L&) 9 uUpD LLLOL OVs . ll ACKIIUWLICUYSIIEILL

Broadcast . Beacon frame, SN=3961,FN=0,BI=100,

744 Cisco_26:49:eb Broadcast 78 dB IEEE 802.11 Probe Request, SN=15,FN=0, SSID: B
745 Cisco_11:1f:60 Cisco_26:49:eb 43 dB IEEE 802.11 Probe Response, SN=3962,FN=0,BI=10
746 Cisco_11:1£:60 (RA) 78 dB IEEE 802.11 Acknowledgement
747 Cisco_26:49:eb Broadcast 77 dB IEEE 802.11 Probe Request, SN=16,FN=0, SSID: B
748 Cisco_11:1f:60 Cisco_26:49:eb 43 dB IEEE 802.11 Probe Response, SN=3963,FN=0,BI=10
749 Cisco_11:1f:60 Cisco_26:49:eb 42 dB IEEE 802.11 Probe Response, SN=3963,FN=0,BI=10
750 PhilipsC_ﬂS:?f:Zf ({RA) 65 dB IEEE 802.11 Clear-to-send
751 PhilipsC_45:7f:2f Cisco_11:1£:60 60 dB IEEE 802.11 Null function (No data) , SN=3673,F

- _— e ArF _ meE A P Y A~ RN T T T T T T TR SR P S R ——

| A

L T

= ERP Information: Non-ERP STAs, use protection, short or long preambles
Tag Number: 42 (ERP Information)
Tag length: 1
Tag interpretation: ERP info: 0x3| (Non-ERP STAs, use protection, short or long preambles)
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Throughput Analysis

WLAN Non ERP Present.pcap - Wireshark

File Edit Wiew Go Caplure Analyze Statistics Help

B W e DB x % 8RB« % » 7 S EE «aaQabl @B H X
Eilber:l = Expression... Clear Apply

AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: | Decryption Mu:nde: * | Wireless Settings... Decryption Keys...
Mo Source Destination RSl Profocol Info

1150 PhilipsCZ45:?f:2f (RA) 65 dB IEEE 802.11 Clear-to-send

1151 192.168.0.201  192.168.0.100 59 dB HTTP GET /appsui.js HTTP/1.1
1152 PhilipsC_45:7f:2f (RA) 40 dB IEEE 802.11 Acknowledgement

1153 Cisco_11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1154 192.168.0.100 192.168.0.201 40 dB HTTF Continuation or non-HTTP
1155 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

1156 Cisco_11:1f:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1157 192.168.0.100 192.168.0.201 40 dB HTTP Continuation or non-HTTP
1158 Cisco_11:1£:60 (RA) 62 dB IEEE 802.11 Acknowledgement

1159 Cisco_11:1£:60 (RA) 44 dB IEEE 802.11 Clear-to-send

1160 192.168.0.100 192.168.0.201 41 dB HTTP Continuation or non-HTTP
1161 Cisco_11:1f:60 (RA) 62 dB IEEE 802.11 Acknowledgement

OFDM (ERP) stations are sending conftrol frames ,Clear-to send to self’
(CTS-to-self) before each data frame to reserve tfime slot
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Throughput Analysis

 Reduced data throughput in mixed environment

Data Rate (Mbps) Approximate Throughput as a Percentage of
Throughput (Mbps) 802.11b Throughput
802.11b 1 6 100%
802.11g—with 802.11b clients in cell (CTS/RTS) 54 8 133%
802.11g—with 802.11b clients in cell (CTS-to-self) 54 13 217%
802.11g (no 802.11b clients in cell) 54 22 367%
802.11a 54 25 417%

Source: Cisco Systems

Throughput improvement:
Upgrade of all 802.11b stations to 802.11¢g

/——- i
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Channel Allocation 5 GHz Band

Frequency Channel FCC ETSI MKK Available non-overlapping
Band {1} {GHZ) {GHz) {GHz) channels
34 - - 5170 FCC (USA and Canada) 24
36 5.180 5.180 -- ETSI (Europe] 19
38 - -- 51590 MKK (Japan) 19
Lower 10 5200 | 5.200 -
B and
UNILA 42 - - 5210 _ )
- 11 5270 £ 270 — Transmit Power Control (TP C) required
16 n ~ 5230 for
18 2.240 2.240 = FCC (USA and Canada) Band 2,2e
Middle 32 E'EED* 2.260 2.260 ETSI (Europe] Band 1,2I,Ze
B and 2 5200 .20 5.260 MKK (Japan) Band 12,2e
uﬁuz 60 £.300* 5.300 5,300 —
64 0.320" 5.320 5,320
100 £ EO0" £ 500 £ 500 Dynamic Frequer_'lcy Selection (DFS)
104 55207 | 5520 | 5520 required for
108 0.540" 5.540 5.540 =
. 112 £ 5R0° 5 5600 £ EED FCC* (LI5A and Canada) Band 2 2e
High — ETSI (Europe] Band 1,2 2e
Band LL: EELAR - 0 Ll MKK (Japan) Band 1.2 28
UNIL2 120 a.600* 5600 5.600 =
e}{tem-leil 124 o.620" 5.620 5.620
128 o.640* 5.640 5.640
132 5660° | 56RO 5.660 Some channels only allowed for
136 a.6E0* 5680 5.680 inhouse use
140 5. 700" 5,700 5.700
u 149 5745 - - *New stricter FCC DFS2 rules
pper .
Band 153 5.765 - - valid off July 20, 2007
UNIL3/ISH 157 5785 -- --
/—- e 161 5805 - -- /(
c EE ISM 165 5 B 25 . . www.wiresharku.com
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Multiple-Input, Multiple-Output (MIMO)

& 802.11n infroduces lots of new WLAN technologies

4 Physical layer improvements with new ODFM

4 MIMO supports multiple streams within one channel

& Channel bonding combines two adjacent channels

4 Frame aggregation allows large frames or streaming packets
4 Block acknowledges replaces ping pong procedure

& With two streams and two channels up to 300 Mbps

4 Future product will support four streams and up to 600 Mbps
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Multiple Streams (Spatial Multiplexing)

« Asignal stream is broken down into multiple signal streams,
each is transmitted from a different antenna.
« Each of these “spatial” streams arrives at the receiver with
different amplitude (signal strength) and phase.
T Reflecting Objeot. ST
"""""""""
v’.A\\ 3 Receivers
\‘ —E
ﬁ
‘/
= T Reflecting Object oo
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Channel Bonding 2.4 GHz Band

=] channel Bonding 6 and 10.wsr £
TOPOGRAPHDC WIEW

Amplitude [dBm]

= Gurrent

PLAMNAE. WIEYW

,-r'\.llil'»";"P -_-"UIIL “u-"*"w"ﬁé

i N

Amplitude [dém]

,h.
P,N‘ﬂﬁ] Lf\*"-’q‘uﬁf h\'n‘"”‘»fmmpf j'

J \

o e e R

(=1 7 (=3
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Channel Bonding 5 GHz Band

] Channel Bonding 52 and S6.wsr 3
TOPOSRAPHIC WIEWY

Channel 56

I Channel 52

Arnplitude [dEm]

N CUrrent e Sverages

FPLAMAR WIEW!

—
=
o}
=
=
L1 b3
=)
=
=
[=1
=
=L

j i Yl B i¥} His L i e e b Hatorne gl b froadot et ale
6 40 44 45 52 56 60 o4
' ( www.wiresharku.com
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Aggregate-MAC Service Data Unit (A-MSDU)

"4’ DO5-1_AMSDU. pcap - Wireshark
File Edit Wiew Go Capture Analyze  Statistics  Help

B W e EEXEE A¢soTFLIEE Qaal EBB % B
Eilter:l * Expression... Clear Apply
|:| l:l I:I Decryption Mode: w7 Decryption Keys...

Mo, - Delta Time T¥ Rate RS5I  Source Destination Protocol Info A
BEY O.0001249 5 40 92 .1658.0.18 192, 1r 8. 0.187 LIDP Source port: 4071 Destinati|Es
HhE 0.000022 54 O M- s -45 Cisco_al:sd:c0 (RA) IEEE 502 Acknowledgement, Flags=.....
Bo9 0.000224  270.0 Mbps 40 192.168.0.181 192.168.0.187 LUDP Source port: 4071 Destinati
B70 0.000021  %4.0 Mbps  -45 Cizco_al:8d:c0 (RA) IEEE 802 Acknowledgement, Flags=.....
B71 0.000206 270.0 Mbps -41 192.168.0.181 192.168.0.187 LUDP Source port: 4071 Destinati
B72 0.000021  54.0 Mbps  -45 Cizsco_al:8d:c0 (RA) IEEE 802 Acknowledgement, Flags=..... v

I X

3]

Frame B&7 (2628 bytes on wire, 2628 bytes captured)
FFI wersion 0, 84 bytes

IEEE 80Z.11 QoS Data, Flags: ...... F.

B IEEE 802.11 Aggregate MSDU

A-MSDU Subframe #1

A-MSOU Subframe #2

B+

EZRc

® A-MSDU Subframe #3 . I

A-MSDU Subframe #4 All trace files made with:

A-MSDU Subframe #5 « Wireshark Version 0.99.8 (SVN Rev 24492)
AeDy uirane 45 . Cisco AIR-AP1252AG-E-K9; S/W 12.4(10b)JA
o ANSD SubTrame #5 - Buffalo WLI-CG-AG300N; Driver 3.0.0.13

A-MSDU Subframe #10

=]

/ iear e
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Aggregate-MAC Protocol Data Unit (A-MPDU)

A DD5-2_AMPDL. pcap - Wireshark
File Edit Wiew Go  Capture  Analyze Shatistics  Help

Beaea EEXEE AcesaTL2/EE QA HETMx| T

Filker: I +* Expression... Clear Apply

02,11 Chanmels I:l * Channel Offset: I:l - | FCS Filter: I:l - |Decry|:utinn Mode: - | Wireless Setbings. . Decryphion Kevs, .,

Mo, - Delka Time T Rate RSSI | Source Destination Protocal Infa A
66 0.000022  300.0 Mbps -33 192.168.0.180 192 .168.0.185 LIDF Source port: 2658 Destinati.

67 0.000022 54.0 Mbps -44 Buffale_73:0%:af (TA) Cisco_al:8d:c0 (RAD IEEE 802 80Z.11 Block Ack, Flags=....

0.185 LIDF Source port: B [Destinati
:Bd:c0 (RAD IEEE 802 802.11 Elock . Flags=....
| 3

100.0 Mbps

54.0 Mbps

Buffa]o %3 DS at (TAD C1sc

B Frame 75 (1620 bytes on wire, 1620 bytes captured)
® PPI wersion 0, 84 bytes

= IEEE 80Z2.11 Aggregate MFPDLU
MPDOU #1

MPDU #2

MRDU #3

MPOU #4

MPDU #5

MRDU #6

MPOU #7

MPDU #3

21 = = T = =~ |
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Block Acknowledges

A DD5-2_AMPDU. pcap - Wireshark
File Edit View Go Capture Analyze  Statistics  Help

Budee BEXEE Aes»aTL/EE QAR EEM % B

Filker: I w Expression... Clear Apply
802,11 Channel: I:I ¥ Channel Offset; I:I hd | FCS Filker: I:I hd | Decryption Mode: hd | Wireless Sethings, .. Decrypkion Keys. ..
Mo, - Delta Time T Rate RS5I Source Destination Protocal Info )

4579 0.000021 54,0 Mbpﬁ -47 EBuffalo_73:05:af (TA) Cisco_al:8d:c0 (RA) TEEE 802 802.11 Elock ack, Flags=....

= IEEE 802.11 802.11 Block Ack, Flags: ........ C

Type/Subtype: 802.11 Block Ack (0x19)

® Frame Control: 0x00%4 (Mormal)
Duration: 0
Feceiver address: Cisco_al:Bd:c0 (00:17:df:a0:8d:c0)
Transmitter address: Buffalo_73:05:af (00:16:01:73:0%:af)
Elock Ack Request Type: Compressed Block (0x02)

® Elock Ack (EA) Control: 0x0004

@ BElock Ack Starting Sequence Control (SSCY: 0xS5&d0

[

< Ack Bitmap
® Frame check sequence: Oxtdieadd? [cCorrect
QD00 00 00 20 00 69 00 00 00 02 00 14 00 56 fO 08 c6 R L
o010 01 00 00 00 01 00 &6C 00 50 14 40 01 00 00 dl a0 ...... T. P.@.....

00Z0 54 00 00 00 01 73 0% af ... ... S..
0030 04 00 do 56%&1 7e a4 d2 ...V . .

//_‘_- I ‘www.wiresharku.comn
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802.11n Throughput analysis

7 Wireshark 10 Graphs: AMPDU_TX_126Mbps.pcap M=1[E3
— 20000000
Total rate i
F/M,J\/LM_/\MJ\_AW\_W_/M 150Mbps
A-MPDUs — 10000000
Reassembled Frames -
/ Block Acknowledges ! i
| 1 | I | 1 | 1 | 1 | I I 1 | 1 | 1 | I I I l:l
4.0z 6.0s g.0s 10.0= 12.0= 14.0=
A5 | *
araphs ® Axis
[Gr’aph 1] Color [Eilter: ” | Styvle: | Line % ||| Tick interval: 0.1 sec L
[Graph 2] Color [Eilter: ] |wlan.Fc.type_suI:utype == x19 | Skwles | Line w ||| Pixels per tick: LR *
[Graph 3] Calar [Eilter: ] | | Skyle: | Line w ||| [ view as time of day
[Graph 4] Colar [Eilter: ] ||_||:||:| | Style: | Line W || Y Bxis
; ] Idmit: Bits| Tick. W
|§Graph 5| Colar [Eilter: ] |ppi.EIIIIEl1n-mac.FIags.m|:ure_agg ==] | Style: | Line w ! s Tic
Srale; Alkn “

e (o J[ o= [ o=

UDP bandwidth measurement with IPerf

= indicates throughput of 126Mbps
CACE WIRESHARK

TECHNOLOGIES SHARKFEST '09 | Stanford University | June 15-18, 2009 UNIVERSITY




Thank you for your attention

Please fill in the evals

Trace files are available on
request from:

Rolf Leutert
Leutert NetServices
leutert@wireshark.ch
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