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|Dynamic Frequency Selection (DFS) + ‘Channel 44 5220 MHz
AirPcap M Wireless Capture Device

- "'I-
Band2- 5250105350GHZ

Band 3-547010 5.725 GHz Basic Parame ters
Above 40 MHz Charnel: 5220 [ 44] (]
;DNN?IEZI'E g Channel Offset: k1 |E
Below 40 MHz Capkure Type: -1
0

O 000 MO0 moubod O O 000 MmO0Imoood
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Frequency Channel FCC ETSI MKK Available non-overlapping
GELL 1] {GHz) {GHz) {GHz) channels
34 - - 5170 FCC (USA and Canada) 24
36 5.180 5.180 -- ETSI (Eurape) 19
38 - - 5.190 MKK ilapan) 19
Lower 10 5200 | 5200 =
B and
UNIL1 42 -- -- 5210 . .
- 11 £ o0 £ o0 — Transmit P ower G:;nntml (TPC) required
16 - - 5230 r
18 5'24']* 2280 — FCC (USA and Canada) Band 2,2e
. 52 5260 5.260 5. 260
Middle = ETSI (Europe) Band 12,28
Band 56 5280 5.280 5280 MKK (Japan) Band 19 08
UNIL2 [HI 5.300% 5.300 5.300 —
64 5.320% 5.320 5.320
100 =IO = IO Dynamic Frequer_'lcydsfslecﬁun (DFS)
104 5520° | 5520 5520 requiredror
I8 E'EM* 2210 5.0 FCC* (USA and Canada) Band 2 2e
. 112 5560 5.560 5560
High = ETSI (Eumpe) Band 1,2 %2e
Band 116 55807 | 5580 | 5.560 MKK (Japan) Band 1.2 2e
UNIL2 120 5.600% 5.600 5600 —
extem-led 124 5.620% 5.620 5620
128 5.640% 5.640 5.640
132 5.660% 5.660 & 5RO U000 mummy 4
136 5.680% 5.680 5680 O00000
140 5.700% 5.700 5.700
149 5745 - -- U0 MO ODOoggoo
Upper
Band 153 £7ES - -- (O O 000 U0 0o O
UNIL3ISM 157 5785 - --
- 161 5.805
ISM 165 5525
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Data Rates: [ BestRange ][ Best Throughput ]’ Def:ault]
6.0Mb/sec & Require O Enable O Disable
9 0Mb/sec (& Require (O Enable O Disable
12.0Mb/sec (& Require O Enable O Disable
18.0Mb/sec (3 Require (O Enable O Disable
24 OMb/sec & Require (O Enable O Disable
36.0Mb/sec (& Require () Enable ) Disable
48.0Mb/sec & Require () Enable O Disable
54 OMb/sec & Require O Enable O Disable
MCS Rates: fo |12 ]34 ]85 |6 | 7|89 10|11 |12]13|14]15
Emable| ® | ® | ® | ® @ |0 | @ |efle|/eo|/eo|e 0|06 |6
Disablel O | O[O O[O |0 |O|Q|[c[O0[O0|0|O O[O0
- AN /)
Y h'd
00 OO H 0 0 00 00 0o O I

0oyt ooogod i
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MCS Rate Chart

20 MHz Channel

2 Streams
(MIMO)

130 1444

MCS Rafe | 0 1 z 3
i | e | B RE
Gl = 800ns " R
MCS Rafe | 4 5 i 7
MCS Raie | 0 1 z 3
3226.::2“ Mbps .
Gl = 800ns ’ = > B2 =
MCS Rate | 4 5 i 7
MCS Rate | 0 1 z 3
Bgé-:l‘lz" s 72 144 217 280
ol oo P 433 578 65 T2
MCS Rafe | 4 5 i i

86.7 1156
iz 13 74 75
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40 MHz Channel

n.a.
0 7 Z &
I35 27 405 M
81 108 1215 135
4 5 & 7
0 7 Z 3
15 30 45 a0
o0 120 135 150
4 5 & 7

180 240

Stanford University | June 14-17, 2010

2 Streams

(MIMO)

n.a.
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Multiple Ethernet Frames

A—— y
Preomble Preamble Preamble

ROdlo 802.1 ]n A-MSDU \ A- MSDUX/ A-MSDU 802 11

—_
Preamble [0 0 D

Aggregated MAC Service Data Units
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I ERERERENE
o uUiydyUyUy oo UL ol o b b gd
Radio 802.11n 802.11

y
Preamble [ O [

\ / / Aggregated MAC Protocol Data Units
A-MPDU 1 A-MPDU 2 A-MPDU last

T4 TEEA T4
© Moresit RIFS—] }<: More Bt RIFS—] }<: More Bit

(Reduced Interframe Space: 2us)
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"4’ D05-2_AMPDU. pcap - Wireshark
File Edit Wew Go Capture Analyze  Statistics  Help

Beoee BEXEE Acr»aTL2IEE QQQAR | #EB %|H

Filker I w Expression... Clear Apply

802,11 Channel; I:l ¥ Channel Offset; |:| - | FCS Filker; I:l - |Decry|:ution Made: - | Wireless Setbinos, .. Decryption Keys, .,

Mo, - Delta Time: T# Rate RS5I | Source Destination Protocol Info )
66 0.000022 300.0 Mbps -33 192.168.0.180 192.168.0.185% LIDP Source port: 2658 Destinati

67 0.000022 54.0 Mbps -44 Buffalo_73:0%:af (TA) Cisco_al:8d:c0 (RA) IEEE 802 802.11 Elock Ack, Flags=....

192.168.0.150 192 . 165.0. 155 LIDF Source port: 26325 Destinati
Euffalo_73:05:af (TA) Cisco_al:8d:c0 (RA) IEEE 802 80Z.11 Elock Ack, Flags=....
il | >

F50,000132 500,00 Mbps

76 0.000023  54.0 Mbps

B Frame 75 (1620 bytes on wire, 1620 bytes captured)
B PPI wersion 0, 84 bytes

= IEEE 802.11 Aggregate MPDU
MPDU #1

MEDU #2

MEDU #3

MEDU #4

MPDU #5

MPDU #&

MPOU #7

MEDU #8

HEEEEBBB
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NN Dﬂﬂﬂﬂ""ﬂﬂﬂﬂﬂ O O

Sequence # 61 Bitmap (64 bits)
Start Sequence # 1 +111T 1111 .... 1111 1111= 65
lost frame
A—
s Dllllllll----ll || || | NEpsjuls
Sequence # 125 126 127 128 Bitmap (64 bits)
Start Sequence # 65+1111 1111 ... 1111 1011=129

refransmitted frame

TN ---- 0000 -

L0 O
Sequence # 126 129 130 131 188 189 190 191 Bitmap (64 bits)
Start Sequence # 128 +1111 1111 ... 1111 1111=192
CACE
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"4’ DO5-Z_AMPDU.pcap - Wireshark
File Edit Yiew Go Capture Analyze Statistics Help

Buodee BEERXEE Aes» T LIEE QAR @YD % E

Eilker: I w Expression... Clear Apply
802,11 Channel: I:I * Channel Offset; I:I b | FiZ5 Filter: I:I b | Decryption Mode: b | Wireless Settings, .. Decryphion Kevs. ..
Ma. - Delta Time T Rate RS5I Source Destination Protaocal Info |
4579 0.000021  54.0 Mbpﬁ -47 EBuffalo_73:05:af (TA) Cisco_al:8d:c0 (RA) IEEE 802 802.11 Block Ack, Flags=....
-47 Bufta : E. . Ack 15=. .. . [
1l | ]

[

= IEEE 802.11 802.11 Block Ack, Flags: ........ iZ

Type/Subtype: 802.11 Block Ack (0x19)

® Frame Control: 0x00% {Mormall
Duraticon: 0
Receiwer address: Cisco_al:8d:c0 {00:17:df:a0:8d:c0)
Transmitter address: Buffalo_73:05:af (00:16:01:73:0%:af)
Elock Ack Request Type: Compressed Block (0x0Z)

® Block ack (Ba) Control: 0x0004

® Elock Ack Starting Sequence Control (SSCh: 0x56d0

< Ack Bitmap
# Frame check sequence: Oxtdseadd? [correct
0000 Q0 00 20 00 69 00 00 00 02 00 14 00 56 fO 08 b T
0010 01 00 00 00 01 00 6c OO0 50 14 40 01 00 00 d1 a0 ...... 1. P.@. ....

0020 94 00 00 QO 0L 73 05 af  vvuvnen . s..
0030 04 00 dO 56 f4 7e a4 d2 .. viTTEH. . .

TECHNOLOGIES
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4579

4580
4581
4582
4583
4584
4585
4586
4587
4588

4589
4590
4591
4592
4593
4594
4595
4596
4597
4598
4599

mEN 000000
Block ACK (Y

MPDU #1 1445

MPDU #2 1446

MPDU #3 1447

MPDU #4 1448

MPDU #5 1449 lost frame
MPDU #6 1450

MPDU #7 1451

MPDU #8 1452

Block ACK

MPDU #1 @ 1449 retransmitted
MPDU #2 1453 frame
MPDU #3 1454

MPDU #4 1455

MPDU #5 1456

MPDU #6 1457

MPDU #7 1458

MPDU #8 1459

MPDU #9 1460

MPDU #10 1461

Block ACK

1
1
1
1
0
1
1

1

~N

J
~

/

Start Sequence # 1381+ 64 = 1445

- F

r E

Start Sequence # 1389 + 64 = 1453

Start Sequence # 1398 + 64 = 1462
O OO0 M O OOog O O 00

EREREREERNIERERE

FF FF .... FF FF
FF FF .... FF EF
FF FF .... FF FF
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“4' DD5-3_BAREBA.pcap - Wireshark
File Edit Wiew Go Capture  Analvee  Stabiskics  Help

. = e
2 o e EEXZ2E f@@@@?&l@l@@@@ﬂ WMk B
Eilter:l * Expression... clear Apply
I ] T ] e | -
Ma, - Delka Tinme T Rate R33I  Source Deskination Pratacal Infa 2
140 0.000022 54.0 Mh —35 Cisco_a0:8d:c0 (RA) IEEE 802 Acknowl edgement, Flags=... .C 0
141 0 A00.0 M —27 Cisco_ald:8Sdd:c ] E _7 E B502 Action, Sh y 1, E:
142 0.000021 54,0 Mh -35 Cisco aO Bd cO (RA) IEEE BOZ Acknowledgement, Flags=........ C
143 0.001046 6.0 Mbp -33 Buffalo_73:05:af Cisco_af:8d:co IEEE B0Z aAction, SW=F%, FHN=0, Flags=........ C
144 0.000021 6.0 Mbp -41 Buffalo_73:05:af (RA) IEEE 802 Acknowledgement, Flags=........ C
145 0. 000145 54.0 Mb -37 Cisco_al:8d:c0 (TA) Buffalo_73:05:af (RA) IEEE 802 802.11 Block Ack Req, Flags=........ C
146 0. 000015 4.0 Mbh =33 Buffalo_73:05:af (TA) Cisco_al:8d:c0 (RA) IEEE 802 802.11 Block aAck, Flags=........ C
147 0.097038 6.0 Mbp —41 Cisco_a0:8d:co Broadcast IEEE 802 Beacon frame, SW=3838, FN=0, Flags=.....
148 0.104498 6.0 mbp -38 Cisco_a0:8d:co Eroadcast IEEE B02 Beacon frame, snN=3839, FN=0, Flags=..... w

Frame 141 (121 bytes on wire, 121 hbytes captured)
FPI wersion 0, 84 bytes
IEEE 802.11 action, Flags: ........ c

i02.11 wireless LAN mar

§6 BH H

= Fixed parameters

= Action: 0x03
Category code: Block ack (30
Action code: add Block ack Reguest (0x000
pialog token: Ox0l
= Block Ack Parameters: 0x1002
...0 = A-MSDUs: Mot Permitted
1.

e e e = Block ack Policy: Immediate Block Ack
.00 Q0. = Traffic 1dentifier: 0xQ0
| 0001 0000 00.. .... = Mumber of Buffers (1 Buffer = 2304 Bytes): 64 |

BIOCK ACk Timeout : Oxo000
F Block ack starting Sequence Control (S5C): Ox0CL0
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U 0oy bbb i Un oo oy on o oy og
oo bbodddooy ommdddndodd

D D D D D:D D DD D D "il Advanced Wireless Settings
Interface
D |:| D D] H]] D D D D D:D AirPcap M Wireless Capture Device
D |:| |:| |:| D D:D D D D Basic Parame ters
D D D D D D D D D D D Channel: 5220 [A 44] [+] [ mnclude 802,11 FCS in Frames
Channel Offset: |+1 |E
D D D D |:|:|:| D D D D apture Type: 202,11 + PP |E FCSFiIter:E
D D DD D DDE 802,11 Only
802,11 + Radio j [ — ] [ — ]
oo od do
o000 muodoon Ubimd o 0o o oo 0 0O 0 Mo oo o ood U oddo
000000 OO0 Ohooo O0Oimo oo 0 0 Om U0 O O Mmoo dog O
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L LD O O U OO b o i o O el b

B B02.11n MACHPHY
Field type: 802.11n MAC4PHY Extensions (4)
Field Tength: 48
= MAC flags: 0x00000016
............................... 0 = Greenfield flag: False
............................ 1. = HT20/HT40 flag: HT40
b eeen e wee weee wees waes W1 = RXCShort Guard Interval (SGI) Tlag: True
............................ 0... = Duplicate RX tlag: False
........................ .1 ... = Aggregate flag: True
........................ [.0. .... = More aggregates flag: False |
et e e eeee eeee el WO o000 = A-MPDU Delimiter CRC error after this frame flag: False
O e e e e e e = Debug Flag (more desc): False
[ AMPDU-ID: 0x000131cd |
Num-Delimiters: 0

|MCS: 15 I
[ Number of spatial streams: 2 |

RSST combined: 62
Antenna 0 control RSSI: 53
Antenna 1 control RSSI: 56
Antenna 2 control RSSI: 56
3
0

Antenna 3 control RSSI: 25% [inwvalid]
Antenna 0 extension RSSI: 55
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L D05-4_Bad BAR.pcap - Wireshark
File Edit Wew Go Capture Analyze Statistics  Help

BEEHXLE A+*+aFL|(BE QQAQB | dEMX B

¥ Expression... Clear Apply

Decryption Mode; | Mone 7 Decryption Keys. .,
Mo, - | Delta Time T¥ Rate RSSI SOUrce Destination Pratocal Infa )

T T e T T S T S T T e T S S ST . e T = e T T A T e e e = e e .UUJ
583 0.000022 54.0 Mbps -45 Buffalo_73:05:af Cisco_al:8d:cO (Ra) IEEE B802.11 802.11 Block Ack, Flags=........
584 0.000280 00,0 mMmbps 20 192 168.0.187 155,186, 6. 80 TCP 22T = 80 [ack] Seq=302 Acks= 10881 wWin=65
585 0.000141 54.0 Mbps  -44 18:f0:9f:e5:18:fC Cisco_at:3d:c0 (RAD IEEE 802.11 802.11 Block Ack Reg, FlagS=........ Z
586 0.000020 54.0 mMmbps -38 Cisco_ad:8d:cO (T 18: FO Qf:ES 18:F0 (RA) IEEE 802.11 802 11 B'Dck Ack, Flags=........cC
587 0.0000Yd 54,0 mMbps &4 & 14 N ehrlH: T sCo_al: s (A 02 . 1] ock Ack R ; !

L000021 54.0 mbps -38  Cisco_al:8d:c0 (T 18 FG Gf:e5:18:T0 {RA) IEEE 802.11 892 11 B1Dck Ack F1ags— ........ [=

000126 2430 Mbps 15 195.186.6.80 152.168.0.187 TCP B0 > 2824 [s¥MN, ACK] Seg=0 Ack=l win=584

G0 0.000256 6.0 Mhps -43  1H:T0:9fiebils8:TC Cisco_alisd:cl (RA) IEEE 802.1°
6.0 mbps -37 Cisco aO Bd cO T 1of:e5:18: 0 (R4 IEEE

g02.11 Block ack Req, Flags=....R...C
B02.11 Block ack, F1ag

4.0 Mops es:l5:to IEEE ¢ Deauthentication, =
K 54.0 Mbps tehrlEITO IEEE ¢ DeaUuthentication, S
N 54.0 mMbps . refilEITO IEEE ¢ Deauthentication, St
243.0 mbps - _L"i" 165. 0,187 TCP i 5 aley 4 w2=0 ACE
595 0.000020 54.0 Mbps 44 BuFFaTD ?3 05 af Cisco_an:Bd:c0 (RAD IEEE 802.11 . Flags=........ [
507 0.000218 6.0 Mbps -43  18H:T0:ofefil8:7C Cisco_an:8d:ch (RA) IEEE 502.11 ack Req, Flags=....R...C
000020 6.0 Mbps -36 Cisco_a0:8d:c0 (7 18:f0:of:e5:18:f0 (RA) IEEE 802.11 Ack, Flags=....euu. [=
0.000212 6.0 Mhps -3 18:T0:97:ed:18:TC Clsco_al:r8d:co (RA) IEEE 802.11 ock Ack Req, Flags=....R...C
. 000019 6.0 mbps -36 Cisco_a0:8d:c0 (7 18:fo:of:e5:158:f0 (RA) IEEE 802.11 ack, Flags=.......
Q000523 6.0 mbps -43 18:T0:91T:e5:18:TC Clsco_ad:8d:cl (RA) IEEE 502.11 ock Ack Req, Flags=
000020 6.0 Mbps -36 Cisco_a0:8d:c0 (7 18:f0:9f:e5:158:Ff0 (RA) IEEE 802.11 Ack, Flags=. .
0.000307 6.0 mMbps —42 18:T0:9f 1518 TC Clsco_a0:8d:c0 [RA) TEEE 80Z2.11 ock ack Red, Flags=....R...C
. 000021 6.0 mMbps -35 Cisco_af:8d:c0 (7 18:f0:of:e5:158:f0 (RAD IEEE 802.11 Ack, Flags=...
5 0.000707 0.0 Mbhps -41 18:T0:9f:ed:18:C Ci=co_al:8d:c0 [(RA) TEEE &02.11 ock ack Req, Flags=
0.000021 §.0 Mbps -35 Cisco_a0:8d:cO (T 18:T0:9t:85:18:T0 (RA) IEEE &02.11 Ack, Flags=.
7 o0.000166 6.0 mMbps -41  18:t0:9T:e5:18:TC Clsco_ald:8d:cd (RA) IEEE 502.11 ock ACk Reqd, Flagss
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. 000020 6.0 mMbps —36 Cisco_a0:8d:ch (T 18:T0:0t:e5:18:T0 (RA) IEEE &02.11 ack, Flags=. S
a1l 0.000119 a.0 mMbps -4 15:ft0:9t:e5:18:TC Cisco_a0:8d:ch (RA)D IEEE &02.11 &802.11 Block Aack Reqg, Flags=....R...C
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