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DMZ Overview / Challenges
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_IShare challenges faced when DMZ network
visibility is needed

1Share methods to help overcome these
challenges

_1Share Wireshark capabilities that are useful
for analyzing DMZ traffic
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'] DMZ (Demilitarized Zone) Network

“a physical or logical subnetwork that contains and exposes
an organization's external services to a larger untrusted
network”

“a network, not part of Internet or Intranet”

] Typical DMZ Services
"] Firewall
] Load Balancer
| Reverse Proxy
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| Firewall

] Designhed to block unauthorized access while
permitting authorized communications

| Types:

1. Network layer firewall
2. Application layer firewall
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"I Network layer firewall

[] Will not allow packets to pass through the firewall unless they match
the established rule set

[] Includes source and destination IP address, UDP or TCP ports

"I Application layer firewall

[] Application firewalls can prevent all unwanted outside traffic from
reaching protected machines

] Work at the application layer of the TCP/IP stack (i.e., all browser
traffic, or all telnet or ftp traffic)

(] Can be single appliance or separate appliances
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_INetwork and Port Address Translation

_IHides the true address of protected hosts
I Load Balancer

_IProvides redundancy & load balancing requests

I Challenges for Protocol Analysis

I Tracking the user task’s level traffic

[JSource IP and TCP port number can changes when they
pass through
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'] Load Balancer

[] A technique to distribute workload evenly across two or more
computers, network links, CPUs, hard drives, or other resources

[] Can be software or appliance based

"] Types of Load Balancers*
1. Direct Routing (DR)
2. Network Address Translation (NAT)
3. Source Network Address Translation (SNAT)
4. Transparent Source Network Address Translation (SNAT-TPROXY)
5. SSL Termination or Acceleration (SSL) with or without TPROXY

*_ Source http://loadbalancer.org
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http://loadbalancer.org/

[] Direct Routing (DR) load balancing method

[1 The virtual IP address is shared by real servers and the load balancer

1 Load balancer selects on real server, directly forwards to real server

1 Real server process the request locally and sends response packet directly to
client

IChallenges for Protocol Analysis:
>0 0D DO0OEOLHO0000OO0OD Do o000 o0 o000
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1 Network Address Translation (NAT) load balancing method
"1 Atwo arm infrastructure with an internal and external subnet to carry out the translation

'] Appliance becomes the default gateway for the real servers
'] Load balancer translates all requests from the external virtual server to the internal real servers.

[IChallenges for Protocol analysis
OO0 00000 O o OO O O i
oo dmioddmuod i o0 oo o oo oog
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1 Source Network Address Translation (SNAT) load balancing method

1 The load balancer proxies the application traffic to the servers so that the source of all
traffic becomes the load balancer

"1 Load balancer handles cookie insertion

IChallenges for Protocol Analysis:
>0 000 00O 00 0 O ME OODMID 0000M 0M 00000 M 000000
I Ol OOin O O 00 0o O m oo Qo
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1 Transparent Source Network Address Translation (SNAT-TPROXY) load balancing
method

'] Source address of the client is a requirement

"] SNAT acts as a full proxy but in TPROXY mode all server traffic must pass through the load balancer
'] The real servers must have their default gateway configured to point at the load balancer

Challenges for Protocol Analysis:
>0 MODMD 000 MM o oI O
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1 SSL Termination or Acceleration (SSL) with or without TPROXY
0 MO0MOO0DOdD 00 00MO0000 0L 00000 0000 00 00
0 0 0MO0DWMIDO0DO0m D000000 MO0 00 0 00 000

IChallenges for Protocol Analysis:
> 0O 00 000 00 0 MO0 00D 00 0D @RI MO0 00D 000 M O0MO00000m o0 od o
I O OO O O 00 o O m o odo



1 Reverse Proxy

[] Acts as a gateway to an HTTP server or HTTP server farm by acting as
the final IP address for requests from the outside

[] Dispatches in-bound network traffic to a set of servers, presenting a
single interface to the caller

[] Uses NAT or PAT to accomplish this
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I Challenges for Protocol Analysis

I Tracking the user task’s traffic across DMZ
appliances

[JIP Address and port number will changes once it passes
through the reverse proxy

1 URL may be different at each DMZ appliance
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| DMZ network analysis can be challenging:

_1Encrypted traffic

[IChanging IP addresses and port numbers across:
ILoad Balancer
_IReverse Proxy
[JFirewall

I Traffic can be difficult to correlate across tiers
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] Compliments protocol analysis efforts

] HTTP is a request-response standard typical of client-
server computing

] Provides response when there is successful or unsuccessful
event

"IHelps to guide where could be cause of issue
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Case Study
Problem Statement
Methodology
Testing Details
Analysis & Inferences
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_IUsers were intermittently receiving an
“Internal Server Error” when accessing an
external facing website
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[ IUnderstand the application flow through the
DMZ infrastructure

] Capture interesting traffic

| Filter based on the time of the error event
| Decrypt the traffic to provide visibility

] Analyze the traffic

| Correlate the findings to identify the root cause
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External Datacenter

User B — = = = = e = = T T em e e oem mm e e e I
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Packet capture SSL Traffic
NAT-Network Address translation .
PAT -Port Address translation viP Virtual IP address




AR Decode IPw4 TOS field as DiffSery field:

¥]

C Reassemble fraomented IP datagrams:
o =1 1 |

SKIMNMY = [secure sodet Layer

SME Reassem ble SSL records spanning multiple TCP segments: I~ H I '
. ary in protocol bree,

. Reassem| ble 551 Application Data spanning multiple S5 records: =

Shia RSA keys list:  [127.0.0.1,493,http,C:\Location Priv. key TS -
SMMP =1

SSL debug file:  [C:\Location\Debug_File. txt

| STAMAG 5066

SoulSesk

SRVLOC . N
sscor ksum if possible:
S5H

| ‘ P suLLEecLL o sasssndle TCP streams:
DS ‘ ‘ S~

A — L

Where:

IP: is the IP Address of the server / appliance with the private key

Port: is usually 443 for SSL/TLS or destination port seen in the trace file
Protocol :is usually HTTP

Key File_Name: is the location and file name of the private key

o

D

] For more info please refer “SSL Troubleshooting with Wireshark and Tshark” By Sake Blok in SHARKFEST '09
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http://www.cacetech.com/sharkfest.09/AU2_Blok_SSL_Troubleshooting_with_Wireshark_and_Tshark.pps
http://www.cacetech.com/sharkfest.09/AU2_Blok_SSL_Troubleshooting_with_Wireshark_and_Tshark.pps
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REFERENCE IN WEB PAGE

— ERROR OBSERVED @ USER

TIME @ EVENT OCCURRED
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File Edit VYiew Go

el

Filter: |http.resp0nse.code ==500

Capture  Analyze  Statistics  Help

—

length IPTTL Source
2010-01-08 LFB2757304 60 255 197 " °°
2010-01-08 L 798005215 a0 255 19
2010-01-08 . B12681415 G608 115 10
2010-01-08 047654 12598 255

134598

1
2010-01-08 LB37920415 1078

BEXZE|lacsaTLIEE QAQAD #EMR B
Filter with response code “500”

Destination Protocol Info
- SR ‘cp https > dts [ACK] 5eq=28l06 Ack=30010 win=32768 Le
CP https » 84213 [ACK] Seq=14625 Ack=95368 win=327a8
iTTP GET /sap(====)/bc/bsps/sapscrmcmp_ic_frame/crmcmp_*
iTTP

200 ok Capplication/x-javascript)

Interna =

HTTR/1.1
HTTR/ 1.1

|

5 s - Error  (t
P [TCP segment of a reassembled PDU] ) B
134599 2010-01-08 . 844113014 1456 P [TCP segment of a reassembled PDU] v
| >
. .
Time of Event occurred matches with error observed @ user Browser
37
=2
= HTTP/L.1 500 Internal Serwver Errorriyn
ReEquUEst Version:
pate: Fri, 08 Jan 2010 04:56:19% GMTYr\n
content-Length: 538%ryn
content-Type: text/html; charset=is0-885%-1%rn
set-Cookie: TS97404c=61T183e7dl5e8%25d5hdd13d8aldeca0sel0shef877dcfTr4ba6haf3; Path="r n
i
= Line-based text data: textyshtml
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/7EN">%N
<html=<heads>%n
<title=500 Internal server Error</Titleshyn
</head><bady>n )
<hl>1nternal sarver error</hl>\n Error Content matches with error observed
<p>The server encountered an internal errar oryn
misconfiguration and was unable to completeyn _é @ user Browser
your reguest. < /pein
<pzPlease contact the server administrator,™n
IELADMINEintel. com and inform them of the time the error occurred,\n
and anything you might have done that may haveyn
caused the error.</p=\n
<pzMare information about this error may be availablevn b
in the server error log.</p=sn v
0000 48 54 54 50 2f 31 2e 31 20 EENEDEEL] 20 49 62 74  HTTR/1.1 MW Int
0010 65 F2 Ge 61 6c 20 53 63 F2 76 65 72 20 45 72 72 ernal se rver Err =
9920 6 72 0d 03 44 61 74 67 32 2046 72 €9 2c 20 30 gr..Date ;i 0 v
Frame (541 bytes)| Decrypted 5L data (766 bytes) |

HTTP Response Code (http.response.code), 3b... | Packets: 153339 Displayed: 153339 Marked: 0

Profile: Default




File Edit ¥ew Go Capture Analyze Statistics  Help -
Ba e BEEXEE I A¢e+»dTL|IEE QAR #EM%| O

Filter: |(ip.addr eq 192,1938,164,53 and ip.addr eq 10.242,128.65) and {tcp.port eq| ¥ Expression... Clear Apply

Mo

Protocol

Tirne delta window Size length IPTTL Source Destination
ji 1 H &) 1
134587 2010-01-08 10:26:18.702531675 0.000 32768 a0 255 192,
134597 2010-01-08 10:26:18.826490474 0,011 32768 841 255 192,
134636 2010-01-08 10:26:15.167611514 O. 024 65535 a0 115 10.:
134776 2000-01-08 10:26:20.263158014 0. 00 65535 1078 115 10.:

4]

4]

134777 2010-01-08 10:26:20.269427154 0.006 GEEER] 1456 115 10.:
134778 2010-01-08 10:26:20.269428255 0.000 112 115 10.:

T e == ==

Time of Event occurred matches with error observed @ user Browser

071h0 25 33 43 25 32 46 62 25 33 45 25 33 43 25 32 46 j ]
071lcO 74 64 25 33 45 25 30 44 25 30 41 25 33 43 25 32 1 1
071d0 46 74 64 25 33 45 25 33 43 25 32 46 74 72 25 33 |

071le0 45 25 30 44 25 30 41 25 30 44 25 30 41 53 65 6Ge | 1
071F0 74 25 33 41 25 33 43 25 32 46 62 25 33 45 25 33

07200 43 25 32 46 74 64 25 33 45 25 30 44 25 30 41 30

07210 33 2e 30 31 2e 31 30 25 32 30 31 36 25 33 41 35

07220 36 25 33 41 35 39 25 33 43 25 32 46 74 64 25 33

07230 45 25 33 43 25 32 46 74 72 25 33 45 25 30 44 25

07240 30 41 25 30 44 25 30 41 53 75 62 6a 63 63 74
07250 33 41 25 33 43 25 32 46 62 25 33 45 25 33 43 25
07260 32 46 74 64 25 33 45 25 30 44 25 30 41 52 65 25
07270 33 41 25 32 30 49 6e 74 65 6C 25 32 30 43 75 73
07280 74 6f 6d &5 72 25 32 30 53 75 70 70 6f 72 74 25
07290 32 30 73 65 72 76 69 63 65 25 32 30 74 6% 63 6h
07230 65 74 25 32 30 49 44 25 32 30 25 32 33 25 32 30
072b0 25 37 42 74 69 63 6b 65 74 6e &f 25 33 41 25 3
072c0 42 38 30 30 30 30 30 31 39 32 34 25 35 44 25 3
072d0 44 25 33 43 25 32 46 74 64 25 33 45 25 33 43 2
072e0 32 46 74 72 25 33 45 25 33 43 25 32 46 74 64 25 2Ftr
0720 33 45 25 33 43 25 32 46 74 72 25 33 45 25 33 43 SERICHIF TrRsEXIC
07300 25 32 46 74 62 of 64 79 25 33 45 25 33 43 25 32 ¥2Fthody %3EX3C%2
07310 46 74 &l 62 6C 65 25 33 45 25 30 44 25 30 41 25 ol e cernnesnsas
07320 33 43 64 69 76 25 33 45 25 33 43 73 70 6l 6Ge 25

07330 33 45 25 30 44 25 30 41 25 33 43 64 69 76 25 33

07340 45 70 72 6F &3 65 73 73 6F 72 25 32 30 64 65 74

07350 61 69 6cC 66 72 65 71 75 65 6e 63 79 25 32 30 32

07360 2e 38 33 25 32 30 63 6F ¥2 65 25 32 30 32 25 32

07370 30 71 75 61 64 65 25 33 43 25 32 46 64 69 76 25

07380 33 45 25 30 44 25 30 41 25 33 43 64 69 76 25 33

07390 45 46 50 4f 25 32 46 4e 4f 25 32 30 4cC 38 34 35

073a0 42 35 37 36 25 33 43 25 32 46 64 6% 746 25 33 45

073b0 25 30 44 25 30 41 25 33 43 64 69 76 25 33 45 53

073c0 50 45 43 25 32 46 4e 4f 25 32 30 25 32 43 53 4c

[
un

icke thoksask
BBO0000L 924%50%7
Ft d%3Ex3

Info

Z1PTL 1 Z [ MmL P TEN
https > gadmifevent [ACK] Seq=39696 Ack=254108 wir
HTTP/1.1 500 Internal server Error (texthtml)
gadmifevent > https [ACK] Seq=254108 Ack=40483 wir
[TcP segment of a reassembled PODU]

[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]

L~ R

e = A Tamil cmm AAADS Aol SCECA il T

| >
£
v

2
S

— Content matches with web page content observed
@ user Browser

<

Frame {107 bytes) | Reassembled TCP (2574 bytes) || Decrypted 551 data (2553 bytes)| Reas:

File: "C:\Documents and SettingsiadesaitDeskto... | Packets: 153339 Displayed: 538 Marked: 0




Using Follow SSL stream to filter the interested SSL flow

Followe S51. Stream




Fil= Edit Wiew Go Capture Analyze Statistics  Help

137745 2010-01-08 10:26:52.095378075 488 R D

t Tier-1 there are Six (6) Post request
Observed

B oW EEX2E a+«s0TL(EE Qaaan #B0mx B

Filter: |hktp contains ID0767292 151 DEODZ7 0099557 662992407End & http, t, - - -

Fiter: fitp contans ssntoreaet/~TRjjter with “session ID" & “Post” request

Mo, - Time delta | window Size length TFTTL Source Destination Protocol Info

130354 2000-01-08 10:25:47.146411355 0.003 65535 718 HTTR POST /sap(bollbizjPTUxmMCZk PwlpbizZ2PT cIMmUWMCZpPTEN

132310 2000-01-08 10:26:02.306467575 0,002 510 HTTR POST Ssap(hollbiziPTUuxmMCZk PwlphiZ2PToIMmUWMCZpPTEN
:26:10. 818874073 0.003 114 HTTP POST /’sap(bDl'ImZ]PTUxMCZkPhﬂ.pb'lzzPTc'IMmUwMCZpPTEn

13755 2010-01-08 10:26:49, 485228614 HTTF POST /’sap(1'Ib12:|PTUxMCZkPhﬂ.pb'lZWPTMxODUOJnYGNyU)

HTTP POST Ssap(hol1hiziPTUxMCZk PwlphiZwPTMXODUOINY ShyLy

>
8
@ ] ) ) i =L
0000 00 0L d7 98 72 c2 00 03 31 79 87 fc 08 00 45 00 ceedlees 1yl L E
0010 00 5d 4e 46 40 00 73 06 <9 25 0a f2 80 41 <0 <6 CIWFE. S, LE. L LAl
0020 a4 35 09 92 01 bhb 5d b of ff o5 f6 S5¢ 47 50 18 T Ve
0030 fh bl 40 ac 00 00 12 ce 7c 0Ob 26 73 68 73 68 le A - | .&shsh.
0040 6a bd e8 94 a9 aB Bc <7 43 6 f1 64 11 d3 18 6e ] ....... C..d...n

0050 ff 6% fc bd 6c Ob 59 5d 09 4d 78 03 44 &4 71 73 Lo Tyl GMx Ddgs
0060 06 b6 ca d% 1d 24 24 43 f4 f1 2 ..., |3 Ju—

Frame {107 bytes) |Reassembled TP (2574 bytes) | Decrypted S5L data (2553 bytes) | Reassembled SSL (79900 bytes)
File: "C:\Documents and Settings\adesaiDeskko...  Packets: 153339 Displaved: 6 Marked: 0

Profile: Default




_]Signature identified from Tier-1 to track to next
level of DMZ Appliances
[]Time of event occurred : 10:26:18:8264 AM

_1Cookie info — session ID:
ID0767292151DB00270059887862992407End

INumber of Post request in interesting SSL stream: 6
_]Content info in web page : “800001924"
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nternal server error.cap - Wireshark

File Edit Wew Go Capture Analyze Statistics  Help

Beeese DEX2E

eswTFi|EEQaaD #FBM% B

Filter: |http.resp0nse.code == 500 | ¥  Expression... Clear Apply
9 - - ~
o 583 ;IEZT_O 01-08 10:26:18.722402 0,000 - Fllter Wlth response COde “500" 'T’rgltjoml Ien‘tfo'lser‘\f"lcem dmif = = 1
-01- 126:18. o e e Lot duwedUada.aw RV PRI gr > gadmifevent [ACK] Seq=282921 Ack=245(
584 2010-01-08 10:26:18.722721 0.000 65535 a0 TcoToootooTm o ot oo TCP etlservicemgr > gadmifevent [ACK] Seq=282921 Ack=248(
585 2010-01-08 10:26:18.821915 0.099 32768 1271 HTTP POST SsapChbollbizjpPTuxmczZk Pwlpbiz2PTClMmUuwMCZoPTEMCZ]
586 2010-01-08 10 18.822078 0.000 55535 650 TCP etlservicemgr > gadmifevent [ack] Seq=282921 ack=250¢

HTTF 1 In na Erraor

TCP

Frame 587
Ethernet
meerner - “10:26:18.8219” Time of Event occurred matches with error observed
Transmiss wk: 250681, Len: 721
secure st @ user Browser
[reassemk
Hypertext
= HTTR/L.1 500 Internal Serwver Errorsriyn

RequesT version: HTTP/L1.1

Date: Fri, 08 Jan 2010 04:56:19 GMTwryh
B Content-Length: 538%r%\n

content-Type: text/html; charset=is0-8859-1%rn
ANl

= Line-based text data: text/ html
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0/7EN">%n
<html=<heads>\n
<titlex>500 Internal Server Error< /titlesywn
</head><body:>%n
<hl>Internal server Error< hls\n
<p>The server encountered an internal error oryn
misconfiguration and was unahle to completeyn
YOUr reguest. < /pehn

<prPlease contact the server administrator,™n Error Content matches with error observed
IELADMINGintel. com and inform them of the time the erraor Dccurred,\H H H

and anything you might have done that may havewn @ user Browser as well as tier -1 appliance also
caused the error.</ps\n

<pzMore information about this error may be availablevwn

in the server error log.</p>%n

</hodys < html=\n

54 54 50 2t 31 2e 31 20 EENENEEN 20 49 6e 74 HTTR/L.1 MW Int
72 68 &l 6C 20 53 65 72 7B 65 72 20 45 72 72 ernal Se rwer Err
72 Od 0a 44 61 74 65 3a 20 46 72 6% 2c 20 30 or..Date : Fri, 0

P R =F T - W e T T R T T V= S P S S R T - -} PR L N . I -

1=

Frame (775 bytes) | Decrypted SSL data {141 bytes) | Decrypted SSL data (538 bytas)| Reassembled S5L (679 bytes) |
HTTF Response Caode (http.response.cade), 3b... | Packets: 649 Displayed: 649 Marked: 0 Profile: Default




l WAF_RP_1026_internal server error.cap - Wireshark

File Edit Miew Go Capture Analyze Statistics  Help -
B e EExX2ElacsoTiEE QD FBB % B

Eilter:‘ |v Expression... Clear Apply

Mo, - Time delta window Size length IPTTL Source Destination Protocol Info b
583 2010-01-08 10:26:18.722493 0 65535 TCP etlservicemgr > gadmifevent [ACK] Seq=282921 aAck=245(
584 10:26: o] 4] TCP etlservicemgr > gadmifevent [ack]
i g ST /sapChol [h12]PTUXMC i
TCP etlservicemgr > gadmifevent [ACK] Seq=282921 Ack=2350¢
55535 HTTR HTTP/1.1 500 Internal sSerwver Error (text/html) —
. 000 22768 60 TCR gadm"l'Fevent > gt'lser"v"lcem_gf [_ACK]_Seq=250681 Ack=283¢ [

| >

2010-01-08 :18.822078
587 2010-01-08 10:26:18.8225599
588 2010-01-08 10:26:18. 822457

(=]
(=]
(=]
(=]

| »
|«

04h90 65 25 32 30 65 6e B3 6Ff 75 72 &1 67 65 25 32 30
04ba0 79 &6F 75 25 32 30 74 &6F 25 32 30 75 73 65 25 32
04bb0 30 25 33 43 61 25 32 30 6F 62 63 6¢C 69 63 Bb 25
04hcO 33 44 25 32 32 72 85 74 75 72 62 25 32 30 74 6f
04hd0 70 2e 6a 73 2e 4f 70 65 Be 45 7R 74 4c 69 Ge 6b
04he(d 28 77 69 ée 64 6F 77 25 32 43 65 76 65 Ge 74 25
04bF0 32 43 74 BB 69 73 29 25 32 32 25 32 30 68 72 85
04c00 66 25 33 44 25 32 32 6d Bl 69 6C 74 6F 25 33 41
04cl0 73 61 73 75 70 70 6F 72 74 25 34 30 6d 61 69 6C
04c20 62 6F 78 2e 69 6e 74 65 6C 2e 63 6Ff 6d 25 32 32
04C30 25 32 30 74 61 72 67 65 74 25 33 44 25 32 32 5F
04c40 B2 6C 61 Be 6h 25 32 32 25 33 45 73 6L 73 75 70
04c50 70 6F 72 74 25 34 30 6d 61 69 6C 62 6F 78 Ze 6O
04cB0  Ge 74 65 Gc Ze 63 6F 6d 25 33 43 25 32 46 &1 25
04C70 33 45 2e 25 32 30 25 30 44 25 30 41 33 Ze 25 32
04C80 30 57 68 85 6e 25 32 30 72 65 7O 6C 79 69 Ge 67
04c90 25 32 30 74 6f 25 32 30 &f 75 72 25 32 30 45 6d
04cald AL 6% 6C 73 25 32 30 7O BC 65 &1 F3 65 25 32 30
04ch0o 63 6c 69 A3 6h 25 32 30 52 45 50 4c 50 25 32 30
04cco BF Ba 6C 7O 25 32 30 61 6e &4 25 32 30 44 4F 25
04cdd 32 30 4e 4Ff 54 25 32 30 63 F2 65 61 74 65 25 32
04celd 30 61 25 32 30 6e 5 77 25 32 30 65 6d 61 69 6C
04cf0 2e 2a 2a 2a 2a 2a Za 2a 2a 2a 2a 2a Za 2a 2a 2a .
04d00 2a 2a 2a 2a 2a 2a Za 2a 2a 2a 2a 2a Za 2a 2a 2a bbb b bl ld

04010 2a 2a 2a 2a Z2a 2a 2a 2a Za 2a 2a Za Za 2a Z2a Za WORHHHRCRR R R .

04020 2a Za 2a 2a 2a Za 2a Za Za 2a 2a 2a Za 2a 53 G5 WwwwEwwN wwwewwgp Content matches with web page content observed
04cl30 72 76 69 63 65 25 32 30 74 69 63 6b 65 74 25 33 rvigokdOeieskessd R

04dd0 41 25 32 30 33 30 30 30 30 30 3L 30 32 34 25 43 — @ user Browser as well as @ tier-1 appliance
04d50 32 25 41 30 50 72 6F 64 75 B3 74 25 33 41 25 32 2%AOP semmnmes

04d60 30 44 47 34 35 40 44 25 32 30 25 33 43 25 32 45 QnoASTRY 2nwwoanc
04d70 73 70 61 Be 25 33 45 4d 6L 72 6b 69 G2 67 73 25
0430 33 41 25 32 30 25 33 43 73 70 61 6e 25 32 30 73
04d90 74 79 6C B5 25 33 44 25 32 32 46 4F 4e 54 2d 53
04da0 49 5a 45 25 33 41 25 32 30 31 32 70 74 25 33 42
04db0 25 32 30 46 4f 4e 54 2d 46 41 4d 49 4c 59 25 33
04dcO 41 25 32 30 25 32 36 25 32 33 33 30 25 33 42 54
04ddo 69 6d 65 73 25 32 20 4e 85 77 25 32 30 52 &6F 6d

Frame (1271 bytes) | Reassembled TCP (13350 bytes) | Decrvpted SSL data (13329 bytes)| Reassembled SSL (79865 bytes) |

>

RO M B Ll T T T —h R e T L e T

»

e B H A L

£

File: "C\Documents and SettingstadesaiiDeskto... | Packets: 649 Displayed: 649 Marked: 0 Profile: Default




nternal server error.cap - Wireshark

File Edt Wew Go Capture Analyze  Statistics  Help

B e [E]
Filter: |http contains ID0767292 151 DB00270059537562992407End & http.requ >
Ma. - Time delta  window Size length TPTTL

16 2010-01-08 10:25:47.159465 0.000 5877 960

300 2010-01-08 10:26:02.424837 0. (098 32768 1338

443 2010-01-08 10:26:10.937571 0,099 32768 1336

55 i 50 i

634 2010-01-08 10:26:49.485705 0,001 32768 1422

646 2010-01-08 10:26:52. 095405 0,001 32768 1422

BEXRE Aa¢saTL/EE QD FBB%| B

At Tier-2 there are Six (6) Post request Observed

Filter with “session ID" & "“"Post” request

""""" Do Protocol Info
HTTF POST /sap(hollhiziPTUxMCZKPWLlphiz2 PTCIMmUWMCZpPTEMCZ]
HTTP POST /sapChol1hiziPTUxMCZkPWlphizZ2 PTCIMMUSMCZpRTEMEZ]
HTTP POST /sap(bDl'Ib'lZ]PTUxMCZkF'W_Lpb'l22PTc'IMmUwMCZpPTEmc2:I
o1 P
SSsL [55L segment of a reassembled PDU]
SS5L [55L segment of a reassembled PoU]

|

| [
|

=

Frame (1271 bytes) |Reassembled TCP (13350 bytes) | Decrypted 551 data (13329 bytes) | Reassembled S5L {79368 bytes)

File: "C:\Documents and SettingsiadesaiiDeskta... | Packets: 649 Displayed: & Marked: 0

Profile: Default




— Filter with response code of “500”

™~

At Tier-3 server “500” Error is missing



orrectone.cap - Wireshark

File Edit Wew Go Capture Analyze Statistics  Help

= e ERxXee aes»oTeER Q@aa M @@ Mg &
Filter: |'292151DB002?005988?8629924D?End &P http.request.method == "POST" | ﬁ Fllter WIth “seSSIon ID“ & “POSt" requeSt

Mo, - Time delta window Size length IPTTL Source Destination Pratocal Infao

Cl-08 To:25: 1 5 4] 5 10.1.185.] a]ui 1 f] ML
| 336 2010-01-08 10:26:02.433358 0,000 65106 128 10.18.15.10 1. o HTTP POST /sap(bD0llbizjPTUxMCZkPWlphiZ2PTCIMmUWMCZpPTEMCZ]
498 2010-01-08 10:26:10.946531 0. 000 65535 a7l 128 10.18.15.10 odla o HTTF POST /sapChbollbiziPTuxMCZkPwlpbiZ2PTCIMmUWMCZPTEMCZ]
627 Z010-01-08 10:26:49.4925859 0,000 64248 1093 128 10.18.15.10 1. . HTTP POST /s5aph0l1biz]PTUSMCZR PWlph i ZwPTHxODUD Iy Sy UYZ T
645 2010-01-08 10:26:52.102616 O, 000 65106 1093 128 10.18.15.10 oo 5 HTTFE POST /sap(bollbiziPTUxMCZEPwlph i ZwPTMxODUOINY SNy UyZTL

At Tier-3 there are only Five(5) Post request Observed

Didn’t observe one post request for which earlier tiers had the
“Internal server Error” I

nternet Protocol, Src: 10.18.15.10 ¢(10.18.15.10), Dst: 10.1.185.120 (10.1.185.120)

#
(]

0000 00 00 OC O7 ac 01 00 14 <c2 3T ed f2 08 00 45 00
0010 02 ¢l 43 a4 40 00 80 06 d7 fd 0a 12 of 0a 0a 01
0020 b9 78 04 b6 20 1c 8F 77 15 85 3e fa 8e 43 50 18
0030 fc 8F 30 44 00 00 76 12 76 39 21 bb ba a3 52 eB
0040 Fc b7 32 2b 44 9c 6F <9 45 91 a¥ bc fe 10 03 7h
0050 06 f2 88 o4 e8 67 62 4f 69 0e f1 b 02 00 48 bf
0060 83 0Ob ab 54 a0 a4 <5 94 01 32 a2 23 bhe 54 34 8d
0070 5C 4e be 96 c6 36 35 92 1d el 38 ch f0 8a a4 78
0080 2d 85 2e 22 92 da f7 f1 cc ad 04 ca 9c ee 76 76
0080 5d ff 68 7a 30 ca ce 85 13 64 dé6 67 &9 3d T4 24
00a0  a% 3d 3a 30 dl 45 ¢l 26 e6 11 d9 91 of 45 93 df
00b0 11 4e d0 16 ea ¢9 95 a6 cd Of 9a 90 55 96 64 ee
00cO  8d 44 47 ad 44 23 04 11 06 83 66 <3 53 b4 bf f9
00d0 <3 30 ef 01 ba 02 34 53 he 64 d0 4e 82 3f 45 71
00e0 3f db 3e 8L 30 b3 12 91 ba 93 b5 84 37 8c f5 30
oofo 8l fc ¢9 of 60 3f Of 8a 50 44 db 4d a% cb 03 57
0100 le 58 36 5 <3 05 bb bf a6 54 19 <3 3¢ &9 f7 45
0110 5 31 c8 ff 90 30 al 9h e7 el 10 2f &f 2a cc 43
0120 57 29 40 87 83 5f cb b8 ec 3e 51 la 08 24 4f 96
0130 8c 68 le bs of bd 74 55 54 8h 9a 9b 91 83 ae 98
0140 84 ed 97 78 12 %a dd 4b 4b d5 a2 26 0d ed aa 6e
0150 d9 77 9e 81 73 17 5 79 d8 d7 f6 ea T4 8e 0d <7
0160 d0o fl 8= 97 f4 c7 53 59 69 94 37 ad T4 aa 4a of
0170 70 14 50 7c &F abh 06 F&  c5 ad an 53 eA hA &7 2h

Frame (719 bytes) |Reassembled TCP {3157 bytes) | Decrypted 551 data (3127 bytes) | Reassembled 551 (3338 bytes)

| £

File: "C:\Documents and SettingsiadesaitDeskko... | Packets: 653 Displayed: 5 Marked: 0 Profile: Default







I Tier-2 appliance was not forwarding to next
tier (real server) and was dropping the
request.

_IIn response, it sent an “Internal Server Error”
to the requestor
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I Escalated to vendor regarding observations:

' IVendor acknowledged this is a software “bug”
[ ISuggested upgrading to prevent this issue

1 After upgrading, issue no longer seen! ©
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'] Understand the application flow to help you capture
interesting traffic

] Pay attention to any data that could be used as a
“signature” to correlate traces with user events

] Wireshark’s capabilities of decryption, filtering,
follow SSL stream, and others will help your analysis

| X-forwarding can provide info on |IP address/host,
but to get visibility of user task look above IP layer
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