Discovering IPv6 with Wireshark
June 16, 2010

Rolf Leutert
Network Consultant & Trainer | Leutert NetServices | Switzerland

SHARKFEST ‘10
Stanford University
June 14-17, 2010

Trace files and coloring rules can be copied from circulating memory stick




Session Agenda

A Infroduction

& |Pv4 Header & Extensions

A Address format, notations & types

A Address Autoconfiguration

A Neighbor discovery, Router discovery

A Host configuration with DHCPvé

A New DNS AAAA record

A. Transition technologies, ISATAP, Teredo, 6to4
A. |IPvé6 Routing Protocols

CACE

TECHNOLOGIES SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY



Introduction

IPv4 to IPv6 address space comparison

* There are many changes from IPv4 to IPvé
* The most obvious is the length of the IP address from 32 to 128 bits
* 4 fimes the number of bits is not 4 fimes the number of addresses

e [t means doubling the address space with each additional bit (96x)
* About 3,4 * 103 possible addressable nodes
* More than 102/ addresses per person on the planet

IPv4 address, 32 bits  192.168.20.30

IPvé address, 128 bits 2001:0DB8:0000:0000:0000:0000:1428:57 AB

- AN /
v Y
network prefix interface identifier
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Introduction

IPv4 to IPvé address space comparison

Let's assume, the whole IPv4 address
space (232) with 4.2 Billion addresses is
represented by an area of 1 milimeter?

How big would be the corresponding
area with IPvé?

The equivalent area would be:
155 Millions of Earth surfacesl!!

(Earth surface areais 510 Million km?)
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|IPv6 Headers & Extensions

IPv4 Header IPvé6 Header
(20 Bytes without options) (40 Bytes without extensions)

Optional fields

Optional fields

___________________________________________________________________________________________

- Fields removed o Optional
""""" Extension Headers T
B Fedsaddea T T
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IPv6 Header & Extensions

IPvé Flow Label

e A Flow is a sequence of packets sent from a
particular source to a particular destination

e A Flow Label could significantly speed up
packet processing on routers

e RFC 3697 defines the use of the 20 bit IPvé
Flow Label initiated by the source nodes

e A Flow path needs to be established on all
routers on the path from the source to the
destination (e.g. RSVP)

* Not all flow process details are defined at
this point of fime
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IPv6 Header & Extensions

1 IP¥6,_Teredo_www.six. heise.de. pcap - Wireshark

20 2001:cafe 0:20: c1c4 B3e9:bc72:fob7

fes0: 445b 75T8: 493C C443
2000 :0:cf2e:3096:1c11:142c:aafeaal Tel80::445h:75T8:4593c:c443
2a02:2e0:3fe:100::6 2001 :0:cf2e:3096:1c11:142c:aafeaal 87.251.43. 68
2000 :0:cf2e:3096:1c11:142c:aaferaal Zad2:2ed:3fe:100::5

. 725078
L 000712
.028195
. 00OBTE

v e )]
L )

File Edit Wiew Go Capture Analyze Statistics  Help

& sl @ EER@&“'@@@@?&|E|E|QQ@E & s

Eilter:| |"’ Expression,.. Clear Apply

MNa, - | Time IPwi Source IPvi Destination IPv4 Source IPvw4 Destination Protocol
1 0.000000 2000:cafe:0:20:clcd:83e9:hec72:f0b7 Z001:cafe:0:30::199 DHS
2 0.027882 2001:cafe:0:30::19%9 2000 :cafe:0:20:clcd :83e9:he72 :Toh7 DHS
3 0.001051 2001:cafe:0:20:clcd:83e9:hc?72:f0b7  2001:cafe:0:30::199 DRS
40 :cafe 130: 199 DHS

= = l‘ = & W O
2001:0: Cf2e 3096:1c11:142c:aafeaal 207.46.48. 150 192.168. 20 100 IPvE
1%92.168.20.100 87.251.45.68

1%2.168.20.100 B87.251.43.68 TCP -

ICMPWE

IPWE
192.168.20.100 ICMPwE

F Frame 5 (98 bytes on wire, 98 bytes captured)
# Ethernet II, sSr¢: HewlettP_6b:585:32 (00:22:64:6h:85:320, Dst:
B02.10 virtual LaM, PRI: O, CFI: O, ID: 20

Cisco_ac:c5:80 (00:0bh:fd:ac:c5:60)

Internet Protocol, Src: 1%92.168.20.100 (1%2.168.20.1000, Dst: 207.46.48.150 (207.46.48.150)
version: 4
Header length: 20 bytes

& Differentiated serwices Field:
Total Length: 8O
Identification:

# Flags: Ox00
Fragment offset: 0
Time to live: 128
Protocol: UDP (O0x11)

# Header checksum: 0xfolo [correct]
source: 192.168,20.100 (192.168.20.100)
pestination: 207.46.48.150 (207.46.48.150)

0x00 (DSCP 0x00: Default; ECH: 0x007

Oxfchh (278250

# User Datagram Protocol, Src Port: 60371 603710, Dst Port: teredo (35440

Teredo IPvG over UDP tunnelding

T Tt mmmat Mt asms] 2immcd mem

b
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IPv6 Header & Extensions

1 IP¥6_Teredo www.six. heise.de. pcap - Wireshark

Fil= Edit “iew Go Capture Analwze Stakistics  Help

= EEXTA Aes»aTL(EE Qaal aB®M % B

Eilter:| |' Expression,.. Clear Apply

No. - Time IPwE Source IPwE Destination IPw4 Source IPw4 Destination Protocal
1 0.000000 2001l:cafe:0:20:clcd:83e%9:bc72:T0b7 2001l:cafe:0:30::1595% DhE
2 0.027882 2001:cafe:0:30::199 2000 :cafe:0:20:c1cd4 :83e9: hc72 :fokb7 DHS
3 0.001051 200l:cafe:0:20:clcd 18329 :hc72:T0R7 2001 :cafe:0:30::19G DHS
4 0.001852 2001l:cafe:0:30::19% 2001l:cafe:0:20:clcd : 838 : b2 (FOb7 DhE

0.001414  2001:0: a0 :1cll:dd2craateaal Zac ed:ste:lod:ia A0.100 207448150 ICMPwa

6 0.725076 fTeB0::445bh:75F8:4593c:c443 2001:0:cf2e:3096:1cll:142¢caateraal 207.46.458.150 152.168.20.100 IPVE
7 0000712 2001:0:cf2e:3096:1c1l:142¢c:aafe:aal fel0::445h:75F58:493C:c443 15%2.168.20.100 87.251.43.68 IPVE
8 0.0261595 Z2aozZ:Ze0:3fe:l00::6 2001:0:cf2e:3096:1c11:142caafeaal 87.251.43.68 1582.168.20.100 ICMPWVE
S 0.000876 2001:0:cf2e:3096:1cll:142c:aafe:aal 2a02:2e0:3fe:100::6 152,168, 20,100 87.251.43. 68 TCP w

| >

R  ECRmr=t .
Fragment offset: O —

Time to Tiwe: 128
Protocol: UDP (Ox11]
® Header checksum: 0xfSl0 [correct]
Source: 192.168.20.100 (192.168.20.1000
Destination: 207.46.48.150 (207.46.48,150)
F User Datagram Protocol, Src Port: 60371 (803710, Dst Port: teredo 354470
Teredo IPYG over UDP tunneling
Internet Protocol version &
= 0110 .... = version: &
Qooo Q000 ... e e eeee e
Q000 Q000 0C00 0000 0000
Payload length: 12
Mext header: ICMPwGE ([Ox3a)
Hop Timit: 21
Source: 2001:0:cf2e:3096:1c11:142caaferaal (2001:0:cfF2e:3096:1C11:142caafeaall
Cestination: 2a02:2e0:3Te:100::6 (2a02:2e0:3fe:l00::6)
F Inmternet Controal Message Protocol v

Traffic class: 0x00000000
Flowlahel: 0x00000000

www.wiresharkU.com
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IPv6 Header & Extensions

 |Pvé offers modular header composition adding optional information
e Basic IPvé header can be followed by one ore more extension headers

IPv6 Header TCP Header
Next Header and data
TCP

Basic header

IPv6 Header Routing Header TCP Header
Next Hgader Next Header and data
Routing TCP

Basic header with one extension

IPv6 Header Routing Header |Fragment Header TCP Header
Next Hgader Next Header Next Header and data
Routing Fragment TCP
Basic header with two extension +
CACE
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Address format & notation

IPvé supports different address notation formats

2001:0DB8:0000:0000:0000:0000:1428:57AB  standard notation
2001:0db8:0000:0000:0000:0000:1428:57ab  notation is case insensitive

2001:db8:0:0:0:0:1428:57ab
2001:db8::1428:57ab

2001:0:0:100:0:0:0:20
2001::100::20
2001:0:0:100::20
2001::100:0:0:020

fe80::5efe:192.168.20.100

2001:dp8::/64
2001:db8::1428:57ab/128

CACE

TECHNOLOGIES

leading zeros can be suppressed
consecutive zeros can be compressed with ::

zero compression only once in an address
invalid address

valid address

valid address

mixed notation, compressed

represents the network 2001:db8:0:0::
represents a single host address

SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY



Address types

Four types of addresses are defined in IPvé

e Unicast 2XXX
fdxx

e Mulficast ffxx

e Anycast 2XXX

e Special Addresses

e No Broadcast anymore

CACE

TECHNOLOGIES

Worldwide unique addresses
Locally valid addresses

play an important role in IPvé,
they also replace Broadcasts

are unicast addresses reserved
or assigned to special functions

reserved for special purposes
like DHCP, Loopback etc.

replaced by multicasts, this is
valid for layer 2 and layer 3

SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY



Address types

Unicast

e Globdl 2XXX Blocks managed by RIPE NCC (Europe)
Range 2001:/16 Global unicast addresses (former public)
Reserved 2002:/16 6to4 address space
Reserved 3ffe:/16 old 6Bone address

e Locdal

Link-Local fe80:/64 former IPv4 169.254.0.0/16 APIPA

Local fc00:/8 Centrally Assigned Unique Local
Address (ULA-central)
fd00:/8 Unique Local Address (ULA, not routed in
the Internet, former IPv4 private)
Site-Local fec0:/10 deprecated, do not use anymore
//—-“‘ A
CACE WIRESHARK
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Address types

Multicast prefixes and scopes
. Interface-local Scope

. Link-local Scope

. Site-local Scope

. Global Scope

Mul’rlcos’r hosts

All hodes

All routers
unassigned
DVMPR router
OSPF IGP
OSPF IGP DR
ST router

ST hosts

All RIP routers
All EIGRP routers

0 0N AW =

CACE

TECHNOLOGIES

ff00:: /8

ffO1:: /64

ff02:: /64

ff05:: /64

ffOe:: /64

b All mobile agents
C SSDP

::d All PIM router

e RSVP-encapsulation
w16  LLMNR

101 NTP server

:1:1  Link name

1:2 AllDHCP relay agents
:1:3 DNS & LLMNR

o

fixx:xxxx Solicited node multicast

SHARKFEST ‘10 | Stanford University | June 14-17, 2010 W|RESHARK
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Address types

Anycast

e These type of addresses can be used to reach certain functions which
are assigned to different servers (i.e. Root Server)

e Anycast addresses are unicast and are routed to the nearest server

RIPE NCC Rooft Server 2001:7td::1 193.0.14.129
VeriSign Root Server 2001:503:c27::2:30  192.58.128.30
6to4 Relay 192.88.99.1

Special Addresses
 Unspecified 0:0:0:0:0:0:0:0/128 or ::/128
used as source address only

e Loopback 1/128  (former IPv4 127.0.0.1)
local host or loopback address
e Default Gateway ::/0 used as gateway of last resort
CACE SHARKFEST ‘10 | Stanford University | June 14-17, 2010 WIRESHARK
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Address Autoconfiguration

IPvé Stateless Address Autoconfiguration (SLAAC)

* An IPvé6 host will autoconfigure a link-local address for each interface
* Prefix for link-local address is fe80::/64

e Interface ID is either derived from MAC address or a random value

Ethernet MAC address | 00:30 : 64160 :85:82 ]

IPvé address: EUI-64 format \Q ‘
fe 80 | 0000 [0000 | 0000 [02 30] ¢4 i | fe [EBINEES2N

IPvé address: privacy format
fe 80 | 0000 | 0000 |0000 | 9c4a | e/ 8a| 2038 | d4 dI

N\ _/
Y
random value
—
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Address Autoconfiguration

IPvé Stateless Address Autoconfiguration (SLAAC)

e |f arouter is present, host will also autoconfigure global address

e Prefix will be obtained from router, example 2001:db8::/64

e Interface ID is either derived from MAC address or a random value

e Router indicates in advertisement if stateful configuration may be used

Ethernet MAC address | 00:30 : 64/16D:85:32

IPvé address: EUI-64 format \Q ‘
2001 [odbg [ 0000 | 0000 [02 30] 64 ff [fe [EBIESE2N

IPvé6 address: privacy format
2001 | Odb8| OO00| 0000 | 9c4a | e78a| 2038 | d4 dl

\_ )
~
//__: random value
CACE SHARKFEST ‘10 | Stanford University | June 14-17, 2010 WIRESHARK
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Address Autoconfiguration

Solicited Node Multicast Address (SNMA)

e Probably the most strange part of IPvé addressing

* An IPvé host forms a SNMA for each own unicast address in use

* The SNMA address is used for Neighbor Discovery (replacement of ARP)
* The SNMA address is derived from each unicast address in use

Hosts unicast address

Hosts SNMA address ‘
ff 02 [ 0000 [0000 [0000 [0000 Jooo1 |ff [éb] 8532]
- ~ AN ~ J
SNMA prefix f02:0:0:0:0:1:ff00/104 24 bits

SNMA derived from unicast address: f02::1:ff600:8532
=
CACE
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IPVv6 Interfaces

» We have to get used, that a host has many IPvé addresses
e Most hosts support Dual Stack Architecture for IPv4 and IPvé
e |IPvé is self-configuring, but it also allows manual configuration

C:A\windows\system32>ipconfig /all

Physical interfaces:

IPvé6 Client « Ethernet interface

* Wireless LAN interface

* Bluetooth interface

Logical interfaces:

\ * Loopback pseudo-interface
* ISATAP tunneling interface

* TEREDO tunneling interface
* 6to4 interface

CACE WIRESHARK'
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IPVv6 Interfaces

e IPv6 hosts and router have the following addresses:

e Link-Local address for each interface
IPvé Host
 SNMA for each own IPvé address
e All-nodes multicast address
e Loopback address
\ e Assigned unicast address (if a router is present)
e Optional Multicast addresses of other groups

IPvé Router An IPvé router has in addition:
e Subnet-router anycast address

@ e All-router multicast address

e Optional other anycast addresses

e Optional Multicast addresses of other groups

CACE

TECHNOLOGIES SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY



IPVv6 Interfaces

* In Windows Vista/7, each IPvé interface is numbered with unique ‘Zone D’

ﬁ Administrator: Command Prompt Q‘&u
C:\windows\system32>route print -6

Schnittstellenliste
..00 22 64 6b 85 32 ......

Marvell Yukon 88E8072 PCI-E Gigabit Ethernet Controller
6b 17 a5 be? ..o Intel(R) WiFi Link 5100 AGN

...... Bluetooth-GerZt (PAN)
........................... Software Loopback Interface 1
00 00 e0 1isatap.{OBFS5943C-D67C-4195-9860-781CC293A689)

00 00 e0 isatap.{BCO43990-D4EC-4BSC-BDD2-8E9DD869TBF3}
00 00 e®@ 6TO4 Adapter

Teredo Tunneling Pseudo-Interface

e A link-local address is automatically configured with the address prefix
fe80::/64 for each physical or logical IPvé interface

 |If arouter is available, a global address is configured on interface

CACE

TECHNOLOGIES
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IPV6 Interfaces

“ Administrator: Command Prompt

IPve-Routentabelle

Aktive Routen:

If Metrik Netzwerkziel Gateway

13 286 ::/0 fe80: :20b: fdff: feac:c560

16 281 ::/0 fe80: :5efe:192.168.20.1

1 306 ::1/128 Auf Uerbindung

14 18 2001::/32 Auf Uerbindung

14 266 2001:0:dS5c7:a2d6:281b:276f:3f57:FFf32/128
Auf Uerbindung

13 38 2001:cafe:0:20:: /64 Auf Uerbindung

13 286 2001:cafe:0:20::113/128 Auf Uerbindung

13 286 2001:cafe:0:20:222:64ff:febb:8532/128 GlObC” Addresses

Auf Uerbindung
13 286 2001 :cafe:0:20:8d2d:33b4:5455:ad15/128
Auf Uerbindung
16 33 2001 :cafe:0: : - /64 Auf Uerbindung
16 281 2001:cafe:0: :0:5efe:192.168.0.205/128
Auf Uerbindung
13 286 fe80::/64 Auf Uerbindung
14 266 fe80::/64 Auf Uerbindung
16 281 fe80::5efe:192.168.0.205/128
Auf Uerbindung
17 296 fe80::5efe:192.168.10.100/128
Auf Uerbindung
13 286 fe80::222:64ff:febb:8532/128
Auf Uerbindung
fe80::281b:276F:3Ff57:Ff32/128
Auf Uerbindung
o0 : : Auf Uerbindung
Auf Uerbindung
Auf Uerbindung

Www.wiresharkd.com

WIRESHARK'
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TCP/IP Protocols

TCP/IP Layers OSl Layers Internet Protocol Suite
. Microsoft HTTP Mi_crosoft
vesmge - SSH RTP Browser
Block / S S L / R | P Protocol

Protocol
: T <  FTP P2P < SNMP
Application SMB/ | WerE I BiEE SMB/

Process
or ommen,  _Telnet ©  NIS ~ NAT-T = conmor,
Application System RUNIX 14 NFS 7 ISAKMP e
SE— - - - - - - - - - Ay - A - - - - - - - - - - T
Presentation
~ Session | NetBIOS _“1““—1 1“—“1 | s
Sessmn Service Da?gzgeran? rélg:r(\al
/ r
Host-to-Host Transport TCP UDP
_ ICMP J OSPF
Internet Network IP AT ———
CDP STP ARP
) 7/ / o
Network Interface Data Link |
or / Many LAN, WLAN and WAN Protocols
Local Network PhySicaI
‘ .COmm
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TCP/IP Protocols

Dual stack implementation

Application Layer

Vo
'ICMPV4 TCP UDP TCP

IPv4 IPv6

A

Many LAN, WLAN and WAN Protocols

e Internet Control Message Protocol vé (ICMPvé) plays an important role
* Many new ICMPvé messages have been defined

CACE

TECHNOLOGIES
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ICMPV6 Messages

Error Mulficast Listener Neighbor
and Confrol Discovery (MLD) Discovery (ND)
Messages Messages Messages

Destination unreachable Neighbor Solicitation

T ded Multicast Listener Query ahb dvert
ime exceede Multicast Listener Report Neighbor Advertisement

Redirect Multicast Listener Done Router Solicitation

Parameter Problem Router Advertisement
Packet too big

ICMPVv6

www.wiresharkU.com
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Neighbor Discovery (ND)

The inifial client startup process includes the following steps:

Frame #
] Link-Local autoconfiguration and Duplicate Address Detection
2 Router Discovery
3 Prefix acquisition and global address autoconfiguration
4/5 Default router neighbor discovery
6 Duplicate Address Detection with acquired global address

"t! IPY6_NeighborDiscovery_01.pcap - Wireshark

File Edit WYiew Go Capture Analyze  Statiskics  Help
” 4 | A I.-"\.I = p— — ?l; % (- =
Bueee EEXEE Acs T L|EE QAQAD DB % B
Eilker: | | * Expression... Clear Apply
Mo, - | Time IPvE Source IPv& Destination Protocol  Info
1 0000000 i froz2::1:ffeh:8552 ICMPwE HMeighbor solicitation
2 0.000027 feBl::222:64fT:Tebh: 8532 ffoz::2 ICMPyE Router solicitation
3 0.002067 Tel0: :20b:fdff:feac:cHil foz::1 ICMPWE Router advertisement
4 0.050506 TeB0::222 :04ff:Tabh: 8532 o2 :1:ffac:ciel ICMPwE Meighbor solicitation
5 0.001425 Tel80: :20b:fdff:feac:cifl TeBl::222:64fF:febb:8532 ICMPwE  Meighbor advertisement
6 0.460367 i ffoz::1l:ffeh:85352 ICMPyE  Neighbor solicitation
7 0.618343 feBl::222::64ff:Tebh: 8532 FfroZ:l:ffac:csel ICMPwE  Neighbor solicitation
.-*_-\.1.8 rattaty et . - +__,__ij M _HI;EI’_-ﬂ_.»\ A""‘\-'\-_.’.F,.“‘f\l TR o d:-l:ﬁ-—d:l‘e FEBE e _ g _,.\.'.r- ""‘i,n:.ﬁ ‘_‘__QM-._%_ q\m'““ia"‘E!lU

www.wiresharkU.com
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Neighbor Discovery (ND)

Duplicate Address Detection (DAD) @/ s

VISTA/7-Client

(random option = off) Neighbor Solicitation Message

Source Destination
Physical Address (MAC) 0022:0468:8532

Link Local Address fe80::222:04ff:fe68:8532

ff02::1:ff68:8532

Solicited Node Multicast £ff02::1:££f68:8532

Target fe80::222:64ff.fe610:8532

VISTA/7-Client
(random option = on)

Neighbor Solicitation Message

Source Destination
Physical Address (MAC) 0022:0468:8532 . ff02::1:ff1c:b3b0
Link Local Address fe80::12d:dca8:ddlc:b3b0
Solicited Node Multicast: ff02::1:£ff1c:b3b0 Tcrge’r fe80::12d:déa8:dd1¢c:b3b0

www.wiresharkU.com
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Neighbor Discovery (ND)
Router Solicitation @/ Ui

Client

| =

Router Solicitation Message

VISTA/7-Client
(random option = off)

MAC ol . 0530 Source Destination
fe80::222:64ff:fe68:8532 ff02::2

LLA fe80::222:604ff:fe68:8532

SNMA  ££02::1:fT68RERE2 Info: Link-layer address 00:22:64:60:85:32

VISTA/7-Client
(random option = on)

Router Solicitation Message

MAC 0022:6468:8532 Source Destination

—_ s fe80::12d:d6a8:dd1¢c:b3b0 ff02::2

SNMA  fr0zsslzfiic:niby Info: Link-layer address 00:22:64:60:85:32

//—-‘{ www.wiresharki.com
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Router Advertisement

ipv6é address 200

MAC

Router Configuration: @

ipv6é unicast-routing

interface FastEthernet0/1

1:CAFE:0:20::/64 eul-64

000b:fdac:cb561

LLA

fe80::20b:fdff:feac:c50l

Global Addresses

SNMA

2001:cafe:0:20:20b:fdff:feac:chol

ff02::1:ffac:c561

CACE

TECHNOLOGIES

Neighbor Discovery (ND)

Subnet
2001:cafe:0:20::

Client Router
= |
Router Advertisement
Message
Source Destination
fe80::20b:fdff:feac:c561 ff02::1

Info: Link-layer address 00:0b:fd:ac:c5:61

Info: Flags Not managed, Not other

Info: MTU size 1500 bytes

Info: Prefix length 64

Info: Prefix 2001:cafe:0:20::

www.wiresharkU.com

WIRESHARK'
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Neighbor Discovery (ND)

Neighbor Solicitation

Subnet
2001:cafe:0:20::

| =

Neighbor Solicitation Message

Client Router

VISTA-Client
(random option = off)

MAC 0022:6468:8532

LLA fe80::222:64f£:£e68:8532

Source Destination
SNMA ff02::1:£f£f68:8532

Def.GW fe80::20b:fdff:feac:chol

Router Configuration: @

fe80::222:64ff.fe68:8532 ff02::1:ffac:c561

Info: Link-layer address 00:22:64:60:85:32

MAC 000b:fdac:cbhol
LLA fe80::20b:fdff:feac:ch61
SNMA ff02::1:ffac:cho0l

CACE WIRESHARK'
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Neighbor Discovery (ND)

Neighbor Advertisement

Subnet
2001:cafe:0:20::

e |

Neighbor Advertisement Message

Client Router

VISTA-Client
(random option = off)

MAC 0022:6468:8532

LLA feB80::222:64££:£e68:8532

SNMA ff02::1:ff68:8532 Source Destination
Def.GW fe80::20b:fdff:feac:chol

fe80::20b:fdff:feac:c561 fe80::222:64ff:fe68:8532

Info: Target: fe80::20b:fdff:feac:c561

Router Configuration: @

MAC 000b: fdac:c561 Info: Link-layer address 00:0b:fd:ac:c5:61

LLA fe80::20b:fdff:feac:cb501

SNMA ff02::1:ffac:ch561
ff02::1:££00:1

CACE WIRESHARK'
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Neighbor Discovery (ND)

Duplicate Address Detection (DAD)

Subnet
2001:cafe:0:20::

VISTA-Client
(random option = off)

Neighbor Solicitation Message

Physical Address (MAC) 0022:06468:8532
Link Local Address fe80::222:04ff:fe68:8532 oo Destination
Global Address
2001:cafe:0:20:222:64ff:fe6b:8532 " ff02::1:ff68:8532
Solicited Node Multicast £ff02::1:££f68:8532
Info: Target
Standard Gateway fe80::20b:fdff:feac:c561 2001 :cafe:0:20:222:64ff:febb:8532

e At this state, the client is configured with Link Local Address, Global Unicast
Address, and Default Gateway and is ready to communicate.
e Client is still missing parameters like DNS, Domain Suffixes etc.

CACE

WIRESHARK
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Host configuration with DHCPV6

Despite Address Autoconfiguration, DHCP plays an important role in
IPv6 environment. It is required to provide clients with additional
parameters like DNS server address and many other options.

DHCPvé offers different level of control over the workstations:

Client
parameters

Stateless Auto Address

Stateless DHCP Service
Config.

Stateful
for IPvé

DHCPvé

RFC2462

Subnet Prefix &
Mask

Interface
|dentifier

DNS, NTP
address etc.

CACE

TECHNOLOGIES

RFC3736 RFC3315

From Router
Advertisements
(O-Flag=0 M-Flag=0)

From Router
Advertisements
(O-Flag=1 / M-Flag=0)

From Router
Advertisements
(O-Flag=1/ M-Flag=1)

AUTO : Auto Configuration From DHCPvé Server
Configuration
M.onuol. From DHCPvé Server
Configuration

Fromm DHCPvé Server

O = Other Flag / M = Managed Flag

www.wiresharkU.com
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Host configuration with DHCPV6

During this phase, the client is supplied with additional parameters:
Frame #

2 Router Discovery

3 Router Advertisement with ‘Other Flag' set

6 Client contacts DHCP server

/ DHCP server delivers additional parameter like DNS, suffixes etc.

" IPY6_DHCP_01 .pcap - Wireshark

File Edit Yew Go Capture Analyze  Statistics  Help :
= @ e EEXLE AT L|(|BE QAQQB HEME B ;
Eilter:| | * Expression... Clear Apply I
L |
Mo, - | Time IPvE Source IPv6 Destination Protocol Info 1
1 0.000000 il ffo2::1:ffeh:85352 ICMPwE Meighbor solicitation
2 0,000025 TeBl::222:64fF:Tebb: 8532 ffoz::2 ICMPwE Router solicitation
3 0.001545 TeBl: 1 20b:fdff:Teac:cifl ffoz::1 ICMPvE Router advertisement
4 0.028447 Tell::222:64Ff :Ffabh: 8532 ffo2::1:ffac:c56l ICMPvE Meighbor solicitation
5 0.001672 Tel0: 1 20b:fdff:frac:cibl TeBl::222:64ffF :Tefh: 5532 ICMPwE Neighbor advertisement
6 0.0313486 fell::222:64ff:Fefh: 8532 ffoz::1:2 DHCPwE Information-reguest
7 0.005862 fel0: :20b:fdff:frac:cibl Tell::222:64fF :Tefh: 5532 DHCPwE  Reply
8 0.4454664 o ffoz::1:ffeh:58532 ICMPvE  Meighbor solicitation j
G 0, 530325 TeBl: 1 20b:fdff:Teac:cifl ffoz2::d PIMyZ  Hello
10 0. 0443562 fell::222:64ff:Fefbh: 8532 fFfo2::1:ffac:c56l ICMPwE NMeighbor solicitation
11 0.001273 TeBl: :20b:fdff:Teac:cifl TeB0::222:04fF :Tebb: 8532 ICMPvE Melighbor advertisement ‘
12 3.930072 fel0: :20b:fdff:frac:cibl Tell::222:64ffF :Tefh: 5532 ICMPwE Neighbor solicitation
13 0. 000104 fell::222:64ffF:Fefh: 8532 fel0::20b:fdff:frac:cibl ICMPwE Neighbor advertisement
14 2.284340 2001 :cafe:0:20:222 84T F:Fefh:B8532 2001l :cafe:0:30::1595 DHS Standard guery A wpad.ip
15 0.002288 2001 :cafe:0:30;::156 2001 :cafe:0:20:222 641 Febh:8552 DNS standard guery response,
e e T B o T T e e e T e T

CACE WIRESHARK
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Host configuration with DHCPV6

Router Solicitation

Unknown
Subnet

Client

l ==

Router Solicitation Message

VISTA-Client
(random option = off)

Source Destination

MAC . N fe80::222:64ff:fe68:8532 ff02::2
LLA fe80::222:64ff:fe68:8532

SSNMA  ££02::1:ff68:8532 Info: Link-layer address 00:22:64:60:85:32

CA{‘E WIRESHARK
TECHNOLOGIES SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY



Host configuration with DHCPV6

Router Advertisement

- Subnet

2001:cafe:0:20:: U

Client Router
< |

Router Configuration: @ Router Advertisement
ipv6 unicast-routing Messoge

, Source Destination
interface FastEthernet0/1

:!.pV6 address 2001:;AFE:O:20! :/64 eui-64 fe8o::20b:fdff:feOC:C56] ffOQ]

ipv6 nd other-config-flag

ipv6é dhcp relay destination

2001 :CAFE:0:30::199 .
Info: Link-layer address 00:0b:fd:ac:c5:61
MAC 000b:fdac:cbh61l
Info: Flags Not managed, other
LLA fe80::20b:fdff:feac:c561
Info: MTU size 1500 bytes
Global Addresses
2001:cafe:0:20:20b:fdff:feac:chol Info:FWeﬁxIengﬂT164
SNMA ff02::1:ffac:chol .
aese Info: Prefix 2001:cafe:0:20::
c {%Ex W Sﬁ.wxresha!kdﬁm
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Host configuration with DHCPV6

DHCP server request
2001:cafe:0:30::199

Subnet
2001:cafe:0:20::

Subnet
2001:cafe:0:30::

Client Router

DHCP Server
| > I >
DHCP Information-request DHCP Relay-forward
Source Destination
fe80::222:64ff:fe68:8532 ff02::1:2

Info: Link-layer address 00:22:64:600:85:32

Info: Vendor-class-data

Option Request: Domain Search List

Option Request: DNS recursive name server

OB tion Request: Vendor-specific Information

CACE

TECHNOLOGIES
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Host configuration with DHCPV6

DHCP server reply
2001:cafe:0:30::199

Subnet
2001:cafe:0:20::

Subnet
2001:cafe:0:30::

DHCP Server
e | e |
DHCP Reply DHCP Relay-reply
Source Destination

fe80::20b:fdff:feac:c561 fe80::222:64ff:fe68:8532

Client ID Link-layer address 00:22:64:600:85:32

Option Domain Search List
yourdomain.ch ipvé.ch dummy.ch

Option DNS server address 2001:cafe:0:30::199

Server ID Link-layer address: 00:0d:60:00:38:63

CAé WIRESHARK
TECHNOLOGIES SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY



Host configuration with DHCPV6

DHCP server reply
2001:cafe:0:30::199

Subnet
2001:cafe:0:20::

Subnet
2001:cafe:0:30::

DHCP Server

DHCP Reply DHCP Relay-reply

T IP¥6_DHCP_Relay 01.pcap - Wireshark

File= Edit Miew Go Capture Analyze  Statistics  Help
; & o ™ b o
oW e BEEXETE AcsnTLIEE QAP FEB % B
Filker: | | * Expression... Clear Apply 2
Mo, - Time IPvA Source IPv6 Destination Protocol | Info J'
1 0.000000 2001 :cafe:0:30::3 2001 :cafe:0:30::19% DHCPwE Relay-Torw i
2 0.000676 2001 :cafe:0:30::199 FroZ::1:ffo0:3 IcMPyE Meighbor solicitation
3 0.001178 2001 :cafe:0:30::3 200l :cafe:0:30::199 ICMPwE Neighbor advertqisement
4 0.000041 2001 :cafe:0:30::19% 2001 :cafe:0:30::3 DHCPwE Relay-reply
5 4.595958115 TeB0::20kh:fdff:feac:c5a0 2001l :cafe:0:30::199 ICMPwE Neighbor solicitation
6 0.000245 feBl::20ea:ddcf:1963:571F ffoZ::1:ffac:c580 ICMPwE Neighbor solicitation
7 0.001134 TeB0::20b:fdff:feac:c5a0 TeB0::20ea:ddcf:1963:571F ICMPwE Neighbor advertqisement
8 0.000051 2001 :cafe:0:30::199 TeB0: :20b:fdff:feac:c5a0 ICMPwE Neighbor advertqisement
o 2248004 2001 :cafe:0:20:222:64fFF:Febb:8532 2001 :cafe:0:30::15% DHS Standard qguery A wpad. i
10 0. 000274 2001 :cafe:0:30::19% 200l :cafe:0:20:222:64FF:Tebb: 8532 DNS Standard query response
11 1.5696142 200l :cafe:0:20:222::64fF:febh:8532 2001 :cafe:0:30::15%9 DHS standard query SRV _Tda
L -c--"‘“""'"""“q..~_,___4,_:u 0] A e e T e e 4.:1:1_._1—.-‘4:_.-?"“"‘““ e \..u:_-_v;_f‘\-“f“"--“*"'“""‘ i =t
%/“' ' ‘W\vw.wiresharkucom
CACE , _— _ WIRESHARK
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Host configuration with DHCPV6

At this state, the client is configured with all required parameters:

C:\windows\system32>ipconfig /all

Ethernet-Adapter LAN-Verbindung:

Verbindungsspezifisches DNS-Suffix: ipvé6.ch

Beschreibung. . . . <« « « . <. . : Marvell Yukon 88E8072 PCI-E Gigabit Ethernet
Physikalische Adresse .« « « . . : 00-22-64-6B-85-32
DHCP aktiviert. . . . . . . . . . : Ja
Autokonfigquration aktiviert . . . : Ja
IPv6o-Adresse. . . . : 2001:cafe:0:20:222:64ff:fe6b:8532 (Bevorzugt)
Verbindungslokale IPV6 Adresse . ¢ feB80::222:64ff:fe6b:8532%13 (Bevorzugt)
Lease erhalten. . . . . . . . . . : Samstag, 21. Februar 2009 11:46:04
Lease lauft ab. . . . . . . . . . : Sonntag, 1. Marz 2009 11:46:03
| Standardgateway . . . . . . . . . : fe80::20b:fdff:feac:c561%13 |
DHCPv6-IAID . . . . . . . . . . . : 251667044
DHCPv6-Client-DUID. . . . . . . . : 00-01-00-01-10-D2-B9-65-00-22-64-6B-85-32
DNS-Server . . : 2001:cafe:0:30::199

Suchliste fir verblndungsspe21flsche DNS-Suffixe:
yourdomain.ch

ipvé6.ch

dummy . ch
/;—\ﬂ / (www.wirssharku.com
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IPv6 Domain Name System (DNS)

New AAAA resource record

* Due to the unhandy IPvé address, DNS plays an important role in IPvé
* A new resource record type AAAA (called quad-A) has been defined
e During migration, DNS servers will support dual stack IPv4/IPvé

* IPvé record queries and response may be transmitted over IPv4 or IPvé

Enterprise Internet
> it “over ibvd. NS Server DNS Server
LLERREELEY 2
IPv4 I(E)?}Iir\fglssibnet P Internet
€ rrnnnnnnn > FEPTTITT T =

AAAA query AAAA query
over IPv6 over IPv4
c é SHARKFEST ‘10 | Stanford University | June 14-17, 2010
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IPv6 Domain Name System (DNS)

* AAAA record query & response over IPvé

i IP¥6_DNS_owver_IPv6. pcap - Wireshark

File Edit Wew Go Capture Analvze Statistics  Help -
B e EEXEE AaesoTL/EE QRN #BB % B

Filter: |dns.qrv.t';.-'pe== Ox001c |' Expression... Clear Apply

Source Destination Protocol | Info
001 :icate:0:id0iedfdilbaadotriidtrcd Jo0licater0i30: 199 DS Standard guery’ AS00 W

2001 :cafe:0:30::15% 2001:cafe:0:20:e47d:1haa:dof5:4fc2 DNS Standard guery response Asan 2a02:2ed:3f

W e oyl e S IRV e S s, M e e e e b -t i il e

“adh ™

* AAAA record query & response over IPv4

File Edit Wiew Go Capture Analyze  Statistics  Help -
= C EEXZE AespTFTRIEE QQAD @EMW X B

Filker: |dns.qry.type == Ox001c |v Expression... Clear Apply

Mo, - | Time Source Destination Protocol Info
3 000125955 192,168, 10,100 152,168, 50,1959 DNS Standard gue

4 0,.01537585 192.168.30,192 152,1468.10.100 DMNS Standard guery response Asas Zal02:Zed:3fe:lod::§

| ‘-"“"\.....,.."_'.\"“ s e i o Al T S . '\_ﬂ-""""‘\u\"'“ B T N T T S T P f'\-._\;_.- -

CACE WIRESHARR
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IPv6 Domain Name System (DNS)

New AAAA resource record

ws10v6 Properties el .
» Create AAAA record by enfering st (A | !

hOST ﬂ(]me Clﬂd |PV6 Oddress Host (uses parent domain if left blank):
|

Fully qualified domain name (FQDM):
I ws10ve.ipva.ch

IF address:
| 200 1:cafe:D: 100 10

» Pointer record will be created
automafically if selected - I7" Update associated ponter (PTR) record

[T Delete this record when it becomes stale

Record time stamp:
Time to live {TTL): |3 A 00 {DOODD:HH, MM, 55)
oK I Cancel Gpply
//—-‘{ wwiw.wiresharki.com
Ecﬁ)SGE SHARKFEST ‘10 | Stanford University | June 14-17, 2010 WIREUSNET\I;égﬁ
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IPv6 Transition Technologies

ISATAP (Infra-Site Automatic Tunnel Addressing Protocol)

e ISATAP enables easy deployment of IPvé in existing IPv4 infrastructure

* ISATAP hosts do not require any manual configuration

e IPvé6 address contains an embedded IPv4 source or destination address

e ISATAP clients uses locally assigned IPv4 address (public or private) to
create the 64-bit interface identifier

DuaI. stack IPv4 Dual stack
Client

Intranet-Router Server

Enterprise Enterprise
IPv4 Subnet IPv4 Subnet
192.168.20.0 — 192.168.30.0
‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
192.168.20.100/24 Intra-Site tunnel over IPv4 192.168.30.199/24
fe80::5efe:192.168.20.100 fe80::5efe:192.168.30.199
(Hex fe80::5efe:c0a8:1464) (Hex fe80::5efe:c0a8:1ec7)
CAf/—E SHARKFEST ‘10 | Stanford University | June 14-17, 2010 WIRESHARKN
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IPv6 Transition Technologies

"' IPY6_Ping_through_ISATAP_tunnel.pcap - Wireshark

File Edit “ew Go Capture Analyze  Statistics  Help

f =) o == ™ TN =
g BEX2E aesaTFLEE QAP BB % E
Filker: |v|an.iu:| ==20 “' Expression... Clear Apply
Mo, - | Ti P& Source IPwa Destination IPv4 Source P4 Destination Protocol | Info
11 : cas: a8 clas: i 100 1592.168.350. ICMPYE EcCho reguest
4 0, feB0::5efe:c0aB:lec?  felB0::Sefe:c0aB:ldsd 152.168.50.159% 192.168.20.100 ICMPwE Echo reply
5 1.002117 fe80::5efe:c0af:l464  feB0::Sefe:cfal:lec? 1592.168.20.100 192.168.30.199 ICMPwE Echo request
B 0.0007% feB80::5efe:c0a8:lec?  feB0::5efe:c0ai:1464 152.168.30.16% 152.168.20.100 ICMPvA Echo reply
G 1.013203 feB0::5efe:c0a8:ld46d4  feB0::fefe:c0al:lecy 1592.168.20.100 192.168.30.1%% ICMPw6 Echo reguest
12 0.000811 feB0::5efe:cha8:lec?  TeB0::befe:c0aB:1464 192.168.30.1% 1592.168.20.100 IcMPwE Echo reply B
13 1.013145 feB0::5efe:c0a8:l464  TeB0::Sefe:c0aB:lec? 192.168.20.100 192.168.30.1%% IcMPwE Echo reguest
16 0.000854 feB0::5efe:cla8:lec?  feB0::fefe:c0a®:ld64 162.168.30.19% 162.168.20.100 IcMPwe Echo reply v

Frame 1 (118 bytes on wire, 118 bytes captured)
Ethernet II, sSrc: HewlettP_&b:85:32 (00:22:64:6h:85:327, Dst: Cisco_ac:c5:60 (00:0h:fd:ac:ch:60)
g02.1¢ virtual LaN, PRI: 0, CFI: O, ID: 20
Internet Protocol, sSre: 192.168,20.100 (192,168.20.1000, Dpst: 192.168.30.199 (192,168,30,199)
Internet Protocol wersion 6
#0110 ..., = version: &
. Qogo Qoo ... s e e e
e e . Q000 QOO0 Q000 0000 Q000
Payload length: 40
Mext header: ICMPvE (0x3a)
Hop Timit: 128
source: Tes0::5efe:c0as:1464 (fed0::5efe:c0ad:l464)
pestination: feBo::sefe:cal:lec? (fel0::5efe:clal:lec?)
# Internet cContral Message Praotocol wé

CACE
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Traffic class: 0x00000000
Flowlabel: 0x00000000
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IPv6 Transition Technologies

ISATAP (Infra-Site Automatic Tunnel Addressing Protocol)

* ISATAP can also be used to access nafive IPvé destinations

e Client resolves ISATAP router IPv4 address through internal DNS
» Client request IPvé global unicast prefix from ISATAP router

e Client sends IPvé in IPv4 embedded packets to ISATAP router

DNS Server
192.168.30.99

Enterprise
IPv4 Subnet
192.168.30.0

ISATAP-Client IPv6

Server

Enterprise Enterprise
IPv4 Subnet IPv4 Subnet

&ZW b6 ntemet
192.168.10.0 u 192.168.20.0 v

E N EEEEEEEERN EEN E N EEEEEEEERN ‘Illlllll’

IPv4

192.168.10.100 Intranet-Router 192.168.20.1
2001:cafe:0:40::5efe:192.168.10.100

ISATAP-R Hex 2001:cafe:0:30::199
(Hex 2001:cafe:0:40:0:5efe:cO0a8:a64) S outer o e

e |ISATAP router unpacks embedded packets and forwards them

/" v witesharky.com
CACE SHARKFEST ‘10 | Stanford University | June 14-17, 2010 WIRESHARK
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IPv6 Transition Technologies

't IPV6_Ping_through_ISATAP_router. pcap - Wireshark

Fle Edit Wiew Go Capture Anabze  Statistics  Help
e BEEXZSE A¢e»TLI|EE QD #EM % H
Eilter:| |"’ Expression.,. Clear Apply
Mo, - Time IPv6 Source IPwt Destination IPv4 Source P4 Destination Protocal | Info -
3 0.6810401 2001: )140 2001 :cafe:0:30::199 192.168.10 ICMPvG Echo regu
4 0.001282 20001:cafe:0:40:0:5efe:c0a8:add 2001:cafe:0:30::19% ICMPvA Echo regu
5 0.00033% 2001:cafe:0:30::199 2001:cafe:0:40:0:5efe:c0aB:agd ICMPvE Echo repl:
6 0.000015 2001:cafe:0:30::168 2000 :cafe:0:40:0:5efe:c0aB:a64 192.168.20.1  192.168.10.100 ICMPvE Echo repl
7 0.996878 2001:cafe:0:40:0:5efe:c0a8:abd 2001:cafe:0:30::159 1592.168.10.100 192.168.20.1 ICMPvE Echo requ
B 0.001325 Z000:cafe:0:40:0:5afe:c0aR:afd 2001:cafe:0:30::19% ICMPvA Echo regu
B 0,000266 200Ll:cafe:0:30::159 2001:cafe:0:40:0:5efe:c0aB:agd ICMPvE Echo repl:
10 0.0008%2 2001:cafe:0:30::1595 2000 :cafe:0:40:0:5efe:c0aB:a64 192.168.20.1  192.168.10.100 ICMPvE Echo repl
11 0.995744 2001:cafe:0:40:0:5efe:c0a:abd 2001:cafe:0:30::159 1592.168.10.100 192.168.20.1 ICMPvE Echo requ
12 0001326 Z2000:cafe:0:40:0:5afe:c0aR:afd 2001:cafe:0:30::19% ICMPvA Echo regu
13 0.000317 2001l:cafe:0:30::199 2001:cafe:0:40:0:5efe:c0aB:agd ICMPvE Echo repl:
14 0.000833 2001:cafe:0:30::1599 2000 :cafe:0:40:0:5efe:c0aB:a64 192.168.20.1  192.168.10.100 ICMPvE Echo repl
15 0.995771 2001:cafe:0:40:0:5efe:c0aB:abd 2001:cafe:0:30::159 1592.168.10.100 192.168.20.1 ICMPvE Echo requ
16 0.001304 Z2000:cafe:0:40:0:5efe:c0aR:afd 2001:cafe:0:30::19% ICMPvA Echo regu
17 0.000288 2001:cafe:0:30::1599 2001:cafe:0:40:0:5efe:c0a8;:atd IMPvé Echa repl o,
| bd

53]

Frame 3 (118 bytes on wire, 118 bytes captured)
Ethernet II, src: Hewlettr_6h:85:32 (00:22:64:6bh:85:320, Dst: Cisco_ac:chi:60 (00:0b:fd:ac:ch:a0)
802,10 virtual LAM, PRI: 0, CFI: O, ID: 10

Internet Protocol, Src: 192.168.10.100 (192.168.10.100), Dst:

E B

152.168.20.1 (192.168.20.1)

[E3]

CACE

Internet Protocol version 6
Internet Control Message Protocol wé
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IPv6 Transition Technologies

Teredo Tunnel

e Tunneling method named after Teredo Navalis (Schiffsoohrwurm)
» Teredo encapsulates IPvé packets within UDP/IPv4 datagram

* Most NAT Routers can forward these packets properly

e Teredo allows a client to communicate with a native IPvé server
e Teredo Server and Teredo Relay in the Internet care for tfransitions

DNS Server Teredo Server

Teredo-Client NAT- Router/—/‘\‘ Server IPv6

Enterprise IPv4 Internet IP
V6 Internet
IPv4 Subnets

IIIIIIIIIII EEE EEEEEEEEEEEEEEEER IIIIIIIIII>

Teredo Relay www.six.heise.de

. Teredo tunnels are set up automatically, no configuration is needed.

CACE

TECHNOLOGIES

WIRESHARK

SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY




IPv6 Transition Technologies

Teredo Tunnel initialization
SA DA SA DA

| Data [ TC-v6 [SRv-v6] TCv4 | TSv4 |

(Frame#7) —— Step 1

DA SA DA SA  Teredo

Teredo-Client (TC)

Enterprise

SA DA SA DA

(o e [ 7 o [HcvaTimual

(Frame#9) —— Step5

DA SA DA SA

[ 7cva [ TRva4 | Tc-v6 [sRv-v6] Data |

<+— (Frame#10) — Step6

SA DA SA DA

| pata | Tc-v6 [sRv-ve] TCv4 [ TR-v4 |

TECHNOLOGIES

(Trace File IPV6_Teredo_www six.heise.de)

SA DA SA DA

| Data | TC-v6 |SRV-v6_ Echo Request

SA DA SA Teredo

<4— (Frame#8) —  Step4

[
»

Bubble Packet (with IP and
UDP Port of Teredo Relay)

NAT-Router (NR)

I!xlllllllll!l [ ]
\ / Step 2
IPv4 Internet Ste\p\S}) IPVv6 Internet

=)
IPv4 Subnets "GP

Forwarding packet to
Teredo Relay Server IPv6

(SRV)

Teredo Server (TS)

Loy DR

Teredo Relay (TR)

TR-v6

Replying with www.six.heise.de
Bubble packet

SA DA

SA DA
[Fos s [RTIRE]

Bubble Packet

[
»

SA DA SA

[NRVA [ TRVA | Tcv6 [SRv-v6| Data | Echo Reply

SA DA SA DA SA DA

| pata [ 1c-v6 [SRv-v6[NRVA | TRVA]| | Data [ Tcv6 [SRv-ve] TCP SYN

(Frame#11) — Step7

SHARKFEST ‘10 | Stanford University | June 14-17, 2010
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IPv6 Transition Technologies

Teredo Tunnel initialization

IPV6_Teredo_www.si
File Edit View Go Capture Analyze Statistics Telephony Tools Help

B W e EEXEE A¢»o T2 /I[EF Al @M% B
Filter: v Expression.. Clear Apply
MNo.. Time IPv Source IPvE Destination IPv4 Source IPv4 Destination Protocol  Info [l
1 0.000000 192.168.20.100 192.168.30.199 192.168.20.100 192.168.30.199 DNS Standard query
20.001233 192.168.30.199 192.168.20.100 192.168.30.199 192.168.20.100 DNS standard query
311.326274 192.168.20.100 192.168.30.199 192.168.20.100 192.168.30.199 DNS Standard query -
4 11.327503 192.168.30.199 192.168.20.100 192.168.30.199 192.168.20.100 DNS standard query ~
522.732594 fe80::ffff:ffff:fffe ff02::2 192.168.20.100 213.199.162.215 ICMPv6 Router solicit
6 22.776317 feSO 8000 f227: 2a38 5d29 fe80: ffff ffff fffe 213.199.162.215 192.168.20.100 ICMPv6 Router adverti
7 778241 : : L : : : : .168.20.100 213.199.162.214 0 request |
8 22.865982 fe80: bOfc c458 3114 58bb 2001:0: d5c7 a2d6 1881 3d07 :aafc:8d85 213.199.162.214 192.168.20.100 IPV6G IPv6 no next h
9 22.866134 2001:0:d5c7:a2d6:1881:3d07: fe80::b0fc:c458:3114:58bb 192.168.20.100 216.66.80.30 IPV6 IPV6 no next h
10 22.881691 2a02:2e0:3fe:100::6 2001:0:d5¢c7:a2d6:1881:3d07 :aafc:8d85 216.66.80. 30 192.168.20.100 ICMPvE Echo reply
11 22.881892 2001:0:d5c7:a2d6:1881:3d07: 2a02:2e0:3fe:100::6 192.168.20.100 216.66.80.30 TCP 50096 > http [
12 22.899480 2a02:2e0:3fe:100::6 2001:0:d5¢c7:a2d6:1881:3d07 :aafc:8d85 216.66.80. 30 192.168.20.100 TCP http > 50096 [
13 22.899714 2001:0:d5¢c7:a2d6:1881:3d07: 2a02:2e0:3fe:100::6 192.168.20.100 216.66.80.30 HTTP GET /RealMedia
14 22.899754 2001:0:d5c7:a2d6:1881:3d07: 2a02:2e0:3fe:100::6 192.168.20.100 216.66.80.30 TCP 50096 > http [
15 22.931015 2a02:2e0:3fe:100::6 2001:0:d5¢7:a2d6:1881:3d07 :aafc:8d85 216.66.80. 30 192.168.20.100 TCP http > 50096 [
16 22.942094 2a02:2e0:3fe:100::6 2001:0:d5¢c7:a2d6:1881:3d07 :aafc:8d85 216.66.80. 30 192.168.20.100 TCP [TCP segment o —
|

1 | r

= Frame 7 (94 bytes on wire, 94 hytes captured)
= Ethernet II, Src: QuantaCo_6d:6c:e0 (00:23:8b:6d:6c:el), Dst: Cisco_ac:c5:60 (00:0b:fd:ac:c5:60)
m Internet Protocol, Src: 192.168.20.100 (192.168.20.100), Dst: 213.199.162.214 (213.199.162.214)

= User Datagram Protocol, Src Port: 49912 (49912), Dst Port: teredo (3544)
Teredo IPv6 over UDP tunneling

= Internet Protocol Version 6

= Internet Control Message Protocol vé

e = el shades st | pppscmshd . - - - S e, SRR - PN s, R e
R e s . e e AR g, an s MM s, A AR b S L Y -
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IPv6 Transition Technologies

Teredo Tunnel

* When starting, a Windows-based computer using Teredo resolves the
IPv4 address of the Teredo server teredo.ipvé.microsoft.com

* By the Router solicitation/advertisement dialog through Teredo, the
client receives a valid IPvé prefix

* When activated, the Teredo client contacts Teredo server to obtain
information such as the type of NAT that the client is behind

* |f the client has only link-local or Teredo IPVé addresses assigned, then
the DNS Client will send only queries for A records

* The client needs at least one valid IPvé address configured (may be
manually) in order to query for AAAA records

* Windows Vista Client computers will always use IPVé6 over IPV4
* A default route may have to be configured on Teredo interface:

netsh interface ipvé add route ::/0 14 € Teredo Interface ID
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IPv6 Transition Technologies

6to4 Tunnel

* 6t04 provides connectivity between IPvé sites across the IPv4 Internet

» 6t04 uses the global address prefix 2002.-WWXX:YYZZ::/48

e WWXX:YYZZ is the colon-hexadecimal representation of the public IPv4

e 6to4 allows to reach IPvé Internet destinations over an IPv4 ISP

* Within a site, local IPvé routers advertise 2002:WWXX:YYZZ: ../ 64

* Client uses announced prefix to build its own address 2002:82b1:1:20::100

IPv6 Client 6to4 Router 6to4 Relay Server IPv6

Enterprise \ / IPv4 Internet w
IPv6 Subnet @
164 192.88.99.1

2002:82b1:1:

IPv6 Internet

130.177.0.1

(Hex 82b1:1) www.six.heise.de

2a02:2e0:3fe:100::6

2002:82b1:1:20::100

* 192.88.99.1 is the anycast address of the nearest public éto4 relay
3 i (—
CACE
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IPv6 Transition Technologies

6to4 Tunnel setup

IPvé client builds packet with IPvé source and IPvé desfination address
Client forwards pure IPvé packet to 6to4 router through IPvé intranet
6to4 router encapsulates packet in IPv4: source address 130.177. 0.1
6to4 router sends the packet to Relay anycast-address 192.88.99.1
6to4 relay removes IPv4 header and forwards the pure IPvé packet

O KD

IPv6 Client 6to4 Router 6to4 Relay Server IPv6

Enterprise

IPv6 Subnets @ IPv4 Internet

IIIIIIIIII> IIIIIIIIII>

IPv6 Internet

IIIIIIIIII>

130.177.0.1 - 192.88.99.1 www.six_heise.de

2002:82b1:1:20::100 - 2a02:2e0:3fe:100::6 2002:82b1:1:20::100 - 2a02:2e0:3fe:100::6
CACE SHARKFEST ‘10 | Stanford University | June 14-17, 2010 W|RE§NI;I;Q{§E$
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Session Agenda

Introduction

IPvé6 Header & Extensions

Address format, notations & types

Address Autoconfiguration

Neighbor discovery, Router discovery

Host configuration with DHCPvé

New DNS AAAA record

Transition tfechnologies, ISATAP, Teredo, 6to4
IPvé Routing Protocols
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IPv6 Routing Protocols

» All major routing protocols have stable
IPvé support

e RIP, OSPF, IS-IS and BGP have been
renewed or extended for IPvé

e All routing protocols can coexist with IPv4
routing protocols

 Static route configuration syntax is the
same as in IPv4
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TECHNOLOGIES SHARKFEST ‘10 | Stanford University | June 14-17, 2010 UNIVERSITY



IPv6 Routing Protocols

Routing Information Protocol - next generation (RIPng)

A IPv6,_RIPng.pcap - Wireshark

Eile Edit Wew Go Capture Analvze  Stakistics  Help

B oW e EEAXZE A¢*» T L|EE QB $¥8B% O
Eilter: |ri|:un|;| | * Expression... Clear Apply
Na, - | Time IPvwE Source IPv& Destination Protacol Info Source MaC Dest, MaC

Tego::20h:tdrtiteac:chnl = RIPHO Wersion

Response Cisco_ac:c5:60 IPvemMcast_00:00:00:09 0
Response Cisco_ac:c5:60 IPvemcast_00:00:00:09
Response stcu_ac:cﬁ:ﬁo IPvamecast_00:00:00:09 w

| >

RIFNQ wersion
RIPNG wversion
RIFNG version

2 28.983855 feso: :20b:fdff:Teac:ci60 foz::
3 28.85998587 Tel80::20kh:fdff:feac:cHian foz::
4 25,5911869 TeB0:  duh: fdff:Teac: 560 Tro2::

Lo Uiy |
g

F User Datagram Protocol, Src Port: ripng (5213, Dst Port: ripng (5210 *
= RIPNG
Command: Response (20
version: 1
| @ IP Address: 200Ll:cafe:0:20::/64, metric: 1 |
IP address: 2001l:cafe:0:20::
Tag: Ox0000
Prefix length: 64
Metric: 1
| = 1P address: 200l:cafe:0:30::/64, metric: 1 |
IP address: 2001:cafe:0:30::
Tag: Ox0000
prefix length: &4
Metric: 1
| @ 1P address: 2001:cafe:0:10::/864, Metric: 1 |
IP Address: 2001:cafe:0:10::
Tag: 0x0000
Prefix length: &4
Metric: 1 v

B /‘ - ' /‘wwwmshmu.com
CACE WIRESHARK
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IPv6 Routing Protocols

Open Shortest Path First - Version 3 (OSPFv3)

"4 IPv6_OSPF.pcap - Wireshark
File Edit Miew Go Capture Analvze Stakistics  Help

c = - = " T
5w e ERXZ2E8 A¢+*aTLI(EE Qaaf $2Bx B
Filtet: |Dspf | ¥ Expression... Clear Apply
Mo, - Time IPvE Source IPv6 Destination Protocal Info Source MAaC Dest, MaC
1 iTeacicand 251 3 =3
2 0,008396 feg0: :20b:fdff:feac:c560  fF02::5 OSPF Hello Packet Cisco_ac:ch:60 IPWVEMCasT_00:00:00:05
3 9,5995924 feBo: :20h:fdff:feac:cs60  ff02::5 OSPF Hello Packet Cisco_ac:cs:an IPvEmcast_00:00:00:05
4 10.000009  fed0::2ob:fdff:feac:c560 ff0z2::5 OSPF Hello Packet Cisco_ac:¢5:60 IPVEMCast_00:00:00:05
5 10.000161  fe80::20b:fdff:feac:chisn  ff0O2::5 OSPF Hello Packet Cisco_ac:cs:an IPvEmcast_00:00:00:05
6 9,999724 fego: :2o0b:fdff:feac:c560 ff02::5 OSPF Hello Packet Cisco_ac:¢5:60 IPVEMCast_00:00:00:05
7 9.999950 fes: :20b:fdffifeacicion ffo2::5 OSPF Hello Packet Cisco_ac:ici:ag IPVEMCast_00:00:00:05 w
| >
# Internet Protocol Version & ~

= open shortest Path First

PF Header
OSPF version: 3
Message Type: Hello Packet (10
Packet Length: 36
Source OSPF Router: 1.1.1.1 ¢1.1.1.10
Area ID: 0.0.0.0 (Backhone)
Packet Checksum: 0x3769 [correct]
Instance ID: 0
Reserved: O

= 95PF Hello Packet
Interface ID: 12
Router Priority: 1

F options: 0x000013 €R, E, WA)

Hello Interwval: 10 seconds
Router Dead Interwval: 40 seconds
Designated Router: 0.0.0.0
Backup Designated rRouter: 0.0.0.0
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Session Summary

« Verify IPvé readiness of your suppliers How-to get
» Verify IPvé readiness of your applications ;
* IPvé can perfectly coexist with IPv4

* Network migration can be done smoothly
e Train yourself and your people

* Wireshark is the perfect tool to learn and train

 Interesting IPvé references:

WWW.Sixxs.net non-profit, non-cost service for Local Internet Registries (LIR's)
and end users

WWW.ipVb.0rg how-to articles, FAQ, technical specifications, mailing list, details
of IPvé-enabled applications, and links
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Thank you for your attention

w.wiresharky.co
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