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* Data Capture * Data Analysis

— Capture methods

— Statistics
* Caveats  Summary Information
— Capture interfaces e Protocol hierarchy

* Conversations
* Endpoints

— Basic display filtering
— Reassembly
— Coloring rules
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Data Capture — How do | get the data?

e Capture methods
— Wired
— Wireless
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Data Capture — How do | get the data?

* Capture Caveats

— Wired
* Mirrors/Monitors/SPANs
* Taps
* Hubs

— Wireless

* Promiscuous vs. rfmon/monitor mode
* AirPcap
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Data Capture - Options

 Which interface to use?
 What about permissions?

m Interface List
Live list of the capture interfaces

[counts incorming packets)

Start capture on interface:

E Microsoft

£ Pdalet

E Realtek RTL8168C/8111C PCI-E Gigabit Ethernet ...

Capture Options

Start 3 capture with detsiled opticns
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Data Analysis

* Don’ts

— Don’t get caught in the vortex!

— Don’t start by scrolling through the packets
* DoO’s

— Use Statistics to baseline your environment

— Use Statistics to determine where your focus
should be

— Use filtering to focus
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Data Analysis —

Statistics > Protocol Hierarchy

[l Wireshark: Protocol Hierarchy Statistics =10l x|
Display filter: none

Protocol % Packets | Packets | Bytes | Mbit/s | End Packets | End Bytes | End Mbit/s |~ i
- Frame 100.00% 1245 708592 0.071 1] 1] 0.000
-| Ethernet 100.00% 1245 708592 0.071 ] 1] 0.000
Address Resolution Protocol 0.16% 2 102 0.000 2 102 0.000
- Internet Protocol 99.84% 1243 708490 0.071 ] 1] 0.000
- User Datagram Protocol 3.05% 38 4479  0.000 0 0 0.000
Domain Mame Service 2.89% 36 3976 0.000 36 3976 0.000
- NetBIOS Datagram Service 0.16% 2 503 0.000 ] 1] 0.000
=| SMB (Server Message Block Protocol) 0.16% 2 503  0.000 1] 1] 0.000
= SMB MailSlot Protocol 0.16% 2 503 0.000 ] 1] 0.000
Microsoft Windows Browser Protocol 0.08% 1 243 0.000 1 243 0.000
Data 0.08% 1 260 0.000 1 260 0.000

= Transmission Control Protocol 96.63% 1203 703891 0.070 633 33976 0.004 L
-| Hypertext Transfer Protocol 45.22% 563 66428 0.067 477 262872 0.056
Line-based text data 2.41% 30 36903 0.004 30 36903 0.004
JPEG File Interchange Format 2.01% 25 37160 0.004 25 37160 0.004
-I Compuserve GIF 2.17% 27 25363 0.003 20 14765 0.001

Unreassembled Fragmented Packet 0.56% 7 10598 0.001 7 10598 0.001
Media Type 0.24% 3 3664 0.000 3 3664 0.000
eXtensible Markup Language 0.08% 1 46 0.000 1 466 0.000
. Cnmirn Cnrlont 1 e n Anec e 1107 nnan 5 e P
Help Close i




Data Analysis —

Statistics > End Points

* Add GeolP info - Instructions on wiki.wireshark.org

é Ikl Endpoints: (Untitled) - 10| x|
Ethemet: 7 | | Fob1 | 1pwa: 20 | x| 372 | 1ice | Rsvr | TCP: 87 | | uop: 12 | e | viian |
TCP Endpuoints
Address Port Packets | Bytes * | Tx Packefs | Tx Bytes | Rx Packets | Rx Bytes
biiourn.vo.lnwd.net hitp 268 185832 153 174168 115 11464
a509.cd.zkamai.net hitp 150 136295 93 129385 a7 6910
192.168.15.106 1545 150 136295 57 @910 a3 129385
news.l.google.com http 178 114196 95 96626 83 17570
wopr.amcity.com hitp 117 112191 76 109388 41 2803
192.168.15.106 ingreslock 117 112191 41 2803 76 109388
192.168.15.106 1521 120 88626 54 11305 66 77321
bizourn.vo.lnwd.net hitp 253 B8584 121 71585 132 16999
192.168.15.106 1526 a7 32817 21 1585 36 51232
192.168.15.106 1566 38 33093 15 1259 23 31834
192.168.15.106 1540 38 30984 15 1238 23 29746
192.168.15.106 1527 36 20006 14 1182 22 28514
192.168.15.106 1532 36 20006 14 1182 22 28514
ad.3ad.doubleclick.net hitp o7 23980 40 16054 57 79086
| 192.168.15.106 1523 37 18286 18 4351 19 13935 j
[+ Mame resolution [ Limit to display fitter
Help | Copy ‘ Close




Data Analysis —

Statistics > Conversations

[kl Conversations: (Untitled) - 10| x|
Ethemet: 7 | | Foo1 | pva: 27| 1ox | [Rsvz | TCP: 67 |upp: 9| ioe | ] A
TCP Conversations
Address A Port A Address B Port B | Packets | Bytes * | Packets A->B | Bytes A-=B | Packetr |
192.168.15.106 1345 a509.cd.akamai.net http 150 136295 57 6010 a3 B
192.168.15.106 ingreslock wopr.amcity.com hitp 117 112191 41 2803 76
192.168.15.106 1521 news.l.google.com hitp 120 88626 54 11305 66
192.168.15.106 1326 biziourn.vo.Inwd.net http a7 22817 21 1385 36
192.168.15.106 1566 biziourn.vo.Inwd.net http 38 33093 15 1259 23
192.168.15.106 1540 biziourn.vo.Inwd.net http 38 30984 15 1238 23
192.168.15.106 1527 biziourn.vo.Inwd.net http 36 20696 14 1182 22
192.168.15.106 1532 biziourn.vo.Inwd.net http 36 20696 14 1182 22
192.168.15.106 1523 news.l.google.com http 37 18286 18 4351 19
192.168.15.106 1574 alle6.g.akamai.net http 17 11329 8 1031 ]
192.168.15.106 1544 biziourn.vo.Inwd.net http 15 8828 7 825 8
192.168.15.106 1543 biziourn.vo.Inwd.net http 14 8149 7 813 7
192.168.15.106 1330 w.sharethis.com http 15 7990 7 1013 ]
107 1A 15 1NA 1535 hiFinnirn wn lnwed nat httn 15 715N 7 /N7 =] ﬂ
| | i
v Mame resolution [ Limit to dlspla‘k‘ter
Help | Copy | Close ‘ -




Data Analysis — Basic Display Filters

* Filter Bar — Auto-complete since 1.2

— The Filter bar will change colors to signify if your

syntax is correct
* Green is correct
e Red isincorrect
* Yellow is questionable

— The Filter dropdown
will let you chose your

Filter: ||('ip.addr eq 192.168.1.174 and 1ip.addr eq 12.40 ~ |

ip.addr==192.168.1.1

Ma. - ||
| icmp
29((ip.2ddr eq 192.168.1.174 and ip.addr eq 192.168.1.1) and (tcp.port 1|
25 p.addr==192.168.1.1 and http
gé ip.addr==192.168.1.1 and dns
7d|ip.addr==192.168.1.80
28lip.addr==192.168.1.70
%g (ip.addr eq 192.168.1.80 and ip.addr eq 192.168.1.174) and (tcp.port|
(ip.addr eq 64.233.167.9% and ip.addr eq 192.168.1.174) and (tcp.po
(ip.addr eq 192.168.1.174 and ip.addr eq 12.40.127.116) and (tcp.po|_
+ Fra
+ Eth’E’IJ__I'I'EL II, STL. uu.;n.nu.uu.nETq-lmeJTuﬂTﬁ'Eg

10 most recent filters by default

* You can increase this in Edit>Preferences
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Data Analysis — Basic Display Filters

 When in doubt, right-click.

— Find the fields you are interested in first, then
build your filters with a right-click.

292 BY.100522 0.000111 0.000111 192.168.1.174 198.161.1.170 TCP t
293 B7.100624 0.000102 0.000102 192.168.1.174 198.161.1.170 TCP f
294 BY.100709 0. 000085 0.0000 L1170 TCP f
295 BY.100811 0.000102 0.0001 170 TCP f
296 87.100895 0.000084 0.0000  Expand Al .170 TCP ]
297 BY.100982 0. 000087 0.0000 Collapse Al L1170 TCP f
298 B7.101090 0. 000108 0.0001 A0 oen f
299 BY.101192 0.000102 0.0001 Apply as Fiter * Selected f
| Prepare a Filter k * Mot Selected
Frame 206 (58 bytes on wire, 58 | Colorize with Fiter » ... and Selected ——
Ethernet II, Src: 00:18:8b:dd:8e: Follow TCP Stream - Or Selected a (00::
Internet Protocol, Src: 192.168.1 .- and not Selected | y59 1
Transmission Control Protocol, Sr ... Of NOt Selected 523,
Source port: 45288 (45288) Copy »
pestination port: hello-port (¢ Export Selected Packet Bytes..
Sequence number: 712336286
Header Tength: 24 bytes i@ Wiki Protocol Page
= Flags: 0x02 (SYN) . . i@ Fitter Field Reference
0... .... = congestion windov Protocol Preferences. ..
.0.. .... = ECN-Echo: Not sel
.0. .... = Urgent: Not set 4i Decode As..
.0 .... = Acknowledgment: !  Dissble Protocol...
0... = Push: Not set Resolve Name
.0.. = Reset:! NOT setr
.1. = 5yn: Set

veee ...0 = Fin: Not set
wWindow size: 2048

) SR (RN TUPE O S U [ R S P e P L
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Data Analysis - Reassembly

 Follow the Streams — Favorite feature in

Wireshark

* Available stream types:

—TCP
— UDP
— SSL

[ Follow TCP Stream

Stream Content

S=IET

220-Cerberus FTP Server Personal Edition
220-UNREGISTERED

220-Welcome to Cerberus FTP Server
220 Created by Grant Averett

USER student

331 user student, password please
PASS bettyland

230 Password ok, User Tlogged in
opts utfB8 on

501 uUnsupported feature

Syst

215 UNIX Type: L8

site help

502 unknown site command

PWD

257 "/" 1is the current directory
ITYPE A

200 Type ASCII

PASWY

227 Entering Passive Mode (192,168,1,174,4,75)
LIST

150 opening data connection

226 Transfer complete

noop

200 NOOP command received

ICWD /wWsU Lab Trace Files/

250 Change directory ok

TYPE A

200 Type ASCII

PASY

227 Entering Passive Mode (192,168,1,174,4,76)
LIST

I
2

Find | Save As ‘ Print ‘ Entire conversation (9182 bytes)

-

® ASCII  EBCDIC  HexDump © CArmays T Raw

Help

| Close | Filter Qut This Stream ‘




Data Analysis — Coloring Rules

* Colors help you focus on specific protocols,
and/or to spot errors quickly.

Source Destination Protocol Bytes | Info

197 . 168. 1. 174 J167.181.46.21 SSLv3 706 Appl1cat1on Data |
167.181.46.21 192.168.1.174 SSLv3 1158 Continuation Data, [Unreassembled Packet]
12.40.127.116  192.168.1.174 TCP 60 http > 1238 [ACK] Seq=1969644649 Ack=33526414
12.40.127.116  192.168.1.174 HTTF 147 HTTP/1.1 304 Not Modified

12.40.127.116 192.168.1.174 HTTP 156 Continuation or non-HTTP traffic
192.168.1.174 12.40.127.116 TCP 54 1238 > http [ACK] Seq=3352641413 Ack=19696448
192.168.1.174 12.40.127.116 HTTP 686 GET Sassets/images/invalid.gif HTTP/1.1
192.168.1.174 167.181.46.21 TCP 54 1237 > https [ACK] 5eg=1968511636 Ack=9672987

16?.131.46.21 192.168.1.174 TCP 60 https > 1243 [ACK] 5eq 2946?534?3 Ack= 2624133

. . . = http5 [AEK] Seq= 5624133369 Ack=2046755
12 4{} 12?.116 192.168.1.174 TCP 60 http > 1234 [ACK] Seq= 259{1392463 Al:k=41633224

12 40.127. > I‘rl:tp [ACK] 5E{|=4163322456 Al:k 259—&892&

192.168.1.174 12.40.127.116 HTTP 683 GET /assets/images/list.gif HTTP/1.1
167.181.46.21 192.168.1.174 S5L 1462 [Unreassembled Packet]

167.181.46.21 192.168.1.174 SsLv3 1462 Ccontinuation Data, [Unreassembled pPacket]
192.168.1.174 167.181.46.21 TCP 54 1243 > https [ACK] 5eq=2624183869 Ack=2946758
167.181.46.21 192.168.1.174 SSL 1462 [unreassembled Packet]
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Data Analysis — Coloring Rules

| il Wireshark: Coloring Rules [l
rEdit rFilter ~Order-

List is processed in order until match i found

* Rules to live by:

— Color rules are read like
an ACL

* First rule in the list
to apply wins, even
if multiple rules apply

— Rule sets can be shared | =T =
among friends with Import/Export

Move
selected fiter
up ordown | [

T [

— Use an empty rule set if you normally use a complex rule
set, but commonly turn off your colors. Your files will load
faster.

— Check out Laura's presentation on customization at 2pm
today!!
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Q&A
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Thanks For Coming!

Enjoy the rest of the conference.



