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Overview

* Wireshark provides you with a Y 4

microscope to examine the detailed ﬁ'
ﬁk
-

behavior on the network

* The behavior you observe makes o
sense only in the context of the ~
applicable networking standards

* First you must know what is supposed to be
happening — then you analyze what is actually
happening — then you discern the differences
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802.11 Architecture (Basic)

* The Access Point
(AP) provides access
to the network

AP e Client devices are
<—Associatiop Associated to one

' and only one AP
4@%%/‘ e All traffic to/from

9 the client device

goes through the AP
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AP Discovery
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* Passive Discovery
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— Client devices listen for Beacon frames sent by APs

* Active Discovery

— Client devices send Probe Request frames

— APs hear the Probe Requests

— APs respond with Probe Response frames
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Authentication
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e Authentication between client and AP must
succeed before the AP will pass data frames

e 802.11 defines two forms of authentication

— Open System (always successful—equivalent to no

authentication at all)

— Shared Key (hash-based challenge/response using

WEP key as a token)
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Association

associate with
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» Authentication packets are exchanged
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ShN=43%, FN=0,

e Client device decides which AP it wants to

» Association Request / Response is exchanged

A Conundrum

* Previously, we said that:

Authenticatio _

iy

+ Authentication between client and AP must

succeed before the AP will pass data frames

‘ + 802.11 defines two forms of authentication
— Open System (always s?.)ccessfuf—equivalent to no
authentication at all}

— Shared Key (hash—base:d challenge/response using
e e i apaken] Ol P e e

 What about 802.1x (WPA)?
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Which Came First...

* 802.1x (WPA) authentication | °

uses the EAPOL protocol O i

e Only 802.11 packets can be

Management or Control |
frames; EAPOL packets must be g
sent as Data frames

e Data frames can only be sent
after authentication

* But EAPOL is used to
accomplish authentication!
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802.1x (WPA) Authentication
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e When a client and AP wish to perform WPA
authentication, the client uses Open System
authentication (which is always successful)

e Once this “authentication” is complete, the
client can send Data frames, but...

e The AP only lets the client send EAPOL data
frames until WPA authentication is successful
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Disassociation / Deauthentication

 When the client device wants to leave the
network, it can send Disassociation and/or
Deauthentication frames to the AP
— Disassociation terminates the association, but
leaves the authentication present

— If the client later wants to come back, it can
associate without going through the
authentication process

— Deauthentication terminates the authentication

and, hence, the association, since association
requires authentication to be present
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e Roaming: To move an Association from one AP
to another

 Roaming is completely controlled by the client

e APs cannot force a client to roam or control
which AP a client roams to
— Makes implementing load-balancing tricky
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Roaming Issues

Thrashing

— STA rapidly bounces back and forth between two
or more APs

— Can be caused by excessive AP density or cell
overlap

Sticky

— STA stays associated with a weak AP when much
stronger APs are readily available

— This is 100% a driver issue; some drivers have
adjustable stickiness, others don’t
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Reassociation

When a station wants to roam from one AP to
another, it sends a Reassociation frame to the
new AP

If the new AP sends back a successful
Reassociation Response, the station has
roamed

The roaming is instantaneous, so at no point
does the station lose its link

If the reassociation fails, the station remains
associated with its old AP
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Reassociation In Wireshark
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* Probes are used to find potential new APs
— This usually happens continuously

— Some devices will only start probing when they
want to roam

e Authentication must precede Reassociation

— Some devices will pre-authenticate with multiple
nearby APs to speed up roaming
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A Real-World Example

e Customer reported that client devices would
go offline periodically

* Incidents were not localized to any particular
time or place

* Survey of the environment with spectrum
analyzer showed excellent signal strength an
no interference (always check for this!)
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Clean Spectrum
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“Dirty” Spectrum (FHSS)
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“Dirty” Spectrum (Microwave)
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A Distributed Problem

* The problem did not
happen in any
predictable location

* Multiple Wireshark
laptops (with multi-
channel adapters) were
set up throughout the
site so that when the
problem happened, we
would catch it
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Long-Term Capturing

~Capture Filels:

] InCidentS were not File: IFiIe_Name.cap _Dwse...l

¥ Use multiple files

p re d iCta b | e, V' Mext File every IZD ﬂ megabyte(s) LI

therefore Wireshark | T wesfieeery i st T
¥ Ring buffer with |1000 jﬁles
Was Set up to Ca pture [T Stop capture after Il ﬂfile(s)

for a very long time
(overnight)

* Wireshark config was
as shown to the right
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What We Found: Retries

107 19:45:02. 866673 Intel_se:l7:6f _04:e3:Bb IEEE 802,11 Data,
108 19:45:02,. 866792 Intel_ge:l7:of _Qdre3:Bh IEEE 802,11 Bata,

JRF
JBE
10% 19:45:02. 867466 [nrel_ga:l7:of O H: ] IEEE #02.11 para, |s rF.C
110 19:45:02. 872606 Inrel_geilyisr - IEEE 802,11 para, RF.C
111 19:4 5502, 8BA56E InTeE] _BaiLlyior 04 ie38h IEEE 802,11 Dpara, RfF.C
112 19:45:02. 888535 Intel _se:lT:of 04 :e3:Bh IEEE 802,11 pata, RfF.C
113 1%9:4 BESEST Intel_eeill:of 04:e3:8b IEEE 802,11 Data, JRFLT
114 19:45:02. 900558 Intel_ee:l¥:of _Da:eizgb IEEE 802.11 Data, SRYFLT
119 19:45:02.911352 Intel_ee:l7:&f _04:e3:Bb IEEE 802.11 Data, RS
1165 19:45:02.9334 56 Intel_se:l7:ef ) IEEE 8302.11 pata, N (s
117 19:45:02. 935477 Intel_ae:l7: 5 04 IEEE 802.11 Data, LRJF
115 19:45:02.952742 Intel_ge:l7:of o4 IEEE 802,11 ©ata, LBJF
119 10:45 Intel_ge;l7:of IEEE 802,11 0ata, RF.C
120 Intel_eailyiof IEEE 802,11 npata, AfF. T
1z Inrel_geil7iof IEEE 802,11 oara, RJF.C
1z2 Forntel_eeiliiel IEEE 802,11 pata, Flagis, RfF.C
121 Intel _se:ill:of IEEE 802,11 Data, |s Flagi=.p} . RJF.C
124 & Intel_ese:l¥:5F IEEE 802.11 Data, |= Flags=.p} . JF.C
125 22 Intel_ge:L7:5F IEEE 802.11 Data, Flags=.p} . RJF.C
126 19:45:03.243555% Intel_pe:l7:6f IEEE 802.11 Dara, Flags=_p|l . JF.C
127 19:45:03.244573 Intel_se:Ll7:5F IEEE 802.11 Data, Flags=.p}.rJF.C
178 19:45:03.343336 Intel_ge:l7iof IEEE 802,11  Data, |sM=1655,|Fu=0, Flags=.p}.efF.«
129 19:45:03. 347336 Intel_ea:l7:of IEEE 802,11 Darva, [SM=1655,|Fu=0, Flags=.p}.RfF.C
130 19:45103, 443455 InTel_geilyy IEEE 802,11 pata, |= Flags=. p} . RF.C
151 19:45:03.485838% Intel_seilyior IEEE 802,11 pata, Flagss. p} . RF.C
152 19:45: INLE] _s&il7:or IEEE 802,11 Darta, Flagss.p} . RJF.C
133 19:45 Intel _eeill:sf IEEE 802,11 pata, Flages.p} . RJF.C
134 19:4%:03.659399 Intel _se:17:6F IEEE 802.11 Data, |= « Flagsm.pl . nJF.C
135 19:45:03. 781331 Intel_ee:l7:5F IEEE 802.11 Data, Flags=.p} . RJF.C
136 19:45:03_ 858467 Intel_pe:l7:6f IEEE 802.11 Dara, Flags=_pl.RJF.C
137 19:45:03.860530 Intel_se:l7:6f IEEE 802.11 Data, Flags=.p}.RJF.C
135 10:45:03. 959808 Intel_se:Ll7:of IEEE 807,11 Data, Flags=.p}.rJr
130 10:45:03, 963492 Intel_ge:l7:0f @36l 1EEE 802,11 Bata, Flags=.p}.0JF
140 19:45:04. 058611 Inuel_geil7:of CREH: ] IEEE #02.11 Dara, [sMel655, | Fued, Flagse.pl.rlF
141 1954504, 082538% InTel_geilyisr i3l IEEE 802,11 Darta, |SNs=LE55,|FHs=d, Flagss.pl.RfF
142 19:45:04.15%43% Totel_seiif:of _O0d:1e3:8b IEEE #0211  para, 5 Flagss. p} . rJF
F.

143 19:45:04. 160617 Intel s&ili:of 04:e3:8b IEEE 802,11 pData,
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802.11 Reliability

e 802.11 Data must be acknowledged by the
recipient

e |f an ACK is not received, the source station
retransmits

* Note the Retry bit and the repeated Sequence
Number in the packets below

IEEE 802,11

e LMITITS LILEI_EE LS T icez
139 19: .T81331 Intel_ee:l7:of IEEE
138 3.85aT Intel_se:l7:6F IEEE
137 19z 3.260530 Intel_g&:l7:6F IEEE
138 10:45:03. 950618 Intel_se [

139 19:4 5105, 963492 Intel_se af IEEE

s E L] 4504, 058611 InTel_ee o IEEE
141 t0d. 0B258% InTel_ee o IEEE 80,
142 104,150430 Intel_e or IEEE 40,
143 15:45:04. 160607 Intel ief IEEE

wara, [znmaca s | reeu, Py,
Data, ; Flagse.
Data, . Flags=.
pata, , Flagsm.
bata, . Flags=.
Data, . Flagss,
Data, + Flagse,
nara , Flagss,
Dara, + Flaggs,
Data, Flagis.
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SR

aRaRaRikil

* \We see over 60 retries from
the AP

e 802.11 defines two Retry
thresholds, which default to
7and 4

e This can be overridden by
the administrator

* This is a good example of
why this defaults to a LOW
number!

* Declarations of MIB attnbutes exported from
this process *

* Read-Write anributes *

del exported
dot | Authentication. \|Q0r| hms AuthTypeSer:=
incl{ope Y
dotl 1 ExeludeUnencrypted Boolear
dotl | FragmentationThreshold Inte;
dotl 1Grou -\dn.llcs‘.cs MacAdd

MaxRecewveLitetime Kusec:= SI
iiMsdulifetime
dotl | MediumOccupancyLimit
dotl 1Privacy Invoked Boolea
mReceiveDTIMs Boolean:=
dot] 1CHpPeriod Tnteger= 1,
dot] 1CfpMaxDuration Kusec:= 200,
dat] | AuthenticationResponseTimeout Kusec= 512,
dotl | RtsThreshold Intege
duﬂ | ShortRetry Limit_Int

=),
du 11CurrentChann |gi\umb\r [ﬂlgpr =),
dotl |CurrentSer Integer:=1,

dot] | CurrentPatiern Integer= 0,

dot! |Currentlndex Integer=10;

* Write-Only attributes *
del exported
dotl 1WepDefaultKeys KeyVector= nullKey,
dot] | WepKeyMappings
KevMapArmay:= (, nullAddr, false, nullKey .) ;

N
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 When retries occur, a
station will decrease the
data rate used to increase
the packet’s resistance to
corruption

e This is known as Dynamic
Rate Shifting (DRS)

Dynamic Rate Shifting

Dusta rate (MB5)

26. 000000

11. 000000
11, 000000
11. 000000
11.000000
11. 000000
11. 000000
11.000000
11.000000
11. 000000
11. 000000
11. 000000
11.000000
11.000000
11. 000000
11. 000000
11.000000
11.000000
11.000000
11. 000000
11. 000000
11.000000
11.000000
11.000000
11. 000000
11. 000000
11.000000
11.000000
11. 000000
11. 000000
11.000000
11.000000
11. 000000
11. 000000
11.000000
11. 000000
11. 000000
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. SN=1655,
s SN=1633,
s SN=1853,
. SN=1655,
. SN=1655,
, SN=1655,
s SN=1853,
» SN=1853,
. SN=1655,
, SN=1655,
, SN=1655,
s SN=1853,
. SN-165%,
. SN=1655,
. SN=1655,
s SN=1633,
s SN=1853,
. SN-165%,
. SN=1655,
, SN=1655,
s SN=1633,
s SN=1855,
. SN=1655,
. SN=1655,
, SMN=1633,
» SN=1853,
. SN=1655,
. SN=1655,
, SMN=1633,
» SN=1853,
. SN=1655,
, SN=1655,
s SN=1853,

What’s Happening: Retries

retransmitted
* Four possibilities:

retransmitted anyway

SHARKFEST ‘11 | Stanford University | June 13-16, 2011

* Packets from the AP to the STA are being

— STA did not get the data frame, hence no ACK
— STA got the data but did not send an ACK
— STA sent an ACK, but it didn’t get to the AP
— ACK got to the AP, and the AP incorrectly

Stanford University

June 13-16, 2011
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Is It The AP or the STA?

e Graph below is filtered on only traffic going
to/from the AP in question and not the STA in
question

e Orange line indicates the anomalous event
* Does anything seem to change before/after?

SHARKFEST ‘11 | Stanford University | June 13-16, 2011

It’s the Station

* AP’s behavior is consistent before/after the
anomalous event
— Data (green line) continues to flow
— No increase in retries to stations other than the
one in question
* What could cause this behavior?

— STA is receiving data frames and not sending ACKs,
in violation of 802.11 standard (unlikely)

— STA is not receiving data frames for some reason
(more likely)

SHARKFEST ‘11 | Stanford University | June 13-16, 2011
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What We Found: Association

e After a short time, STA is seen associating to a
different AP

* Most likely scenario: STA went offline (hence,
retries from the AP) then came back

FIMS. Q035 LOTE @@L FIYT
.42734% Intel_ee:l7y:sf

lEEE HUL.L1L UATA, SHeLWDD, FHeU, FA0S=. P Mok
IEEE 302.11 Data  ShalCof  Chal, Flags=.p..R.F.C
IEEE 302.11 Probe Beguest, SH=l,] Fu=0, r'ag: -
IEEE 302.11 Proba Responsa, Sk=10%0, Fr=0, lhg:.
proba Boguest, SH=Z,| Fu=0, Flags=....
Probe Besponse, Sk=3R72, FH=0, Flags-
Proba mesponse, Swe3037, Fee0, Flagss
Data, SHel®S6, Fued,| Flagss.p. R, F.C
pata, SHelD6E Flagss, pu .8, F.C
Probe Reguest FH=l, Flagss....

444631 N _4:e3z8b
. 445581 Clsco_36:35:c4
A ez zah
. S00M0T Slsco_36:26:24
L 510571 Clsco 3613710
- SE0ATE InTel_e
. 530483 InTel_se!lv:ier
. 573553 04 ezl

. Bdd B2 LO4zedzib it hEnt ey =, Fli
2 L Bl d G5 (e Ackrawledgensnt, Flags=........C
287 1. 544592 Intel_seilF:of Data, SH=1lG86, FH=0,| Flagse.p..R.F.C
2 .04 5028 Cizco_36:28:84 suthentication, sSw=15, FH=0, Flags=.
288 1% . BAAE0S 04 :e3z8k aszpciation hequest,| S=5, FH=0, Flag
270 1% L BBEIL DraegerM_04:e3:db (RA) IEE Ackrawledgement, Flajgs=........ [
371 10:45:0E. 54TETS Intel_se:17:5F braegert_04:ei:db I Data, SH=Lw@6, FH=0, Flags=.p..R.F.&
372 1945108, 654730 Clsco_36:26:84 praegerM_4 1eitab Key (msg 174)
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“Optional”?

* 802.11 does not require Disassociate or
Deauthenticate frames when a station goes
offline

— What if a station had its battery pulled or
suddenly went out of range?

— 802.11 must allow for situations where the station
unexpectedly goes offline

* |f STA doesn’t send Disassociate or
Deauthenticate, this scenario can arise
— AP doesn’t know the STA is gone!
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2431
258
57
258
250
260
261

262
263
264
265
266
287
288
2689
2ro
271
272
Ly
273
274
275
278

F19:45:09. 926623

What We Found: More Retries!

e The Association is interrupted during WPA
authentication

LIS 3 IUB. 42033 LITE | _BEILA 18T [MEH F ] lkkk SUL.LL DATA, SM=LYED, FH=U, Fl30S=.P.. Mo bl
19:45:0B. 427545 Intel_se:l7:%F 04 :e3:8b IEEE 80Z.11 Data, SHel®h8, Fhed, Flagss.p..R.F.C
104508, 444631 . L4 :ezz8b Broadcast IEEE 302.11 Proba Reguest, SM=l, FM=0, Flags=....
10:45%:08. 445561 Clsco_36:35:c4 - 04 :e3zdb IEEE 307.11 Proba Responsa, Sk=11%0, Fu=0, l]igs.
LO:4510R. 500402 _ Lo#ezzih Broadcast 1EEE 302.11  Proba moguest, SM=Z, FPN=0, Flags=....
LO:4 5005, 5007 Sisco_36:126:24 (=2 IEEE J07.11 Probe Besponse, Sk=3972, FH=0, Flags-
10245508, 5105271 Cisco_36137:04 L4 ed 1EEE 802,11 Probe mesponse, Sk=3037, FeeD, £lagse
19:45 08, 530476 InTel_se 17 of L reds 1EEE 302,11 Data, SHeldE6, ENed, Flagse.p.. B, F.C
10:45 008, 530433 Dntel_eeil? ol Lidzeds IEEE 802,11 Data, SHeLHGE, FHsQ, Flagss.p..®.FC
19:4 5008, 573555 LG4 :eszdb Broadcast IEEE 802,11 Probe meguest, SHe3, FHel, Flagse....
19:4 5008, G4 B4 04 1edzlb Cisco ¥6i28:84 IEEE 802,11 suthentication, Swed, FHsd, Flagss...
15:4 5008, 624563 L0d:e3c8b [RAY TEEE S0Z.11  acknowledgémeént, Flags sal

19:45 008, 844592 Intel_se:l7:of H02.11  Data, SHelSdd, FH=0, Flags=.p..R.F.C
1%:45%:08. 64 5034 Clsco_36:28:84 B802.11  Authentication, Skeld3, F=d, Flagss.

19145108, 4BE04
19:45% 0B, 4BE31
10:4508. 64TETS Intel_oe:1l7:9F
19145108, 654730 Clsco_36:28
19:45:08. 654730 Clsc0_36:26
19:45:09, 520585 Clsco_36:26
19:45:09, 522627 Clsco_36:26
19:45:0%, 52362 :
19:45:09,

|_04:e3z8b

802,11 TITA, SH=LwaE, | FH=0, Flags=.p.
Key (msg 1/4)
Key (msg 1747
Key fmsg LA40
Key (mzg 174)
key Ciisg 1040
K&y [mag 174
Key (msg 174]
Ky (mza 1747

fsca_¥4:38
19:45:09. 528625 Cisca 38:28

1B4
164
1E4
R
B
oo
B4
1B4

SHARKFEST ‘11 | Stanford University | June 13-16, 2011

302.11  aszpciation Request, Sw=5, FH=0, Flag)
a02.11  Ackrowledgement, Flagse........C

.BF.C

 When analyzing repeated caro i Zg
packets, examine . s
EAPOL 219 ey (ms

sequence numbers at cacor 212 (a3
CAMOL 214 Koy (msg

219 Key (msg

various layers of the OSI vy B ey G

EAPOL 219 Key (msg

1/4)
1740
1/4)
1740
1/4)
1740
1/4)
1740
1/4)
1740
1/4)
1740
1/4)

model to determine oo et (g 0
where the retransmission v a2
is coming from ST [—
— Repeated 802.11 sequence yp/w1c {_Chen
number indicates wireless e 19: areco se:hise | ot

Source address: Cjsco_3¢  Prepare afilter
Fragment number:
Seguence

ACK was not received
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Retry Analysis

e 1st Packet has SEQ 167

» 2nd and subsequent packets have
SEQ 219

e 15t Packet must have been ACK’ed
by the STA

e STA failed to send the appropriate
EAPOL response

* AP’s operating system timed out
and tried again

SHARKFEST ‘11 | Stanford University | June 13-16, 2011

|Sequence number | Infa

— 5167 Key

AN

219 Key
215 Key
219 Key
215 Key
215 Key
219 Key
215 Key
219 Kay
215 Key
215 Key
219 Key
215 Key
12 Kay
215 Key
219 Key
219 Key

Retry Analysis

e This same process can be applied going up the

layers of the OSI model

— 802.11 retries indicate no ACK from recipient

* Noise/interference corrupting packet
— Remove the source of interference
— Shield the source of interference

— Move to a different channel than the interference

* Insufficient signal strength/client is out of range
— Assess network design to determine if AP placement is correct

— Assess AP output power (dynamic power setting sometimes

turns output power down too low)
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Retry Analysis

* This same process can be applied going up the
layers of the OSI model
— TCP retransmissions with 802.11 retries on the
same packet indicate extreme interference
* Normally, 802.11 retries would get the data through
before TCP timed out
* If TCP is timing out, the wireless network must be
nearly totally congested

biimenu > 30019 [Aack] Seq=1 Ack=2481 win=65535 Len=0

[[TCP Retransmission] ismaeasdagrest » 43120 [PSH, ACK] Seq=1461|
[[TCP Dup ACK 182#2] 43120 > ismaeasdagtest [ACK] Seg=5 Ack=5921]
Tell 00:30:e6:04:28:ad

who s 00:30:256:04:28:ad?
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Retry Analysis

* This same process can be applied going up the

layers of the OSI model
— TCP retransmissions without 802.11 retries on the
same packet usually indicates corruption or
congestion on the wired network
* Corruption is rare in today’s wired networks
* Congestion (possibly due to QoS rules?) is more likely
— The lack of 802.11 retries indicates that the packet
got from the wireless station to the AP
successfully
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Retry Analysis

* This same process can be applied going up the
layers of the OSI model

— Repeated packets or packet sequences without
either TCP or 802.11 retransmissions indicate an
app or user is the cause

— App with server polling interval too low
— Very impatient user!
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: Koy (msg 1447

Ky (msg L4400

Key (msg 144

Key (msg 1440
I

S IE9E43 o

LIT0BAT ©
11, 368641
£

PLEEEREREE

mid) IndETvidual, S5AP Ox5a AEs
SN=335, FM=0, Flags
SH=13%, Fued, Flage
IEEE 80Z.11 SH=33%, Fhed, Flags
IEEE 302.11 T, . Fs=0, Flags=..

IEEE 502.11 Probs &ssponsa, SWe307Z, Fh=0,
Prabe Besponse, Ske=30 Fh=0,
Fraobe REQUEST, Shel, FHsl,
SHa39E0,

IEEE 802.11
IEEE 802.11

Probe Respenss,
Praobe Response,
Prabe Response, See39840,
Probe kesponse, She3047
Probe BenuestT, She3, Fusd,
Prabe &esponsa, SH=BOD, FN=9, F1
Frabe REsponse, She=23E6, Fhel,
AuTherTication, Swed, FNsQ,
Ak o] edigenent sravanal
EEE 802.11  aut i FH=d, Flages...
IEEE 802.11 FH=0, Flags
(k&) TEEE 302.11 .
Fu=D, Elags=.....

Fh=0,

[RED

Acknow] edgenent, Flagss=.
association Response, S
ey (msg 144

STarT

KEy [msQ 144]
Key (meg ]
Key (meg 4.4

Data, Sh=S, Fi=D, Flagse.p.....

Broadcast Data, Sh=ll, Fhsd, Flagss.p.
Cisca_36:28:64 Hull Functian (wo data), Sk=11, Fe=0, Flags=...
Broadcast Data, Sheli, w0, Elagse, p.B.,.TC
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What We Found: Deauthenticate

AP finally times out on the absent STA.
Sends Deauth just to make sure the
STA knows the transaction is off.

Oh look! There’s the STA again, trying
to find an AP to associate to!

E 802,11
IEEE 802.11
IEEE 302.11

STA begins association again.

This time it succeeds and data begins

to flow.

Koy (msg 1/41

Key [msg 1/4)

Key (mag 1
"

: psar (e Individual, sseF OxSa Res
Desuth i fon, sW=33i, FHed, Flagse. c

Deauthertication, SW=335. FH-d, Flags
Proba Beguest, SMel, FueD, Flags-.
Proba Response, EWe=3072, FueD, £lags
proba 2esponse, We3072, FeD, Elags
Frobe meguest, Fumil, Flag
Frobe mesponse, Swe3AE0, FeeD, F
Probe mesponse, SHeEIT,
Frobe Response, SHe=1487,
Prabe Response, SK-3980,
Proba Response, SH=3047,
Praba ReQUEST, SMe=3, Fu=0, Flags=. 251
Probe 2esponse, EReRO0, Eued, Flag
Probe mesponse, SweliE6, Feel, &

suthenticarion, Swed, FHel, F1agEe. .. ... .00
Acknowledgerent. Flags =
Authentication, 422,
aszociatian Req
Ackrow] edgenent
associatian Response, SM=423, Fe=0, Flags=.....
Key (msg 1747

STart

43
5

Data, SHelD, FHe0, Flagss
1l function (wo data), Sw=ll, Fee=o, Flags=...
Data, Suel?, En=0, Elagss,p.F...Te
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-
T

“happily ever after

... And they all lived
happily ever after?
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What We Found: Disassociate

* After some time, the station disassociates
— Is it going offline (correctly this time?)
— What happens next?

1e3rib CIsc0_36:2 IEEE #0211
e @b (RA) IEEE 802,11

Broadcast IEEE #0211  Probe

H IEEE #02.11 Probe

- Response,
K IEEE 80211  Prabe Response,
Eroadcast IEEE 302.11 Praba Reguest, SH=1B, FH=0, Flags=,
IEEE S07.11  Proba Responsa, Se3UEI, FheO,
807,11 Probe Response, SWeOLD, FMed,
Prabe
Probe
Prabe
Prabe
Authentication,
Acknawledgenent, F
suthantication, w
association Ragues

Broadcast
IEEE &
TEEE

(RAY IEEE
b 1EEE
1EEE

Cisco 3

eisco_za:

(RA) TEEE 802, Acknaw] eigeent, F
IEEE 802,11  Association Response,
EARDL Key (msg 1747
ELPOL start
(RA) TEEE 80211  Acknowledgement, Flags=........C
EAPOL Key (msg 1747
EAPOL Key msg 2747
EAROL Key (msa 340
- ey fmsg 4,47
(RA) IEEE S02.11 Acknowledgement, Flagse........C
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What We Found: Disassociate

}\D";ass:-:t-_l:e. sHalf, FMsl, Flagss.,.P....C

Eckrow] Sfgefent, Flagis,..aeaell

Probe Reguest, SH=1F, FN=0, Flagi=...i.c.a00 55

Probe Response; SkelldS, Fhed, Flagsso.m...F..;

Probe Response, Skelld, Fee=D, Flagss..._R..

|7 Probe beguest, SMalE, EN=0, Flags=... .

Proba Response, Sw=3083, Fu=0, t'lag-:-

Proba Besponse, SkHe010, EN=0, Flagse....

Probe mesponse, Swel0W9), FRsD, Flagss....

Probe mesponse, Swe3ldd, FEsD, Flagss...

Probe RepUest, SHal%, FHal; Flagdsiscsc

Probe Response, Sk=1l59%, FH=D, Flags=...

Authentication, Sk=20, Fe=0, Flags=........

STA begins association again. V*ckm‘cﬂgmfﬂt- Flage=, . .c.s oo C )
authartication, Sw=2404, FR=0, Flags=........ <

assoctation Request, SM=71, FM=0, Flags=..,.....

Eck | eiQeMenT, Flagse =

aszociation response, SHe2403, Fusd, Flagss, ...

Ky (hgg 1470

SE&AFL

Ackrow] sdgenent, Flagse........C

ey (msg 147

ey (msg 2747

HEy (msg 3747

KEy (msg 4./4)

Acknow] eBgeMenT, Flags® cias e

‘ Disassociate. STA is leaving the AP.

Probes. STA s trying to find an AP to
associate with.

~

Success! What was all that about? The
STA s just roaming, but it's using
Disassociate instead of Reassociate.
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What Do We Know?

e Station sometimes drops offline without
sending a Disassociate or Deauthenticate
frame, causing the AP to retransmit packets
50-70 times before giving up

e Station uses Disassociate frame when
roaming, resulting in loss of connectivity until
roaming succeeds

e Who is at fault here? AP? STA? Network?

SHARKFEST ‘11 | Stanford University | June 13-16, 2011

Analysis With 1/O Graphs

Statistics  Telephony  Tools  Help

* When combined with filters, '@ summary

Protocol Hierarchy

Wireshark’s I/O graphs can help & covesaine

. . . . " B Endpoints
with visualization of a network |~ ruicas..
I SS u e Conversation Lisk L4
Endpaoint List 4
o ) | Client returns to normal Service Response Time 3
Clientis roaming. Some operation. “Burst” of ' =
data gets through backlogged data. AMCP...
Flurry of retrics T BOOTP-DHCP...
from Al Collectd...
. COmpare. ..
i ) 4 Flow Graph...
Clientgoes silent | HTTR »

[}
| ,.. o . IP Addresses. ..
et ™ A \ IP Destinations...
i y - ) v oV IP Protocal Types...
! ; OMC-RPC Programs

me i wmmman | man e aee e e TizR Strean Graph >
Packets Per second Client Is Reaming UDP Multicast Streams
! ‘WLAM TrafFic
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Analysis With 1/O Graphs
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Analysis With 1/O Graphs
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Analysis With 1/O Graphs

" Wreshark 10 Graphs: Hilbered on =-300 ondy.pcap

— oo
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Graph 1 ?{Fllter: [ Style: |Line d Ti(kmtarva\:llse( ;l
Graph2 Color Fiter: |[wlan.Fe.rebry== Style: [Line: d Fisels per tick: 1w -
Graph 3 | ol Fieer: || Style: |Line: = ||| v as tive. of day
Graph 4 Color Fiker: |[==0x04) || {wlan fe.type_subtype == 0x0b)} || {nkan fe.type_subtype = 0<00)) || {whan.fe.tyme_subtype ==0=01)} || (le.bype = Style: [Line L | —
— Unit:  |PacketsiTick ¥
Graph 5 [ ol Fier: || Style: [Line -
— = || 5eale:  [100 ~
= = = L

SHARKFEST ‘11 | Stanford University | June 13-16, 2011

Analysis With 1/O Graphs
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Analysis With 1/O Graphs

‘Wireshark 10 Graphs: Filkered on ™M-300 onty.poap
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Analysis With 1/O Graphs
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A Visual Guide

‘ Client returns to normal
operation. “Burst” of
backlogged data.

Clientis roaming. Some
data gets through.

Flurry of retries
from AP

Client goes silent !

Packets Per second m Client Is Roaming
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Using 1/O Graphs To Compare

e These two graphs compare the wireless and
the wired side of the same conversation

* Red lines indicate retries (wireless) or TCP
retransmissions (wired)

Wired
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Using I/O Graphs To Compare

e These two graphs compare the wireless and
the wired side of the same conversation

— Wireshark was capturing on both sides and
timestamps were cross-correlated

e Red lines indicate retries (wireless) or TCP
retransmissions (wired)
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Using I/O Graphs To Compare

Wireless

Wired ———“—_”‘_ A
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Clock Synchronization

* When analyzing roaming, it is sometimes
necessary to compare traces taken from
different laptops

* Clocks on the laptops are seldom perfectly

synchronized, so comparing the traces can be
difficult

e Record time offset of each laptop relative to a
“master” clock like a cell phone or one laptop

e Calculate delta between each laptop and each
other laptop to allow trace comparison
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“Normal” Roaming

* Same device, slightly different behavior
* Just based on the graph, how does this
compare?
] |
o m
i I\ e ] U]
f | ,'I' N I i | 1) i_l'l'I f tlll | I ol A
N "_-;Ii'.'--" MWW v il'.l In] . .'l. '."i ,Idl l ; '!‘I. I | JV/ " VWU WAA
e
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III

“Normal” Roaming

No flurry of retries. STA did go
“radio silent” before roaming

Roaming completes quickly

a i I l | |
A "N n TRV N A / ;' | | 1) i v/ all 1 { A Alla "
MLyl YRFLT VALY, AV i ARVATRIIRIAYL A ? TRl L L. L ARV A ATV A VLA A
I w '_’. AR R ! WYY il AYATARY W\ ! _.l% II.J h |l| il VY AR P WY AN WA W

\ 1 ) i Wk 0 L Vv EvEY ULy _I
Y T Y ' T r T Y T Y L
s 3540 a0 R 340 spstoe - i snsece e oo e
Packets Per second Retries Client Is Roaming
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Conclusion

“When you have
eliminated the
impossible, whatever
remains, however
improbable, must be
the truth.”—Sir Arthur
Conan Doyle
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Conclusion

 We must hold the observed behavior up

against the standards that define what the

device and protocol should do

— 802.11 (Wi-Fi), 802.3 (Ethernet), and so forth:
http://standards.ieee.org/about/get/

— TCP/IP Protocols: http://www.ietf.org/rfc.html

— Vendor-specific items like Cisco’s CCX (Cisco
Certified Extensions): getting protocol-level
documentation for vendor-specific items is often
difficult—usually requires a call to the vendor’s
engineer
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Conclusion

e The problem is with the STA

e Even if you could blame the excessive roaming
on the network or the air, the use of
Disassociate instead of Reassociate when
roaming is definitively incorrect

* No explanation for why the device sometimes
goes “radio silent” before roaming

e This was a specialized appliance with custom
drivers written by the vendor (as opposed to
the chipset manufacturer): talk to the vendor!
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Thank You!

Joe Bardwell
Connect802 Corporation
San Ramon, CA

(925) 552-0802

joe@Connect802.com ‘2 . t802
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