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Case Study

Customer is a large retail store chain in Switzerland

Sales areas are covered with WWLANSs for inventory management
Customer reported sporadic hang ups of bar code scanners
Scanner recovers after delays up to minutes back to normal
Application is mission critical for logistic purposes

Finger pointing between scanner vendor and WLAN deployer
Customer is stuck between a rock and a hard place, since month!

Task: Analyze WLAN and investigate the source(s) of problems
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Case Study

Situation facts:

»  WLANSs working in A-Band (5 GHz)

»  WLANSs encrypted with \WWPA2 enterprise
»  WPAZ2 decryption keys are not available
Tools used:

 Wireshark with three AirPcap Nx Adapters
«  WiSpy DBx for frequency analysis

Three AirPcap Nx combined

 (Case demonstrates WLAN troubleshooting with even encrypted data
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WLAN troubleshooting

Possible causes for the hung up problem: g

Radio gaps in WLAN covering

Radio interferences from other devices & .

Overloaded WLAN cells

Roaming problem

Settings / defects on Access Points
Settings / defects on Mobile Clients
Application or handling problems
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WLAN troubleshooting

Setup your Wireshark with:

 Choose 802.11+ Radio for 802.11 A/B/G

 Choose 802.11+ PPI for 802.11 N (Per-Packet Information)

* This will add a Radio Tap Header to each frame with radio values

 Add columns to display values _ e
* Colors will improve orientation S

Airfcap USE wireless capture adapter nr. (i Blink Led

Basic Parameters

Channek 5180 [A 3] w| [V Include 802.11 FCS in Frames
Channel Offset: 1] P
Capture T:. pe B02.11 = Endio :] FCS Filter: &0 Frames

30211 Only

80211 + Radic p |
80211+ PRI B

Apphy Cancel
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WLAN troubleshooting

Management Frames:

e Beacon

* Probe request and response

e Authentication

e Deauthentication

e Association request and response

e Reassociation request and response
e Disassociation

Ad-hoc-Networks only:

e Announcement Traffic Indication Message (ATIM)
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WLAN troubleshooting

Control Frames:

e Request to Send (RTS)
e (Clear to Send (CTS)

e Acknowledge

e Power Save Poll

Only for PCF-Mode:
e Contention Free End (CF-End)
e Contention Free End + Acknowledge (CF-End+CF-ACK)
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WLAN troubleshooting

Data Frames:
e Data
e Null Function

Only for PCF-Mode:

e Data + CF-Ack

e Data + CF-Poll

e Data + CF-Ack + CF-Poll
e CF-Ack (no data)

e CF-Poll (no data)

e CF-Ack + CF-Poll (no data)
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WLAN troubleshooting
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WLAN troubleshooting
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WLAN troubleshooting

gl WL Client Bl a SV fiew 43 =
Ble [Edrt ![hH'- Eu Eunrune Eruhr'z Caatistica Tzle-phm'rx Tooh  |rternals  Help

Bdaae ERXEL Qs+ T42 S5 qaqpn a0 ® g & !.
Filter: E Exprenuicn.. 4
[N Time Channel TiSpeed  Tgnal (dfim) SMRE Sounce Drestanation Frotocol Infia 4

# Frame 39: 161 bytes on wire (1788 bits), 161 bytes captured (1288 bits
Radiotap Header v, Length 28 —
Header revision: 0
Header pad: 0
Header length: 28
W Present T1ags
MAC timestamp: 742490447
% Flags: Ox10
Data Rate: 6.0 Mbh/s
Channel fregquency: 5180 [& 36]
dChannel type: 802.11a (0x0140)
5L Signal: -71 dBm
551 Noise: -95 dBm
Signal Quality: 92
Antennda: O
SSI Signal: 24 dB
5 IEEE 802.11 Beacon Trame, ETA0S: «....-..C
« TEEE 802,11 w1re1ess LAN management frame
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WLAN troubleshooting

The position of your Wireshark analyzer is relevant for analysis !

Where should you capture?
* |f you suspect a single cell problem, stay near the Access Point
If you suspect a roaming problem, move with the Mobile Client

Use Beacon S/N ratio to define your position in relation to APs
Signal to Noise (S/N) ratio should be = 20 db

Sometimes, a graphic tells us more than a thousand frames
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WLAN troubleshooting
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WLAN troubleshooting

Lets check to which Access Points our Mobile Client is associated

Sowty Drilratior
Svmbo b 1 ¥ H
1.oOEeda  S200 [A 40]  54.0 40 gf SymbolTe_Fb:cd:%" Al

146 1,007%545 3200 |&a 40) 4.0 = T 49 di SvmbolTe fh:cd:57 A

Signal (2Bmi

TE Spamd

| | Hi=65: D545 s
1=HSRP-rooters UG LLC I P, HiR}=B3, N(S)=1l; DSAP SHA &
I-HSRP-Pouters 00 LLC S P, Tunc=HRE, N{R)=67; OSAP Ox7a -

# Frame 78: 622 bytes on wire (4976 bits), 622 bytes captured (4976 bits)
i Padiotap Header O, Length 28
IEEE #02.11 QoS Data, Flags: .p.....TC
Type/subrtype: Qo5 Data (Ox28)
Frame Contral; 0x41E8 (Normal)
Duration: 44 . . .
[8ss 1d: Cisco_a9:3:c0 (DO:1b:2b:a9;3b:c0) ] at the begmnmg of the trace file
SOUTCE aiuress: Symbolle_lTo.ch.37 L0010 0. T0:Ca: 97
pestination addrass: AT1-HSRP-routers (0 (OO0 00:0c =07 ~ac=00)

LFpamment numbar: 0 ae———— M- e e e i B i B SR e
Filr: | s arheher OO0 DT e 00 A bt i - 0% M7 u} Erpremisn. - Chust i T
K= Tirma Chareai TE Seaed ~ Sigral (dBm| 1HE Seurcd Clasdirabon Perdocal  Infc = |
15407 O.DE7HG2  S180 [A 36] 54,0 -41 54 di SymhalTe_fhicd:57 All-HSRP-routers_00 LLE T, K{R}=3, W{S)=125; DSAF Oxa? T
15458 1. 13728 5180 [a 36 S4.0 54 42 dB SymbolTe_fhicd: s All=HSRP-routers_00 LLC I P, N(R}=TT, N(S)=101; DSAP Ox5i
L 55 2 VTR 1 B i F) T (& TR [ L :"'_]" IF - WY L] o |

fm —Fil] FEREE A

¢ Frame 15520: 022 bytes on wire (4976 bits), 622 byles captured (4976 Bits)
¥ Radiotap Meader w0, Length 28
IEEE B02.11 005 Data, Flags: -p.....TC
PypesSubdtype: Qo5 Data (OxI8)
Frame Control: Ox41B8 (Wormal)
miratrion - did .
L_Bss 1e: Cisco_a%9:3c:60 {00:1b:2b:a0:3c;60) | at the end of the trace file
source address: SymbolTe_thicd:57 (0:15:70:Th:c4:h7)
pestination address: Al1-HSAP-routers_ 00 Q00:00:0c 07 ;ac 00)
- L"ﬂ';'ﬂ“-"_'!-.-—r"‘"h.ﬂ'.'#“ 2 T T dp =—um b - E . - - LN SR - . i SRR T rp—— = - B e
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WLAN troubleshooting
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WLAN troubleshooting

Click on graph to
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WLAN troubleshooting

Wl 1t Cheoe Binctnspcap Wireshers LA [Hbe Fery £378

sy
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5642 0.006392  S1B0 [A 36] 6.0 54 37 di SymbolTe_Th:cd4:57 Cisco_a%: 3c: a6l 802.11 arthentication, SN=911, Fr
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- . -

I

0. 041 269

[ Browdeas i 11 Probe Redquest, SN
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i Logical-Link Contral
B02.1% Authentication
Varsion: 1
Type: EAP Packer {0)
Length: 46
Extensible authentication Protocal
Code: Request (1)

Id: I
Length: d6

Type: Tdentity [RFCIT4E] (1)
Tdentity (41 bytesl: \Odnetworkid=V0LANES4 naside=bashi2d , portid=0
i Fuamie fivaevril 118 Dyl Poclipts DNYTT D lipest (598 Mk ed- O Lasd Ui e 00.A26 Finfike WLAN Rada_ Taji
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WLAN troubleshooting

Findings:

- Last frame seen before hang up: Request ID
 No reaction from the client at this point

» After 30 sec the client is deauthenticated by AP
Important question: Did the frame arrive at client?
» [fYES -> Client should reply with: Response ID
 |f NO -> AP should retransmit the Request ID

Can we tell if the Request ID has arrived at the client? Yes we can!
» Have a closer look at the trace file and you will find the answer !
(Hint be careful with display filter)

© 2012 Leutert NetServices SHARKFEST ‘1 2



WLAN troubleshooting: The Solution
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* In WLAN, all frames correctly received are acknowledged !

 The client does acknowledge the reception of Request ID in frame 5651
 The client should now process the request and reply with a Response ID
 Abug in the client firmware caused this sporadic misbehavior

 The client vendor provided an upgrade and the problem was solved !
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Thanks for visiting

© SeaPics.com

Hope you learned something useful

Rolf Leutert, Leutert NetServices, www.wireshark.ch
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