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So why focus on the application?
Creating a CDA (Capture to Disk Appliance)

Using Pilot for “back in time” troubleshooting with your
CDA and Wireshark

Application QA Lifecycle

Top Causes for Application Performance issues
— Application Turns

— TCP

— Layer 7 Issues

— TCP Retransmissions

Using Wireshark to create custom profiles to troubleshoot
CIFS/SMB

SHARKFEST 12



So why focus on the Application?

* In many cases it is the Network Engineers that
have the tool set to help pinpoint where the
problem exists.

* “It's not the Network!" - The Network is guilty
until proven innocent.

* Application performance issues can impact
your business/customers ability to make
money.

 User Response time is “Relative”.

* Intermittent performance issues (moving
target).
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The “moving target”

* Analyzer placement - Two options
— Move the analyzers as needed
— Capture anywhere and everywhere

» To defend the Network multiple capture
points of the problem is the best solution.
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Commercial vs. Free Capture

» Define your capture strategy
— Data Rates

— What are my goals? Troubleshooting vs.
Statistical information.

— Do I need to capture every packet?
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Capture to Disk Appliance (on a budget)

* What is needed?

— dumpcap is a command line utility included
with the Wireshark download to enable ring
buffer captures.

— Use an inexpensive PC or laptop (best to
have 2 NICs or more).

— Basic batch file to initiate capture.
— Cascade Pilot (optional but recommended)

SHARKFEST 12



Dumpcap Example

cd \program files (x86)\wireshark
dumpcap -1 1 -s 128 -b files:100 -b filesize:
2000000 —w c:\traces\internet
\neadersonly1.pcap

This is a basic batch file that will capture off
of interface 1, slice the packets to 128
bytes, write 100 trace files of ~2 Gigabytes,
and write the trace file out to a pcap file.
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So why did | write multiple 2 Gig trace files?

* Pilot!
» Pilot can easily read HUGE trace files.

» This allows us to utilize our CDA in ways
no other analyzer can.

* | personally have sliced and diced 50 GB
trace files in Pilot in a matter of seconds.
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S0 how does this all work together?

» Directory full of 2GB trace files, all time
stamped based on when they were written
to disk.

 User calls in and complains that “the
network™ is slow.

 Locate that trace file based on time and
date and launch Plilot.

SHARKFEST 12



Instructor Demo

Troubleshooting user
“Network Issue”
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Think about the possibilities...

* From a multix GB trace file we were able to:
— Look at the total Network throughput.

— See what applications were consuming the
bandwidth.

— ldentify the user that was responsible for consuming
the bandwidth.

— ldentify the URI's the user was hitting and what the
response times were.

— Drill down to the packets involved in the slow web
response time in Wireshark.

« All in a matter of a few seconds.
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Why are there so many application issues?

* Applications are typically developed in a
“golden” environment

— Fastest PCs
— High Bandwidth/low latency

» When applications move from test (LAN)
to production (WAN) the phone starts
ringing with complaints coming in.
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The Application QA Lifecycle

* In most organizations, applications go through a
QA process
* Typical QA/App developers test the following:
— Functional tests
— Regression tests
— Stress tests (server)
— Rinse and Repeat

* What is often missing is “Networkability” testing

* All QA Lifecycles should include Networkability
testing
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Application Networkablility Testing

* |dentify key business transactions, number of
users and network conditions the application
will be deployed in.

» Simulation vs. Emulation

— Simulation is very quick, often gives you rough
numbers of how an application will perform over
different network conditions.

— Emulation is the only way to determine when an
application will “fail” under those conditions.

* A Combination of both is recommended.
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Top Causes for Poor Application Performance

* Application Turns

» TCP

» Layer 7 Bottlenecks
» Congestion (network)
* Processing Delay
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Causes for Slow Application Performance

Application Turns
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Application Turns

 An Application Turn is a request/response
pair

* For each "turn” the application must wait
the full round trip delay.

* The greater the number of turns, the

worse the application will perform over a
WAN (latency bound).
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App Turn

GET fassets/images/riverbed_logo.png HTTP/1.1
[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
49222 > http [ACK] Seq 573 Ack 2921 w1n 16060 Len =0

HTTP/1.1 200 OK  (PNG) |
GET /assets/phqtos/R1verbgq_Cascage_home_OIOZ11.png HTTP/1.1
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Example in Wireshark

Display Filter:

Fiter: Imbcnd w
e tws | ives  fbess 00000000 S > g om0 Ihesss jem ST =
10.008388 0.096607 237 192.168.151,108 183 192,.168.151.122 M8 Read Andx Response, FID: Oxc00d, 61440 bytes
10.00893% 000547 117 192.168.151,122 63192 166,151,108 swna Read AndX Reguest, FID: Oxc00d, SI440 bytes at offset 61440
10.105423 0.096438 237 192 .168.151,108 183 192 168.151.122 s»8 Read AndX Responsa, FID: Oxc00d, 61440 bytes

10.108972
10,2022%7
10.202651
10.29922

10,299569

000548 117 192 168,151,102 63192.168.151.108 sM8 Read AndX Regquest, FID: Oxc00d, 61440 bytes at offsar 122880
095325 237 192.168,151,108 183 192.168.151.122 swp Read AndX Response, FID: OxcO0d, 61440 bytes
000364 117 192.166.151.122 63192.168.151.108 swa Read Andx Reguest, FID: Oxc00d, 61430 bytes ar offser 184320
096537 237 192.166.151,106 183 192.166.151.122 & Read AndX Response, FID: Oxc00d, 61540 bytes
000341 117 192.168.151,122 63 192.166.151,106 sm8 Read Andx Request, FID: OxcO0d, 16354 bytes at offset 245760

10.358427 0.05B858 441 192.168.151.108 387 192,168.151,122 sm8 Read AndX Response, FID: OxcO0d, 16364 bytes
10.358662 0.000235 117 192.168.151,122 63192 168.151.108 swms Read AndX Request, FID: OxcO00d, 45056 bytes at offset 262144
10.441337 0.082675 1373192.168.151.108 1319 192.168.151.122 sSn8 fead AndX Response, FID: OxcO0d, 45056 bytes
10,44545) ¢, 004156 117 192.168.151.12 63192.168.151.108 s5M8 fead Andx Reguest, FID: Oxc00d, &1440 bytes at offser 307200

10,541826
10,542163
10,638633
10.639010
10.735377

096333 237 192.168.151,108 103192.168.151.122 s« Read Andx Aesponse, FID: OxcO0d, 61340 bytes
000337 117 192.168.151.122 63 192.165,151.108 sw Read Andx Raguest, FID: Oxc00d, §1430 bytes ar offser 368640
096470 237 192.166.151,108 183 192.168.151,122 swa nead Andx Response, FID: Oxc00d, 61440 bytes
¢.000377 117 192.168.151.122 63192,1668.151.106 sma Read AndX Request, FID: Oxc00d, 61440 byres at offset 430080
096367 237 192.168.151,108 163 192.168,151.122 sms Read AndX Remponse, FIO: OxcO0d, 61440 bytes

[~R-R-R- R R R R -R-R-R-R-P-R-F-N-N-]

| Packets: 22388 Displayed: 882 882 Application Turns in this trace
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App Turns and Latency

* |tis fairly easy to determine App Turns
iImpact on end user response time
— Multiply the number of App Turns by the

round trip delay:

* 10,000 turns * .050 ms delay = 500 seconds due
to latency

* Note, this has nothing to do with
Bandwidth or the Size of the WAN Circuit
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So what causes all these App Turns?

» Size of a fetch in a Data Base call
» Number of files that are being accessed

» Loading single images in a Web Page
instead of using an image map

» Number of bytes being retrieved and how
they are being retrieved (block size)
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Causes for Slow Application Performace

TCP
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TCP Window Size

* The TCP Window Size defines the host’s
receive buffer.

» Large Window Sizes can sometimes
nelp overcome the impact of latency.

* Depending on how the application was
written, advertised TCP Window Size
may not have an impact at all (more on

this later).
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TCP Inflight Data

 The amount of unacknowledged TCP data
that is on the wire at any given time.

» TCP inflight data in limited by the
following:

— TCP Retransmissions
— TCP Window Size
— Application block size

* The amount of TCP inflight data will never
exceed the receiving devices advertised
TCP Window Size.
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TCP Inflight Data in Wireshark

T Wireshark: Preferences - Profile: Default : ={o
=} User Interface Colzmrs

Layout [The first Ist entry wil be dsplayed as the e fimast column - Orag and drop snines to changs column order]
Chavs Dsplayed [Title e tvoe |
Eont No N
Coloes Time Tne (format as specfied)

Caphure Ceita Delta tme Gsplayed

Sretrg Bytes Packet iength (bytes)

Saurce Source adoress

Name Resohutior

8yt=s In Fight Custom (tep Jen)

Stabstics

3 Protocols Destnation  Destnabon address

AIAJTREITI AT

Protocol Protocol
Info Information
Proapestes
_AM__, Feld type: ||.‘-,»f.rn= _'_]
_.__I“ Fieid name: Ittp.ler.
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TCP Inflight Data in Wireshark

- e Sy | Y~
NN 00000 IWWIWe
. 000064
.000284
.000329
-D45081
-000181
.000052
005243
258150

888215
888499
888828
933909
934030
934145
939393
97543

197735
243042
243344
306404
7365358
784029
TB4038
4142
60081
690373
690457
690536
690620
690638
890777
690654
690932
691010
591089
691170

AD AD D D D D AD D D MDD N T OO N B B B S

OO0 O0OQCOQOCOOONOOOTTODOODOOODODODODOO

0090192

045307
-000302
-263060
230158
047480
.0000%%
000044
905935
.000292
-000084
-000079
.000084
.000078
.00007%
, 000077
000078
.000078

000079

-000081

PLLBFLFap L)

54 192.168.251.12
142 192.168.151.122
142192.166.151.122
118 192.166,151.108
130 192.168.151.108
54 192.168,151.122
142 192.168.151.12
60 192.168.151.108
142 192.168.151.122
130 192.168.151.108
142 192.168,151.122
60 192.168,151.108
144 192 168,151,122
1514 192.168.152.108
314 192.168,151,108
54 192.166.151,122
1514 192.166.151.122
1514 192.168,151,122
1514 192.168,151,122
1514 192 168,151,122
1534 192.168.251.122
1514 192.168.151.122
1514 192.168.251.122
15314 192.166.151.122
1514 192.168.151.122
1514 192.168,151,122
1514 192.166,153,122
1514 192.168.151.122

| e m—

 p— -

S IVITINETISIC I SR WY TTANT RAspUOnER, NT NOTIFY
0192.166.151.108 YOr 1041 > 335 [ACK] SeqnGS2 Ack=2514 Win=53960 Len=0
55192.166.151.106 & Trans? Request, SET_FILE_INFO, FID: OxcD00
B85 192.1668.151.108 ©&5v8 NT Trans Request, NT NOTIFY, FID: Ox4005
64 192,.168,151.122 swve Trans? Response, FID: OxcO0Q, SET_FILE_INFO
76 192.168.151.122 s NT Trans Response, NT NOTIFY
0192,.168.151.108 TC@ 1041 > 445 [acx] Seq=858 Ack=2654 win=63823 Lens0
88 192.168,151.108 3w NT Trans Request, NT NOTIFY, FID: Ox4005
0192.168.151.122 7O 445 » 1041 [ACK] 5e0#2654 AckeSd6 WineG3663 LensD
58 192.165.151.108- 3w NT Trans Request, NT MOTIFY, F10: Ox4006
76192.166,151.222 sv8 NT Trans Response, NT NOTIFY
B8 192.166.151.108 s'e NT Trans Request, NT NOTIFY, FID: Ox4006
0192.168,1531.122 7yo@ 445 > 1041 [Ack] Seq=2730 Ack=1122 win=63487 Len=0
90 192.168.151.108 sve Transl Request, FIND_FIRST2, Pattern: \*

1460 192,168 152,12 TOR [TCF segeent of a reassesbled POU]

260 152.168.151.122 5% Trans? Response, FIND_FIRSTY, Filas: LSt .pC
0192.168,.151.108 O 1043 > 345 [ACK] Seqellil Acke4450 wineB3240 LansD

1450 192.168.151.108 TO» [TCr segeent of a reassesbled rou)

14560 192,168.151.1 e [TCr segrent of a reassesbled POU]

1460 192,168,151.108 TCo» [TCP segment of a reassembled POU)

1460 192,168,152.108 TOr° [TCP segment of & reassesbled POU]

1460 192.168.151.308 TO° [TCF segoent of a reassesbied FOU]

1460 152.168.151 108 TCOr [TCP zogment of a reassembled FOU]

1460 152.168,151.1 TR [TCP sagment of 3 reassssblied POU]

1460 192.168.151.108 TO» [TCr segeent of & reassembled POU]

1460 192,166.152.108 Tor [TCr segrent of a reassesbled roul

1460 192,168,151.1 Tor rer segment of A reassesbled rou)

1460 192,166.151.108 To@ [TCP segment of & resssesbled Pou)

1460 192.168,.151.108 T7TOr [TCP segment of a reaszsesbled FOU)

The Bytes in Flight Column shows us how much payload is in each packet.

27
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TCP Inflight Data in Wireshark

| A f ¢ 0 P F g T | ) K L L N 0

1 No Timwe Delta Bytes Source 8ytes In Fl Destinatio Protoced  Info

4 98 979559 0 242 1921681 168 192.168.1'5M8 l'-\'mr Andi Roguest, F1ID: Oxc000, 61440 bytes at offser O

3 109 984588 0.05029 105 192.168.1 51 192.168.1'5M8 Write AndX Response, FID: Duec000, 63440 bytes

M 162 539158% 0.065938 242 192.168.1 188 192.168.1!5M8 Write AndX Roguast, #10: OxcO00, 51430 bytes at offsat 61440

» 174 996368 004724 105 192.168.1 51 192.168 1'5Mm8 Write AndX Response, FIO: Coc000. 61440 bytes

o 227 100333 0.06%863 2421921681 188 192.168.1!5M8 Write AndX Roguest, FID: Oxc000, 61430 bytes at offset 122880
239 100822 0.04891 10% 192.164.1 51 192.168 1'5Mm8 Write AndX Response, FID: Ooc000, 61440 bytes

) 291 10.145% 00673 242 1921681 185 192.168.1: M8 Write AndX Reguest, FID: Oxc000, 61440 bytes at offset 184320

4 304 10,1974 004788 105 1921641 51192.31681'5Mm8 Write AndX Resporse, FID: Ooc000, 61440 bytes

10 356 10.265) 0.06785 42 19216481 185 152.168.1:5mM8 Write AndX Request, FID: Oxc000, £1420 bytes at offset 285760

11 69 103201 00548 105 1921681 51 192168 1'5Mm8 Write AndX Response, FID: Cxc000, 61440 bytes

12 420 103872 0.06709 242 1921681 188 192.168.1'5M8 Write AngX Request, FID: Oxc000, 61440 bytes st offset 307200

13 434 104356 0.0489 105 192.168.1 51 192.168 1'5M8 Write AndX Response, FID: Cac000, 63440 bytes

14 485 105012 0.0652 242 192.168.1 188 192.168.1'5Mm8 Write AndX Request, FID: Oxc0Q00, 61440 bytes st offset 366540

15 499 105491 004783 105 192.168.1 51 192 168 1'5MA Write AndX Resporse, FID: Duc000, 61440 byre

16 550 106142 0.0651 242 192.168.1 188 192.165.1'5M8 Write AndX Request, FID! Oxc000, 51440 bytes at offset 430060

17 564 106608 004659 105 192.168.1 51 192.168 1'5MB Write AndX Resporsse, FID: Due000. 61440 byres

18 oid4 107235 0.06269 142 192.168.1 158 192.163.1'5M8 Write AndX Reguest, FID! Oxc000, 61440 bytes #t offset 491520

15 629 107734 004797 105 192.168.1 51 152.168.1'5M8 Write AndX Resporsge, FID: Dug000, 63440 bytes

20 679 108337 006232 JA7 197 1681 168 192.1638,1'5M8 Write AndX Reguest, FID) 0xc000, 61440 bytes a1 offset 552960

71 &% J0.BRI8 004804 105 192.168.1 51 192.165.1'5M8 Write AndX Respanse, FID: Duc000, 51440 bytes

2 744 105457 006391 JA2 197 168.1 188 152.168,1'5M8 Write AndX Reguest, FID: 0xc000, 61440 bytaes at offset 614400

i3 759 3109937 004797 105 192.168.1 51 192.168.1'5M8 Write AnaX Respanse, FID: Duc000, 61440 bytes

.4 acs 11054 006031 247 192.168.1 188 1592.168.1'5M8 Write AndX Reguest, FD: Oxc000, 61340 bytas at offset 675840

5 824 11102 0.04803 105 192 1681 51 192168 1'SME Write AndX Respanse, HO: Ouc000, £1440 byres

.6 873 11162 006005 242 1921681 188 192 168 1!SM8 Write AndX Request, FID: Oxc000, 61440 bytes at offset 737280

17 889 112088 004671 105 192.164.1 51 192.168.1'5M8 Write AndX Response. FID: Ouc000. £1440 bvies

The Bytes in Flight Column shows us how much payload is in
each packet.
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TCP Inflight Data in Wireshark

Convert Text to Columns Wizard - Step 2083

The screen leta you set field wdths (colmn bresia)
Lines with arvoevs sinify & column break,

To CREATE a break Ine, cick at the desired posion.
To DELETE & bresk kne, double dick on the ine,
To MOVE a beoak tne, dick and drag 2.

AndX
AndX] &

Andd] Sssponse, Fil

Cancel cwa |[CEos | o |

» { [ L [ ol '
\ - ote By e e v w10 Pt
™ ' TS5 Ml N 1IN0 192 140 1'5000 A Antn Nesamt I8 o
] 1os J 3] ( ¥ 1 192968 ) 192 188 1V Arite A . Resgrgs |
. ‘ LRI dOSea (FRLSRIE R 1S wine anza Fert 4104
& 9% AT 1 FRTE B £33 Arite Az
37 1001 oeoud 41 1922 (] write v . ot 222980
% 1004 0381 106 1902184 (] Write Amw e .
: L 1014 ) £ 192068 15 At X ey o et 182300
) o4 101974 047848 SLIM 1 rAa AT AAEX [
| e ) ) 08 7TH SRS RT ] (CRLRET R RTEH Write ex Requmat ent JONTH
i NS ocum 128 19081 SLI02 s 1'Eve Arite A3 .y .
Q0 1T cosTm Il NS IR 08R 10 Aitle Anex " = et 0T
a4 4 A L JR1- R a2l Llea L Witte AndX
4 2 1 - 21901 188 152 L6A 1 Wiite And Muet JLBsAL
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TCP Inflight Data in Wireshark

70000

Graphed in Excel

Application Block Size

m Application Block Size
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Easier way for SMB/CIFS

<foj

= User Inteyface
Lavout

Courmns

Caplure

Foneng

Name Resoluton
Statistics

4| Protocols

31

Colunrs
[Thie first hst antry all e deplaped as the kefimost column - Drag and drop entnes to change cobumn order]
yed |Titie  [Fieié type |
o Fumber
Tive Time (format as specfied)
Delta Deita tme deplayec
Bytes Packet length Dytes)
Source Source adcress

Bytes [n Fight Custom (topJen)

Destnaton Destinaton sddress

Custom (and, e e jength)

PRI AT

Frotoco Protocos
Info Information
-Propestes
iJ Feid type: It_‘_sttn- _'J
S Fsdd name:  |amb. tle.rw jenge

o woy | o |
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TCP Retransmissions

* Every time a TCP segment is sent, a
retransmission timer Is started.

* When the Acknowledgement for that
segment is received the timer Is stopped.

* |f the retransmission timer expires before
the Acknowledgement is received, the
TCP segment is retransmitted.
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TCP Retransmissions

» Excessive TCP Retransmissions can have
a huge impact on application performance.

» Not only does the data have to get resent,
but TCP flow control (Slow Start) kicks into

action.
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Application Performance

Layer 7 Bottlenecks
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ULPs (upper layer protocols)

«  TCP often gets blamed for the ULPs problem.

— The application hands down to TCP amount of data to go retrieve
(application block size)

— TCP then is responsible for reliably getting that data back to the
application layer

 TCP has certain parameters in which to work with and can usually
be tuned based on bandwidth and latency

* Many times too much focus is put on “tuning” TCP as the fix for
poor performance in the network

« Ifthe TCP advertised receive window is set to 64K and the application is
only handing down to TCP requests for 16K, where is the bottleneck?
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ULPs (upper layer protocols)

Case in point: CIFS/SMB
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Troubleshooting CIFS/SMB

* Arguably the most common File Transfer
method used in businesses today.

» SMB was NOT developed with the WAN in
mind.

* One of the most “chatty” protocols/

applications | run into (with the exception of
poorly written SQL).
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CIFS/SMB Quiz

» What is faster using MS File Sharing?
— Pushing a file to a file server?
— Pulling a file from a file server?
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ULPs (upper layer protocols)

39

SMB Write (Block Size)
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i

I

ULPs (upper layer protocols)

SMB Read (Block Size)

4D S St wp gl MERASE SRR A SR S-S Sy S v

D0 ED D~~~ D
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CIFS/SMB

» What is faster using MS File Sharing?
— Pushing a file to a file server?
— Pulling a file from a file server?

» SMB Write (Pushing the file) can almost be 2X as
fast as pulling (SMB Read)

* Depends on the Latency
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CIFS/SMB Tuning

« SMB Maximum Transmit Buffer Size

— Negotiated MaxBufferSize in the Negotiate
Protocol response

— Default for Windows servers is typically
16644 (dependent upon physical memory)

— Client default typically 4356
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CIF/SMB Tuning
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CIFS/SMB Tuning

 Caveat:
— SMB is extremely dependent upon the API

* Even though you set the max buffer size to 64K,
windows “share” data will always get truncated to

60K (61440) even though the server can support
64K
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CIFS/SMB Tuning

* Custom SMB APls

— The Windows limitation can be exceeded by
programs written to use SMB as they file
transfer protocol
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CIFS/SMB Tuning

Seesus Gx 0 - o .
. T : L -

et —r o v — B
O3 PSP’ I | [P S S | NP S O O A TN e oNIs . = IWUCF

- r— Is

= TN TR Ry YRR SUUMODE PEAD PSR PRy AN
£ 0.35312 13 192.168.053.32 1364 192 .168.151 & 5V Write Ands Reguest, FID: Ox400b, 65536 Sytes at offses 0

[ 0.047884 105 192,168.151.108 $1192.168.151. it AnGX Response, FIO: Ox4000, 65536 bytes

[ 0.034812 1418 192,168.151.122 1564 192 .166.151 L) arite AnGX Reguest, FID: OwéD0D, ASSSE oytes ot offser 83844
[ 0 105 192,166,151, 106 $1192.168, 154 S¥8 write AngX Retponse, FID: 0x400n, 65536 bytes

6. 0 5 L1418 192,168,153, 002 1364 192.166.151.308 write Andx FID: Oxé00%, 635536 Sytes at offees 131007
€ 0. 105 1%2,165,3151.108 51192.168,151.102 va NrIte AndX Resgcnse, FID: Oxd00m, 65536 Bytes

6. 0 1418 192.165.151.102 1564 192.160.151.108 3 6 Swe Arite AndX Request, FIO! Oxn400b, 83530 bytes at offser 136800
] 0.0 108 192,100,151, .08 $1192.200 152002 B 58 Mrite AnEX Response, FID: Ox400s, 65536 Sytes

1 0.1 151,122 L364 192,166,151, 108 Ve Mrite Ak Raguest, FID: Oxd00h, 65536 Sytes at offems 262144
3 0. .151.108 51192.168.151 v Write Andx Oxd00e, 65536 Gytas

€. 0.0325% J151.222 1364 192.168.151.2 Sve nrite AndX : Ox400%, 05536 byte: at offser 327640
¢.5 0.049980 ) 31192.100.15%1 pL) arite Anax Ox$000, 655350 byten

4 0.07193¢ L1364 192 166, 15) 5V write Andy t Oad005, 05536 Sytes st offses 393218
7.0 0.04855¢6 3l 151 Ve writs Andy Ox400, 65536 Eytes

e 0.066240 1364 1 151.12 sve arite AndX Reguest, FIO: Ox400n, 63536 Sytes ar offser 458732
ra 0.047%38 51 1%1.1 5w write Andx Rezponse, FID: Ox4D00, 65550 Dytes

? 0.04808) 1364 151 v write AndX Reguett, FID: 04005, 05536 Sytes at offset S24204
7 5| Sup write Andk Ox$00%, 65536 Byt

7 1364 oM write Aandy Ox4$00, £5536 tyten at offasc 335824
! ‘ b 51 Sv8 write AnaX Response, FID: Ox4000, 65536 bytes

7. 0.041850 1364 e arite Andx Request, FID: Oxé00n, 05536 Sytas at offzez 635300
I 0.03427) 51 Ve write AndX Reigeonae, FID) OxdD0B, 65536 bytes

7.551070 0.05382¢ 1364 192 e arite Andx ® a4t FI0: Ox400%, 65536 Bytas at offsat 720856
7597565 0.045455 $1192 L] arite AngX Response, FID: Oxé00R, 65536 bytes

85530 5vs Write AndX Raguest,

£ECIE v wdbe Budv Risesoss

, 05530 Sytes at offsat THE4N2

EEEIE b

059511 0.081740
P

Y MeaanT

1304 192.2

vy

4

4
2
>
-

Note the SMB writes of 65,536
This is a file transfer using a custom APl on a Windows XP machine
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CIFS/SMB Tuning (Preallocation)

oo orE

PRO0OC

Q

ARy o

.
T

Laserved
Farasetar C
Parasater 0ffset: O
Count! 3§
Offsat: T€

P Cowmt: )

served: OO

subcosmand: SET_FILE IO (Da0008)
Eyts Count (RCC): 1B

Padding: CODO0D

\(Y_l]_‘_{kbl: fFarametars

‘'

Transl

sacking Anddx
NY Trans by
NT Tram hm2

Tranal

Rasponie, SET_FILL
L3
Uk ngwr
h NIwn e
PILE_TYD, rIo: Owd008

rags

NT Trans Request, NT NOTIFY, FID: Os200%

Transd

AY Trans

y SET_FILE Ine
RApNSE. NT NOTIFY

NT Trans Raduest, AT AOTIFY, FID: Ded00S
NT Trans Reqoest, NT AOTIFY, FID. Dnél06
KT Trans Aesponse, NT NOTIFY

Indax 200Mp< pcag S00Mps. pca

Transl Naguant, QUERY PATH_INFD, Overs File Basic Info. Pathi
Transl o , QUEXY_PATH_INGD

KT Trans NT MOTIFY, FTO: Dnall6

Tramad a0 FING_FINS Fanterm

fransl y PIND S20572, #1les TAST, PCD

Transl NG _FTN Fattars

Transl Seasgonse, FIND_FIRATI, 7iles: tast zceop

ndex J0DvEzs 3czp OOSgs.pea

-

Tad 00 Oc 39 a7 7a 46 08 DY 4% )
o 0 00 80 08 id ) 7a 0 1L ol
o L b be a3 0 s T J
oo 00 00 09 © ‘e &
D 7. cB 00 00
0 0 Ow . A N
o 00 . D
) ol L y

00

e

- T ST e

Preallocation sets the file info for SMIB Writes and can drastically reduce some

of the “chattyness” of SMIB
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Instructor Demo of SMB Profiles

Demo of SMB Tracefiles
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My personal SMB Profile

3 Wiceshiark: Preferences - Profile =0} x|
= Lsor Interface Colses
Layout [The first lat antry wil b thplaved 35 e Rftmost colem - Dvag and trop antries 3 changs cobuny order ]
_ JiTEEre—— !
Fant No. Nty
Jov Teme Tiere (Rormat as specified)
Caphre By Fached rgth (Dytes
Fretes SVB Byte Count Cuaiam (smb.bec)
Féarres ResoLon SVE Time C (smb.trre)
Starmtyce SvB MO CQustom (smbr.cmd)
& Profocels Custom (smb, fle.rw, length)

Qustam (Cpowindas _se)

1B B S B B e 4 e+ R+ R« Bt 4 3 R 4

INFLIGHT Custom (cpanahysisbyas e flight)
Fiia Dt Custom (amb.fia)

SVE Bytes custm (smb.offeet)

SOrce SOUrce adckess

Dastnatbon Ceamnation a0 ass

i) Infor maton

Prigertes
i’ Fald e i‘h.’lll—l‘ _'J

Rerove I
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ELCAVEVARILWIE

» Building your own CDA is easy to do and
may fit in a majority of the areas you need
to capture from

» Pilot, Pilot, Pilot, it's not just a fancy
reporting engine for Wireshark!

» Test your applications “Networkability”
before they hit production.

» Use the Wireshark Profiles, they will save
you a ton of time.
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