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Hop-by-Hop Options

For all devices on the path

2B 43 Routing 0 — Source Routing (deprecated)
2 — Mobile IPv6
2C 44 Fragment Only when packet is fragmented
32 50 Encapsulated Security | IPSec encrypted data
Payload (ESP)
33 51 Authentication Header | IPSec authentication
(AH)
3C 60 Destination Options http://www.iana.org/assignments

lipv6-parameters/ipv6-
parameters.xml (Mobile IP, etc)




Field Description
Name

Next
Header

Contains the protocol number of the next header

8 Length | Length of this header in octets (bytes)

Variable | Options | 8 bits for type, length in bytes, and then the option itself

http://www.iana.org/assignments/ipvb-parameters/ipvo-
parameters.xml




.o Time Source Destinakion Pro
1693 46, 130400

Frame 168%3 (86 bywtes on wire, 86 bywtes cCaptured)
Ethernet II, sSrc: 192.1658.1.1 (00:14:bf:bha:45:¥93, D=st: I
Destination: IPve-rNelighbor-Discovery _00:00:00:02 (33:33
Source: 192.1658.1.1 (00:14 :hf:ba:45:F97
Type: IPvea (OxSadd)
Internet Protocol wersion &
varsian: B
Tratffic class: 0x00
Flowlabel: QxOOoQd0
Payload Tength: 32
Mext header: IPve hop-bw-hop option COxOO2)
Hop Timit: 1
Source address:
Destination address: ffoz::2
Hop-lkbw—-hop option Header
Mext header: ICMPwE (Ox3a)
Length: O 8 bywtes)
FRoUter alert: MLD (4 bytes)
PadmM: 2 bytes
Internet Control Message Protocol e
Twpe: 131 (Multicast 1listenar repart))
—ode: 0O
Checksum: Ox7eas [cCcorrect]
Maximum response delay: 0O
PMUulticast address: ffoz::2z



+ Et ernet II, Src: Cisco_ae:30:0a (00:0c: "ae 3n Da q Dst xenﬁnurc_ﬁﬁ ?2 co (
= Internet Protocol Version 6, Src: 2001:4998:0:6::15 (2001:4998:0:6::15), Dst:
M 0110 .... = Version: 6
B oses QOO0 OO0 ovw sumn saxs: sasn sess = TPAITIC €1a55: 0300000O00
. eess ses. 0101 0100 0001 0000 1100 = Flowlabel: 0x0005410c
Pay'lnad length: 1440
Next header: IPv6 fragment (ﬂﬂc)«
Hop Timit: 56
source: 2001:4998:0:6::15 (2001:4998:0:6::15)
pestination: 2607:Ff740:0:37:216:3eff:fe68:72¢c0 (2607:F740:0:37:216:3eff:febt
[Destination SA MAC: Xensourc_68:72:¢0 (00:16:3e:68:72:c0)]
= Fragmentation Header%
Next header: TCP (0x06)
0000 0000 0000 0... = Offsetr: O (Ox0000)
csss ssss ssss ss+d = MOre Fragment: Yes
Identification: 0xa262a3bc
Reassembled 1Pv6 in frame: 5763 (gl
* Data (1432 bytes)




ROUTER 2

ROUTER 1

-

Destination




% Frame 1: 260 bytes on wire (2080 bits), 260 bytes captured (2080 bits)
% Prism capture header
# IEEE &02.11 Data, Flags: ....... T
% Logical-Link Control
- Internet Protocol Version 6, Src: 2001:720:810:1212:209:b/7ff:fe3c:902c (2001:720:810:1212:2(
= 0110 .... = Version: O
#Ho.... 0000 0000 .... ... coo. oo o...
c e e e .... 0000 0000 0000 0000 0000
Payload length: 40
Next header: IPvb destination option (60)
Hop Timit: 255
Source: 2001:720:810:1212:209:b/ff:fe3c:902c (2001:720:810:1212:209:b/ff:fe3c:902c)
[Source SA MAC: Cisco_3c:90:2c (00:09:b/7:3c:90:2c)]
Destination: 2001:720:810:1213::1 (2001:720:610:1213::1)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

= Destination Option - Use of Destination
(62)

Traffic class: 0x00000000
Flowlabel: 0x00000000

Next header: Mobile IPvb
Length: 2 (24 bytes)
= IPvb Option (PadN)
Type: PadN (1)
Length: 2
Padn: 0000
= IPvb Option (Home Address)
Type: Home Address (201)
Length: 16
Home Address: 2001:720:810:1213::2 (2001:720:810:1213::2)
= Mobile IPvb / Network Mobility

Options in Mobile IPv6




Mo, Time Source Destination Protocol
1 0.000000 2a01:e35:8bd9:8bb0: 2001 :4b28:dc0:41:21 UDP

4i1]

n Frame 1: BO bfféa on wire fﬁiﬁ_hifﬁ},_ﬁﬁ bfféS caﬁfﬁred_ﬁﬁiﬁ bits)
F Ethernet II, Src: AsustekC 76:29:b6 (00:1e:8c:76:29:b6), Dst: Freeboxs-4d:1f:41 (F:
= Internet Protoco] Version 6, Src: 2a0l:e35:8bd9:Ebb0:a0a7 :ea9c:74e8:d397 (2a0l:e35
EOLID L. = Versieons: b
R SR b b 3 R e P e F e S P e S S P Traffic class: OxQ0000000

Ciee eeee e . OOO0 0000 COOO0 DOOO OOO0 = Flewlabel: Ox00000000

Payload length: 26

Next header: IPvE destination option (60)

Hop Timit: 64

Source: 2a0l:e35:8bd9:8bb0:a0a7 :ea%c:74e8:d397 (2a01:e35:8bd9:8bb0:a0a7 :eafc:74el

Destination: 2001:4b98:dc0:41:216:3eff:Tece:1902 (2001:4b98:dc0:41:216:3eff:Tece

[Destination SA MAC: Xensourc_ce:19:02 (00:16:3e:ce:19:02)]

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown] ] :
o Destination option From RFC2460: Option 11: discard the

Next header: UDP (17) packet and, only if the packet's Destination
Length: 0 (8 bytes) Address was not a multicast address, send

o 6 i ke 11
= Ipvag?t;i:ni: ’E;”‘;;’ ) an ICMP Parameter Problem, Code 2,

Length: 1 message to the packet's Source Address,

Unknown Option Payload: 09 pointing to the unrecognized Option Type.
= IPvE option (PadN)

Type: PadnN (1)
Length: 1
PadN: 00
= User Datagram Protocol, Src Port: 42513 (42513), Dst Port: name (42)
source port: 42513 (42513)




Router 3

Intruder/




Yo, Time Source Destination

1 0. 000000 3001::200:10FF :fel0:1181 3000::200:10fF :Fel0:1060

a| 1]

Frame 1: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) _
# Ethernet II, Src: Hughes_10:10:60 (00:00:10:10:10:60), Dst: IntelCor_16:c?7:fe (00:15:17:16:c7
= Internet Protocol Version 6, Src: 3001::200:10ff:fel0:1181 (3001::200:10fft:fel0:1181), Dst: -
= 0110 .... = Version: 6
B ocoos POOD OO0 Lol wunl wwdd s weds =Tratfie elass: DxDDO0EH000
CRGEEE L 0000 0000 0000 0000 0000 = Flowlabel: Ox00000000
Payload length: 65
Next header: IPvE routing {43)-
Hop Timit: 255
source: 3001::200:10ff:fel0:1181 (3001::200:10fFT:fell:1181)
[Source SA MAC: Hughes_10:11:81 (00:00:10:10:11:81)]
pestination: 3000::215:17ff:Telb:c?7fe (3000::215:17FF:felb:c7Te)
[Destination SA MAC: IntelCor_16:c?7:fe (00:15:17:16:c7:fe)]
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
= Routing Header, Type : IPv6 Source Routing (0)
Next header: ICMPvE (58)
Length: & (56 bytes)
Type: IPvE Source Routing (0)
segments Left: 1
Address: 3002::200:10ff:fel0:1262 (3002::200:10fT:TelD:1262)
Address: 3003::200:10ff:fel0:1363 (3003::200:10f1:Tel0:1363)
Address: 3000::200:10ff:fel10:1060 (3000::200:10fT:Tel0:1060)
= Internet Control Message Protocol v6
Type: Echo {(ping) request (128)
Code: 0
# Checksum: Ox1d00 [incorrect, should be 0Oxdbb9]
[Bad Checksum: True]
Identifier: Ox0000
Sequence: 0
# Data (1 byte)




IPv6 Main Header (40 Bytes)

Version Traffic Class Flow Label
Payload Length Next Hdr

Source Address




i EThernet II,

;| Frame 9 (182 bytes on wire, .lEE bytes capturedj
Src: Icom 03:04:05 (00:01:02:03:04: 050,
| Internet Prntnch version &

version: 6

Traffic class: Ox00

Flowlabel: O0x00000

rayload Tength: 43008

Next header: IPvE fragment (0x2c)
Hop Timit: 255

source address:

pestination address: ::

Fragmentation Header

next header: IPvE routing (OxZh) -
offset: 48

More fragments: Yes
tdentification: Ox00370037

ROUtThg Header, Type O

Hext header: IPve fragment (Ox2c)
Length: 9 (B0 hytes)

Type: O

Segments 1eft 0

address i |

address
address
P 17005: 907 FEFF L FTFF

address
address

thI-'-‘::r

Fragmentatioh Header

next header: IPvE hop-by-hop option C(0x00) -

offset: 0
More fragnents: Mo
Identification: OxGO000000

Hop-by-hop option Header

Crafted IPv6 packet

Multiple headers

Deprecated headers

Headers out of order



ROUTER 2

Flow Labei:
FTP




% Frame 3406; 04 bytes on wire (752 bits), 04 bytes captured (752 bits)
% Ethernet II, Src: cisco_ae:30:0a (00:0c:cf:ae:30:0a), DsT: Hensnur:_ﬁs 72:c0 (00:16:3e:68:72:c0)
= Internet Frntn;n1 version 6, sSrc: 2607:f4eB8:130:202:225:90Ff:Fe01:2610 (2607:f4eB8:130:202:225:90fF
# 0110 .... = version: &
# .... 0000 0000 . - ce-s = Traffic class: Ox00000000
........ 10':!1 Dll'l;'.l. lﬂﬂl ﬂﬂlﬂ 1110 = Flowlabel: Dxﬂrﬂﬂﬂi!e_
Payload length: 40
Mext header: TCP (Ox06)
Hop 1imit: 56
Source: 2607:f4e8:130:202:225:90FF:fell:a610 (2607:f4e8:130:202:225:90FfF :Fell:a610)
[Source sSa MAC: SuperMic_01:26:10 (00:25:90:01:a6:10)]
pestination: 2607:F740:0:3F:216:3eff:feb68:72¢c0 (2607:Ff740:0:3F:216:3eff:febB:72c0)
[ue5t1nat1un SA HA: xensaurc_ﬁﬂ 72:c0 (ﬂﬂ 1E 3e 68: ?E cn}]

5nurce port: http {an)
pestination port: 41991 (41991)
[stream index: 43]
sequence number: 0 (relative sequence number)
Acknow]edgement number: 1 (relative ack number)
Header length: 40 bytes

+ Flags: Ox012 (SYN, ACK)
window size value: 65535
[calculated window size: 65535]

# Checksum: 0xff36 [validation disabled]

# options: (20 bytes)

m Feemlary analwedic]
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No. - Time Source Destination Protocol  Info

23 13.642801 :: ffoz2::1:ff39:292b ICMPv6 Multicast listener report
24 13. 54232ﬁ = ffo2::2 ICMPvG Router solicitation
- 3 D21 :1:TT39:292k ICMPVE Nelghbor soljcitation
31 17 642?31 e80::211:d8ff:Te39:292b ff02::2 ICMPvE Router solicitation
46 21.642662 feB0::211:d8ff:fe39:292b ff02::2 ICMPYE Router solicitation

47 22.642644 feB0::211:d8ff:fe39:292b ff02::1:ff39:292b ICMPv6 Multicast listener report

% Frame 25 (78 bytes on wire, 78 bytes captured)
= Ethernet II, sSrc: AsustekC_39:29:2b (00:11:d8:39:29:2b), Dst: IPv6-Neighbor-piscovery ff:39:29:2b
pestination: IPv6-Neighbor-Discovery ff:39:29:2b (33:33:ff:39:29:2b)
Source: AsustekC_39:29:2b (00:11:d8:39:29:2b)
Type: IPv6 (0x86dd)
= Internet Protocol version &
version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Payload length: 24
Next header: ICMPv6 (0x3a)
HO 1imit 255
Source address: ::
Destination address: ff02::1:7f39:292k
= Internet Control Message Protocol vé
Type: 135 (Neighbor solicitation) -
Code: 0
Checksum: 0x504d [correct]
Target: fe80::211:d8ff:fe39:292b




Router 1 "

Muncie |
)

Router
Advertisement

Time:| Router
Advertisement

Time:| pouter
Advertisement

Time: 11:15am
To: ff02::1

Router
Solicitation

11:08 am

Haven’t heard
from you in a
while.




Router 1 FSFESSEE

Muncie
|

Router Advertisement
Time: 10:45am
To: ff02::1

*Use AutoConfiguration

«Statelss

*Network Prefix: 2001:: /64

] am default router

*For 200 seconds
*Hop limit: 126
‘MTU: 4096




Mo, - Tirmne Source Destination Protocal | Info

tTedd::214: : 43 3 Bd ICMPwWE advertisemeant

FH Frame 1 (110 bytes on wire, 110 bytes captured)
= Ethernet II, Src: 152.165.1.1 (00:14:bf:ba:45:f9), Dst: IPvE-Meighbor-Discovery_00:00:00:01 (33:33:00:00:00:01)
pestination: IPva-Meighbor-Discovery (00:00:00:01 (33:33:00:00:00:010
Source: 1%2.1658.1.1 (00:14:bf:ba:45:F5)
Type: IPvE (Ox36dd)
= Internet Protocol wversion &
version: &
Traffic class: Ox00
FlowlaheT: 0x00000
Payload Tlength: 56
Mext header: ICMPWE (0x3a)
Hop Timit: 255
Ssource address: feB0::214 :bfff:feba:45f5
Cestination address: ffo2::1
= Internet Control Message Protocol wé
Type: 134 (Router advertisement)

Code: O
Checksum: Oxecdd [correct] ]
cur hop Timit: 64 _ Router Advertisement Packet
= Flags: 0x00 S
ource address
O.vv we.. = MOt managed
0. = not other Destination address
00 L... = Mot Home Agent
...0 0... = router preference: medium ICMP type
router 1ifetime: 1800 .
Reachable time: 0O HOp limit
Retrans tirpe: 0 Prefix |ength
= ICMPWE options

Type: 3 (prefix information) Prefix
Length: 32 bytes (40
Prefix length: &4 _
= Flags: OxcO
1... .... onlink
.1.. AUTO
¢ kKot router address
S o B Mot site prefix
valid Tifetime: Ox00278d00
Ppreferred Tifetime: 0x00093a80

Prefix: 2001:4840:FFff:c0lz2:214 :bfff:feba:45f9
CMPVE Optians

Type: 1 (Source Tink-Tayer address)
Length: & bytes (1)
Link-Tayer address: 00:14:bf:ba:45:f%



Router Solicitation

| need an address.

Please send a
router
advertisement

Router 1

Muncie




it |
Ethernet II, src: 192.168.1.100 (00:11:d8:39:20:2h)

pestination: IPvE-Neighbor-Discovery 00:00:00:02

Source: 192.168,1,100 (00:11:c8:39:29:2b)
Type: IPve (0x86dd)
Internet Protocol version 6
version: 6
Traffic class: Ox00
Flowlabel: 0x00000
Payload length: 16
Next header: ICMPvE (0Ox3a)
Hop 1imit: 255

source address: fes0::211:d8ff:fe30:202b <

pestination address: ffo2::2 F
;) Internet Control Message Protocol v

Type: 133 (Router solicitation) h
Code: 0O

Checksum: O0x7842 [correct]
= ICMPVE options
Type: 1 (Source 1ink-layer address)
Length: 8 bytes (1)
Link-layer address: 00:11:d8:39:29:2b

Router Solicitation Packet

e Source address
 Destination address
« ICMPvV6 type




Router1 @t (==
Muncie

Neighbor
Advertisement

To: fe80::1:2:3:4

*My link-local
address is:
fe80::5:6:7:8



Mo, - Time Source Destination Proktocal | Info

6 9. 865886 TeBi: i 2ff :8cff:Telo: 3578 2001:5¢0:8FFF :Fffe IoMPve neighbor solicitation
______ EﬂDl:Ecﬂ:ETTT:fTTE::EtEE tesd: (2T iHcttitel ICMPUG Melghbor acdwvertisement

# Frame 7 (86 bytes on wire, 86 bytes captured)
# Ethernet II, Src: QO0:ffF:8d:10:3%:76 (00:ff:8d:10:3%:76), Dst: 00:FF:8c:10:3%9:78 (00:ff:8c:10:39:78)
= Internet Protocol version 6

version: 6

Traffic class: 0x00

Flowlahbel: Qx00000

Payload length: 32

Next header: ICMPYE (Ox3a)

Hop Timit: 253

Source address: 200L1:5<0:8FFfF:fffe::3f52

Destination address: TeB0::2ff:Bcff:feln:3076
= Internet Control Message Protocol wé

Type: 136 (Meighbor advertisement)

Neighbor Advertisement

* ICMP type 136

Code: 0
Checksum: Oxbdf3 [correct]
B Flags:
Q... = NOT roaoudter
. = solicited
0 = Mot override

Target: 2001:5c0:8FfFf:fffe: 352
= ICMPvE options
Type: 2 (Target Tink-layer address)
Length: 8 bytes (1)
Link-Tayer address: 00:ff:8d:10:39:76a




Neighbor Solicitation
To: ff02::1

Are you using:

fe80::1:2:3:47?

(DAD)

ability




bytes captured)
= Ethernet II, Src: Asustekc_39:29:2h (00:11:d8:39:29:2b), Dst: IPv6E-Neic
pestination: IPvE-Neighbor-piscovery ff:39:20:2b (33:33:ff:39:29:2h)
Source: AsustekC_39:26:2b (00:11:d8:39:29:2b)
Type: IPvH (OxBodd)
= Internet Protocol Version 6
version: &
Traffic class: Ox00
Flowlabel: 0xQ00000
Payload length: 24
Next header: ICMPvE (0Ox3a)
Hop 1imit: 255
source address: ::
pestination address: Tf02::1:7139:292h
= Internet Control Message Protocol vé
Type: 135 (Meighbor solicitation)
Code: ©
Checksum: 0x504d [correct]

Target: TeB0::211:d8ff;fe39:2 Eh.




Mo, - Time Saource Cestination Protacol  Info

7 0,865895 2001 5c0r8Ffffffarisfsl fed0::2ffi8cffifel ICMPyE Neighbor advertisement

# Frame & (86 bytes on wire, 86 bytes captured)
# Ethernet II, Src: 00:FF:8c:10:39:76 (00:FF:8c:10:39:76), Dst: O0:fFf:8cd:10:39:76 (00:ff:8c:10:39:76°
= Internet Protocol version 6 ’ ——

version: 6 Neighbor Solicitation Packet

Traffic class: Ox00

Flowlabel: 0x00000 To a specific unicast address.
Payload length: 32

MNext header: ICMPvE (Ox3a)

Hop Timit: 255

Source address: Te80::2ff:8cff:Tel0:3576

Destination address: 2001:5c0:8FFffffe: 3752

= Internet Control Message Protacol vi

Type: 135 (Meighbor solicitation)

Code: 0

Checksum: 0x00fd [correct]

Target: 200L1:5c0:8FfFf:fffe: 352

= ICMPvE options

Type: 1 (source Tink-Tayer address)
Length: § bytes (1)
Link-Tayer address: 00:ff:8c:10:35:76




=== = =
_— — = =

Multicast Group at 11:00 am

Multicast group at 2:00 pm



HOUTER 1




al Query, used to learn which
ses have listeners on

. Multicast-Address-
used to learn if a

cast address has any
attached link.

by a host when it joins a
or in response to a

er Query sent by a

by a host when it leaves a host
be the last member of
e network segment.



[ Time Source Deskination
156593 d45.130640

TICMPVE MU

1stener

o =

Frame 1693 (86 bytes on wire, 86 bytes captured)
Ethernet II, Src: 1%2.168.1.1 (00:14:bf:bha:45:F5%), Dst: IPvE-Neighbor-Discovery_00:00:00:02

Destination: IPvE-Neighbor-Discovery_00:00:00:02 (33:33:00:00:00:02)

Source: 192.168.1.1 (00:14:bf:ha:d45:f%)
Type: IPvE (OxS6dd)
= Internet Protocol version &
version: &
Traffic class: 0x00
Flowlahel: 0x00000
Payload length: 32
Mext header: IPvE hop-by-hop option COx00)
Hop Timit: 1
source address: :: _
Destination address: ffoz2::2
= Hop-by-hop option Header
Next header: ICMPwE (0Ox3a)
Length: O (8 bytes)
Router alert: MLD (4 bytes)
PadM: 2 bytes
= Internet Control Message Protocol v
Type: 131 (Multicast Tistener report)
Code: 0
Checksum: 0x7ea3 [correct]
Maximum response delay: 0
Multicast aAddress: ffo2::2



ord: 32-bit IPv4 address

record: 128-bit IPv6 address

t much larger!

MX, etc.



an IPv6 address that matches to a host

dress per host name
me per IPv6 address

N AAAA nnnn::nnnn

from NAMED.CONF
zone "localhost”

{ type master;
file "/etc/bind/db.local"; };




Ethernet II, Src: Intel 4: b3:ed (00:02:b3:4c:b3:ed), Dst: 00:1<:10:11:¢7:09 (00:1¢:10:11:c7
Internat Frntncn1 Src: 192.168.1.110 (192.168.1.110), Dst: 192.168.1.1 (192.168.1.1)
User Datagram Prutn&n1, Src Port: 32777 (32777), Dst Port: domain (53)
pomain Name System (query)
Transaction ID: Ox846e

= Flags: 0x0100 (standard query) -

0.. .+ss = RESpONSE: HEEE&gE is a guery

ﬂnﬂ G . = Opcode: standard query (0)

= Truncated: Message is not truncated

cess «asa = RECUrsion desired: po query recursively
0.. vu.. = 2: reserved (0)
ces0 .... = NOn-authenticated data oK: mMon-authenticated data s unacceptable

& & ®

L

L]

L ]

.

L]
"= & &
'Q‘

. s 8 0w

Questions: 1

Answer Rrs: 0

Authority RRs: 0

Additional RRs: 0
= queries

g o
Type: AAAA (IPvE address)
Class: IN (Ox0001)




Frame 2 (100 hytes on wire, 100 bytes captured)
Ethernet II, Src: 00:1c:10:11:c7:0%9 (00:1c:10:11:c7:0097%, Dst: Intel d4c:h3:ed (00:02:h3:4c:h3:ed)
Internet Protocol, Src: 192.168.1.1 (192.168.1.17, Dbst: 192.168.1.110 (192.168.1.1100
User Datagram Protocol, Src Port: domain (530, Dst Port: 32777 (32777)
Domain Mame System (response)
Transaction ID: Ox346e
= Flags: 0xBL80 (sStandard guery response, Mo errar)

[l Gl

[N -

1... .... .... .... = ReEsponse: Meszage 15 a respohse
LO00 0.0, L... ... = 0pcode: standard query (00
ceee 2000 o . = Authoritative: Serwver s not an authority for domain

0. ..., ... = Truncated: Message is not truncated

.1 .... .... = Recursion desired: Do query recursively

1... .... = Recursion available: Serwver can do recursive gueries

Z: reserved (00
Answer authenticated: Answer/authority portion was not authenticated by the serwver
Reply code: Mo error (0)

)
Il

L0

e e Qooo
ouestions: 1
Answer RRs: 1 -
autharity RRs: O
additional RRs: O

= Queries
= www. kame.net: type AaA4, class IN -
Mame: www. kame. net

Type: Ands (IPvE address)
Class: IW (Ox0O0017

= Answers

...... class IM, addr 2001:200:0:8002:203:47ff:Teaq:308

Mame: www. kame. net

Type: Asadas (IPvE address)

Class: IW (Ox0O0017

Time to Tive: 21 hours, 12 minutes, 26 seconds -
Data Tlength: 16

Addr: 2001:200:0:8002:203:47FF:feab:3085




ess resolution, DNS
, mail exchanges, name
ed information

dress resolution

me/address resolution



Ahoo.com

Ahoo.com

eSS

ritative for yahoo.com



+ Frame 2 (74 bytes on wire, 74 bytes captured)

# Linux cooked capture
# Internet Protocol, src: 127.0.0.1 (127.0.0.1), Dbst: 127.0.0.1 (127.0.0.1)
# User Datagram Protocol, Src Port: 32770 (32770), Dst Port: domain (53)

= Domain Name System (query)

Transaction ID: 0xfb48
® Flags: O0x0100 (Standard query)
Questions: 1
Answer RRs: 0O
Authority RRs: 0
Additional RRs: 0
= Queries
= www.kame.net: type AAAA, class R
Name: www.kame. net
Type: Aaaa (IPv6 address)
Class: IN (Ox0001)

dig www.kame.net AAAA

Query packet generated by :




U R

Frame 3 (183 bytes on wire, 183 bytes captured)
Linux cooked capture
Internaet Protocol, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
User Datagram Protocol, Src Port: domain (53), Dst Port: 32770 (32770)
pomain Name System (response)
Transaction ID: Oxfhb4a8
# Flags: Ox8180 (standard query response, NO error)
questions: 1
Answer RRs: 1

Authority RRs: 2
TR B = Query response packet
= qQueries generated by :
= www.kame.net: type AfAAA, class IN _
Name: www.kame. net dig www.kame.net AAAA

Type: aAass (IPvG address)
Class: IN (0x0001)

= Answers
= www. kame.net: Type AAAA, class IN, addr 2001:200:0:8002:203:47fF:Fe2a5:3085
Mame: www.kame, net
Type: aaas (IPv6 address) -

Class: IN (COx0O00L1)
Time to live: 23 hours, 49 minutes, 40 seconds
pata length: 16
aAddr: 2001:200:0:8002:203:47fFff:fea5:3085
Authoritative nameservers F
= kame.net: type NS, <class IN, ns orange.kame.net
Mame: kame.net
Type: NS (Authoritative name server)
Cclass: IN (Ox0001)
Time to live: 23 hours, 49 minutes, 40 seconds
Data length: 9
Name server: orange.kame.net
¥ kame.net: type NS, class IN, ns nsl.itojun.org
= Additional records
# nsl.itojun.org: type A, class IN, addr 202.232.15.92
® nsl.itojun.org: Type A, class IN, addr 221.249.121.227
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47 12.1827
48 12.15734%
49 12.13%2479
50 12.1524679
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L9 . 166, L.L1LA)
192.168.1.110
208.185.132.166
192.168.1.110
192.168.1.110
192.168.1.210
192.203.230.10
192.168.1.110
192.42,93.32
192.1668.1.110
1%2.168.1.120
IHI :‘l “- 3“’
192.26.92.30
162.168.1.110
207.126.96.162
192.168.1.110
162.203.230.10
192.168.1.110
192.35,.%1.32
192.168.1.110
192.168.1.110
192.168.1.110
65.114.1268.20
162.166.1.110
83.114.108. 20
63.114.168.20
116, 9.04, 64
192.168.1.110
192.31.80.12
192.168.1.110
192.1468.1.110
191.168,1.110
192.1588.1.110
192.158.1.1310
192.168.1.110
198.32.84.02
192.168.1.110
198.32.64.12
198.32.64,12
1%2.168.1.110
152.188.1.110
66.11%.32.100
192.168.1.110
66.133%.32.100
66,135.32.100
162.168.1.110
192.168.1.110
19H. 116, 144 .49
192.168.1.110
198,116,144 .49
196.116.144.49
128.102.16.2

Erestirution
Hro&0CasST
208.185. H?-Iﬂ
1!!. 110
128.9. 'ﬁ.lﬂ?
118.9.0.107
192,203, 230,10
i%2.148.1.210
192.42.93. 32
192.168.1.110
192.28.92.30
182.26.92.30
192.168.1.110
193.168:1.3110
207136, 96,162
i92.168.2.110
192,203, 230,10
152.168,.1.110
192.3%.51.32
1%2.1868.1.110

69.114.168.20
182.168.1.110
128.9.64. 84
192.148.1.110
41%92.188.1.110
192.168.1.110
192.31.80.32
192.168.1.110
128.9.0.107

192.168.1.110
66.135.32.100
192,1468.1.110
192.168.1.110
6615532100
06,133, 52.100
1%2.168.1.110
108.116.144.49
192.168.1.110
192.168.1.110
168.116.144.49
198,116,144, 49
192.168.1.110
128.102.16.2
192.168.1.110
1%2.168.1.110
192.168.1.110
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Standard query A& wew, yahoo-ht 3. akadns. net
Standard query response A 209.131.36.15%8
Standard query PTR 166.132,18%. 208, 1n-addr.arpa
standard query PTR 107.0.9.128. in-addr. arpa
Standard gquery PTR 166.132.18%. 208, In-addr.arps
Standard guery response

Standard guery PTR 16&.132.185. 208, \n-addr . arpa
Standard guery response

Standard guery A& NS, ABOVE, NET

standard m A MS3. ABOVE. HET

Standard query response A 207.176.96.162

standard query response A 207.126.105.7146

Standard query PTH 166,132,185, 208. In-addr.arpa

Standard query response FTR réservad. above.net.132.18%. 208, Tn-adc
STandird quEry PTR J7T Acnasale sl e

anard My P Packets generated by:

standard query A darkstar. 1:1.m

Standard query response A 128.9.44.684

standard query PTR 107.0.9.128.n-addr.arpa
Standard query response A LI8.9.160.148L
Standard guery response A 128.9.175.127
fStandard guery retponss PTR nal. Y51, edu
standard query PTR 10.730.209.192.1n-ador, arpa

Standard quary raesponse

Svandard query A ns.arc.nasa.gov.
standard query A nasantl.nasa.gov
Standard guery A nasansd.nasa.gov

standard query A NS.arc. Nasd. gov.

Standard guery A nasansl.nasa.gov

Standard guery A& Nasantd.nasa.gov

19 d guery response.

sta gQuery A ns.arc.nasa.gov

Standard quiry response

Standard query response

standard query A nasansl.nasa.gov

Standard guery A NASansd.nasd.gov

Standard guery response

Standard QuUETy A NS.ArC. NDaSA. pov

Standard query res

Standard guery responie

standard query A nasansl.nasa.gov

standard query & nasantd.nasd.gov

Standard query response A 128.102.16.2
standard m PTR 10.230,203.192. {n-addr. arpa
Standard gquery Hpﬂﬂl A 198.116,144,33
Standard guery rlsml TR nmr-m
Srandard maery BTE 3 @1 A7 167 Ynoarkde arna
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address from DHCPv6 server

—

Tie | Source Destnation rotocol  Info
22 7.703411 fﬁﬂ‘ Zld*Bff‘fehh 2960 ffDZ 4 DHCPVE Solicit
23 7.748051  fe80::211:d8ff: fe39 292b feB0: ‘Hﬂ'?ff'fl!bh' DHCPVG Advertise
70750107 feB::21d:9fFFiFebbosed60  FFO2:iL2 HCP Rt

... ‘I' -‘:' '-'i:.l..lll '] ‘..L

client to multicast

rvers (FF02::1:2)

al of DHCPvV6 server to link-local of client
of client to multicast

rvers (FF02::1:2)

DHCPvV6 server to link-local of client
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Frame 22 (112 bytes on wire, 112 bytes captured)

Ethernet II, Src: 00:1d:0%9:bbh:e9:ad (00: 0% hh:e9:6070, Dsgg: IPvE—MNe
Internet Protocol wersion & i ‘

User Datagram Protocol, Src Port: 546 (5460, Dst Port: 547 (5472

DHCPWE
Message type: Solicit (1D
Transaction-ID: Ox0goo41fs

= Client Identiftier _
option type: 1 from client
option length: 14
DUID tywpe: Tink-layer address plus time (1)
Hardware tywpe: IEEE 802 (6]
Time: 266504608
Link-Tlawer address: 00:1d:0%:bh:a%:60
= Identity association Tor Mon-temporary
aption type: 3
option length: 12
IATD: 1
TLl: Anfinity
T2: Anfinity
= Elapsed tTime
option Type: 8
aption length: 2
elapsed-time: 100 secC
= option Reguest

UEEBH

Solicit message

" -

option Type: 6
option length: 2
Requested option code: DNS recursive name server (230 -




E3) T wir e, Z9

L=
+ Ethernet II, Src: AsustekC_39:29:2b (00:11:d8:39:29:2b), Dsty 00:1d:09:k
+ Internet Protocol version 6

# User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)

= DHCPV®H
Message type: Advertise (2) -
Transaction-ID: O Dﬂodjfa- Advertise

= Client Identifie message from
Gpt:lﬂﬁ type: 1 server
option length: 14
DUID type: link-layer address plus time (1)
Hardware type: IEEE 802 (6)
Time: 266504608
Link-Tayer address: Dﬂ:ld:ﬂ?:bh:e?:ﬁﬂ?

= Identity Association for Non-temporary Address -
option type: 3
option length: 121
IAID: 1

T2: 3000

= IA Address
option type: 5
option length: 24
IPv6 address: 2000::3247:4¢cf3:37bl:aB886
Preferred T1ifetime: 3600
valid Tifetime: 7200 -




= Identity Associlation Tor Non-temporary Address
option Ttype: 3 f
option length: 121
IAID: 1
T1l: 2000
2 part of
T2: 3000 Advpertise
= IA Address message from
option type: 5 server
option length: 24
IPvS address: 2000::3247:4cf3:37bl:a886
Preferred Tifetime: 3600
valid l1ifetime: 7200
Status code
option type: 13
option length: 77
Sstatus Code: success (0) -
Status Message: 1 addr grar:ted.-
= DNS recursive name server
option type: 23
option length: 32
DNS servers address: 2000::Tf -
DNS servers address: 2000::fe

it
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Frame 27 (158 bytes on wire, 158 bytes captured)
Ethernet II, Src: 00:1d:0%9:bbh:e9:60 (00:1d:09:hbb:e9:8070, Dst: IPvE—RHeT

Internet Protocol wersion &
User Datagram Protocol, Sr< Port: 546 (546, D=t Port: 547 (5470

DHZPw &
Mes=sage Type: Request (30
Transaction—-ID: O=x00005FEC
= Z1ient Identifier
option type: 1 Request
option length: 14
DUID twpe: link-lawyer address plus time (1) lnessagefnmn
Hardware twpe: IEEE 8202 (6] client
Time: 2656504608
Link—-lawyer address: 00:1d:0%:bb:e%:a0
= Identity aAssociation Tor mMon—-temporary address
option type: =
option length: 40
IATD: 1
TLl: AnfFinity
T2: AnfTinity
= IAa aAddress
option TtTwpe: 5

option length: 24
IPvEe address: Z2000::3247:4ctf3:327blL:as886

Prefterred 1ifetime: 3600
valid 1ifetime: 7200
= Elap=sed time
option tywpe: 8
option length: 2
elapsed-time: 300 sac
= 2ption Requeast

aption Type: &
option length: 2
Requested option code: DRSS recursive name serwver (230

DEEEE




Fite Edit View Go Capture Analyze Statistics Tete_phnni Tools  Internals ﬂet_p
B EEXAEE We+aTL/I|EE Q@[ #ES;

Filter: ElExpressEcm... Clear Apply Save

M, Tite Source Destination Protocol

27 9.750117 Te80::21d:9ff:febb:e960 ff02::1:2 DHCPv6

i | I}

@ Frame 27: 158 bytes on wire (1264 bits), 158 bytes capture:
= Ethernet II, Src: Dell_bb:e9:60 (00:1d:09:bb:e9:60), Dst: :
= Internet Protocol Version 6, Src: Te80::21d:9ff:febb:e960 |

= User Datagram Protocol, Src Port: dhcpvé-client Dst

= DHCPV6 Request
Message type: Request (3) message from
Transaction ID: O0x005f89 client showing

= Client Identifier: 000100060fe289a0001d09bESEACREENGIC
= Identity Association for Non-temporary Address
= Elapsed time
= Option Request
= Server Identifier: DDDlDUDEDfd584940011d839292b-
Option: Server Identifier (2)
Length: 14
value: 000100060Td584940011d839292b
DUID type: 1ink-layer address plus time (1)
Hardware type: IEEE 802 (6)



Mo, - Time Source ' Destination ‘ Frotocol | Info
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Frame 28 (216 bytes on wire, 216 bytes captured)
Ethernet II, Src: aAasustekC_3%9:2%9:2b (00:11:d8:3%9:2%9:2h), Dst: O00:1d:0%:hbhb
Internaet Protocol wversion &
User Datagram Protocol, Src Port: 547 (5470, Dst Port: 546 (5460
CHCPw &
Meszage Type: Reply (7))
Transaction-ID: Ox00005FES
o Client Identifier Reply message
option Twpe: 1
option length: 14 from server
DUID tywpe: l1ink-layer address plus time (1)
Hardware tTwpe: IEEE 502 (6]
Time: 2668504608
Link-Tlawer address: 00:1d:0%:bb:a%:60
- Identity Association for Mon-temporary address
option Type: 3
option length: 74

+

IATD: 1
T1l: 2000
TZ2: 3000

o IA Address
aption tType: 5§
option length: 24
IPvE address: 2000::3247:4cF3:37b1l:a886
Prefterred Tifetime: 3600
valid 1ifetime: 7200
- Status code
option Type: 13
option length: 30

Status Code: sSuccess (00
Status Message: All addresses were assigned.



6to4 6to4
Tunnel Tunnel
IPv6 Site Backbone IPv4 :
A 1 IPv4 < 1 IPv6 Site
Router | — = = =" ~ 4 Router B

IPV6 IPv6 to
IPv4

IPv4 IPv6 to IPV6
IPv4

s over an |IPv4 network.
Domains via IPv4 Clouds.

created in Windows XP and above
support 6to4

unnels

er mainframe cannot be tunnel endpoint



# Frame 154 (98 bytes on wire, 98 bytes captured)

B Ethernet II, Src: 1a:43:20:00:01:00 (1a:43:20:00:001:00), Dst: 0L:00:01L:00:00:00 (0L:00:
j Intéernet Protocol, src: 139.18.25.33 (139.18.25.33), Dst: 81.131.67.131 €81.131.67.131)
varsion: 4
Header length: 20 bytes
# Differentiated services Field: 0x00 (pscP 0x00: befault; ECM: 0x00)
Total Length: 84
Identification: Ox25Fh (10747)
B Flags: 0x00
Fragment offset: 0
Time to live: 16
Protocol: IPvE (Ox29) inai
4 Header checksum: 0x474d [correct] IPV6 paCket inside
source; 139.18.25.33 (139.18.25.33) an |IPv4 packet.
pestination: 81.13%1.67.13%31 (81.131.67.131)
- Internet Protocol version 6

Tunneling method

version: 6 Is being used.
Trafflc class: Ox00
Flowlabel: 0x00000
Payload length: 24

Mext header: TCP (0x0&)

Hop Timit: &3
source addraess: 2001:638:002:1:201:2ff:fee2:7506
Destination address: 2002:5183:4383::5183:4383
= Transmission Control Protocol, sSrc Port: ftp (21), Dst Port: 1026 (1026), Seq: 0, Ack: ]

source port: ftp (21)
Destination port: 1026 (1026)
sequence number: O (relative seguence number)
Acknowledgement number: 1 (relative ack number)
Header length: 24 bytes

# Flags: Ox0012 (S¥N, ACK)
window size: 32768
Chacksum: Ox4184 [correct]

# Options: (4 bytes)

® [SEQ/ACK analysis]




IPv4 UDP Teredo
Packet Host 1

IPv6

Router 1

IPv4 UDP

Packet Teredo
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s Frame 30: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) |
« Ethernet II, Src: HonHaiPr_41:9¢:20 (00:16:cTw@9¢c:20), Dst: 2wire_dc:
4 Internet Protocol Version 4, Src: 192.168.2.16 (192.168.2.16), Dst: 65,
= User Datagram Protocol, Src Port: idps (3797), Dst Port: teredo (3544)
Source port: 1idps (3797)

Destination port: teredo (3544) 4

IPv6 packet inside
an |IPv4 packet.

Length: 60 o . Teredo tunneling
« Checksum: Oxa6ad [validation disabled] method used.
Teredo IPv6 over UDP tunneling ‘

= Internet Protocol Version 6, Src: 2001:0:4137:9e50:8000:f12a:b9c8:2815
+0110 .... = Version: 6

ooy OO0 D000 s inss SVRG SR GEG = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 12

Next header: ICMPV6 (58)<mm

Hop Timit: 21

Source: 2001:0:4137:9e50:8000:f12a:b9c8:2815 (2001:0:4137:9e50:8000:fF
[Source Teredo Server IPv4: 65.55.158.80 (65.55.158.80)]

[Source Teredo Port: 3797]

[Source Teredo Client IPv4: 70.55.215.234 (70.55.215.234)]
Destination: 2001:4860:0:2001::68 (2001:4860:0:2001::68)




Pv6 Trace Analysis Using
Wireshark

IPv6 Security




