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Server Message Block (SMB) Protokoll
SMB History

Server Message Block (SMB) is
Microsoft's client-server protocol and
is most commonly used in networked
environments where Windows®
operating systems are in place.

Invented by IBM in 1983, SMB has
become Microsoft’s core protocol
for shared services like files, printers
etc.

Initially SMB was running on top of non routable NetBIOS/NetBEUI APl and was
designed to work in small to medium size workgroups.

1996 Microsoft renamed SMB to Common Internet File System (CIFS) and added more
features like larger file sizes, Windows RPC, the NT domain service and many more.

Samba is the open source SMB/CIFS implementation for Unix and Linux systems
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Server Message Block (SMB) Protokoll

SMB over TCP/UDP/IP

SMB / NetBIOS was made routable by running
over TCP/IP (NBT) using encapsulation over
TCP/UDP-Ports 137-139

Port 137 = NetBIOS Name Service (NS)
Port 138 = NetBIOS Datagram Service (DGM)
Port 139 = NetBIOS Session Service (SS)

Since Windows 2000, SMB runs, by default,
with a thin layer, the NBT's Session Service, on
top of TCP-Port 445.

DNS and LLMNR (Link Local Multicast Name
Resolution) is used for name resolution.

Port 445 = Microsoft Directory Services (DS)
SMB File Sharing, Windows Shares,
Printer Sharing, Active Directory
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SMB over NetBIOS over UDP/TCP

Application SMB
Adapter 5,5, NetBIOS (NBT) o
() o
Transport UDP TCP
Internet P
Data Link Ethernet, WLAN etc.

SMB “naked” over TCP

Application SMB . 445
Transport UDP TCP
Internet IP

Data Link Ethernet, WLAN etc.
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Server Message Block (SMB) Protokoll
NetBIOS / SMB History

NetBIOS Name Service (UDP Port 137) Application SMB

* Using NetBIOS names for clients and services. Adapler ..,... NetBIOS (NBT) ..
* NetBIOS names where not routable .o .

* Initially, name to IP resolution using broadcast (B-Node) Transport JOP TeP
* Later, name directory WINS-Server was introduced Internet IP

* Client was configured with WINS |P-Adresse (P-Node)

* With W2K, DNS name structure was introduced Sl Ethernet, WLAN etc.

NetBIOS Datagram Service (UDP Port 138)

* Datagram mode is connectionless

* The application is responsible for error detection and recovery

* Receiver are single stations (Unicast), groups (Multicast) or all stations (Broadcast)
* Multicast und Broadcast Datagram beyond local subnet was not implemented

* Datagram for Browser Election and announcements in the local subnet

NetBIOS Session Service (TCP Port 139)
* Reliable, connection oriented service to access Shared Resources
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Server Message Block (SMB) Protokoll
NetBIOS Name Service (UDP Port 137)

7481

File Edit !iﬂ-ﬁuﬁ-whr: Andlyze Satistics  Telephony Tosly [mternals Help i
BUae cE@e aevaFia B aaan aOWeE B i

Filter: | udp.port==137 [:‘meﬂmmu Clear Bpgly Save  Lmyerlonly  TCP uoe Bi
e T SourCE Destination Pioiocol  Length  Info

0, 008145

130.177. an'zss

7492 0. 750018 13ﬂ.1;?‘8ﬂ 201 NEBNS g2 MName guery NB Www.CISCO.COM<00:>
7497 0. 750042 130.177.80.201 130.177.80.255 NBNS 82 Hame guery NB Www.CISCO. COM<OD:> i
7832 10.295683 130.177.80.201 130.177.152.29 NBNS 92 MName query NB WwWw.CISCO.COM<0O0>
7833 0. 0D00ea7 130.177.152.29 130.177.80.200 NBNS 08 Name guery response, Reguested name
TR34 0, Doon24 130.177.80.2001 205.239.192.47 NBNS 92 Hame query NB www CISEU EDM<HU;

i R AT B

# Frame T4Bl: 92 bytes on wire (736 bits), 92 bytes captured
v Ethernet II, Src: Dell_7d:2a:65 (00:13:72:7d:2a:65), Dst: Broadcast (ff fr:fr=Fr:1Trirr)
¢ Internet Prntncn? Version 4, Src: 7 B0, 255 (130.17
= User Datagram Protocol, Sic Port:
NetBI0S Name Service
Transaction ID: Ox828b
i Flags: 0x0110 (Name query)

-
I
7
|
Questions: 1 J
|
i

(736 bits)

st Port: netbios-ns [13?}'

ﬂetb1ns ns (137},

Answer RRs: 0O

Authority RRs: 0

Additional RRs: O

= Querieas

| Wi, CISCO.COM<O0>: type NB, class IN
Mame: wWww.CISCO.COM<00> (workstation/Redirector)
Type: NB
£1a55 IH

TR — P e ﬂ-._._..-.._,..t.ﬂ-..__ e e, . - ik e

_-——I-""--..—ﬁ—hﬁ"-"‘._,—'\-""l Bl SN e e L W N R i -y
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Server Message Block (SMB) Protokoll
NetBIOS Datagram Service (UDP Port 138)

i 3

File  Eclit Gs Capture Analyre  Sletetics Tl'-tﬂhdﬂ! Toch [nternsh Helo ¥
e EEXE2E NesewTa2EE aaapn 52 % B ]
Felter: udﬁ.ﬂkﬂ::ﬁ_‘ EI Exgwesnen,..  Clest A Sme  Layer2enly - TCP Lt Ons one |

] Tirme Source Destinatian Prototol Length Irdfo

0. DO0000 130L377 80,69 1I0.XV7.80.255 BROWSER 2431 Host Announcement W2ZIZLCHMOS, worksStation
22.686378 130.177. LAFT.B0D,. 255 BROWSER 243 Host Announcement W2HZONLB0Z, wor statiun!

29172 28. 002125 130.177.80.200 130.177.80.255% BROWSER 243 Host Announcement W2IZDGC001, Workstation
6274 27 . B2T2T0 130.177.80.208 130.177.80.2535 BROWSER 289 Local Master Announcement STORAGE, wWorkst
B2T5 0, DO0radg 130.177.80. 208 130.177.80.255 BROWSER 250 Domain/workgroup Announcement WORKGROUP, ﬂ

9112 112.542460 130.177.80.15 130.177.B0.255 BROWSER 243 Host Announcement W2PZAPFBSY, workstation
a444 AR R5O7TSD 130 177 &R0 20 130 177 RN 255 ARONWSFE 241 inral Macter Annnunrement W2G7RATRAN?  war

v Frame 14: 243 bytes on wire {1944 bits), 243 bytes captured (1944 bits)

« Ethernet I1, Src: wwPchaTe_a8:45:fe (00:0f:1f:aB8:45:Te), Dst: Broadcast (Ff:ff:ff:fF:FF:FF)

+ Internet Protocol Version 4, Src: 77 Fi'd - 7 255 (130.177.80.255)
# User Datagram Protocol, Src Port:|netbios-dgm (138), Dst Port: netbios-dgm (138)
i NetBIOS Datagram Service
i SMB (Server Message Block Protocol)
+ SMB MailSlot Protocol

« Microsoft windows Browser Protocol

gt ey e iy, W, iy ey, i e s W
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Server Message Block (SMB) Protokoll
NetBIOS Session Service (TCP Port 139)

BRI EY

Eie Edit Yew Go Cepture Anshoe Siatotics Telephony Took [ntemals  Help
Deaee SRR 2T e F I Efﬂf; GaamBgmmes B

Filter | tcpporie=133 ~| bpression...  Claar Lerp St Laywrdenly  TCP e OMs L
Protocol Length

0. B0, 201 ] L Trans? Heguest, QUERY_PATH_IMNFO, Qu
407 0. 000542 130.377.152.24 130.177.80.200 SMB 158 Trans?2 Response, QUERY_PATH_INFO
408 0, DD0ZEL 130.177.80.201 130.177.152.24 SvB 128 Trans? Request, QUERY_FS5_INFO, Que
409 0, 000352 130.177.152.24 130.177.80.201 SMB 140 Trans? Response, OQUERY_FS_INFO :1
410 0, 000046 130.177.80.201 130.177.152.24 SMB 128 Trans2 Request, QUERY_FS_INFO, Que
411 0.000324 130.177.152. 24 130.177.80.201 SMB 134 Trans2 Response, QUERY_FS_INFO

LR T30 177 RN 27011 73N 177 157 74 SuR 12R Trans? Bamoest OIHFRY FS TNFN I"I-ll-tll‘.ll

417
Frame 406: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits)
¢ Ethernet IT, Src: Dell_7d:2a:65 (00:13:72:7d:2a:65%), bBst: All-HSRP-routers_Ffc (00:00:0c:07:ac: ft]
¢ Internet Protocol Version 4, Src: 130.177.80.201 (130.177.80.2013, Dst: 130 177 152 24 (130.177.1
Transmission Control Protocol, Src Port: nethill-cred (1614),|Dst Port: netbios-ssn (139)]| Seq:
- NetBIOS Session Service i
Message Type: Session message (0x00)
Length: 76 !
sME (Server Message Block Protocol) {
{
|
.!

=]

=

SME Header

Server Component: SMB

[Response in: 4071

oMl Command: Trans?2 (Dx32)

NT Status: STATUS SUCCESS (0x00000000)
o Flags: 0x18

e PR BRI e Lm0 g e i e
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Server Message Block (SMB) Protokoll
NetBIOS / SMB present implementation

SMB , naked” over TCP (Port 445) MRSl S «
Transport UuppP TCP
* NetBIOS Names are replaced by DNS Names

Internet P
* Name resolution by DNS Resolver DI Cilcrnet WLAN etc.
* Name registration by Dynamic DNS

* Thin NetBIOS layer leftover, Type Session Message

* Underlying TCP layer handles connection reliability

* Implemented since Microsoft Windows 2000 / XP and Samba (SMB for Unix and Linux)
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Server Message Block (SMB) Protokoll
SMB ,,naked” over TCP (Port 445)

Ble  Ebt 14-.- ﬁa Capture  Anabae  Statites THI!FI'IMI Took [nternaly  Halp M
e 2EXEE e Ta2([EE aqan e &
Fiter | topupert==045 Ehpﬂm Chaar Epp Saww Layer I onby TCR LiDe DH‘S‘
e, Teme Sowrce __ Dessration  Protecol Length  Infe R —— 1
| i ; i Trans Hequest QUEH?_FS_IHFD. Que:
415 0, 000410 130. 1?* 152 23 130. 1**.3& 201 sSMB 140 Trans? Response, QUERY_FS_TNFO
416 0, G006 3 130.177.80.201 130.177.152.23 sSMB 128 Trans2 Reguest, QUERY_FS_INFO, Quée§
417 0.000326 130.177-152.23 130.177.80.201 5SMB 134 Trans? Response, QUERY_FS_INFO
418 0.000288 130.177.80.201 130.177.152.23 5MB 128 Trans2 Request, QUERY_FS_INFOD, Guei
419 ﬂ 000328 130.177.152.23 130.177.80.201 SmB 134 Trans2 Hﬂspunse QUER? FS INFOD 1
¢ Frame 414: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) 5
+ Ethernet II, Src: Dell_7d:2a:65 (00:13:72:7d:2a:65), Dst: All-HSRP-routers_fc (00:00:0c:07:ac:fc
¢ Internet Prutncni Version 4, Src: 130.177.80.201 (130 177 .80.200), Dst: 130.177.152.23 (130.177.
¢ Transmission Control PrntﬂtuT+ src Port: 4592 [4592),.|Dst Port: microsoft-ds (445) ] Seq: 673, ﬁcq
- NetBIOS Session Service
Message Tvpe: Session message (0x00)
Length: 70
SMB (Server Message Block Protocol)
SME Header
Server Component: SMB
[Response in: 415]
SMB Command: Trans2 (0x32)
NT Status: STATUS_SUCCESS (0x00000000)
-‘:'_"-;1 '-"“'-—'-.nlll-s!"---h....i-_ s, Pt qra.-‘-.“‘-—!‘l--ﬁ'-""h_u. e S o BN A S e =, S i e, S
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Server Message Block (SMB) Protokoll

SMB Versions and Dialects

Over the last 30 years, SMB has been consciously improved and extended.
There are different Versions and Dialects.

CIFS Old version implemented in Windows NT 4.0 in 1996

SMB 1 More than 10 Dialects, latest Version is NT LM 0.12
http://msdn.microsoft.com/en-us/library/cc246231.aspx (782 pages)

SMB 2 & 3 are completely new Versions including new Commands and Headers

SMB 2 2.0 with Windows Vista / Windows Server 2008
(Performance improvements, Reconnection after network outages)

2.1 with Windows 7 / Windows Server 2008 R2
(Improved latency, Large MTU support)

SMB 3 3.0 with Windows 8 / Windows Server 2012 (renamed from version 2.2)
(Support of parallel TCP Sessions, Server Cluster support)
http://msdn.microsoft.com/en-us/library/cc246482.aspx (424 pages)
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Server Message Block (SMB) Protokoll
SMB Versions and Dialects

SMB2 reduces the 'chattiness' of the SMB 1.0 protocol by reducing the number of commands and
subcommands from over a hundred to just nineteen.

SMB?2 introduces the notion of durable file handles: these allow a connection to an SMB server to
survive brief network outages, as are typical in a wireless network, without having to incur the
overhead of re-negotiating a new session.

SMB3 is not a new protocol, but a superset of SMB2 and contains performance improvements for
Virtual Server environments.

SMB 3.0 Support is announced or available by the following vendors:
* Windows 8, Windows server 2012
* NetApp
* EMC Computer Systems AG
* Samba Team (open source SMB for Unix, Linux, Mac OS etc.)
* QNAP Systems, Inc. (NAS Storage systems)

© Leutert NetServices 2013 www.wireshark.ch
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Server Message Block (SMB) Protokoll

SMB Versions and Dialects

From SMB 1.0 to SMB 2.0 - First major redesign of SMB

* Increased file sharing scalability

* Improved performance
Request compounding
Asynchronous operations
Larger reads/writes

* More secure and robust
Small command set

Signing now uses HMAC SHA-256 instead of MD5

Durable file handles

From SMB 2.0 to SMB 2.1
* File leasing improvements
* Large MTU support

* BranchCache

© Leutert NetServices 2013

From SMB 2.1 to SMB 3.0
* Availability
SMB Transparent Failover
SMB Witness
SMB Multichannel
* Performance
SMB Scale-Out
SMB Direct (SMB 3.0 over RDMA)
SMB Multichannel
Directory Leasing
BrachCache V2
* Backup
VSS for Remote File Shares
* Security
SMB Encryption using AES-CCM
Signing now uses AES-CMAC
* Management
SMB PowerShell
Improved Performance Counters
Improved Eventing

www.wireshark.ch



Server Message Block (SMB) Protokoll

SMB Versions and Dialects

* At session setup the highest supported version / dialect is negotiated between client and server

Windows 8 Windows 7 Windows Vista Previous
Chent / Server OS5 Windows Server Windows Server 2008 Windows Server VErsions
2012 R2 2008 ol Windows
Windows B
SMB 2.0 SMB 1.0
Windows 7
Windows Server 2008 sSMEB 2.0 SMB 1.0
R
Windows Vista .
_ SMB 2.0 SMEB 2.0 SMB 2.0 SMB 1.0
Windows Server 2008 :
Previnus versions )
SMB10 SMB 1.0 SMEB 1.0 SMB 1.0
ol Windows

Source: http://blogs.technet.com/b/josebda/
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Server Message Block (SMB) Protokoll
SMB Version/Dialect Negotiation Request

Ell'-t- Echit -‘_{-m_ﬁ-u _C.tpturt : .I!.rulyn itmmn T-Hephn-nz 1“1: rternals  Help
e dame 2R A+ T2 EHESS aaam @9 Mm% B

Filltes smb or smbd 3 Expreszion.., Clear Supply Save MNat 3K =hAH
Protocol Info
‘ 0. Negotiate Protoco|
& 0.054781000 192. 153 0.207 192. 153 0.229 SMBEZ MNegotiate Protocol Response

8 0.003155000 192.168.0.229 192.168.0.,207 SMBE2 Negotiate Protocol Request
9 0.022805000 192.168.0.207 192.168.0.229 SME2 MNegotiate Protocol Response

Denlnibﬂn

P

¢ Frame 4: 225 bytes on wire (1800 bits), 225 bytes captured (1800 bits) on interfa
i Ethernet II, Src: Apple_42:7c:67 (10:9a:dd:42:7c:67), Dst: HonHaiPr_84:0c:43 (a4:
® Internet Protocol Version 4, src: 192.168.0.229 (192.168.0.229), Dst: 192.168.0.2
# Transmission Control Protocol, Src Port: 49478 (49478), Dst Port: microsoft-ds (4
i NetBIOS Session Service
- sMB (Server Message Block Protocol)
# SMB Header
Megotiate Protocol Request (0x72)
word Count (wWwCT): O
Byte Count (BCC): 120
- Requested Dialects

- Dialect: PC NETWORK PROGRAM 1.0 Client offers:
s Dialect: LANMANL.O * SMB 1 dialects
s Dialect: windows for workgroups 3.la .
s Dialect: LML.2X002 SMB 2.002
s Dialect: LANMANZ.1 * SMB 2.?7?? (multi protocol offer)

i Dialect: NT LM 0.12
+ Dialect: sSMB 2.002
i Dialect: SMB 2.777

T _‘ﬂ_‘.' e T — e LR e Tl o, e

MMMM s ey, atiny pinl -
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Server Message Block (SMB) Protokoll
SMB Version/Dialect Negotiation Request

E-:I! Edst: \’heu-r Eu Qaptm ﬁmlrt ﬁhﬁshn Idephnnl Tooks  [ntemals Help i
cEeAamy EERXE Re»eTFT2 EBE aaaf @0 %R x

Filter: smiby or omb? [ l Expression,.. Clear Epp Save Rt Ok SME
i, Tiame Source Dectinatien Protecol  Infe

4 0. UDGDGDUDQ 192.168.0.229 192.168.0.207 SME Negotiate Protocol Reguest

8 G.UDSISSGUG 192.168.0.229 192.168.0.207 SMB2 Negotiate Protocol Request {
9 0.022805000 192.168.0.207 192.168.0.229 SMB2 Negotiate Protocol Responsef
. Frame 6: 518 bytes on wire (4144 bits), 518 bytes captured (4144 bits) on *interfaj
« Ethernet II, Src: HonHaiPr_84:0c:43 (a4:17:31:84:0c:43), Dst: Apple_42:7c:67 (10:
# Internet Protocol Version 4, Src: 192.168.0.207 (192.168.0.207), Dst: 192.168.0.2
. Transmission Control Protocol, Src Port: microsoft-ds (445), Dst Port: 49478 (4947
i NetBIOS Session Service
= SMB2 (Server Message Block Protocol version 2)
[ SMBZ Header |

- Negotiate Protocol Response (0x00)

= Structuresize: 0x0041 Server response: 1
= Security mode: Ox01 * SMB2 0x02ff (wildcard revision number) a
[DiaTect: Ox02FF) i

server Guid: 6f2922b3-bb37-430d-8df7-cabc31f5dbds
» Capabilities: 0x00000007

Max Transaction Size: 1048576

Max Read Size: 1048576

Max Write Size: 1048576

Tl iy oy e e - e gl e w s ey mER o e, -..._.—-"'" e b T e B N, e L ik e, -i-n'-‘.....a"-"""'-"'.""--!

N
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Server Message Block (SMB) Protokoll
SMB Version/Dialect Negotiation Request

16

: -_1;.7“- e

e " Werestark 11

| 1 Sevver Spde prapy L 10.0ec2 (SVN Ry 4
File  Ede View Qo Capture  Ana

i e L [
-

 Froes 1l

- Tﬂlphunx I.Wl'i- _

Haip

O 4AWa BEEXD NeeaTEI[EE QQAaD a0 E B ’
Fiter:  smb or smb2 | »| EBpression...  Clear o0 Save: Mot OK SME 5
o Time Soulce Destination Protocol Info

0.000000000 192.168.0.229 192.168.0.207 SMB Negotiate Protocol Request
.054781000 192.168.0.207 192.168.0.229 SMB2 Negotiate Protocol Response
.003155000 192.168.0.229 192.168,0,207 Negotiate Protocol Request
.022805000 192.168.0.207 192.168.0.229 SMBZ Negotiate Protocol Response

4
6 0
g8 0
g 0

' {
: Frame 8: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits) on interfaci
» Ethernet II, Src: Apple_42:7c:67 (10:9a:dd:42:7c:67), Dst: HonHaiPr_84:0c:43 (aﬂ:lf
i Internet Protocol Version 4, Src: 192.168.0,.229 (192.168.0.229), Dst: 192.168.0.20
= Transmission Control Protocol, Src Port: 49478 (49478), Dst Port: microsoft-ds (44

+ NetBIOS Session Service i

- SMB2 (Server Message Block Protocel version 2) [

w SMB2 Header !
= Negotiate Protocol Request (0x00)

v StructureSize: 0x0024 f

Dialect count: 3 _ _ . {

i Security mode: Ox01 Client renegotiates with :

# Capabilities: 0x0000007f SMB2 and offers: !

Boot Time: No time specified (0) , 1

Dialect: 0x0202 * SMB 2 dialect 0x0210 g

Dialect: 0x0210 * SMB 2 dialect 0x0300 (SMB3) §

Dialect: 0x030 }

- e s L M e gl et el A i PNt it o I il e b g B i i
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Server Message Block (SMB) Protokoll
SMB Version/Dialect Negotiation Request

Elh- Edt  View ﬁn {tpl.urt ﬁnd:rm iuhnlu Ttltp-hunI Im ]ﬂh!lntls ﬁﬂp }
oo Aam g ERXR AeseeTa EE Qaan R % B i
Filter smb or smb2 E| Expression.— Clhear iy Save Mot OK ShiB ih}

Time Source [estimatian Frotocol  [Infio

4 0.000000000 192.168.0.229 192.168.0.207 SMB Negotiate Protocol Request
6 0.054781000 192.168.0.207 192.168.0.229 SMB2Z Negotiate Protocol Response
E 0. UﬂilESﬂﬂﬂ 192. lﬁﬂ 0.229 192. 165 0. 20? SMB2 Negotiate Protoco]l Request

: . . : ate Protocol Response.

i
'
i

# Frame 9: 518 bytes on wire (4144 bits), 518 bytes captured (4144 bits) on interfac
« Ethernet II, Src: HonHaiPr_84:0c:43 (a4:17:31:84:0c:43), Dst: Apple_42:7c:67 (10:¢
# Internet Frutncn] version 4, Src: 192.168.0.207 (192.168.0.207), Dst: 192.168.0.22
« Transmission Control Prntucu’i Src Port: microsoft-ds (445), Dst Port: 49478 (4947
@ NetBIOS Session Service
© SMB2 (Server Message Block Protocel version 2)
4 SMB2 Header
' Negotiate Protocol Response (0x00)
¢ StructureSize: 0x0041
v Security mode: Ox01 Server response: _ _
Dialect: 0x0300 * SMB2 0x0300 (highest offered version)
Server Guid: 6f2922b3-bb37-430d-8df7-cabc31f5dbd8
i Capabilities: Ox0000006fF
Max Transaction Size: 1048576
Max Read Size: 1048576

e R A i e I ol 8l o e i L L e e e AR gt BT PR s S S ey

| T TR S TH e S
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Server Message Block (SMB) Protokoll

SMB 1 Versions & Dialects Source: http://msdn.microsoft.com/en-us/library/cc246231.aspx
Dialect

Dialect Identifier
ane String Comments
Manager system functions and file system features. It is documented in [SM0-
1.0 L1 K] and [XOPEN-SMA].
oS LAN MICROSOFT This is the OS5 LAN Manager 1.0 extended protocol. It (s identical to
Manager MNETWORKS "LANMANL.O", except that OS/2 error codes are transiated to DOS emror
1.0 3.0 codes before being transmitted to the client.
LA LaAMNMANT. 2 The LAN Manager 1.2 extended protocol adds support for addibonal O%5/2
Manager commands and featuress to "LANMANI.O". LAN Manager 1.2 is
1.2 documented in [SMB-1M121 and [XMOPEN-SMB].
LAN LMl 2¥002 This reprasents the LAN Manager 2.0 extended protocol for OS2, It is
fManager documented in [SMB-LMZ0] and [XOPEN-SMB].
2.0 Alzn known as the LANMANZ O dialect.
DOS LAMN DoOS This is the DOS version of LAN Manager 2.0. It is also documented in
Manager L1 2X002 [SMB-LM20] and [KOPEN-SMB]. When this dialect is selected, OS/2 arror
2.0 codes are transiated to DOS error codes by the server before

transmission o the chant.
Also known as the DOS LANMANZ.O dialect.

LN LANMANZ.1 LAN Manager 2.1 extended protocol. The additions and changes with
Manager respect to LAN Manager 2.0 are documented in [SMB-Laaq1.

2.1

DS LAN DOs DOS LAN Manager 2.1 extended protocol,. This is, once again, identical to
Manager LANMAMNZ_ 1 the O0%/2 version of the dialect except that arrmor codes are translated,

2.3 See [SMB-LMZ3] 1.

NT LAN NT LM D12 NT LAN Manager extended protocol. This set of extensions was created to
Manager support Windows NT. O5/2 LAN Manager 2.1 features are also supported.

This dialect was originally documented in [CIFSI.
Also known as the NT LANMAN dialect.

© Leutert NetServices 2013 www.wireshark.ch
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Server Message Block (SMB) Protokoll

SMB 2 / 3 Versions & Dialects Source: http://msdn.microsoft.com/en-us/library/cc246482.aspx
Value Meaning
0x0202 SMB 2.002 dialect revision numiber Windows Vista / 7 / 8; Server 2008 / 2008-R2 / 2012
Ox0210 SMB 2.1 dialect revision numbe Windows 7 / 8; Server 2008-R2 / 2012

U0 SMB 3.0 dialect revision numbe Windows 8; Server 2012

In order to provide backwards compatibility, during the negotiation process the latest SMB version
and dialect supported by both, client and server is negotiated using the following commands:

SMB Negotiate Protocol Request
SMB Negotiate Protocol Response

SMB2 Negotiate Protocol Request
SMB2 Negotiate Protocol Response

Remark: For the rest of this following presentation only SMB2 sessions are analyzed.
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Server Message Block (SMB) Protokoll
SMB Request / Response Dialog

Ellt .Edlt f.ml Q_ﬂ Euptur: .g.,nnlqz: Statrstics Td:ph.ﬂny quls ]:'Lernnls Help ¢

* SMB is based on a Request /Response dialog using Sequence Numbers as reference
* SMB Responses contain a NT Status messages useful for troubleshooting
» Adding specific Wireshark columns facilitates the interpretation of the SMB dialog

trunk-1.10]

nLh—u

png_(Wireshack 1100rc2 (SVN Rev 48526 from /tru

codma BB qne»eTFrEE Qaan IR B g
Fiter  smb'orsmbd 'rl Bipression...  Clear Aply Save hiot OK SME SWB2  Read Req. F'.{
¢ NT Status Infa {
VB, - - Negotiate Protocol Reques
SMBZ 1 || STATUS_SUCCESS Negotiate Frutm:n'l Response, ACCEPTDLNEGG ACCE‘:
SMB2 . Session Setup Request, NTLMSSP_NEGOTIATE H
SMEZ 2 || STATUS_MORE_PROCESSING_REQUIRED | Session Setup Response, Error: STATUS_MORE_PROC
SMB2 3 Session Setup Request, NTLMSSP_AUTH, User: \Joh
SMB2 3 || STATUS_SUCCESS session Setup Response, Unknown NTLMSSP message ¢
SMB2 4 Tree Connect Request Tree: \\192.168.0. 2125"'\IF|:$;r
SMB2 4 || STATUS_SUCCESS Tree Connect Response ;
SMB 2 5 Toct] Request FSCTL_VALIDATE_NEGOTIATE_INFO g
SMB 2 5 || STATUS_SUCCESS Toct] Response FSCTL_VALIDATE_NEGOTIATE_INFO f
SMB2 6 Toct] Request FSCTL_QUERY_NETWORK_INTERFACE_INFOf
SMB2 7 Ioct] Request FSCTL_DFS_GET_REFERRALS, File: \19
SMEZ 6 || STATUS_SUCCESS Toct] Response FSCTL_QUERY_ HE‘I’WORK_IHTERFACE_INF‘

_SMB2 _V? ETATHSL_L_FS DRI}{ELREQUIRED _...5‘..41?5.12.1 Respnnse Er‘rm‘ . STATUS_FS DRIUER?REQUIREDﬁ
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Server Message Block (SMB) Protokoll
SMB Request / Response Dialog

* You may create a Quick Filter Button on responses other than STATUS_SUCCESS
* Display Filter string: smb2.nt_status > 0xcO000000

= i = =4 rﬂﬂvm rr.._.";\ kﬂ: r H || 1 U
Ellt El:llt fi:w En Capture  Analyze Statishcs Tl:h:phun}' qu}s irrh:rn.!l: Help :
e dNg ERER Ae+9FL EE Q@ $BW & 8 {
Fiter  smint status > 0xc0000000 |+ Bpression..  Clesr  fipo swe [oox] e s {
Protocol  Seq. No MNT Status Info i
} STATUS_MORE_PROCESSING_REQUIRED Session Setup Response, Error: STATUS_MOR
SMBZ2 7 STATUS_FS_DRIVER_REQUIRED Ioct] Response, Error: STATUS_FS_DRIVER_R

SMB2 10 STATUS_OBJECT_NAME_NOT_FOUND Create Response, Error: STATUS_OBJECT_NAM
SMBZ 11 STATUS_OBIECT_NAME_NOT_FOUND Create Response, Error: STATUS_OBIECT_N

L] i

= SMB2 (Server Message Block Protocol version 2)
- SMB2 Header
Server Component: SMB2
Header Length: 64

Credit Charge: 1
|HT Status: STATUS_MORE_PROCESSING_REQUIRED (Oxc0000016)

Command: Session Setup (1)
Credits granted: 1
i Flags: 0x00000001
mw e Chain OfFset s OX00N00000. . . | _obtdaan . ummtm oot S bbb,

l"'-ﬁ.-ﬁlnq‘.___ T e . T Rl

-t g
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Server Message Block (SMB) Protokoll

SMB Request / Response messages

* SMB 2/3 comprises 19 different Requests/Responses for the Client-Server dialog
* Main purpose is File |/O but also Printing, Desktop.ini, Policies, Certificates etc.

* SMB also provides an authenticated inter-process communication mechanism.

The most frequently used Request/ Response messages are:

* Negotiate Protocol * Read

* Setup Account * Write

* Tree Connect * Close

* Create * Tree Disconnect
* Jloctl * Logoff
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Server Message Block (SMB) Protokoll

SMB Request / Response messages

* CIFS Server resources are called Shares, shares may be files, directories, printers etc.
* First connection is made to the Inter-Process Communication share IPCS

* |IPCS is a virtual share used to facilitate communication between processes, authentication,
fetch a list of shared resources from a server etc.

* The Tree Connect Request message is used to connect a share

C:\> net use X: \\192.168.0.207\public /USER:JohnDoe Wireshark.ch

10.0rc2 (SVN Rev 43526 from Arunk-1,10)

23

Ellt Edit y":w ﬁﬂ Qﬂptur! Analyze  Statistics Tﬁ:phclrl]- Jook |ntermals  Help ¢
codmd BEXR AevaT2 ER QaAN FRNL B i
Fifter:  smb orsmb2 m Clear Appl Save Not OK SMB SMB2  Readfeg. Read AndX i:
Peotocal  Seq Mo NT Satus Info ?
sMB2 2 Session Setup Request, NTLMSSP_NEGOTIATE :,
SMB2 2  STATUS_MORE_PROCESSING_REQUIRED Session Setup Response, Error: STnTUS_FMRE_PROCESSING_F@
sMB2 3 Sessjon Setup Request, NTLMSSP_AUTH, User: \JohnDoe, U
SMEZ 3  STATUS_SUCCESS session Setup Response, Unknown NTLMSSP message type
SMB I Tree Connect Request Tree: \\192.168 7\I
SMB2 4  STATUS_SUCCESS Tree Connect Response {
sMg2 5 Ioct] Request FSCTL_VALIDATE_NEGOTIATE_INFO {

.SMB2,...5....STATUS SUCCESS . . .. ... Toct] Response FSCTL.VALIDATE.NEGOTIATEINFO , ~  f
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Server Message Block (SMB) Protokoll

SMB Request / Response messages

* The IOCTL/FSCTL (I/O control & File System control) messages are very versatile in use
* This IOCTL/FSCTL delivers a device- or file-specific request to a server

* There are dozens of options for these commands, refer to the Internet for more information

* Note: Multiple Requests can be sent out as a burst, use the Sequence No to find the Responses

i U 1- _..-I i_ i ‘1'_.,. ._L'-
Fde [Edr \lew Ge  Lspture Ansboe ‘-L'llh'lu:l anh:ln-. T:-u}- bnterraly  Hip :
@ 4 IR e e L [ER aaan $g@En g B ]
Filer nl o wenbt R — Cles S Mng O SME SMED Mened Mgy, sl AniX
Py al S Mo N7 Staftii I J
sma2 4 Tree Connect Request Tree: 4\192.168.0.207\IPCS /
SMB 2 4 STATUS_SUCCESS Tree cnnnact Rnipnnsa {

5 STATUS_SUCCESS RESDEH“ISE FSCTL_VALIDATE_NEGOTIATE_INFO t
SMB2 6 Toct] Request|FSCTL_QUERY_NETWORK_INTERFACE_INFO
SMB 2 7 Ioct] Request|FSCTL_DFS_GET_REFERRALS, File: usz.i
SMB2 6 STATUS_SUCCESS Ioct] Responsg FSCTL_QUERY_NETWORK_INTERFACE_INFO |
SMB2 7 STATUS_FS_DRIVER REQUIRED Ioct] Respons¢, Error: STATUS_FS_DRIVER_REQUIRED |
smB2 8 Tree Connect Request Tree: \\192.168.0.207\public }
sma2 8  STATUS_SUCCESS Tree Connect Response i
SMB2 D e anm danaa . 1OCT] Request FSCYL MALIDATE NEGOTIATE_INFO =
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Server Message Block (SMB) Protokoll

SMB Request / Response messages

25

» Multiple SMB2 Requests/Response can be chained in Compounded Requests/Responses
* The SMB2 Chain Offset field contains the Byte offset value of the next Request
* If the SMB2 Chain Offset field contains the value 0x00000000 no more requests will follow

E-H [.ph-! uu-n e Caplure ﬁmh.n ..!m.rrrm 1uu-hm1-.- Iﬁh J.H!r-nrh Ij-rlp

cEama SEXD AeeeT2[EOE aQaD @DM K B ;
- {

Faltes: sl e skl = | Expressegri.. Cligase i Lave Bt K B M2 Fesd Reg
Hiolocol =g, N T SEatis it j-
SMB2 16 Create Request File: :

SMB2 16 STATUS_SUCCESS Create Respunse F1le

|7, 18
17,18 STATUS_SUCCESS,STATUS_SUCCESS GEtIn'u Responsa;GetInfo HESpﬂnse
SMB 2 19 Close Request File:
SMB2 19 STATUS_SUCCESS Close Response
SMB2 20,21 Find Reguest SMBZ2 FIHD _ID_BOTH_DIRECTORY_IN

" Frame 3: 275 bytes on wire (2200 bits), 275 bytes captured (2200 bits) on interface 0
: Ethernet II, Src: QuantacCo_6d:6c:el (00:23:8b:6d:6c:el), Dst: Hewlett-_bl:eb:0b (lc:cl:de
: Internet Protocol Version 4, Src: 192.168.0.201 (192.168.0.201), pst: 192.168.0.197 (192.
+ Transmission Control Protocol, Src Port: 53813 (53813), Dst Port: microsoft-ds (445%), 5:q§
i NetBIOS Session Service

sme2 (Server Message Block Protocol version 2)

# SMB2 Header

« GetInfo Request (0x10)

sMBZ (Server Message Block Protocol version 2)

+ SMB2 Header

GetInFn Requ25t Eﬂxlﬁj

ey ek, = e

I'H-T-.-l-——.,ml- L wpreas. )

M e g B g Pt T

S T LT . i
a mm .

S— gl
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SMB Request / Response messages

* There seems to be two kinds of Compounded Requests/Responses implementation ?

723z - uumgﬁﬂm.‘: Lyz. 1nu su ¢31 192, 1EE 51. zsu sM82 10880 GetinTo Reyoest FILE_INFO/sme2_rIL
72330 0. MGTEB'DEI-D 182. lEE 50 251 .‘I.BE :I.EE- 51. IEI'.I SMB2 1{!533 E&t:nﬁ: Request FS_INFO/SMB2_FS_ IN
{
i Internet Protocol Version 4, Src: 192.16B8.50.251 (192.168.50.251), Dst: 192.168.51.250 (192.168.51.250) [
|+ Transmission Control Protocel, Src Port: 49176 (49176), Dst Port: microsoft-ds (445), Seq: 3734317142, Ack:”
NetBIOS Seszion Service I j
| SMB2 (Server message Block Protocol version 2) F
SME2 Handar . i
. GetInfo Request (0x10) Compounded Request with ONE NetBIOS header
SME2 (Server Message Block Protocol version 2) (works as defined in Microsoft specifications)
SHB! Header
SGAEINTRL RSOUREE LKLY o B s bt s O P sttt it e st o

“FiEads wowogllo0u—187 lﬁu “ATedl 19 Ioe c5L-250 TsMBE LutEd mead uquls‘t Len baa3% rJH* .Euil*h

. Fl:iq-ulst Len: EE EE o -153?52

TA4ATY A ANRGYENNRA 1093 1TE8 En 361 TET TEQ EY €N o a7 THAe0D Ma=d Dasiaers | am EEEIE AFE. L3400

7

4

« Internet Protocol Version 4, Src: 192.168.50.251 (192.168.50.251), DOst: 192.168.51.250 (192.168.51.250) 1
Transmission Control Protocol, Src Port: 49176 (49176), Dst Port: microsoft-ds (445), sSeq: 3I73431B05E, Al:h:,i.
WetBIOS Session Service ;
[~ SMEZ [Server Message rotocol version 2) f
| :':;i ::“ﬂ:;t Ox08 Compounded Request with TWO NetBIOS header 5
+ NetBIOS Session Service (recognized in retransmissions) J
= SMBZ (Server Message rotocol version 2) ]
SME2 Header f

s Read Request (OxQB).. . I o o R i e i
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SMB Request / Response messages

» The Read Request specifies read block length and file offset in bytes

* Multiple Read Requests can be issued by client and may not be delivered in order by the server

27

- 3MB2 . 1062 STATUS_SUCCESS = Read Response & s

-E-d-L [drt ¥ e E-n- Captuse  Arshor  Swtictics TH:pMn].: Tomiz  Intemsh  bein
ceams BEENE neeeTd s aaan @@8 % 3B
Filter, [smibdcrmg == 3] -_. Esprension.. Chem A e Net DK

Predocal  Seq. No NI Shsium

Read Heuegt Len:65536 Off:65536 File: ﬂucumentﬂuireshark. j

SMB2 g STATUS_SUCCESS Read Response

SME 2 1060 STATLUS SUCCESS Read Response
sMB2 | 1061 Read Request Len:B65536 0ff:131072 File: Documents\wireshark.jpall
SME2 1062 Read Reguest Len:38431 off:196608 Fils: Documents‘\Wireshark.ip )

SME 2 1061 STATUS_SUCCESS Read Response

= o f—— .. - — 2] - i

STATUS_SUCCESS Read Response
SMB2 1060 STATUS_SUCCESS Read Response

- Internet Protocol version 4, Src: 192.168.0.197 (192.168.0.197), Dst: 192.168.0.201 (192.168.0.201%

F

pem i e e ]

# Transmission Control Protocol, Src Port: microsoft-ds (445), Dst Port: 53859 (53859), Seq: 3590556
[45 Reassembled TCP Segments (65620 bytes): #45(1460), #46(1460), #47(1460), #48(1460), #49(1460),
45, payload: 0-1459 (1460 bytes)]

[Frame:

[Frame: 46, payload: 1460-2919 (1460 "'?“53] Wireshark will reassemble TCP segments

[Frame: 47, payload: 2920-4379 (1460 bytes)

LFFME 43* pa‘ﬂnad 4380-5839 (1460 hytes}] of Read Responses (if configured to do so)

e, e e 4*—.—

= -!_.___‘l T _— . kel o gttt i i e, e, e e L
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Server Message Block (SMB) Protokoll
SMB2 Durable File Handle feature

* The Durable File Handles allow a connection to an SMB server to survive brief network outages

The |n|t|al Read request at Offset 5570560

A 7 wtes i e et aky st Durable Fk Hsautle pragng Wieshard |

Eie [oie Wiew (o Ciphes - jeslyoe Sutictes Te-q:h'-nx Teais Inhl-rn.lh +n-|1 i
oW 4 W2 EXR2 neeaTa2 [[{@m aaan @M ® % & :
biftem  geiad *| bgrmmun. Gl ey i T AR Fawd B, Fesd Anil E
Srwinool i Mo frsls 4

iltis 1ndm1n XCOop

SMEZ J.H'EIE Read Fl.eues: Len: 55'335 l:I‘F'F 551]51}"4 F'I'Ie iltis l.'.I.'.I.E Dﬂﬂﬂﬂﬂﬁﬂﬂ 000000023,

e oS ' ; t
LaMRZ. 13911, . Bsad. Reguast Len: E.E“n?.ﬁ n_-l":l-' 5?1}153" ft]t i ltas\iadmi alveonuiiltis I:I_‘I,:-_" OO0000MNEN Wq}ﬂlﬂﬂﬂaj L:.#-n F

The TCP session is broken by a network outage

4[:¢'|‘|.‘|"r Ack=319235344107 win=0 Len= =0

49178 > m'l:rﬂsnﬁ-ds [AEK] Eiq—ﬂEE?El}Blﬂ Ack=3831215353 win=54240 Lln"ﬂ

SMEZ o NMegotiate Protocol Reguest
SMBZ 0 Negotiate Protocol Response ;.
S0 e il e o G ey B . NTLMSAD HEASTRATR. . e ——— - N, o s it . 4

The TCP/SMB session is recovered and the Read Request reissued

T SRR | Read Response 3 ' E i
G kit 7 ] and Roquest E-Iﬁ:, 7 f :.., 7 1560 File: dltis\d i yecopy i itis_0 lr OO0 lT'lI 000002 3. bdg
SMEZ Fd Read Request Len:b B OTT:5636096 F1le: 11tis\iadmin xcopy\1itis 0l .000000000_0000000 .bdg {
sMB2 16 Fead Response

swez _ .23 _Reagd Request Len:65536 0ff:5701632 File: idti 13,1.1dmi’n‘}_:tv.:np__l,-‘ti_l,t‘is_d_gl£, 00)000000_000000023, bda .*
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SMB2 Service Response Time statistics with Wireshark

" @

|

Summery
Erﬂ‘l‘;\c_pl Har s by

Taephony Tooh Irdemsl  Help
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| Comeratien: o

! Spwire il Erdoomidz Frofoiol  Langth o

192. packnt Lengths. 5 sMB2 274
V1920 L 10 Giaphs v SMBZ 121
182, .lay sSMp2? 27
1102 Z":*“::: . "o sME2 29
1192 —=0 RS i 60
I }.9-;.' I Serace fesponee Time . I AFP, l‘ﬂt
) 192, ance St 208
1192  Baces b O Comed 1314
1192, BOOTP-DHCP i 6
_' 197, Cobectd. Dlasmates 146 SARD Serdece Respenas Tors shativticn
.: T Compare < Fm Craersl -+ @ ‘Fﬂ:r_
3 - LA P Genphi T SMIES Cormmand:
5 DN HAET- O3 {71 Indes = Procedure 4 Coly 4 MW SRT ¢ Mg SET ¥ g SHT

= B MlagotstaPiean ol 1 GDGOSS)  QE003S0 0000384
Quiant TP b t: M A
:LI' 4 £ LD, a I Sesaniaiug A GONEER 0533057
sl i MEGACD. 201), 3 TreeConnect O3  DO003W 0,200
i, I o MGCP Por § ToeeDisconnect D.000ZM  000NZN Q00024
Tvice FPromcol Types, e $ Create AOOHE  OHSNS 03556
jgg BT  ONC-RPCPoograme 2 £ Close AOOGIYS (0N 0 O0EK
I E Ll ¥ s B Eeaf QOMEN 00N o005
W TCF SereamiGragh ' SO 11 Joctl Q0SS DML S LR R
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29 © Leutert NetServices 2013 www.wireshark.ch



30

Server Message Block (SMB) Protokoll

SMB2 Service Response Time statistics with Wireshark

-------------

o
i:-: e i ma E “ -
= | SRARD Sercvce Respones Teme matimics u " fﬂ .u.
Firf Fiften g acidr=—192.188 0,204 n-.- ;
- _ T Comminch Lemath  Seq. Na liska ‘
bader & Procafler___ -Gl 4 MnTREA WS4 g 351 274 7 Create Request File:
S B ol i1 7 Create Response, Error: STA"
1 SessionSetup } 0000367 Q079906 = Lo
: . = 274 8 Create Request File:
3 Treelennsct 2 DEOM3 00D03se -
R et ¢ anhEM | DONaIH 298 B Create Response File:
5 Consts T L L] e i 53]55 > ﬂi:r'ﬂﬁﬂft—d:i [‘Eﬂ]
§ Close g 000075  0O003ED S L . Create Request File: ;Notif
§ Rasd 7 O000ZH0  0.00037% ETR —natSeletedy § | caata pesponse File:
1 e 7 oopaosz Do ltiss Wi Fece MoriTy Response, Error: STAT
14 Find P PR LY it te e 'NSH"t:(ﬂH 53365 > microsoft-ds [ACK] S
el et :
+5 Moty oAb pesepntalll I REE Create Request File: deskto
16 Geslein 4 G000TA)  OOG0EDE 0000333 < i lectad P Py e T

H (2192 bits) on interface O
EL: Hewlett-_bl:eb:0b (lc:cl:de:bl:eb:0b)
£201), Dst: 192.168.0.197 (192.168.0.197)
Port: microsoft-ds (445), Seq: 1525, Ack:

e LT P S e o

i

L]

L]

L

H;l-'\l‘_,-lnﬁﬂ--q [

* Right mouse click on specific command opens filter selections
* Wireshark filters on Requests AND Responses of the selected command
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SMB2 Request / Response messages

* SMB2 NEGOTIATE
* SMB2 SESSION_SETUP

» SMB2 LOGOFF

* SMB2 TREE_CONNECT

* SMB2 TREE_DISCONNECT
* SMB2 CREATE

* SMB2 CLOSE

* SMB2 FLUSH

* SMB2 READ

* SMB2 WRITE

* SMB2 LOCK

* SMB2 IOCTL

* SMB2 CANCEL

* SMB2 ECHO

* SMB2 QUERY_DIRECTORY
* SMB2 CHANGE_NOTIFY

* SMB2 QUERY_INFO

* SMB2 SET_INFO

* SMB2 OPLOCK_BREAK

Negotiation of SMB2 dialects between client and server

Sent by a client to request a new authenticated session

Sent by a client to request termination of a particular session

Sent by a client to request access to a particular share on the server
Sent by a client to request that the specified tree is disconnected
Sent by a client to request either creation of or access to a file

Sent by a client to close an instance of a file previously opened

Sent by a client to request that a server flush cached file information
Sent by a client to request a read operation on a specified file

Sent by a client to write data to the file or named pipe

Sent by a client to either lock or unlock portions of a file

Sent by a client to issue an implementation-specific /O Control

Sent by a client to cancel a previously sent message

Sent by a client to determine whether a server is processing requests
Sent by a client to obtain a directory enumeration on a directory
Sent by a client to request change notifications on a directory

Sent by a client to request information on a file, named pipe, volume
Sent by a client to set information on a file or underlying object store
Sent by a server to indicate that an opportunistic lock is being broken
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SMB2 Response NT Status messages

* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:

32

STATUS_SUCCESS (0x00000000)
STATUS_NO_MORE_FILES
STATUS_INVALID_HANDLE
STATUS_INVALID_PARAMETER
STATUS_NO_SUCH_FILE

STATUS_INVALID_SYSTEM_SERVICE
STATUS_ACCESS_DENIED
STATUS_OBJECT_NAME_INVALID
STATUS_OBJECT_NAME_NOT_FOUND
STATUS_OBJECT _NAME_COLLISION
STATUS_OBJECT_PATH_NOT_FOUND
STATUS_OBJECT_PATH_SYNTAX_BAD

© Leutert NetServices 2013

* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
STATUS_MORE_PROCESSING_REQUIRED ¢ NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:
* NT Status:

STATUS_SHARING_VIOLATION
STATUS_EA_TOO_LARGE
STATUS_FILE_LOCK_CONFLICT
STATUS_LOCK_NOT_GRANTED
STATUS_LOGON_FAILURE
STATUS_RANGE_NOT_LOCKED
STATUS_FILE_IS_A_DIRECTORY
STATUS_NOT_SUPPORTED
STATUS_BAD_DEVICE_TYPE
STATUS_REQUEST_NOT_ACCEPTED
STATUS_DIRECTORY_NOT_EMPTY
STATUS_NOT_A_DIRECTORY
STATUS_CANCELLED
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SMB useful links and references

Despite the widespread and successful use of the SMB protocol,
there are almost no books available, covering the topic in a easy
readable but still detailed manner.

Microsoft [MS-SMB2]: Server Message Block Protocol Versions 2 and 3
http://msdn.microsoft.com/en-us/library/cc246482.aspx

Blog by Jose Barreto, a member of the File Server team at Microsoft.
http://blogs.technet.com/b/josebda/

Ronnie Sahlberg: Using Wireshark for Analyzing CIFS Traffic
http://www.snia.org/sites/default/files2/sdc archives/2008 presentations/monday/Ron
nieSahlberg UsingWireshark.pdf

Book: Implementing CIFS: The Common Internet File System, Christopher Hertel Publication
Date: August 21, 2003 (very detailed, but not covering SMB 2/3)
http://www.amazon.com/Implementing-CIFS-Common-Internet-System/dp/013047116X
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Thank you for your attention
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Hope you learned something

Rolf Leutert, Leutert NetServices,
leutert@wireshark.ch / www.wireshark.ch
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