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MetaGeek

e Founded in 2005

e HQ in Boise, Idaho

e Founded & 100% owned by
MetaGeek employees

- e —




MetaGeek

e Wi-Spy Hardware
e Chanalyzer Software

e Device Finder
o 2.4 GHz Directional Antenna




Wired vs. Wireless

802.3 - Wired

« Distributed Access

Scheme
« CSMA-CD

802.11 - Wireless

« Distributed Access

Scheme
« CSMA-CA

Additional Considerations

o 2.4 &5 GHz Public ISM bands
« Non-Wi-Fi Transmitters

« X Power Restrictions

- Overlapping Channels



802.11 Wireless Medium

2.4 GHz

- Greater Range

- Wi-Fi Congestion

- 802.11b/g/n devices

- 3-Non-Overlapping Channels

. Plagued by Non-Wi-Fi Interference

5 GHz

Lower Indoor Range

Largely Unused {m | n'n'o'm'o M‘O\

Greater Performance

Varying Tx Restrictions
802.11 aln/ac 11 |




Types of 802.11 Interference

Co-Channel

Every station and access
point on the same channel
cooperate time to talk.

Adjacent Channel

Every station and access point on
an overlapping channel talk over
each other.

Non-Wi-Fi

g =
A

Non-802.11 devices also
compete for medium access



Amplitude (MHz)

Channels (MHz)

N MetaGoak Private 25

Visible:
o Signal Strength of Access
Points
e Visualize Co-Channel &
Overlapping Networks

Invisible:
¢ Which networks hog
bandwidth.

e Number of clients.
e Actual data rates used.
e Client Usage
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Visualizing Channel Density

INTEROP 2013

5 GHz



Visualizing Wi-Fi Patterns

Phase Shift Keying Modulation Legacy 802.11b Data Rates
e 1,2,550r 11Mbps

o 2.4 GHzOnly

When the minimum supported rate is 1, 2, 5.5. or 11
Mbps all 802.11 Overhead is sent at this PHY type.

OFDM (20 MHz) 802.11a/g/n
e 6-216.7 Mbps

e 24o0r5GHz

Most commonly used to transmit Data Frames and all
frames in modern Wi-Fi networks.

OFDM (40 MHz)

802.11n
e 13.5-600 Mbps
e 240r5GHz

Most commonly used to transmit Data Frames.



INTEROP 2013

2.4 GHz 5 GHz
(Very Dense) (Less Dense - Unused Channels)
All Wi-Fi overhead is sent Minimum data rate is 6

at a legacy data rate. Mbps.



Wi-Fi stations are very polite.

They will back off for any transmission above -85dBm.

Lower data rates take more airtime and prevent other devices from transmitting.

Percent of activity above -85dBm at INTEROP 2013



Overhead Required for Legacy Devices

2.4 GHz Frama Air Time for 1448 Bytes § GHz Frame Alr Time for 1448 Bytes
B Fresenble

W EC2 1) Trams
- l
N I

*long preamble is calculated at 192 microseconds

| Mhpy

Data Rae

£ Mips

Every 802.11 frame includes a PLCP header (not reported in Packet Analysis).
This is used for synchronization and collision avoidance.

The PHY header is always sent at the most robust (or lowest) data rate even if the 802.11
frame is sent at a much faster data rate.
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ERP Protection

| TEEE 802.11 wireless LAN management frame
ii Fixed parameters (12 bytes)
Tagged parameters (223 bytes)
% Tag: SSID parameter set: NETGEARS2
@ Tag: Supported Rates 1(8), 2{(8), 5.5, 11, 18, 24, 36, 54, [mMbit/sec]
& Tag: DS Parameter set: Current Channel: 11
5 Tag: Traffic indication map (TIM): DTIM 1 of 0 bitmap
= Tag: ERP Information
Tag Number: ERP Information (42)
Tag Tength: 1
ERP Information: O0x02
sdras, raned)
SAais: T
0000 O..

Non ERP Present: NOT Se€t

Use Protection: Set

Barker Preamble Mode: Not set
Reserved: Ox00
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Arbitration and RTS / CTS

Random ? ? New Random
F Backo!
Station 1 NAV (7 Siols) ; S (10 Siots)
NAV D s D Stavon Defers
Station 2 | ' .
F E F NAV
s S S
Random Bldto’;g
. Backo! @ Siots)
Station 3 NAY (9 Sots)
NAV D Stition gafers, but kesos Saokolt counter (=3 0 s
smm Rl | | | | I I I Siation sois NAY upon receivieg RTS | |
F F F
8 3 s
S
!
Station 5 ; Station suty NAV upar recening RTS
S‘a'm 6 Sintion sets NAV upon
recalving CTS, this station s
hidginn o Station 1
DATA
E———

Time



How to Find Legacy Devices

Look in the Probe Requests!
wlan.fc.type_subtype == 0x04

Learn all about what the client device supports: data rates, RF bands,
beamforming and security.

) TIEEE 802.11 Probe Request, FIags: ........ C
- IEEE 802.11 wireless LAN management frame
Tagged parameters (21 bytes)
&/ Tag: SSID parameter set: locationbased
- Tag: Supported Rates 1(g8), 2(B), 5.5(8), 11(8), [Mbit/:
Tag Number: Supported Rates (1)
Tag length: 4
Supported Rates: 1{B) (Ox82)
supported Rates: 2(B) (0x84)
Supported Rates: 5.5(B) (0x8b)
Supported Rates: 11(8) (0x96)



802.11 Overhead

INTEROP 2013 Channel 11

AIR TIME W MANAGEMIENT FRAMES
2 Beacon
{ Probe Resporre
J Probe Requect
v Ressaoaaton Response
;_7 Resuooatco Reguest

“ Asscowtion Revpomme

.
J Assooshon Request
Auther aton

' Acton

. Deauthentication

. Prviasson tion

M CONTROL FRAMES
W Block ACK
7 Block ACK Roguest
W Acx
B os
B s
B e
M DATA FRAMIS
V' Data
! Nl Data
B Qs e

. QoS Drats

Co-Channel Interference and 802.11 overhead are excluded
when troubleshooting wireless issues over the wire.

802.11 Overhead is all Management and Frames.



INTEROP 2013 SSID "NOC"

AIR TIME

PACKETS P




INTEROP 2013 SSID "NOC"

AIR TIME

ASSOCIATED C

PACKETSp S lient

K

326931ms 1T
“ate 126 Mbps “as
‘= 1 Mbps I
3,839.917 .
e 147
vtz 13,465
o 43%
1"




Add the Competing Traffic on Channel 11

INTEROP 2013 SSID "NOC"

AIR TIME

PACKETS

1"

147
12.6 Mbps
1 Mbps
e 43% fe
B NETGEAR7

B Titanic

Bl N Te ~




Sharing is Caring?

INTEROP 2013 Channel 11

AR TIME

Even though stations within "NOC" easily sent the most bytes, they only contributed to a small portion
of the Air Time saturation.

What is all of the other traffic?



802.11 Air Time of Legacy Data Rates

INTEROP 2013 Channel 11




What are all of the 1 Mbps frames?

Probe Requests and Responses

%] interop 24 channel 11.pcap  (Wieshark 18.7 (SVN Rov 43362 rom /trunk- 1.8 - a
fe Dt Ve o Cwptive Seslee Jutices Telephory Josm  jrtenals  Hely
BEGOGE EEXZE NeveTs B aaeam gy 3
e antetap dataate == | v | Bpression..  Clew Sewe
Naneer (1N e Mare w | Weesss femi Cetrypmas Yays,

L Deka

s Frame 1182 153 bytes on wire 1240 Bits), 133 bytes capture
RACIOtap Weacer vO, Length 26
Maader revision: O
Mender pad: O
Mender length:
b Prasent ¥lags
MAC timgstamp! WO01300E0
#Flagz: On10
Cata kate: 1.0 Mh's
cthanne) fraguency: 2402 (806 11)
Charne! type: 802,110 (OxD020)

N

S51 Sfgnal: ~56 dom
S51 Notse: -7) dos
Arterme: 0

51 signal: 1Y o

L ISEE 802,11 Probe Rmaguest, flags:
IECE B02.11 wireless LAN mansgessnt h-u
Tagued parameters (101 bytes)
Tag! SSID parameter set! Srosdcast

Tag Musber : SSID paramgter set (Q)
Tag Tength: 0
$5101
TaQ: Spported Rates 3, 2, 5.5, 11, [Mbitsec]

Tag Nustier @ Supported mates (1)
T™g Tengeh: 4

SUpported Rates: 1 (OnD2)
supported Rates: 2 (Oxd)
LUpporTed Rates: s S (Out)

o0 10 0109009(‘:65 ......
0020

0030

0030 0 & Os ol 'h 8 1a 00 Ll i9 9‘ (ﬂ) oD Dl‘

@M LRI e Pacusts FEES Duglayed: 12025 Marked 0 Losd tene 001580

Apple device express
interest in Wi-Fi
Connection (Probe
Request)

Access Points
responding to probe
request at 1 Mbps.



2.4 GHz-only

22 MHz Wide

1-11 Mbps

HR-DSSS BPSK w/ CCK
Modulation

Good for longer range but low
data rate.




802.11a

. 5 GHz-only

20 MHz Wide o s o L

. 0-54 Mbps
. OFDM Modulation

Radiotap Header vO0, Length 26
Header revision: 0

Header pad: 0

Header length: 26
il Present flags: Ox00001867T

MAC timestamp: 35002796143208
il Flags: Ox10

Data Rate: 52.0 mb/s

Channel frequency: 5745 [A 149]
{ Channel type: 802.11a (0x0140)

SSI signal: -68 dBm

SSI Noise: -85 dem

Antenna: 0

SSI signal: 17 ds




802.11¢g

2.4 GHz-only
20 MHz Wide
6-54Mbps

ERP-OFDM Modulation

Radiotap Meader vO, Length 26
Heater revision: ©
Heador pad:
ueaser lTength: 26

Present flags:
MAL Timestanp:

Fiags: Ox1
DATa Rate

("]

+]

2.0 b

Charne! frogquency:

Chamel type

0.

st signal

S5I NOise:
antermna: 0
51 signal

Ox00001 851
IH650689%0

2412 (oG 1]

N02.31g (pure-q) (OxDOCO)

0
0.

'0 dBm

23 de

« Turbo: False

« Complesentary Code xeying (CCx): False
orthoganal Freaguency-Diviston wyuitiplexing (OFD™)

= J GHT spuctrum: True

= 5 Gnx spectrum: False
= Passive: Faliss

« Dynamic CCK-OFDM: False

= GAUSS1an Sfreguency Shift seying (GFe)
- GSH (SODMHZ) 1 False

= Stetic Turbo: False

= Half Kate Chame!l (Q0enz Chanme! width):
PP «o = Quarter Rate CThamne]l {(SwNr Chamnel width
-A7 dite

False

Falss
False

L



802.11n

2.4 & 5 GHz
20-40 MHz Wide
6-450 Mbps
OFDM Modulation

- MCS information
i Known MCs information: Oxif
...... 00 = Bandwidth: 20 mMHz (0)

HAMTDY

450 evss +0., = Guard interval: long (0)
«vo 1... = Format: greenfield (1)
e .... = FEC: 8CC (0)

[ Mcsdndex: S - |
[pata RrRate: 52.0 wb/s]
= IEEE B02.11 Qos Data, Flags: .p....F.




802.11ac

5 GHz

20-160 MHz Wide
6 Mbps - 6.9 Gbps
OFDM Modulation




Dynamic Rate Switching

As clients are further away from an Access point they choose
a lower modulation rate.
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Reduce Co-Channel Interference

Channel
Antenna Pattern
Physical Barriers 11 1

Transmit Power



Measuring Retransmissions

(wlan.fc.type == 2) && (wlan.fc.retry == 1)

i ;
A | [

Y | iI=2¥~—J | oy — \

T T
100s it 140,

Graphz
Graph 1 Color Fiter:  (wlantcaype == 2} & (wiar Sthie Line ADDl':‘ , Inc. 00:
Gragh 2 Fiter. | wianfctype == 2 Style: | Line Apple, Inc._00:

Apple, Inc._00:88:
Apple, Inc._00:

Wireshark: Coloring Rules - Profile: FOR.H

@8

Apple. Inc._DO:
List is processed in order until match is found ~o
Apple, Inc. 00:

String
Apple, Inc._00

o E

wlan foretry ==

Apple, Inc._0D0:09:

LI T e

Move

wlanfctype subtype==0 selected filter

up or down

wlanfctype_subtype==4




5 GHz Channel Mysteries (DFS)

How do | know what 5 GHz channels my client device supports?

Look in the Association Requests!

wlan.fc.type subtype == 0x00

= Tag: Supported channels

Tag Number: supported channels (36)

Tag length: 10
v Supported Channels Set #1 First: 36, Range: 4
£ Supported Channels Set #2 First: 52, Range: 4
& supported channels set #3 First: 100, rRange:
i Supported channels Set #4 First: 149, Range:
i Supported Channels Set #5 First: 165, Range: 1

N



e Roaming may happen across multiple channels. Multiple
capture interfaces is recommended.

e If you don't have multiple devices monitor the AP you think
it will roam to next.

| MANAGEMENT FRAMES

Use a Quick Filter! - e

[[] Probe Request
Reassocabion Response
Filter. type == (v0B) && !(wlanfc.subtype == 13)) && llanfcs good == 0) v | Expression.,  Clear  Apply  Save  Rosming W Reaszocation Request

\ Association Response
11 Channe hannel Offwet FCS Filter: | All Frames None V| Wirthess Settings...  Decryption Keyel Assocabon Request

: - B Avthentcation
(((/(wlan.fc.type == 1)) && !(wlan.fc.type == 2)) && !(wlan.fc.type_subtype == 0x08) [l Action
&& !(wlan.fc.subtype == 13)) && !(wlan.fcs_good == 0) B Orsuthenbeaton

. Disassocation

Bl CONTROL FRAMES
[__] Block ACK

Modify the Filter to Follow a Specific Station L A e

B crs

((((("(wlan.fc.type == 1)) && !(wlan.fc.type == 2)) && !(wlan.fc.type_subtype == =:3m

0x08) && !(wlan.fc.subtype == 13)) && !(wlan.fcs_good == 0)) && [7] DATA FRAMES

[] Data

(wlan.sa == STATIONMAC || wlan.da == STATIONMAC )) B Mt Dota

B QoS Nt
B QoS Data




Profile Considerations for 802.11
Analysis

Live Demo



Download

Trial software available for learning:

www.metageek.com



Fin.

Trent Cutler

YouTube: /user/trentcutler
Twitter: @metageek, @firemywires



