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Context

Process-to-process communication

Multi-tier traffic patterns

Your questions

Practical 1 — Timeframe and time accounting
Your questions

Correlation strategies

Final questions

Closing remarks



The Enemy

Recurring/é
Gray
Problem -

See Wikipedia




Recurring gray problems

Data Server Database Solution

Networks Support Support Architects




Discovery

Software
engineering
principles

Standard IT
diagnostic
tools and
techniques




Achieve Root Cause Identification (RCI)
Focus on a single symptom

Capture individual instances

Use Definitive Diagnostic Data

Capture in production
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TCP Ports

Client Server
Process Process
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Data Transfer
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Response Time Elements

* Client time

« Service time
* Request spread

 Response spread
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Break for...

Questions?



Protocol Message vs. Packets

Filter: {tcpport==80 &8& tcp len>0} || icmp EI Expression... Clear Apply Save

No. Time Source Destination Src Port  DstPort Info
470 313:129:56.,124513 o 192.168.1.77 63006 BO GET /TicketViecw. phpTTIicKetNG=511127 WTTPR/ /1.1

472 13:29:58.260861 192.168.1.77 192.168.,1.70 a0 54006 [TCP segrment of a reassembled POU)

473 13:29:58.264216 192,.168.1.77 132,168.1.70 80 64006 [TCP segment of a reassembled POUS

474 13:29;58.264883 192.168.1.77 192.168,1.70 a0 64006 [TCP segment of a reassambled POU]

475 13:29:58.265179 192.1€8.1.77 192.368.1.70 50 B4006 HTTP/1,1 200 OK (rext/ntmi)

467 £3:30:02.286050 192,166.1,70 192,168.1.77 64007 BD GET /TicketView.pho TicKetNo=510760 HTTF/1.1
489 13:30:02.430607 192.168.1.77 £92.168,1.70 80 64007 [TCP segment of a reassembied PDU]

490 13:30:02.430783 1%2.168.1.77 192.3168.1.70 40 4007 {TCP segment of a reassembled POUY

491 13:30:02.330922 192.168.1,77 192.168.1.70 80 €4007 {TCP segmant of a reassenbled PDU3

493 13:30:02.434839 192.168.1.77 192.168.1.70 80 64007 [TCP segment of a reassembied POU]

454 13:30:02.434950 192.1e8.1.77 192.168.1.70 80 64007 {TCP segment of & reassembled POU}

495 13:30:02.435059 192.165.1.77 192.165.1.70 50 64007 HTTP/1.1 200 OK (text/htmi)

540 13130:05.376557 192.168.1,70 192.168.1.77 64008 80 GET /TicketView.php7TicketNO«310005 HTTP/I.1
542 13:30:05.523119 192.168.1.77 192.168,1.70 80 64008 [TCP segment of & reassenbled POU)

Better filter expression

Messages Remove Detect
to service ACKs connect delays lgnore retransmissions

tcp.port==80 && (tcp.len>0 | | tcp.flags.syn==1) && !tcp.analysis.retransmission

Or Eliminates TCP Keep-alive packets

tcp.port==80 && (tcp.len>1 || tcp.flags.syn==1) && !tcp.analysis.retransmission
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What about interleaved streams?

No,
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282
283
284
286
287

Time

15:28:02.430482
15:25:02,430557
15128102, 440647
15:28:02. 440887
15:25:02. 4310686
15:126:0Z.443883
15728:02, 444233
15:265:02.480247
15:126:02.460584
15:28:02,470889
15:28:02.471218
15:28:02.474968
16:128:02.47525¢8
15:28:02,475060
15:125:02.479343
15:28:02.485320
15:28:02,.491145
15:28:02.45
15:28:02. 492307

Sourcs
192,1€8,1.87
192.168.1.57
217.41.223.48
192.1€8.1.87
192.168.1.87
217.41.223.38
192.1€8.1.87
217.41,2232.48
192.168.1,87
217.41,223.48
192.168.1.87
217.41,223.48
192.1€8.1.87
217.41.223.48
192.168,1,87
217.41.223.48
217.41.223.48
*,41,223.45

Destination
217.41.223,.45
217.41.223.45
192.1€68.1.87
217.41.223,48
217.41.223.45
192.168.1.87
217.41.223,48
192.165.1.87
217.41.223,458
192.168.1,.87
217.31.223,48
192.168.1.87
217.41.223.48
192.165.1.87
217.41.223,.45
192.1€68.1.87
192.165.1.87
192.168.1.87
192.168.1,

Sec Port
62072
82071
B0
62073
62074
80
62069
g0
62079
&0
2072
80
62071
80
62073
&0
&0

Dst Pont

Info

GET /programmeimages/episode/hiisksvk_86_485.]1pg
GET /programmeimages/eplsode/D0215152_36_45. jpQ
HTTP/1.1 304 Not Modified

GET /programmeimages/enisode/b020viyy_86_45.1pg
GET /programmeimages/episode/D021194r _86_48. 109
HTTP/1.1 200 OK (JPEG IFIF image)

GET /programmeimages/enisode/b020z0de_BE6_48.]1pg
HTTP/1.1 304 NOT Mpdified

GET /programmeimages/episode/bO21v4cy _86_48. 109
HTTP/1.1 304 Not ModiTied

GET /programmeimages/eplsoda/no07svmr_86_ 48, 1pg
HTTFR/1.1 304 Not Modified

GET /programmeimages/episode/b020vg5z_B6_4E.Jpg
HTTP/1.1 304 Not modifisd

GET /programmeimages/epfsode/bo20yqsf_172_96: jpg HTTP/1.1
t of a reassembied FOU]
t of a reassembiad PoOU]

HTT#/1.1
HTT#/1.1

HTT#P/ 1.2
HTTP/1.1

HTTP/1.2

HRTTP/1.1

HTTP 1.1

WTTP/1.2

We’'ll deal with this later



Simple workflow system

* Web browser, web server and database

List of work items called tickets

Click on ticket to display detail

— Response time < 1 second

* Intermittent response time of 5+ seconds
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Approx. response
time of 6 seconds

TCP Port 80

Request to

TCP Port 80

Response from

A A A

TCP Port 80

Database

Server
Server

TMS App

Service Time

Time delta for
last request pkt
to first response pkt
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HTTP Response Time

11:42:36.622843

Request to

TCP Port 80

Response from

v

11:42:42.770757

134 13:42:36,622843
153 11:142:42.770787
154 11:32:32.771037
3155 23:43:42,772202
156 13:42:42,772761

TCP Port 80

192.168.1.70
192.1656.1.77
152,.168.1.77
152,168.1.77
192.168.3.77

192,1€8.1.77
192.168.1.79
152.168.1.70
3192.168.1,70
192.1€8.1.70

S9540 80

50 59640
a0 53630
&0 58640
50 59640

Last request pkt
to

first response pkt

/

Service

/ Time of
6.148s

GET /Ticket¥iew.php?TickatNo=511129 HTTP/ 1.1
[TcP segment af & reassemdled POU)

[TCP segment of & reassembled POU]

[TCF segment of a reassembled PDU]

HTTP/3.1 200 OK (Text/html)



Server Data base
TMS App




Break for...

Questions?



11:42:36.622843

TCP Port 80

Request to

Timeframe

11:42:42.770757

TCP Port 80

Response from

<«

TCP Port 80

TCP Port 5432

Client
Time

Database
Server @

PHP App Server

Req to 5432
_Rsp from 5432

——t Reqto 5432 |
_Rsp from 5432

Service
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Database Response Time

0.5+
11:42:36.622843 28.8 ms
Request to 2 Req to 5432
TCP Port 80 >
Rsp from 5432
6.001s \I h
Req to 5432
11:42:42.770757 Response from _Rsp from 5432
TCP Port 80
279 11:42:36,.731211 127.0.0.1 127.0.0.1 34577 5432 ;Q ) i
280 11:42:36,732775 127.0.0.1 127.0.0.1 5432 34577 [TCP segment of 3 reassembled POU)
2582 11:482:42.733601 127.0.90.1 127.0.0.1 FA5TT 5432 >0
288 11:42:42.762487 127.0.0.1 127.0.0.1 5432 34577 [TCF segment of a reassembled PDU]



Break for...

Questions?



Sort by TCP Connection

Use the quadruplet:

ClientIP:ClientPort:ServicelP:ServicePort



Cont . Then  Mep:  Sewice
Time  Spread Spread  Time _ |
Ams) (ms) (ms) (ms) Destination ClientIP  Client Port  SicPort  DstPort  Info
o 01 w7001 127001 [ 3a5%] 5432 >x
127.0.0.1 127.0.0.1 5432 >
127001 1270041 34577 [TCP segment of a reassembled POU]
127001 127001 5432 >
127.001 127001 34577 [TCP segment of & reassembled POU]
ool 127001 5412 >0
127001 127001 mmmtdomm
127001 127001
127001 127001
127.001 127.00.1
127.0.01
127.0.0.1
127001
127001
127001
127001

Belnnlaietaintndnll

BEEHEEEREEERREERLLE




;§‘§;§§§§§§§§§;§§é

34577 [TCP segment of a reassembled PDU]
5432 >Q '
34577 (TCP segment of a reassembled PDU]
5432 >Q |
34577 [TCP segment of a reassembled POU]
5432 >Q |
34577 [TCP segment of a reassembled PDU]
5432 5Q .
34577 [TCP segment of a reassembled POU]
5432 >Q |
34577 [TCP segment of a reassembled PDU]
5432 >Q .
34577 [TCP segment of a reassembled PDU]
5432>Q f.
NNUCPWdamMPM .
5432 >X



: -IF(MKWWMM/M")

€L EL %

i f

S|

| L

sum Dst Port  Info

271 11:42:36.721
272 11:42:36.723

273 11:42:36.723

274 11:42:36.725

275 11:42:36.725
276 11:42:36.728
277 11:42:36.728
278 11:42:36.731

280 11:42:36.733

282 11:42:42.734
288 11:42:42.762
290 11:42:42.768

127.00.1

0127001

127.0.0.1
4127001
127.00.1
5 127.0.0.1
127.00.1
2127.0.0.1
127.0.0.1
2127.0.01
127.0.0.1
3 127.00.1

127.001

3127.001
127001
2127.001
127,001

b 3 127.0.01
127.0.01

|
]

L

§§§§5 -§:§§§§§§§<§-§s§§:§-§f§

§59585559554S

5432 >%

5432 >

4577 [TCP segment of a reassembied PDU)
5‘&)

5032>Q
34577 [TCP segment of a reassembied PDU|
5432 >Q
34577 [TCP segment of a reassembled PDU|
5432 >Q
34577 [TCP segment of a reassembled PDU]
5432 >Q
34577 [TCP segment of a reassembied PDU]
5432 >Q

34577 [TCP segment of a reassembled POU]

5432>Q
wnrmmmonmmwm
5432 >Q
mmwﬁammj
5432 >X
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Client Time Scatter Plot
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Service Time for Database Trace
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Server @ Data base
TMS App

Other services?




Most work but some don’t

Protocol _______________|_FlipFlop _

Web (HTTP and HTTPS) Yes
Web Services (e.g. .NET Remoting, WCF) Yes
Other RPC (e.g. Java RMI, MSRPC) Yes
Database (e.g. Microsoft!, Sybase, Oracle) Yes
File Server (SMB?, SMB23, NFS) Yes
Many proprietary protocols Yes
Citrix ICA No
Windows Terminal Server RDP No

1. MARS may have to be considered
2. Further sort criteria need to be considered
3. Further sort criteria need to be considered



See the
RPR book

What about
clock sync?



Break for...

Questions?



Don’t need to
Port-to-port mapping
Based on data content

Based on characterization



No Need - Scenario

40

Under load one transaction intermittently
gave a 60+ second response time




No Need - Analysis

——HTTPS—>>

| +—S00€'¢C9——m»

——HTTPS—»

J\
N
N
Vo]
I
-

10:25:35.016 |

——HTTPS—»

|<—5L88'I9—>

11s
HTTPS

<—S€I9'817—>¢

—

10:26:36.904 |

—HTTPS—p>
—

——HTTPS—»
-

Total for all response times
(hundreds of them) during the
48.613-second timeframe is
0.5 seconds
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No Need - Further elimination

—HTTPS—»>

| 4+—S00€'C9—— >

—HTTPS—>

I
N
)
o
I
-+

10:25:35.016 |

—HTTPS—»

|<—SL88"[9—>

Total for all database
response times in
61.887-second
timeframe is 1.181 secs

10:26:36.904 |

SP & SQL/TNS————»

-
Al A

SP & SQL/TNS———»

—HTTPS—»
-

——HTTPS—»>
-

Total for all WAS response
times during the 61.887-
second timeframe is
1.162 secs
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Port-to-port Mapping

192.168.9.67

192.168.3.9:8276

(A) Trace A

ICA Session Start

192.168.1.38

192.168.3.22 Trace C 192.168.3.8

@ Trace B

P 192.168.1.38:2598

ICA Traffic

-

o

User fredblogs
starts the Citrix
client

>

192.168.3.22:47006 ——SMB Tree Connect—» 192.168.3.8:445

A short time later the XenApp server
connects to \\mainfs\home\fredblogs

43




Content Matching



11:42:36.622843

TCP Port 80 TCP Port 5432

Request to

11:42:42.770757

TCP Port 80

Client
Time
Response from

<«

TCP Port 80

Database
Server @ Server
PHP App

Service

Req to 5432
_Rsp from 5432

——t Reqto 5432 |
_Rsp from 5432
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Database Response Time

11:42:36.622843

Request to 5 11:42:36.733601

TCP Port 80 > 2

6.029s

11:42:42. 770757 Resp3h22trom :11:42:42.762467

TCP Port 80
128 11:42:36,733601 3127.0.0.1 127.0.0.1 34577 5432 ;Q
129 11:42:42.762467 127.0.0.12 127.0.0.1 5432 34577 [TCP segment of 3 reassembled PDU]

Does this relate to our slow transaction?



Linux

Web
PC Network @ Server Q DEICN EN
TMS App

View Ticket




<tr> \r\n _
<th width="110">Date/Time Queued</Ttha\r\n
<th width="90">Ticket#</th>\r\n
<tn width="240">Description</Th=\r\n
<th width="80">Fric/th>\r\n
<th width="80">5tatus</th>\rin

</Tea\rin

<tr> \r\n
<td»>2012-08-03 07:40</Td>\r\n
<td>511 Fio

<td class="alarm”sAlarme/td>\rin

</tra\r\n
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2451283223833248
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8283821838832938
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Content Matching - Request

Web
Server
TMS App

TicketNo=511129 511129

[} TMS - View Ticket +

€& @ 1921681.77/ TicketView.php TicketNo=511129 ¢

Home Orgs Schemes Drawdowns Users Qs Monltors Aulos My Q GreenBook !
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Data Content - Request

Ethernet ITI, Src: Netgear_a3:5b:ad (00:09:5b:a3:5b:a%), Dst: IntelCor_73:aS:%f1 (00:13:ce:73:
Internet Protocol version 4, Src: 192.168:1.70 (182,168.1.70), Dst: 3192.168.1.77 (182.168.1.
Transmission control Protocol, Src POrt: 59640 (595640), Dst Port: http (80), Séq: 3252362548
‘,v,.'-";.,.-"’??'e'. "'\LL; - P AT
- GET /Ticketview. phps
HOST: 192,.168.1.77\r\n
User-aAgent: Mozi11a/5.0 (Windows NT €.1; WOWE4; rv:20.0) Gecko/20100101 Firefox/20.0\r\n
Accept: text/html,appitcation/xhTml+xml,appitcation/xml;g=0.9,%/2:0=0.8\r\n
ACcept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: ozip, deflate\r\n
Referer: hutp://192.168.1.77/QueusSummary, php?Q1d=A7GPI0\r\n
# Authorization: Basic cGF1bGIMOKExXd2ThcDBS\r\n

Frame 128: 142 byres on wire (1136 bits), 142 bytes caprured (1136 bits)
Therefore Ethernet II, Src: 00:09:00.00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_0
Internet Protocol vVersion 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1
Transmission Control Protocol, Src POrt: 34577 (34577), DSt Port: postar

. . 00 GO 00 00 OD 00 00 DO OO 0O 0D OO0 00 08 00 45 D0  +ouveens <seessE.
This slow database transaction o oo ec 47 5o 40 00 40 06 #5 18 77 00 00 01 7F 00  ..GIB.@. ..vvvne
20 00 01 87 11 15 38 85 55 db 21 90 BS 45 04 80 18  ..... T ey M

1 30 03 02 Te 72 00 GO DX 01 OB 0R2 05 32 pe 23 05 34 sasbhraas enorcd
I 52 53 S 28 o e o o B R b pnlihd
50 20 46 52 3fF 2d 20 20 61 8£3 74 683 76 69 74 75 20 FROM a ctivity

60 57 48 45 32 35 20 20 74 65 €3 60 65 74 5T se &F 1 ER no
70 20 3d 20 35 31 31 31 32 39 20 47 52 44 45 52 2¢ = 51132 9 ORDER
80 42 59 20 64 74 5T 75 70 64 €1 74 &5 20 0O BY dt_up date
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—Req Type 2—»
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Req Type V—/——»
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Resources

White Paper

Network Trace Analysis

Strategies

from www.advance7.com Book

RPR: A Problem Diagnosis
Method for IT Professionals

Gift today or from Amazon or Lulu

Video

e
TR

and Excel

from YouTube

RPR NAO3: Analysing SQL Server
= performance using Wireshark




More Resources

Forum
RPR Practitioners

from www.linkedin.com

Vide0 [Geiwasizo

RPR NAO1: Analysing fileserver 0

performance using Wireshark and Excel
from YouTube

oo Video

= RPR NAO2: Analysing SMB2 and
fileserver performance

from YouTube
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Questions?
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Recurring Gray Problems

The issue will grow

It will slow development of the industry

Only evidence-based methods will help
Only

[You have the skills & techniques
to make the difference



f ‘E -’,"/ .\ 4 V
Lead the way
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Thank you

e: paul.offord@advance7.com
p: +44 1371 876 805
t: @paulofforda7

Paul Offord

Chief Technical Officer
Advance?

For book or e-book contact:
Rachel D’Cruze

e: rachel.dcruze@advance7.com
p: +44 1371 876 805
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