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Musician:
Gung Ho! - Lead Guitar / Vocals / Songwriter
— Philly's #1 Cyber Punk Band since 1980

— Produced by Otto Capobianco

Martial Artist:
Black Sash Taiji
3rd Degree Black Belt JLFS

Hobbies (my day job):
Network nerd (& InfoSec geek) 1984
Consultant / Instructor / Author
CISM, CISSP, CEH, ECSA, Security+
Co-Founder of InterNetwork Defense
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Just How Long Have | Been a Network Dweeb?
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Guidelines from my Mother




You know you could mess somebody up
wit dat!




Guidelines from Robert Anton Wilson

“You Can't Speak Matter of Eactually
About Anything You Can't Measure”

“You should view the world
4 a conspiracy run by a
very closely-knit group -—
of nearly omnipotent 3 -
people. and you should -
think of those people as '
yourself and your friends.”
-

Robert Anton Wilson
1932 - XKiT



What is a Hacker?
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Intro to CryptO
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Hashing Algoriths



IS said thatsPackets DorNot Lies

I'he World's Most Popular Network Protocol Analyzer
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Capture Help
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Capture Fiefs) . Disolay Optians- '
-, Network Media re—
Revermet WLAN. — 7 Use poult ple filzs
S aa | e 1 | ¥ Automatic serollng in ive caotire |
J e [ ——

Broadeom hetxtreme Gigahbit B

GTT T 5 o i T

Tt

Website

Vst the ooject’s setare

J_:; User's Guide

=i

7 Open
Openy b pravicedy captisend e
Cpen Recent:
o Dbl Do ey erybn Pl clord
il Wresha'ke Copture Oprions . -
~Caplure -
Interiace; |Local

IP scddress: feB0:eB02:27E36085:9€11, 10163079

Link-leyer headzr type:  thernet m
| Capture packets ir promriscoous mode

El Broadcomn Metitreme Gigabt Ethemne; Driven RDwiceKhFF_{FFE‘EE

Vneleiseibngs

Pemecte aethings

Ned Fleoverr |1 | | witvisteZe)

LW
(2} Rea

tolozd or capbore

Remg Eulfer withy 12 filez

' | I¥! Hde capture infc dislog

The Unet's Cadde Dees] veisgn P auashesl)

Security

Wierk antin Wieeshaek 55 seCumel B3 postibis

| Profile: Laura Chappef| ROCKS



The Intelligent Consumer
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Risie 1 Niske 2 hisie 3

Symmetric Algorithms  [cyninnetle Nyadions — Hashing Algerithms
(Shared Secrol) (Paisilic/ Private) (Messago Digesis)

VR 7

AES
Twofish Diffie-Hellman MD5

Blowfish RSA SHA1, SHA2 & SHA3
DES &3DES ECC Skein

EO El Gamal Whirlpool
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:Fl! Edit Miew Go Capture Analyze Slatistics Telephony Tools Intemals Help
o daNd EREXSZ AT L BEE QA0 $EBERE B

Fitter:  ssl.handshake ciphersuites IEI Exgiessioni..  Clear Apply Save 55l Handshake  Syn TAF
MNumber Delia Lource Destination Protocol  Sequence number Infia

2152 000364 192.168.1.1¢74.125.226.:TLSV. 1Client Hello
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite: TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
Cipher Suite: TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
Cipher suite: TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x0013)
Cipher Suite: TLS_RSA_WITH_RC4_128_MD5 (0x0004)

Compression Methods Length: 1
« compression Methods (1 method)
Extensions Length: 54
« Extension: renegotiation_info
« EXtension: server_name
« Extension: status_request
» Extension: elliptic_curves

n

0090 cO 09 cO 0a 00 32 00 38 00 13 00 04 O1 00 00 36 ..... 2.8
00a0 ff 01 00 01 00 00 00 00 14 00 12 00 00 OF 73 73 .. ......

00cO 05 01 00 00 00 OO0 OO0 Oa 00 O6 00 04 00 17 00 18 ........
W[(NM00 Ob 00 02 01 OC

l s EXTension: ec_point_rormats -

00b0 6¢c 2e 67 73 74 61 74 69 63 2e 63 6f 6d 00 05 00 1.gstati c.com

E'CI Tr g
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Symmetric Encryption




will sign)
it (public)
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Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

Filter: !ﬁﬂﬂafqntgndi‘uhﬁcﬂﬂy - Expmﬁmu. ‘Clear Apply
Mo, Time Source Destination Protocol Length Info -
2251 0.268880 173.194.43.54 192.168.1.14 TLSvl 558 Certificate, Server Ki-

o | m., f ¥ l'l

= Certiticate (id-at-commonName=mail.google.com,id-at-organizationName=( .
= signedCertificate
version: v3 (2)
serialNumber : 0x2b9f7ee>ca?5a62514204782753a9bbg E
= signature (shawithRSAEncryption) .;M
@ issuer: rdnSequence (0) I
@ validity
EESthEEtI rdnSequence (0)
= rdnSequence: 5 items (id-at-commonName=mail.google.com,id-at-org:
5uh1pctﬂuh11rhvy1nfu

|ﬁmﬁ535ﬂﬂl| RussemhtedTCP{lE#E bﬁﬁ] o s i A I e e s A |




Asymmetric Encryption




File Edit View Go Capture Analyze Statistics TEEEphurry___iﬂu{s LrLtEmaEs_ .-ﬂeip.
BWoes CEXRE Aer»eTL (B Qaan @M% B

Filter: !.s'sthamfshakﬂ.::ﬂﬁﬁcate EI Expression.. Clear Apply

Mo. Time Source Destination Protocol Length Info =
2251 0.268880 173.194.43.54 192.168.1.14 TLSvl 558 Certificate, Server K¢-

‘] 1 | F

[ = Certificate (id-at-commonName=mail.google.com,id-at-organizationName IE|
= signedCertificate
version: v3 (2)
serialNumber : Ox2b9f7ee5ca25ab2514204782753a9bb9
@ signature (shawithRSAEncryption)
% issuer: rdnSequence (0)
mvalidity
= subject: rdnSequence (0)
@ rdnSequence: 5 items (1d-at-commonName=mail.google.com,id-at-org:
= subjectPublicKeyInfo
@ algorithm (rsaEncryption)
Padding: 0
subjectPublicKey: 30818902818100af39159868e492fedf4ff1bbff0d2eb0f
# extensions: 4 items
@ algorithmIdentifier (shawithRSAEncryption) =

‘| 1 J b

0000 16 03 01 06 5a Ob 00 06 56 00 06 53 00 03 26 El
(Kas ) 03 22 30 82 02 80
[ |

(ATANIANN 7o oL o JC _of 06 14 10 A7 93 7L 2o Ob ki

| Frame (358 I:r:rtml| Reassembled TCP (1848 bytes) |

=




File Edit View Go Capture Analyze Statisticc Telephony Tools Intemals Help
Sedaa PEXRE aeseTF 2B Qe #E® % B

Fiter: 3509 .d E] Expression.. Cleat Apply

Me. Time Source Destination Protocol Length Info 1:
2251 0.268880 173.194.43.54 192.168.1.14 TLSvl 558 Certificate, Server Ke-

F I | .

= Certificate (id-at-commonName=mail.google.com,id-at-organizationName=( -
= signedCertificate

| version: v3 (2)

serialNumber ; 0x2b9f7ee5ca25a62514204782753a9%bb9 8

" ¢ signature (shawithRSAEncryption) 3

£ issuer: rdnSequence (0) ,F“

® validity

= subject: rdnSequence (0)

@ rdnSequence: 5 items (id-at-commonName=mail.google.com,id-at-orga

subjectPublicKeyInfo

I # algorithm (rsaencryption)

Padding: 0

I subjectPublickKey: 30818902818100af39159868e492fedf4ffibbtf0d2eb0f

© extensions: 4 jtems

|| | @ algorithmIdentifier (shawithRSAEncryption) >

m | )

e

(1]

0000 16 03 01 06 5a Ob 00 06 56 00 06 53 00 03 26 30 ....Z... V..S..&0 -
0010 82 03 22 30 82 028ya0 03 02010202102b9F .."0.... ...... +. iy

T’!ﬂ.”ﬂ. Ta Al .= I8 =~£ I8 14 3N A7 97 7K 2+ Ok WO 230 NA ze MR 0 e I

| Frarme (558 bytes)| Reacsembled TCP (1848 bytes) |




File Edit View Go Capture Analyze Statistics TEEEphunlr Tools Intemals Help.
DWes ERAXEE Ae» T2 B2 aaam »|

Filter: ' sshhandshake.ciphersuite * | Expression... Clear Apply

Mo. Time Source Destination Protoc = Length Info A
2127 0.005072 1/73.194.43.30 192.168.1.14 TLSv1 1484 Server H -

m | 4
| = Handshake Protocol: Server Hello @
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.0 (0x0301)
& Random
Session ID Length: 32 E
Session ID: adi/fc0895c40eacdc257aad815093536cd2556b95edb1]
Cipher Suite: TLS_ECDHE_RSA WITH_AES 128 CBC_SHA (Dxc013
' Compression Method: null (0)
Extensions Length: 5
i Extension: renegotiation_info v

4 | 1] | b

10080 49 c6 % 00 00 05 ff 01 00 01 00 16 03 0L 06 I.MM... -
0090 e4 Ob 00 06 eD 00 06 dd 00 04 23 30 82 04 1f 30 ....... —

00a0 82 03 86 a0 03 02 01 02 02 0a 2c 09 98 &8/ 00 00  .......
OO0 N S8 1 20 0d OR DO 23 8A AR 9/ 7 0d 0071 01 ¥ 1

=

—
-
-n
-




Application (S/MIME, OpenPGP, SSH) Application
Prasantziion (TrueCrypt, PKZip)
Transport (SSL/TLS) Presentation
Network (IPSec) Sessi
Link layer (watch out! router support) ession

Client socket = 192.168.1.123:5235 Transport

Server socket = 10.1.1.2:443
@’ = Network
. Data Link

L4=5235 L4=443
L3=192.168.1.123 L3=10.1.1.2

Physical




3) Alice’s Public Key

encrypls Session Key

1) Session Key 2) Add Session key
encrypls email to mail

PRG Session
Key (Nonce)




Hello Alice
| love you | love you | love you

Flease marry me,
Bab

5) Session Key
decrypts message

4) Alice’s Private Key
decrypts the Session Key




rlashing Algorithms
Understand Integrity checks with:

a) Message Digests
b) Message Authentication Codes
c) Digital Signatures

Slide 23



Authentlcatlng the Hash




* Message digest Is salted with_symmetric
key
* Hash provides integrity
* Symmetric key provides authenticity

Hello Alice,

I.I_o_ve you. 128 bit MAC

Yours Truly, S ' ';':}' R s
Bob =

Important! - Does not provide non-repudiation
- Bob Claims “Alice sent the message”



Hello Alice,
| love you.
Yours Truly,
Bob

128 bit MAC

AT kA S S ha Sed LTS

If Bob's MAC

Alice's MAC,
then document
has changed or

did not come

from Bob




| love you.

Yours Truly,
Bob

128 bit checksum
(Message Digest)

dac™T inb oot S5 et e A TOGER00

Digital
Signature

{Encrypled
Message Digest)




Hello Alice, G Bob's

Digital =
ublic
| love you. Signature .
Yours Truly. (Encryptod
Bﬂb Message Digesl)

e ——

Message Digest Messa ge Digest

mhl I Sed 1 | Pt iy | o e (I | PR WAL 0

If Alice’s Digest = Bob’s Digest
then:
1) Document likely not changed - (integrity)
2) Came from Bob — (authentication)
3) Bob cannot deny sending - (non-repudiation)




File Edit View Go Capture Analyze Statistics Telephony Tools Intermals Help.
Bedes EEXEE AesaTL ([EEF @aaml| »

Filter: ' sshhandshake.certificate w | Expression.. Clear Apply

MNo. Time Source Destination Protocol Length Info il
2251 0268880 173.194.43.54 192.168.1.14 TLSvl 558 Certifica -

4 | 1] | ]

= signedCertificate =i
version: v3 (2)
|| serﬁa1mumher = DthQfTEEScaESaﬁESléEDd?BE?S3a9bb9
= STonature (shawithRsAEncryption) &
= 1ssuer: rdnSequence (0)
# rdnSequence: 3 items (id-at-commonName=Thawte SGC CA
Bvalidity
= subject: rdnSequence (0)
# rdnSequence: 5 i1tems (1d-at-commonName=mail.google. ct
il = subjectPublicKeyInfo
= algorithm (rsaEncryption) -

4 | 1] | b
[ | = = — e

0020 7e e5 ca 25 ab 25 14 20 47 82 75 3a 9b b9 BN ~..%.%. -
0030 [ a 86 | | 4c 31 NN
0040 Ob 30 09 06 03 55 04 06 13 02 5a 41 31 25 30 23 .0...U..
0050 06 03 55 04 Oa 13 1c 54 68 61 77 74 65 20 43 6F ..U....T
0060 6e 73 75 6Cc 74 69 6e 67 20 28 50 74 79 29 20 4c  nsulting
110070 74 64 2e 31 16 30 14 06 03 55 04 03 13 0d 54 68 td.1.0.. -

| €] m | b

Reassembled TCP (1848 bytes) |




“Captain, the Federation's
X.500 based hierarchical
trust model of PKI is very
logical. Perhaps we can trust
the public
Certificate Authorities”

“But Spock, | have never
met Thawte or Verisign.|
feel | 'Can trust my friends.
Call'it a hunch, | trust
OpenPGP more”




PiITHIerarchicalirustiviodel




Eile Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help.
DWAee CERXEE Aer»eT L ([EE QB »

Filter: |ﬁﬂ§3ﬁ55tmr v | Expression.. Clear Apply

=4

MNo. Time Source Destination Protocol Length Info i
2251 0.268880 173.194.43.54 192.168.1.14 TLSvl 558 Certifica -
‘| i J b

E]CErtwacate (Td at-commonName=mail. google.com,id-at-organ ~

= signedCertificate '

version: v3 (2) I
serialNumber : 0x2b9f7ee5ca?25ab62514204782753a9bb9 =

# signature (shawithRSAEncryption) "

= issuer: rdnSequence (0)
g rdnSequence: 3 items (id-at-commonName=Thawte SGC CA “

B validity
I = subject: rdnSequence (0)
[ # rdnSequence: 5 items (id-at-commonName=mail.google. c«
I o cithdartDith 13 oo Tnfn 2
4 | 1] | b
10030 2a 86 48 86 7 0d 01
o D[MEI ) £ )
10050
|UDEU
0070
|DDBD

i

|Frame (558 hg.»ta51| Reassembled TCP (1848 bytes) |




Why Trust a CA?

(IPRA)

2lekom, Thawte, etc




Internet PCA Registration Authority
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Q= QO (o g @ Poo sires @ 25 - L

: Ay E}m:hﬂmmwmﬂ :‘] Eh Lk ™| Muortan ekt Seninsy .’- Mo Al B ﬁ =

Internet PCA Registration Authority

Root Key
Note: The IPRA Centificate hus been re-tiscued, The publfic key remains the same, but the expinaiion date has been advanced thnmgh 975895,

NOTE: I is ool known whethes o ol the Salekevper bax s V2K comphanl o wheilisr ot nel we will be able io ssue & ceitilie siv sl eapires
o iw iwwued) bevand the yoar 2000)

T am pleased to mform you that we have (Enaly) created the Tntermet Society sponsored “Tntemst POA Begstragon Authonty” (TFRA) 1havs enclosed a
vuencodsd fle that contans s self-sgmed certificate as well as a vernon where ¢ 12 “exploded” {courtery of the tval progam whck 1z pars of the TISPEM
distributien) and Bnally & moce lnrman readable verson.

In addton o bemg available o this Weh Fage we vl shorty be submetting ar Inrsenet [nformatonal B whash wall e ontam it

The TFEA will ba spernted under the autherny of the Internet Society by MIT for a penod of tme affer wheeh phivncal contes] will ba nrned aver o Infermes
Sotizty staff (or sther dengnated party s dotormened by the Society].

The TPEUA Private Koy iz protected vin o Certificate Signature T Tick hiere o read mare sbout ths technalogr

Jaff Solaliar
You can pet the IPRA Certibicate = u form dovwalosdable sibe Hetscape verston 2.0 {or geatech here bitp M nol edufprs o

et St B 1 O e ks BB e, e e
Srr e




Internet PCA Registration Authority

Eile Edit VYiew Favorites Tools Help

Address J,E ﬂtp:j',-‘bs.n‘l.:.a:i.lm&.cn |v| Go Links ** Norton Intermst Sacurity ﬂ

3 The page cannot be found

The page you are looking for might have been removed, had its
name changed, or is temporarily unavailable.

Please try the following:

If vou typed the page address in the Address bar, make
sure that it is spelled correctly.

Open the bs.mit.edy home page, and then look for links to
the infarmation you want.

Click the ‘:z‘m button to try another link.
Click a Search to look far information on the Internet.

HTTP 404 - File not found
Internet Explorer




Certificate Revocation




File Edit View Go Capture Analyze 3tatictics Telephony Tools Intemals Help
Buaee cEXEe A¢veTL(EE QB #UM% B
Filter: |.ﬁﬂ?tﬁﬁﬂnﬂﬂﬂmﬂ':: ' Fl Expression.. Clear Apply

MNo. Time Source Destination Protocol Length Info -
2251 0.268880 173.194.43.54 102.168.1.14  TLSV1 558 Certificate, Server Key Ex[hang

4 m | b

= extensions: 4 items
= Extension (id-ce-basijcConstraints)
Extension Id: 2.5.29.19 (1d-ce-basicConstraints)
critical: True
BasicConstraintsSyntax
s Extension (1d-ce-cRLDistributionPoints

Extension Id: 2.5.29.31 (id-ce-cRLDistributionPoints)
= CRLDistPointsSyntax: 1 jtem
= DistributionPoint
= distributionPoint: fullName (0)
= fullName: 1 item
= GeneralName: uniformResourceldentifier (6)
uniformResourceldentifier: http://crl.thawte. com/ThawteSGCCA. crl

= Extension (id-ce-extkKeyusage)

Extension Id: 2.5.29.37 f}d -ce-extKevUsaae)

4] 1, b

01c0 06 03 55 1d 13 01 01 ff 04 02 30 00 30 36 06 03

H| Fram;{'ﬁﬂ I:r)"-‘151| Reemhted TCP {1343 hytes]l |




Lie mvmﬁﬂimmmqunwimmmmuw

Shaed TEAXEE Wes@TAL QaQaQn WE% % B

Filter: pkhﬂknpﬁcﬂatmﬂncmurts:ﬁ El&prmslrm.. Clear fppiw Save
Nu Time Source Destination Protocol  Length Irlfa -

2251 0.000283 173.194.43.54 192.168.1.14 TLSvl 558 Certificate, Server Key Exchang -
‘| . j '

= Certificate (id-at-commonName=mail.google.com,id-at-organizationName=Google Inc, -
= signedCertificate
version: v3 (2)
serialNumber : Ox2b9f7ee5ca25ab62514204782753a% b9
1.5ignature (shawithRSAEncryption)
@ issuer: rdnSequence (0)
@ validity
& subject: rdnSequence (0)
+ subjectPublicKeyInfo
= extensions: 4 jtems =
# Extension (id-ce-basicConstraints)
# Extension (id-ce-cRLDistributionPoints)
Extension (id-ce-extkKeyUsage)
= Extension (id-pe-authorityInfoAccessSyntax)
Extension Id: 1.3.6.1.5.5.7.1.1 (id-pe-authorityInfoAccessSyntax)
= AuthorityInfoAccessSyntax: 2 items
= AccessDescription
accessMethod: 1.3.6.1.5.5.7.48.1 (id-pkix.48.1)
= accesslocation: 6
uniformResourceldentifier: http://ocsp.thawte. com
* g A, " ¥

0240 GE 08 lh ﬂﬁ 01 GS 05 07 01 86 16

=

{0250 4 65 2e B3 i=
0260 Ef 6 30 3E 06 DE 2- 05 05 U? 3U 02 86 32 e =
0270 68 74 74 70 3a 2f 2F 77 77 77 2e 74 68 61 77 74 ttp: ffw ww. thawt

N?B0 65 ?e B3 6F Rd 2F 72 &5 70 6F 73 A9 74 6F 72 79 e_com/re nositorv i

U Frinrme (558 bitee)| Reassarnbled TED ARIE hitee] |




T Micrownsfi
Elle Edie View Go Capture Analyze Statictics Telephony Tool: [otemals Help

e REXEE A+ aT 2 [EE aaan a@Emi B

Fitter: | cesp - | Epression., Clesr 20,
ALl TG hatine] | Chinmel Cffees . Feabien Al Fame ?W:r:ehuﬂ: E| Wirehen Settimgt.  Decrvption Keys..
000 192.168.1.7 199.7.55.72  OCSP  Request
8512 199.7.55.72 192.168.1.7 OCSP Response
-Online Certificate Status Protoco]l
- tbsRequest
-requestList: 1 item |
- Request
- reqCert

=hashAlgorithm (SHA-1)

Algorithm Id: 1.3.14.3.2.26 (SHA-1)

1ssuerNameHash: 1e9209aa713c794bcale931a0ablad3fdObab
issuerkKeyHash: 3b349a709173b28alb0cf4e937cdb370329e18

serialNumber : 0x2b9f7ee5ca25a62514204782753a9bb9
-requesteExtensions: 1 item

-

WA T VRNV’ 9T 7e e5 ca 25 ab 25 14 20 47 82 75NN
0210 EEREINE a2 1e 30 1c 30 1a 06 09 2b 06 01 05 05 EW-

T TV I . S e ™ ™ A ™ A _-I"\_.l s fal ™ o ™M = nr a1 N nr =T ™ i
i | il

@. Tt rtem {tnﬂ; 16 bytes Packets: 333 Dusplayed: 4 Marked: U Dropped: 0 Profile: Laura Chappell ROCKS!



Certificates
Intended purpose: [-::AII:— - I
| Trusted Root Certification Autherities | Trusted Publishers | Untrusted Publishers | =11
Issued To: Issued By Expiratio,.. Friendly Name -
| global trustee UTN-USERFirst-Hardw... 3/14/2014  Fraudulent
ol login.five, com UTN-USERFirst-Hardw,,, 3/1%/2014  Fraudulent
) login, skype. com UTN-USERFirst-Hardw,.. 3/14/2014  Fraudulent
—2!legin, yahoo. com UTN-USERFirst-Hardw,.. 3/14/2014  Fraudulent
\alogin; yahoo, com UTH-USERFirst-Hardw... 3/14/2014  Fraudulent
_llogin, yahoo.com UTM-USERFirst-Hardw.., 3/14/2014  Fraudulent L
: UTN-UISERFrst-Hardw... 3/147014
::-’,Jr'-ﬂ'lunsﬂ& Corporation  VeriSign Commeraal 5.,  1/31f2002  Fraudulent, NOT..,
@Hiﬂﬂﬂﬂﬁ Corporation VeriSign Commerdal'5...  1/30/2002  Fraudulent, NOT... =

(ni]
=
S
:1|

-1
- —

Certificate intended purposes

Server Authentication, Client Authentication

|&d'nrar'rc_&=_:|




How Well Does Certificate Revocation
Really Work?

Detecting Certificate Authority
cnmprﬂmlses and web brﬂwser collusion

Thankz o lan Gallagher, Seth Schoen, Jesze Eumsz, Chriz Palmer, and ofher anonymous birds for their
irvaluabie feedback on thiz writeup.

The Tor Project has long understood that the cerification authorty {(CA) model of trust on
the internet is susceptible to vanous methods of compromise. Without strong anonymity.,
the ability to perform targeted attacks with the blessing of a CA key is senous. In the
past, I've worked on atiacks relating to SSLMTLS trust models and for guite some time, |'ve
hunted for evidence of non-academic CA compromise in the wild.

I've also locked for special kinds of cooperation between CAs and browsers. Proof of
collusion will give us facts. It will also give us a real understanding of the faith placed in
the strength of the underlying systems.

Does cerificate revocation really work? Mo, it does not How much faith does a vendor
actually put into revocation, when verifiable evidence of malice 15 detected or known? Mot
much, and that's the subject of this writing.

Last week, a smoking gun came into sight: A Cerification Authonty appeared to be
compromised in some capacity, and the attacker issued themselves valid HTTPS

ompromises-and-web-bro




Where Are We Going?

Life on the Planet Earth, through the instrumentality of the human nervous system, has
begun to migrate from the Womb Planet, to escape from gene pools, to establish
colonies in high orbit, from whence it can more accessibly contact and communicate with
Life in the Galaxy.

Men and women who know from whence they come and where they are going, who
share a vision beyond the local-mundane will emerge from the larval gene-pools and as
cyber (pilot) individuals, who learn quickly, work effectively, grow naturally, socialize
lovingly and evolve gracefully. It is probably true that species coast along on serene
stupidity until faced with an evolutionary challenge; at which point individuals leave the
primitive collectives and become very smarter very faster. (Timothy Leary -1976)

TIMOTHY LEARY

OWTRDUETIEN N PHCIWAN DVG0e

‘THE HIGH
FRONTIER

INFO-PSYCHOLOGY

O O'NEILL =

SNERVOLS SYNTESM ACCRRINLG TN T
ISATHUCTIPS O THE MANL P AT RERS




Bruce Schneier Facts

Thimgs you mighl not know aboul Brute Schneier

Contact Random RSS Feed Top 10 Facis: 5Suggest Fact

Top 10 voted Bruce Schneier Facts

When Bruce Schneier observes a guantum pariicle, it remains in the same state until he has
finished observing it

Bruce Schneier knows Alice and Bob's shared secret.
Vs Ibh nixrg Oehpr Fpuarvre gb grpelcg guvf, urg pehfu Ibhe fxhyy jvgu uvf ynhtu.

Most people use passwords. Some people use passphrases. Bruce Schneier uses an epic
passpoem, detailing the life and works of seven mythical Norse heroes

Bruce Schneier's secure handshake is so strong, you won't be able to exchange keys with
anyone else for days.

Bruce Schneier once decrypted a box of AlphaBits.



Thank You!

| _‘_:";E. CrypTool 1.4.21 (EN) - Autﬂmat: Caesar Analysi: ciphertaxt-only. bt >, iu:y- <Key: <M>> -
File Edit View Crypt/Decrypt agmmzn e Procedures Analysis Options  Window
Help
| Dlo|er ||| &|m@| £IT3 2N
ET cipherteit-only.tat e = | = 1 |

5 lhh nfxrg O&hpr Fﬂuawm qh qrpﬂmq qu'u'F urg pehfu Ibhe ﬁchw [vgu wavnhtu _
E‘iASEI]H‘ﬂnmmnf <enalishiba> (114485 characters) E=nlionlEcl .
ﬁﬁ’;m*—fﬂnq_mmuf < ciphertent-anby.tet> (65 characters] F=mlicEiE=<a

* Cﬂ'rlﬂ ation o J-i'-l aony s lgh -Cl: e -—ll a4 3] english.t... = H =" || =5

rr-r"'ﬂ—'ﬂ

W -ﬂ,a r.-n:-;-—-, g et = Pt J,a-'-'—'r-=- e ..-.J_r“ "F-—a:-?_nﬁ:.,, = Er_,—'_'r' ‘u:-* F-'"‘_—h
Caesar £ s of < >, key: <K =l =

¥ oL

If vou EE"EE{f Eruce.r Schnaler to -::[ecﬂ.rpt this, he'd crush your Ekull with his laugh.

Improvise
Adapt
Overcome

Press Fl to obtain help. L1 C:83 P83
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