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Expand to EUI-64

nvert the Global Bit

Modified EUI-64
Interface ID
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Address ICMPv6

Autoconfiguration
Method

RA (Type 134)

Flags

M Flag O Flag

Link-Local

(always configured) B2
Manual assigned off
SLAAC Off
Stateful (DHCPv6) On
Stateless DHCPv6 Off
Combination

Stateless & On

DHCPv6

N/A

Off

Off

N/R

N/R

ICMPVv6

RA (Type 134)
ICMPv6 Option
Prefix Info
AFlag LFlag

N/A

Off

On

Off

priority)

Prefix
Derived
from

Internal
(fe80::/64)

Manual

RA

DHCPv6

RA
and
DHCPv6

for new communications

onal info, see RFC 4861

Interface ID

Derived from

M-EUI-64
or Privacy

Manual

M-EUI-64
or Privacy

DHCPv6

M-EUI-64
or Privacy

M-EUI-64
or Privacy
and
DHCPv6

Other

Configuration

Options

(DNS, time, tftp,

etc)

Manual

Manual

Manual

DHCPv6

DHCPv6

DHCPv6

Number of
IPv6
Addresses on

2
(LL, manual)

3
(LL, IPv6, IPv6
temp)

2
(LL, DHCPv6)

B]
(LL, IPv6, IPV6
temp)

4
(LL, IPv6, IPv6
temp,
DHCPv6)




version &, lrﬁ::;ﬂ

. H i

Internet m-m-:i

)
LORErE

f_'hetjlv_:..u: Ond709 [correct)
[ gl

= Managed address configuration: Sst
& .. = Other configuratisn: Set
ol ... = Home Agent: NOT 1eT
si 00, .. = Prf (Default Router Praference): Wedive (0]
srne oDoo = Proxy: Not set
______ 0, = Reserved: O
nooter Fifevime (c): LSOO
Regchable time (ma): 0
Retrans Timer (ms): 0




[ Sption el informa
Type: Profin friformstion (3}
Lengbh: 4 (12 bytes)

Prefin Length: &4 - -
Flag: Buc

on-Tink FlagilL): S=t
Ay cee. = Autemoeaus address-configuration flagla)) St
o 00 0000 = Heverved: O
valid Lifetine: 40
Preferred LiTerime: 20
fecerved
Prefis: J001:db8:1pb;1:: (1] - bl Tmbis D22
v Option (Prelie inforsation O OO0 dba; Dl T
g Prefia information (3}
Ltﬂ?'llh: 4 (12 bytes)
Prefis Length: &4
Flag; bmed
Tese cowe = Om=Hnk flaglL)! Set
L. ... o= Autonoweus address-configuration flaglal: Set
L0 D0 = Bederved] O
valid Lifetime: 40
Proferred Liferime: 7O
Reserved

Address ICMPV6 ICMPVv6 Prefix Interface ID Other Number of
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration IPv6
Method ICMPv6 Option from Options Addresses on
Flags Prefix Info (DNS, time, tftp,
M Flag O Flag AFlag LFlag etc)
Link-Local Internal M-EUI-64
(always configured) N/A N/A N/A N/A (fe80::/64) or Privacy ] i
Manual assigned Off off off On Manual Manual Manual 2
(LL, manual)
_EUI- 3
SLAAC off Off On On RA M EL." £ Manual (LL, IPV6, IPV6
or Privacy t
emp)
2
Stateful (DHCPv6) On N/R Off On DHCPv6 DHCPv6 DHCPv6 (LL, DHCPvB)
_EUI- 3
Stateless DHCPv6 Off On On On RA M El.Jl 64 DHCPv6 (LL, IPv6, IPV6
or Privacy t
emp)
Combination RA 2/:-:::",;? 4
Stateless & on N/R on on and v DHCPV6 ([ [R [76
DHCPV6 2ol e,
DHCPV6 DHCPv6)
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Address ICMPv6 ICMPVv6 Prefix Interface ID Other Number of

Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration IPv6
Method ICMPv6 Option from Options Addresses on
Flags Prefix Info (DNS, time, tftp,
M Flag O Flag AFlag LFlag etc)
Link-Local Internal M-EUI-64
(always configured) N/A N/A N/A N/A (fe80::/64) or Privacy ] i
Manual assigned off Off Off On Manual Manual Manual 2
(LL, manual)
M-EUI-64 3
SLAAC off Off On On RA X Manual (LL, IPV6, IPV6
or Privacy t
emp)
2
Stateful (DHCPv6) On N/R Off On DHCPv6 DHCPv6 DHCPv6 (LL, DHCPvB)
M-EUI-64 g
Stateless DHCPv6 Off On On On RA X DHCPv6 (LL, IPv6, IPV6
or Privacy t
emp)
Combination RA er-::'ij\ll_s‘l 4
Stateless & on N/R on on and ° . dacy DHCPv6 G2 ::"’:;""’5
DHCPV6 DHCPV6 ST DHCPYE)




generally a /64




Address

Autoconfiguration

Method

Link-Local
(always configured)

Manual assigned

SLAAC

Stateful (DHCPvé)

Stateless DHCPv6

Combination
Stateless &
DHCPv6

ICMPv6
RA (Type 134)

M Flag O Flag

N/A

Off

Off

Off

On

N/A

Off

Off

N/R

N/R

ICMPv6

RA (Type 134)
ICMPv6 Option
Prefix Info
AFlag LFlag

On

Off

On

On

Prefix
Derived
from

Internal
(fe80::/64)

Manual

RA

DHCPv6

RA
and

Interface ID

Derived from

M-EUI-64
or Privacy

Manual

M-EUI-64
or Privacy

DHCPv6

M-EUI-64
or Privacy

M-EUI-64
or Privacy
and
DHCPv6

Other
Configuration

Options

(DNS, time, tftp,

etc)

Manual

Manual

Manual

DHCPv6

DHCPv6

DHCPv6

Number of
IPv6

Addresses on

2

(LL, manual)

B
(LL, IPv6, IPV6
temp)

2
(LL, DHCPV6)

3
(LL, IPv6, IPv6
temp)

4
(LL, IPV6, IPV6
temp,
DHCPv6)
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Address ICMPv6
Autoconfiguration RA (Type 134)

Method

Flags

M Flag O Flag

Link-Local

(always configured) B2
Manual assigned off
SLAAC Off
Stateful (DHCPv6) On
Stateless DHCPv6 Off
Combination

Stateless & On

DHCPv6

N/A

Off

Off

N/R

N/R

ICMPVv6

RA (Type 134)
ICMPv6 Option
Prefix Info
AFlag LFlag

N/A

Off

On

Off

Prefix
Derived
from

Internal
(fe80::/64)

Manual

RA

DHCPv6

RA

RA
and
DHCPv6

i
a

Interface ID

Derived from

M-EUI-64
or Privacy

Manual

M-EUI-64
or Privacy

DHCPv6

M-EUI-64
or Privacy

M-EUI-64
or Privacy
and
DHCPv6

Other

Configuration

Options

(DNS, time, tftp,

etc)

Manual

Manual

Manual

DHCPv6

DHCPv6

DHCPv6

Number of
IPv6
Addresses on

2
(LL, manual)

3
(LL, IPv6, IPv6
temp)

2
(LL, DHCPv6)

B]
(LL, IPv6, IPV6
temp)

4
(LL, IPv6, IPv6
temp,
DHCPv6)
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Windows 7 Pro

Windows 7 Pro

Windows Server 2008-R2
DHCPV6, DNS, IIS
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DHCPv6 IPv6 Source RA-Guard SeND
Snooping Guard (RFC6105) (RFC3971)
HP — Comware 5 Yes Yes Yes No

(former 3Com/H3C) Ve (ND Detection)

HP — ProVision ASIC No No Yes No
platforms

Cisco 10S 12.2 No

(older 3560/3750) e e (manual ACL) Ve
Cisco 10S 15.x Yes

(newer 3750E) (DHCPV6 Guard) es e es
At UNIOE <future> <future> <future>

(EX series)

21



22



23



24



Wirgshark
alwork Analysis

Wl Furslammmiats

B Bmm g i A 1
sy aag &

butde ta TCP/SIP

Understanding

IPv6

25



Windows 7 Pro

Windows Server

ATTACKER
dvd / dhcpvé
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