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Mainframes 

Networks 

Services 

Emanations 
" Tempest 

Insiders 
" TCSEC, Common Criteria 

Eavesdropping 
" DES, AES, IPSec 

Network Protocols 
" Syn flood, DNS spoofing 

Network Stacks 
" “Ping of death” 

Operating System Services 
" Buffer overruns, XSS 
" Web spoofs, worms 

Application Services 
" SQL injection, SQL Slammer 
" Media players 



National Interest 

Personal Gain 

Personal Fame 

Curiosity 

Script-Kiddy Hobbyist 
Hacker 

Expert Specialist 

Vandal 

Thief 

Spy 

Trespasser 
Tools created 
by experts 
now used by 
less skilled 
attackers and 
criminals 

Fastest  
growing  
segment 

Author 



Vulnerabilities 

Victims 

Automation 

Work to do 

Time to do it 

Find one 

Attack one 

Common 

Not much 

Infinite 

Fix all 

Protect all 

Rare 

A lot 

Limited 

WE 
THEY 



Intended 
Behavior 

Actual 
Behavior 

Traditional 
Bugs 

Security 
Bugs 

(examples later) 







Confidentiality ??? 
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Records 
Mgmt. 

Order 
Mgmt. 

Inv./ 
Shipping 

CRM 

We fiddle with 

Checkout 
Protocol 

Inventory 
Protocol 

Data 
Retention 
Protocol 

CRM 
Protocol 

Bad guys target 
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Now more popular 
than Windows for 

malware authors 
(Kaspersky Labs) 



BYOD 

weak platform 

oblivious users 



8 - human 

7 - application 

6 - presentation 

5 - session 

4 - transport 

3 - network 

2 - link 

1 - physical 

•  Written code 
•  Thoroughly tested 

(including penetration) 
•  Updated regularly 
•  Functions only as designed 

•  Figure it out on your own 
•  Minimal training exposure 

(few minutes a year) 

•  Quickly forgotten or ignored 

•  Unpredictable 
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Low interest 
rates! 

Gimme credit 
cards! 

Extend your 
body parts! 

Get a 
better job! 

Cheap movie 
tickets! 





10% Read email and clicked link 10,000,000 

$BOTNET spams 100,000,000 mailboxes. What if… 

1% Signed up for a three-day trial 100,000 
$0.50 

$50,000 

1% Enrolled for 1 year 1,000 
$144 

$144,000 

Would YOU do it??? 
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http://labs.mwrinfosecurity.com/blog/2013/04/19/mwr-labs-pwn2own-2013-write-up---webkit-exploit/

1 

2 



  THC SSL DoS 

  R.U.D.Y. (R U Dead Yet?) 

  Slowloris 

  Sockstress 



http://blog.wired.com/27bstroke6/2008/02/ukrainian-hacke.html



http://www.msnbc.msn.com/id/28655104/



First they came for bandwidth by attacking availability. 
They executed denial of service attacks starting in the mid 
1990s and monetized later with extortion. 

Next they came for secrets by attacking confidentiality. 
They disclosed sensitive data starting in the late 1990s and 
monetized with personally identifiable information and 
accounts for sale in the underground. 

Now they’re coming to make a difference by attacking 
integrity. They degraded information starting at the 
beginning of the 2000s. These attacks will manifest as 
changes to trusted data such that those alterations benefit 
the party making the change. This sort of attack 
undermines the trustworthiness of data. 





Confidentiality Encryption 





  data net
 

  breaking 
things
 

  resiliency protection



Intended 
Behavior 

Actual 
Behavior 

Traditional 
Bugs 

Security 
Bugs 
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Data 

Applications 

Hosts 

Networks 

Physical 
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Time 

Anywhere Access 



Data 

Applications 

Hosts 

Networks 

Physical 
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  Shrink

  Consolidate

  Streamline

  Standardize

  Add redundancy

  Require authentication

  Encrypt/sign data

  Validate

  Audit activity
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