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TraceWrangling:
Preparing Food for the Shark




TraceWrangler in general

* TraceWrangler performs tasks on a set of packet
capture files:

sanitization/anonymization

merging files

batch editing packets

extracting packets into new files

capture file name/timestamp adjustments
endpoint/conversation overview over all files
basic TCP session state diagnostics

basic capture result validation



Where to get it

* Download at https://www.tracewrangler.com
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TraceWrangler - Packet Capture Toolkit

Introduction

TraceWrangler 15 a network caprore fil= ootk ronmng on Wndews that supports PCAP as well as the new PCAPng file format
which 15 now the standard fits format tsed by Wireshark. The most promunent use case for Trace Wrangler 15 the ensy santhization and
ancymization of PCAP and PCAPng files (sometimes called "trace files”. “capture filss” or "packet captures” |, removing or
repincing sensitnve data while being zasv tonse

Fratures
¢ Spnstzanen’ Ancoymzanoen Scubbmg of packet copmres ereated by Wireshark TOPDump #1e

¢ Editmp of cenamn frame tvpes. especially by removing ceman protocol lavers like MPLS. GRE or GTP-w. o to convert Lomx
cooked capmres to Parudo-Ethernet

¢ Merpmg capmre files, especially PCAPay files with more than one mterface and usmg filters to keep only certam frnmes
¢ Gathenng detasls nbour a large aumber of caprure files, ldee [P TCP and UDP conversations
¢ Dusplaving the PCAPug specific block structure of a file
¥ eXiTAChog conversatons fom muluple files to new capmre files. based on mamal filters. caprure file indicaror frames, or Sniorr
nlets
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