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Comcast Technology Groups

= Cable CMTS, Modem, Edge Services

= Backbone Transport, Routing

» Converged Regional Area Networks

= Metro Ethernet Services

= National Data Center

= Digital Voice Services (CDV)

» Domain Name / DHCP Services

» Product Engineering / Development

= Home Services (TV, Internet, Security)

» Business / Commercial Services (L2ZVPN, MPLS, etc)



How Do It Know ???

= HINT: It don't.

= Computers only know as much as YOU do.

= We can only apply what WE know.

* How do we get from “l don’t know” to solving the

” N\ (W) [



Why am | talking about Visualization?

= Troubleshooting is more of an art than a science. This presentation is about how |
describe my own “art”. Everyone will develop their own art (ie: methodologies).

= Nobody can teach you this. They can only help you learn to how to incorporate
ideas and techniques into your own art.

= Aot can be gained from looking at different types of thinking and methods to
incorporate into your own set of tools and techniques.

» Visualizing problems is the most common process people are involved in during a
troubleshooting effort.

» To be a successful problem solver you need to understand how the components of
visualization fit together.



Understanding Visualization Components

» |n order to visualize a problem we must:

— Be able to recognize how a problem manifests itself to it's users, engineers and inside of
packet captures.

— Categorize the problem based on it's manifestation behavior to users and protocol
interactions

— Determine what technical indicators exist that allow us to correlate information to
visualize the problem.

— Understand the impact of various technical indicators.

» The goal of visualization is to determine how a problem manifests itself and
correlate it’s technical indicators to produce a diagnosis.

= Visualization is about seeing and recognizing patterns on several different levels.
= Problem solving is about utilizing visualization techniques to resolve an issue.



Components of Visualization

Problem Manifestation

— The outward or perceptible indication of a problem.

— Determine how the problem manifests inside of a packet capture.
— Categorize of the problem and it's behavior.

Technical Indicators
— Characteristics of a problem’s manifestation.
— ldentify a problem’s technical indicators

Correlation

— Correlation of various technical indicators.

— Correlate technical indicators with a problem’s manifestation
— Look for repeatable patterns.

= Diagnosis

— The foundation of a definitive diagnosis is based on correlation of a problem’s
manifestation and it's technical indicators.



Problem Solving Cycle

Technical
Indicators

Problem ]
Manifestation )

You will iterate around \

this cycle many times as | Diagnosis
new information is
gathered.




Problem Manifestation

How is it known the problem exists?

How is the problem viewed? Often different J

— Byusers o perspectives (at first)
— By engineers

— By management
— In packets

What technical indicators does the problem manifest itself through?
— Retransmissions

— Time-outs, Delays

— Application Messages

= What tools can help you uncover more methods of how the problem manifests
itself?

» What techniques can you use to look for patterns?
» Understand how different technical indicators relate to impact !!



Problem Categorization by OSI Model

= Problems will manifest themselves in one or
more layers of the OSI| Model.

* Problems are almost always isolated to a
single layer.

» The first and most important step in
troubleshooting is to determine what layer of
the OSI| model the problem lives in. If you
don’t want to understand the OSI| model at
least understand the protocol dependancies
you are dealing with

= (Sl teaches us about dependancies, that is
why it's useful.




Problem Categorization by Type

Loss of Connectivity

— Complete and total loss of end to end connectivity at one or more
layers.

— Application failures, TCP Resets, Ping failures

Intermittent Connectivity

— Inconsistent end to end connectivity at one or more layers.
— Dropped packets, sessions

Degraded Performance

— End to end connectivity is good but performance over the connection is
suffering

— Low Throughput, Latency impact

Unknown
— Technical indicators are unknown (concentrate on changes in state).

10



Case Study: Manifestation of Server Delay

Application
Remedy Ticketing System

Symptoms
W User experiencing minute long delays when performing lookups.
" Network path appears to be clean. No loss or latency.

Manifestation
" Problem manifests as delay
" Delay is obvious in the packets

11



Case Study: Manifestation of Server Delay

Mo, delta.t Destination Source Protocol Info
1 0.000000 172.30.1.134 172.29.4.89 TCP slp > 36504 [PSH, ACK] Seq=1 Ack=1l win=17520 Len=224
2 0.095926 172.29.4. B0 i72.30.1.134 TCP 36504 > s1p [AckK] Seq=1 Ack=225 Win=8T60 Len=0
3 7 7 sip | ] Seq=1 Ack=225 Win=B87/60 Len=1460
L} 0. 007840 172.20.4 . B9 172.30.1.134 TCP 36504 > sTp [PSH, ACK] Seqg=1461 Ack=225 wWin=8760 Len=!
5 0.000035 172.30.1.134 172.20 4.80 TCP £Tp > 36504 [ACK] Seq=225 Ack=2921 wWin=17520 Len=0
6 0. 007812 172.29.4.89 172:30.1.134 TCP 36504 > s1p [PSH, AcCK] Seq=2921 Ack=225 wWin=B760 Lens=
7 0. 187247 172.30.1.134 172.29.4.89 TCP slp > 36504 [ackK] Seq=225 Aack=4381 Win=17520 Len=0
8 0.369366 172.29.4.89 172.30.1.134 TCP 36504 > sTp [PSH, ACK] Seq=4381 Ack=225 Win=B760 Len=
9 0.131341 I72_30.1.134 I172_.20.4.89 TCP slp > 36504 [ACK] Seqe=225 Ack=5841 Win=17520 Len=0
10 0.045120 172.29.4.89 172.30:.1.134 TCP 36504 > sTp [PSH, ACK] Seq=5841 Ack=225 Win=8760 Len=
11 0. 000036 172.29.4. 89 172.30.1.134 TCP 36504 > sTp [PSH, ACK] Seq=7301 Ack=225 wWin=8760 Len=
12 0. 000028 172.30.1.134 172.29_.4.89 TCP sip > 36504 [AcCK] Seqe225 Ack=7357 Win=17520 Larn=0
13 0.8BEDOB 172.30.1.134 172.29.4.89 TCP s1p > 36504 [PSH, ACK] Seq=225 aAck=7357 win=17520 Len
14 0.167088 172.29.4. 89 172.30.1.134 TCP 36504 > sTp [ACK] Seq=r357 Ack=501 Win=8760 Len=0
15 0.237163 172.29.4.89 172.30.1.134 TCP 36504 > slp [PSH, ACK] Seq=7357 Ack=501 Win=B760 Len=
a | T | b

¥ Frame 3: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
@ Ethernet II, Src: Cisco 41:d44:00 (00:07:4T:41:484:09), Dst: Dellcomp 02:fb:d40 (00:b0:d0:02:Tb:da)
= Imternat Protocol version 4, Src: 172.30.1.134 (172.30.1.134), Dst: 172.29. 4 89 (172.29.4.89)

i Data (1460 bytes)
0000 0D bD dD 02 Tb dD 00 OF 4f 41 d4 09 05 00 45 00 PP P - T i

Q010 05 dc 29a e7 40 00 fb 06 &1 19 ac le 0l 86 ac 1d warn e 5w e
0020 04 59 Be 98 06 45 80 4e da 50 5e 41 7F 46 50 10 YiaaE.M . PAALFP.
0030 22 38 1b fd 00 00 B0 0D Ic bB 76 41 7b 42 00 00 "B.ieewe -.vaf{B..

0040 OO0 O1L 00 ©O0 OO 00 00 0O OO0 00 00 OGO 00 00 Q0 D0 . ...cc.. ceeaeana
L

(alal¥al Pt iy Nl e B 47 3o T _AF ER E3 TFTE T _Ea T LYy - Pl B

# Transmission Control Protocol, Src Port:; 36504 (36504), Dst Port: slp (1605), Seq: 1, ack: 225, Len: 1460

What do you see as the manifestation of the problem?

Does it correlate with the user experience?

12



Client to Server Visualization

Protocol

-, (Reply In 11
~30.1,134 36504 = slp [ACK] Seq=1 Ack=225
2. 29.4.&9 172.30.1.134 TCP [Tce segment of a reassembled Poul 1 225 1460

£ - NZD. 4. B89 172.30.1.134 TCP [TcP segment of a reassembled PoDUT 1461 225 1460

5 G DDD'D!'I 172. M2 .134 172.29.4.89 TCP slp > 36504 [ACK] Seq=225 Ack=20271 4 225 2921 0 =
6 0O.00F8E12 17F2.29. g9 172.30.1.134 TCP [TcP segment of & reassembled PDU] 2921 225 1460

i 0. 187247 172.30.1:1 172.29:4. 89 TcP slp = 36504 [ack] Seq=225 ack=4381 w 225 4381 (e}

& O0.369366 172.2720.4.89 N S30.1.134 TCP [Tcr segment of a reassembled PoDuj 4381 225 1460

Q 0.138343 172.30.1.134 9.4.8%9 TCP 2lp > 36504 [Ack] seq=225 ack=5B41 w 225 5841 (1]

10 0. 45120 172.25.4. 8% TCP [Ter segment of a reassembled PDuU] 5841 225 14680

11 0.D0D036 172.29.4.89 T i RPC ;390620 VB proc-94 Reply (Call In 1) F301 225 56 Ox76417b4a2
12 0.DDOD28 172.30.1.134 172 .29, sSIp = 36504 [ACK] Seq=225 Ack=T357 w 225 7357 L}

13 O.BBBDDA 172.30.1.134 172.29.4. H PC 300620 VB proc-5 €all (reply In 15) 223 7357 276 OxT5417b42
14 0.167088 172.29.4.89 172.30.1.13% 2 36504 = sTp [ACK] Seq=7357 Ack=501 w 7357 501 a

15 0.237163 172.20.4. 89 172.30.1.134 MU W8 proc-5 FI.I!Fﬂ:'I' fcall In 13} F3I5T 501 180 Ox75417ba2
16 0.004846 172.30.1.134 17Z2.29.4.89 RPEC 23906 v8 proc-5 call (rReply In 18) 501 7537 256 DXT441Th4az
ir 0.17I415 172.259.4.89 172.30.1.134 TP SI'J-l = 5lp [acK] 5!q-—?53? Mk-?i? W 7537 757 L

I8 0. 000DD20 172.29.4.89 172.30.1.134 RPC:3I0620 2 e il v d

19 0.000364 172.30.1.134 172.29.4.89 RPC:320620 S
20 0.086031 172.20.4. 89 172.30.1.134 RPC:I0E20 VA proc-
21 0Lo0ATIT AT2.30,1.134 1i72.29.4,. 89 RPC 1390620 VB proc- E

22 0.035926 172.20.4.80 172.30.1.134 RPC:I090620 VB proc-94 Rep

23 0.163806 172.30,1.134 172.29.4.89 TCP slp = 36504 [ac
A P R S R R RO O SHONO SHEN TR T e
i

Why is there a 79 second pause between
the client request and server response?
kTake note of the TCP Delayed ACK as well.

Visualization Techniques: Technical Indicators:

Protocol Decode (forced to RPC) TCP ACK
TCP SEQ+LEN=ACK TCP Delayed ACK
Application Transaction ID Column Application Delay




Server to Backend DB Visualization

M, delta.t Destination Source Protocol Infa tcpseq top.ack tcp.len

1 0. 000000 172.30.0.71 172.30.1.134 TNS Reguest, Data (6), Data 1 1 91
2 0.001004 172.30.1.134 172.30.0.71 THS Response, Dara (6), Darta[rPackert s1 e | oz TBB
3 .00322Z 172.30.0.71 172.30.1.134 THS Reguest, Data (6), Data 92 7B {+18)
B 0. 000980 172.30.1.134 172.30.0.71 THS Response, Dara (6), Data 789 152 16
5 C.098316 172.30.0.71L 172.30.1.134 TCP 43660 > ncube-Tm [ack] seg=152 ack 52 BO5 0
6 0.024814 172.30.1.134 172.30.0. 7L TNS Response, Pata (6), pata[Packet =i 1 i 708
7  0.002122 172.30.0.71 172.20.1.134 THE Request, Data (6), pata p 8 709 80
3 G &DI:LQO 172.30.1.134 «30.0.71 THS Response, Data (6), Data

.30.1.134 TCP 47944 > nocube-Tm [ACK] Seg=61 Ack-

Reguest, Data (6), Data

; 0 Response, Data (6), Data[packer s

| 12 C. 002730 172. 0. . 30.1.134 THS Reguest, Data (6), Dpata[rPacket siz
13 o.001092 172.30. 0. . 30.1.134 THNS Reguest, Data (6), Data 252 541 60
| 14 0. 000490 172.30.0.71 THS Reguest, Data (6), Data 1 322
15 0.000006 172.30.1.134 TNS Response, Data (&), Data 312 16
16 0.001036 172.30.0.71 172, TNS Reguest, Data (6}, Data 25 246
17 0.000260 172.30.0.71 172.30.1.134 33 Request, Data (6}, Data 557 245
| 18 o.001092 172.30.0.71 172.30.1.134 ReqguestT, Data (E} Dara 1 151
! L] L

\ /

Technical Indicators: Why does the Remedy Server stop
talking to the Database for 59
Delay seconds after ACKing all

TCP SEQ+LEN=ACK responses???
Application Request/Response Behavior




Correlation of Client/Server Visualizations

Client

Remedy
Server

Database
Server

Sport: EPH Dport: 1605

| RPC Call

Sport: EPH Dport: 1521

Client IP: 172.30.16.163

Dport: EPH Sport: 1605

Client IP: 172.30.16.163
Server IP: 172.30.1.134

Dport: EPH Sport: 1605

Server IP: 172.30.1.134

DB REQUEST

Client IP: 172.30.1.134
Server IP: 172.30.0.71

Sport: 1521 Dport: EPH

DB RESPONSE

Client IP: 172.30.1.134
Server IP: 172.30.0.71

Sport: EPH Dport: 1521

l

DB REQUEST

RPC REPLY

Client IP: 172.30.16.163
Server IP: 172.30.1.134

Client IP: 172.30.1.134
Server IP: 172.30.0.71

Sport: 1521 Dport: EPH

DB RESPONSE

Client IP: 172.30.1.134
Server IP: 172.30.0.71

15



What are Technical Indicators?

®  Assuming the correct packets have been captured, the problem will always exist
inside of the packets.

®  Technical Indicators are feedback mechanisms found in packet communications.
(sometimes you really have to dig for them)

®  They are not symptoms.
® | tend to avoid using the word symptom as people tend to associate it with being the

cause.
|

Problems will exist inside of packets in several ways
®  Explicit packet feedback mechanisms
Implicit packet feedback mechanisms
Extrapolated Data and Measurements

|
|
® Behavior and Relationship Based (Correlation)



Feedback Mechanisms

=  Asssuming the correct packets have been captured, the problem will always exist inside of the
packets.

= Problems will exist inside of packets in several ways
— Explicit packet feedback mechanisms:
« TCP (FIN, RST)
» Application Messages
* ICMP return types/codes.

— Implicit packet feedback mechanisms: ]
+ Timing Complexity

- Behavior Increases

» Other Correlative Factors
— Extrapolated Data and Measurements
« Latency
» Throughtput
» Examples, Behavior, Relationships

17



Explicit Feedback Mechanisms

T
Fda. clelta.t relit Destination Source Pratocal  Infao top.seg top.ack top.len
1 O. D000 0. 000000 68.B7.87.4 6B.B7.E7.159 LDap searchRequest {130) "ou=Customer ,o=Comcast” 1 1 500
2 0. Db02066 0.002086 6B.B7.BT7.159 6B.BT.8&7.4 LD&aP searchtesEntry(130) “cstCustGuid=321455421 1 501 el
3 "REF* "REF* 68.87.87.4 68.B7.87.15%9 LpDapP searchrequest{131) "cstcustouid=3214554217 501 72 195
4 J.418194 D.418194 68.87.87.159 68.B7.87.4 LDaP [TCP ReTransmission] searchResEntry{130) 7 1 501 76l
5 0. 000060 0. 6B.87.87.4 GB.87.87.159 TCP [Tcr Dup ack 3#1] 52123 > Tdap [ack] Seq=6 696 TE2 u]
6 2. 595333 GB.87.87.4 6B.87.87.159 LDAP [TCP Retransmission] searchRequest(i3i) "c SO1 762 105
7 0.D46495 .1-~¥- 68, 87.87.159 GB.E7.87. 4 LDoap === = CLEsSS [0 results] 762 G056 15
B 0. 000109 3. D066 -B7_BF - X aEandﬂanquegttlalj 9
9 D0.000033 3.080729\ 68B.87.87.4 E6B.B7.87.15%9 TCP ] 23 > |dap [ACK. Seqcl 1331 77 4]
10 0.000276 3.061005 B.B87.8F.159 GE.BF.B7. 4 LDwP extended (a) js0.3.6.1.4. 1 1466, 20036 Frd 1331 39
11l Q.004222 I. 065227 GENET7.B7.15%9 68.87.87.4 TCP Tdap > 521 [FIN, ACK] Seq=816 ack=1331 w El6 1331 4]
12 0.D00051 3.065278 68H. N E87.4 GH.87.E87.159 TCP 32123 > 1d [ack] Seq=1331 Ack=817 win=32 1331 B17 a
13 0.000475 3.065753 GB.BTNT7-4 6B.B7.87.159% TCP 52123 > ldap \[FIN, ack] Seg=1331 Ack=817 w 1331 817 01
14 D.DOD1ITS 3.065932 GB.E7.EBEN159 6B.B7Y.87.4 TCP ldap. > 32123 K] Seq=817 Ack=1332 Win=49 817 13132 a
" 13 ‘
= Frame B: 70L bytes on wire {5608 bit®, 701 bytes captured (5608 bits) :
v Ethernet II, Src: Oracle Bl:3F:27 (00 NG-4F:8B1:3F:27),. D5t: MS-NLEB-PhysServer\12_db:57:57:04 (02:0c:db:57:57:04)
= Ifternet Protocol version 4, src: 6B.87.W. 159 (65.B87.8B7.159), Dst:i 6B.E7.87.4\(68.87.87.4)
version: 4
Header length: 20 bytes H
it pifferentiacted Services Field: Ox00 (DSCP DxNQ: Default: ECHN: Ow00: NOT-ECT [N ECN-Capable Transportl))

Total Length: &E7
Identification: OxdB36 (55330)
Flags: 0x02 (Don’'t Fragment}

Fragment offser: O Application Gives Up!

i

Time to VTive: G4 I
Protocol: TCP (6}
i Header checksum: 0x0000 [validation disabled] 2
Technical Indicators: ) — N
Why is TCP waiting 3 seconds to
Explicit: Application Feedback retransmit the first lost segment? )

Implicit: Timing (Delay)




Implicit Feedback Mechanisms

Ma. relt Destination Source Pretocol Info tep.seq tep.ack tep.len r
10.000000 172.20.95.132 172.20.93.32 Ss5H Encryprted request packet Ten=1460 i 1460
I 2 0.000004 172.20.95.132 3172.30.93.32 sSs5H [TcP Previous segment not captured] Encryp 2921 1 1460
3 0000010 172.20.93.32 172.20.95.132 TCP ssh > 57648 [ack] seg=49 Ack=1461 win=2255 49 1461 o
-'. 4 0.000017 172.20.95.132 172.20.93.32 S55H Encrypted reguest packet Ten=1460 4381 1 1460
| 5 0.000022 172.20.893.32 172.20.85.132 TCP [TcP Dup ACkK 3#1] ssh > 57648 [ACK] Seq=49 49 1461 o
| 6 0.000028 172.20.95.132 172.20.93.32 S5H Encrypted reguest packer Tern=1460 5841 1 1460
LJ 7 0.000034 172.20.93.32 172.20.95.132 TCP [TcP Dup ack 3#2]1 ssh > 57648 [ACK] Seq=49 449 14861 o
y4
[y/[s8 relt Destination Source Protocol Info . _ _ Icp.seq tcp. tep.len -
421 0.006996 172.20.95.132 172.20.93.32 SsH Encrypted request packet len=1460 310981 oF 1460
422 0.006999 172.20.93.32 172.20.95,.132 TCP [TCP Dup ACK 244#89] ssh > 57648 [ackK] Seq 97 1461 o
423 0.007040 172.20.95.132 172.20.93.32 55H Encrypted reguest packet Ten=1460 31244 ar 1460
424 0. 007046: 172.20.93.32 172.20.95.132 TCP [TcP Dup ack 244#90] ssh > 57648 [ack] seg 1461 o
425 0.007057 172.20.95.132 4172.20.93.32 55H Encrypted reguest packet len=1460 orF 1460
426 0. 007063 172.20.93.32 172.20.95.132 TCP [TCP Dup aAck 244#917 ssh > 57648 [ack] Seq 1461 0
427 0.007069 172.20.95.132 172.20.93.32 S5H Encrypted request packer len=1460 97 1460
428 0.00O7073 172.720.93.32 172.20.95.132 TCP [TcP Dup ack 244#92] ssh > 57648 [ACK] Seg 97 1461 0
429 0. 007078 172.20.95.132 172.20.93.32 'SSH Encrypted request packetr len=1460 F16821 97 1460
430 0.007082 172.20.93.32 172.20.95.132 TCP [TCP Dup ACK 244#93] ssh > 57648 [ack] a7 1461 Lo
431 0.007085 172.20.95.132 172.20.93.32 'S5H Encrypted request packet len=712 315281 97 712
0. 007089 172.20:93.32 A72-20.95.132 TCP [TCP Dup ACK 244#94] ssh = 57648 [ack] 97 1461 0
0. 009087 172.20.93.32 172.20.95.132 55H Encrypted response packet Tern=48 1461 48
D 04093168 172.20,95.132 172.20.93.32 TCP 57648 = ssh [ACK] 5eq=318993 Ack=145
0. 202230 172.20.95.132 = S
. 42 172.20.95.132 0 -

Technical Indicators:

Explicit: TCP Retransmission

Implicit: Timing (Delay)
Behavior (not Fast Retransmitting)

| duplicate ACKs?

[ Why did .32 not Fast Retransmit after receiving 3 |

J

lost segment?

Why did .32 wait 200ms before retransmitting the

19



Extrapolated Data & Measurements
M Endpoints:iperttestpcap T T T e e [ =T ——c—

| Etheme!:ﬂ} Fl'hrl‘_l:hdnﬁe:l; FCID':J P 2 |IF".I'E|1 [P [ JI'{I_F.i HCF’I FLS"USJl EiCTF"| TCF':EI Token Emgl LI'DF'l U5EI WILAMN
IPwd Endpoints

Address 4 Packets 4 Bytes 4fTxPackets ¢ |xBytes 4 RxPackets 4 RxBytes
1722885156 9209 11 426894 7456 11 311 464 1753

172213713 9200 11 426 894 115 430 7456 11 311 464

1 |atitucde 4 Longitude 4

[¥] Mame resolution || Limit to display filter
I Help ] | Copy I I Map

= e s W e £ T —

"l Wiresharkc 216 ExpertInfos 00 M R IR e R BT =

|Errors:0(0) Wamings: 2 (43) |Notes: 55 (168) | Chats: 4 (5) | Details: 216 | Packet Comment=:0 |
| Group 4 Protocol 1
# Sequence TCP

A _Coupt

Previous segment not captured (common at capture start)
0 Sequence TCP Cut-Cf-Ordes segment

L
o
;

Technical Indicators:
Lost Packets and TCP Retransmissions Packet Loss = 0.003 (.3%)




Finding Round Trip Latency

Ml ipest testpeap [Wireshark L10.7 (v1.10.7-0-g6b931a1 frem master-1.10]] L ha — [
Ele Edt View Go Copture Anabyze Statistics Telephony Tools [ntermals  Help j
9@";§:I:ﬂﬂxg"f.;$5&@$:&!aaam WM e B J

|

Filter 3 Expression.., Clesr Apply Save

Mo. delta.t = Yestination Source Protocol Info -
TELY D.0459236208 W72.27.37.13 172.28.85.156 TCP 46646 > commplex-link [ACK] Seq=0171745 Ack=1 Win=5888 1'—
9089 0.049224853 i AT S e EC 172.28.85.15%6 TCP 46646 > commplex—link [ACK] 5eq=107222635 Ack=1 win=5888
8243 0.04921722% IS e e B 172.28.85.156 TCP 46646 > commplex-link [ACK] Seq=9697345 Ack=1 Win=5888 1

0.049203873 ke T3 172.28.85.156 TCP 46646 > commplex-link [ACK] Seg=1 Ack=1 wWin=5B88 Len=0

23 0.049198151 e i e T ] 172.728B.B5.156 TCP 46646 > commplex-Tink [ACK] Seqg=11705 Ack=1 win=5888 Lei

63 0.0491 82892 L 27.37.13 172.28.85.156 TCP 46646 > commplex-link [ACK] Seq=49665 aAck=1 wWin=5888 Lei
7031 0.049177170 AT e b 172.28.85.156 TCP 46646 > commplex-T1ink [ACK] Seg=B208145 Ack=1 win=3888 1

34 0.0491 69540 ) - 37.A3 172.28B.85.156 TCP 46646 > commplex-l1ink [ACK] Seq=26205 Ack=1 Win=5B8E8 Le:
8189 0.049148560 13 172.28.85.156 TCP 46646 > commplex—-link [ACK] Seg=9627265 Ack=1 Win=5888 |
8933 0.049148559 172.28.85.156 TCP 46646 > commplex-Tink [ACK] Seg=10533925 Ack=1 wWin=58H88
7058 0.049148559 172.28.8B5.156 TCP 46646 > commplex-link [AcCkK] Seq=E227125 aAck<1 Win=5888 1

14 0.049144745 .85.156 TCP 46646 > commplex—link [ACK] Seg=2945 Ack=1 win=5888 Len:
9209 0.049139023 TCP 46646 > commplex-l1ink [ACK] Seq=10879002 Ack=2 wWin=5HEE
887 0,049133301 TCP 46646 > commpliex-link [ACK] Seg=10463B45 Ack=1 wWin=58B88
5794 D.049131393 I72.27.37.13 17278, 46646 > commplex-1ink [ACK] Seg=10382085 Ack=1 win=5888 |
G113 0. 049125672 /1 72.27.37.13 172.Z28.8B5.156 46646 > commplex-Tlink [ACK] Seq=sl107B6505 Acks=1l Win=S5E8E —

4 : m | *

: -— |
i 3] E File: "\\cable\eng-dfs\Users2\kburns00\ proj.., ‘b | Profile; Default - \ |
Technical Indicators: T~ Round Trip Latency = 49ms
Timing (Round Trip Time) Sorting by Delta Time lets us see the round trip latency !! 01




Throughput Measurement

http:/lIwww.switch.ch/network/tools/tcp throughput/
Maximum throughput W|th a TCP window of 64 KByte and RTT of 49.0 ms < 10 45 Mbltlsec

== = — ==
‘ Conversations iperf 1 testpcap T

_ 5 T U — = ==

—-*-_

b

5] wx] waa] e rsve] scre] veera | Token Ring| upe | usa ] wian /

IPwd Comvversations

Ethernet:ll Fibrs=C I1'||'rF|| FoOl Pwd: 1 [P

Address A 4 Address B 4
172273733 172 28 85156

M

TL2TA29. T

ackets A=—B 4 Duration 4 Bytes A—B 1 Packets A—B 1 Bytes A—B 4 Bytes
7456 125063 11 311 464 1753

|
- N\ /
@] Mame resolution  [| Limitto display r

T —e—

Follow Stream Grapfl A—EB Graph 8—24 Close
RN

II
\{ Throughput is at 70% of theoretical max using 64K Buffers

Window scaling is enabled. Shouldn’t it have more TCP tx buffers to use? }\

o, deltat Drestination Source Protocol  Info
1 0. 000000 172, 27.37.13 172.28.85.156 TCP 46646 > commplex-1ink [SYN] Seq=0 Win=3840 Len=0 MS5S=L460 SaCK_
2 0. 000086 172, 28.85.156 172.27.37.13 TCP

3 0. 049704 172.27.37.13 172.28.8%.156 TCP

P‘E%l WE=128
commplex-Tink = 46646 [sS¥YN, aACK] Seq=0 Ack=1 Win=5840 Len=0 MS55=1460 SACK_PERM=1 l.’s-:l.‘!a]
46646 > commplex-1ink [ACK] Seg=l Ack=1 win=SEEE Len=0
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http://www.switch.ch/network/tools/tcp_throughput/
http://www.switch.ch/network/tools/tcp_throughput/

Useful Technical Indicators

= Timing Based = Application Based
— Delta Time — Transaction ID’s
+ Latency/ Delay measurements —  Control Messages
— Relative Time * Open, Close, Abort
* Throughput and Response Times = Measurements
— Absolute Time — Service Response Time
» Correlation to log files — Latency & Throughput
= TCP Based —  Other Delay

— SYN, FIN, Reset
— Retransmissions & Out of Order Packets
— ACKs: Dup, Triple, Delayed, SACK

— Windowing: Window Size & Window Full
Messages



Measurement Techniques

= Standard Columns
— Delta Time: Sorting to find latency
— Relative Time: Find request/response delays
» Custom Columns
— IP:ip.ttl, ip.id
— TCP: tcp.seq, tcp.ack, tep.len, tcp.options.sack
— Application Specific (transaction/message IDs)
= Service Response Times
— Use to find application delays
= Expert
— Best used to look for TCP behavior (reactions to conditions on the wire)

24



Protocol Layer Techniques

= |P Based
— Use TTL column to visualize packet flow through routers
— Use IPID column to visualize packet loss.

= |CMP Based
— Destination Unreachable (Fragmentation, TTL, ACL’s, Host)
= TCP Based

— Out of Order Packets: Look for SACKSs in opposite direction. Indicates possible packet
loss or network queuing or asynchronous routing issues.

— ACK: Useful to prove a request arrived at a destination
— Dup ACKs: Triple Dup ACKs indicate host not using Fast Retransmit algorithm.
— Delayed ACKs: Indicates TCP waiting for an application.

— Windowing: Full windows may indicate application problems or lack of TCP buffering
(scaling needed).

25



Case Study: Assisting the Manifestation Process

Application

Radius authentication was suffering due to “perceived” packet loss

Symptoms
" WIFI clients were unable to authenticate through a specific site/router
" Network path appears to be clean. No obvious loss or latency.

Manifestation
®  Problem manifests as loss of connectivity
®  Location of problem local to a single site.
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Case Study: Radius Authentication Failures

0. 000008
0. 000013
0. 0007 59
0. 000029
1.454033
G. 000013
0. 000012
0. 000698
0. 673942
. 000012
0. 000015
0. 011410
0. 000028
1.354180
0. 000017
0. 000004
0. 001219
1. 693790
0. 000013
0. 000004
0. 0008132
0. 892666
0. 000015
0. 000017
0. 000820
. 000052

0. 000008
0. 000021
0. 000780
0. 000809
1.454842
1.454855
1.454867
1.455565
2. 129507
2.129519
2.129534
2.140944
2.140972
3.495152
3.495169
3.495173
3.496392
5.190182
5.190195
5.190199
2.191012
6.08B3678
6.083693
6.083710
6.084530
6.084582

Destination

172.30.
172.30.
69.252.
69. 252,
17230,
172.30.
172.30.
69.252.
172.30.
172.30.
172.30.
69. 252,
69.252.
172.30.16.147
172.30.16.147
172.30.16.147
69.252.208.133
172.30.16.147
172.30.16.147
172.30.16.147
69.252.208.133
172.30.16.147
172.30.16.147
172.30.16.147
69.252.208.133
69.252.208.133

16.147
16.147
208.133
208.3133
16.147
16.147
16.147
208.133
16.147
16.147
16.147
208.133
208.133

Source

69.252.208.133
69.252.208.133
172.30.16.147
172.30.16.147
69.252.208.133
69.252.208.133
69.252. 208.133
172.30.16.147
69.252.208.133
69.252. 208.133
69.252.208.133
172.30.16.147
172.30.16.147
69.252.208.133
69.252.208.133
69.252.208.133
172.30.16.147
69,252.208.133
69.252.208.133
69.252.208.133
172.30.16.147
69.252.208.133
69.252.208.133
69.252.208.133
172.30.16.147
172.30.16.147

Protocol Info
Accounting-Request(4) (1d=118,

RADIUS
RADTIUS
RADTIUS
RADIUS
RADIUS
RADIUS
RADTUS
RADTIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADILUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADILUS
RADIUS
RADIUS
RADIUS
RADIUS

1=463)
Accounting-Reqguest(4) (id=118, 1=463)
Accounting-Request(4) (1d=118, 1=463)
Accounting-rResponse(5) (id=118, 1=20)
Accounting-Response(5) (id=118, 1=20)
Accounting-Request(4) (id=118, 1=510)
Accounting-Reguest{4) (1d=118, 1=510)

Accounting-Reguest(4) (id=118, 1=510)
Accounting-Response(5) (id=118, 1=20)
Accounting-Regquest(4) (id=118, 1=491)

Accounting-Reguest(4) (id=118, 1=491)
Accounting-Regquest(4) (id=118, 1=491)
Accounting-Response(5) (id=118, 1=20)
Accounting-Response(5) (id=118, 1=20)
Accounting-Reguest(4) (id=118, 1=510)
Accounting-Request(4) (id=i1g, 1=510)
Accounting-Regquest{4) (id=118, 1=510)
Accounting-Response(3) (id=118, 1=20)
Accounting-Request(4) (id=118, 1=534)
Accounting-Request(4) (id=118, T1=534)

Accounting-Request(4) (id=118, 1=534)
Accounting-Response(5) (id=118, T1=20)
Accounting-Request(4) (id=118, 1=5086)
Accounting-Request{4) (id=118, 1=506)
Accounting-Request{4) (id=118, 1=506)
Accounting-Response(3) (id=118, 1=20)
Accounting-Response(5) (id=118, 1=20)

How do we find and visualize packet loss?
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Case Study: Visualize Sessions

hio. del.t relt Destination Source dst,pod port  Protocol Info
1 0. . z . . 1813 21503 RADIUS Accounting-Request(4
2 0.000008 0.000008 172.30.16.147 69.252.208.133 1813 21503 |RADIUS Accounting-Request(4) (id=118,
3 0.000013 O0.000021 172 30.16.147 69.252.208.133 1813 21503 |RADIUS Accounting—Reguest(4) (id=118,
4 0.000759 O.000780 69.252_208.133 172.30.16.147 21503 1813 |RADIUS Accounting-Response(5) (id=118
5 0.000029 O.000B02 G69.252.208.133 172_30.16.147 1503 181 3/RADIUS Accounting-Response(5) (id=118
6 1.454033 1.454842 172.30.16.147 69.252.208.133 1813 21502\RADIUS Accounting—Reguest(4) (id=118,
7 0.000013 1.454855 172.30:.16.147 69.252.208.133 1813 21502 |RADIUS Accounting-Request(4) (id=118,
8 0.000012 1. 454867 172.30.16_147 69.252.208.133 1813 21502 |RADIUS Accounting-Request(4) (id=118,
9 0.000698 1.455565 69.252.208.133 172.30.16.147 Z1502 1813 )rRADIUS Accounting-Response(5) (id=118
10 0.673942 2 129507 -172.30.16.147 69.252.208.133 I US\RADIUS Accounting-Reguest{4) (id=118,
11 0.000012 2.129519 172.30.16.147 69.252.208.133 1813 215 RADIUS Accoumting—Reguest(4) (id=118,
12 0.000015 2.129534 172.30.16.147 68.252.208.133 1813 21504 |RADIUS Accounting-Regquest(4) (id=11E8,
13 0.011410 2.140944 H9.252.208.133 172.30.16.147 21504 1813 |RADIUS Accounting-Response(5) (id=118
14 0.0000Z28 2.140072 69.252.208.133 172.30.16.147 :21594 1313:&!3..!}1!]5 Accounting-Response(5) (id=118
15 1.354180 3.495152 172.30.16.147 69.252.208.133 1813 21502\RADIUS Accounting—Reguest(4) (id=118,
16 ©0.000017 3.495169 172.30.16.147 69.252.208.133 1813 21502|RADIUS Accounting-Regquest(4) (id=118,
17 0.000004 3.495173 172.30.16.147 69.252.208.133 1813 2Z21502|RADIUS Accounting-Request(4) (id=118,
18 0.001219 3.496392 69.252.20B.133 172.30.16.147 :215\'}2 131':‘: RADIUS Accounting—Response() (id=118
19 1.693790 5.190182 172.30.16.147 69.252.208.133 1813 2Z1501\RADIUS Accounting—-Request{4) (id=118,
20° 0.000013 5.190195 172.30.16.147 69.252.208.133 1813 21501|RADIUS Accounting-Request(4) (id=118§,
21 0.000004 5.190189 172.30.16.147 69.252.208.133 1813 21501 |RADIUS Accounting-Request(4) (id=11g,
22 0.000813 5.191012 69.252.208.133 172.30.16.147 M RADIUS Accounting-response(5) (id=118
23 0.892666 6.083678 172.30.16.147 69.252.208.133 1812 21503\RADIUS Accounting-Reguest(4) (Gid=118,
24 0.000015 6.0836893 172.30.16.147 69.252.208.133 1813 21503 |RADIUS Accounting-Request(4) (id=118,
25 0.000017 6.083710 172.30.16.147 69.252.208.133 1813 21503 |RADIUS Accounting-Request(4) (id=118,
26 0.000820 6.084530 69.252.208.133 172.30.16.147 21503 1812 |RADIUS Accounting-Response(5) (id=11B
27 0.000052 6.084582 69.252.208.133 172.30.16.147 \21503 1813/ RADIUS Accounting-Response(5) (id=11B

Technical Indicator

Number of packets in each session.

Technique

Use Columns to Visualize Sessions
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Case Study: Filter to Single Session

2 ﬂ 000013 0.000013 172.30.16.147 659.252.
D.00D0B30. 69.252.208.133 172.30.16.147
016483 172.30.16.147 69.252.208.133
D 172.30.16.147 69.252.208.133
0 69.252.208.133 172.30.16.147
0.000028 2.01 69.252.208.133 172.30.16.147
4.499100 6.51620Q 172.30.16.147 659.252.208.133
0. 000027 B6.516287 \172.30.16.147 69.252.208.133
0, 252.208.133 172.30.16.13147
.16.147 69.252.208.133
O 0.16.147 60.252.208.133
0.001001 8.545% R 208.133 172.30.16.147
G. 732012 15. 277 \G&. 147 69.252.208.133
0. 000007 15. 2?;1&5 C 69.252.208.133
0. DGD?EG 15. 277931 o9 172, 30.16.147
.31319G 17 69.252.208.133

ﬂ Dﬂlddﬁ
6. 725149
0. 000016
0. 000738
0. 000032

1?.
24,
24,
24.
24.

Destination

3140 ¥2.30.16.147

69.252.208.133

049787 252.208.133
049803 22.208.133
050541 Q-16.147
050573 6.147

dst.port

1813
21501
21501

src.pert  Protocol

RADTUS
RADIUS
RADTUS
RADIUS
RADTUS
RADIUS
RADTUS
RADIUS
BRADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADILUS
RADIUS
RADIUS
RADIUS
BRADIUS

Info

Accounting-Request(4
ACCounting-Regquest(4) (i1d=118,
Accounting-Response(5) (id=118
Accounting-Request(4) (id=118,
Accounting-Reguest(4) (id=118,
Accounting-Response(5) (id=118
Accounting-Response(5) (id=118
Accounting-Reguest(4) (id=118,
Accounting—-Reguest(4) (id=118,
Accounting-Responsel(5) (id=118
Accounting-Reguest(4) (id=118,
Accounting-Reguest(4) (id=118,
Accounting-Response(5) (id=118
Accounting-Request(4) (id=118,
Accounting-Reguest(4) (id=118,
accounting-response(5) (id=118
Accounting-Request(4) (id=118,
Accounting-Request(4) (id=118,
Accounting-Response(5) (id=118
Accounting-Request(4) (id=11E8,
accounting-Request(4) (id=118,
accounting-rResponse(5) (Gd=118
Accounting-rResponse(5) (id=11B

Notice the 2 second delays manifest themselves after
packets are filtered down to a single session!
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Case Study: Visualization of Packet Loss

Mo. del.t relt Destination Source ip.id gl Protocol Info
1 3 172.30.16.147 - Accounting-Request (4]
2 0.000013 0. 000013 172.30.16.147 69.25%2.208.133 Ox0000 (0) 63 RADIUS Aaccounting-Request(4)
3 0.000817 0. 000830 69.252.208.133 172.30.16.147 Oxce54 (528B20) 255 RADIUS Accounting-Response(5)
4 2.015653 2.016483 172.30.16.147 69.252.208.132 Ox0000 (0) 64 RADIUS Accounting-Request(4)
3 0.000012 2.016495 172.30.16.147 69.252.208,133 RADIUS Accounting-Reguest(4)
B 0.000637 2.017132 69.252.20B8.133 172.30.16.147 Oxd25F (53855) 255|RADIUS Accounting-Response{5)
i 0. 000028 2.017160 69.252.208.133 172.30.16.147 (53B55) 254 )RADIUS Accounting-Response{5)
B 4£.4959100 6.516260 A72.30.16.147 69.252.208,13 RADIUS Accounting-Reguest(4)
9 0. 000027 6. 516287 172,30.16.147 69.252.208.1 Lalaoo L0 Bl RADIUS Accounting-Reguest(4)
10 0.000715 6.517002  69.252.208.133 172.30.16.1 RADIUS Accounting-Response(s)
11 2.027109 8. 544111 172.30.16.147 69.252. 208 Ox0000 (O D RADIUS Accounting-Request(4)
12 0.000014 B, 544125 172.30.16.147 . Ox0000 (0] 63 ga Accounting-rRequest(4)
13 0.001001 B.54 SEE 60,252, J0B.133 Oxedf6 (57590) 255 RA Accounti r}g-ﬂ.ﬁspcnse(S}
14 8.133 Ox0000 (0) 64 R Accounting-rRequest (4)
15 - 08.133 OxDD00 (0) 63 nk accounting-request(4)
16 IPID_53855 rOUted = Oxeeed (G1156) 255 RA Accounting-response(s)
17 (TTL _1 ) -Z208.133 Ox0000 (0} B4 AA Accounting-rRequest({4)
18 i133  Ox0000 (0D} 63 Accounting—Request (4]
19 v16.147 Oxf301 (62209) 255 Accounting-Response(5)
20 6. 735149 24. 049787 172.30.16.147 69,252.208,133 Ox0000 (0) B4 R ACcounting-Request(4)
21 0.000016 24.049803 172.30.16.147 69.252.208.133 0x0000 (0} &3 Accounting-Reguest(4)
22 0. 000738 24.050541 69.252.208.133 172.30.16.147 Ox0043 (67 255 Accounting-Response{5)
23 0. 000032 24. 050573 69.252.208.133: 172.30.16.147 Ox0043 (67) 254 Accounting-Response(5)
24 4.592564 28.643137 172.30.16.147 89.252.208.133 Ox0000 C0) G4 Accounting-rRequest (4]}
23 0. 000009 28. 643140 172.30.36.147 69.252.208.133 Ox0000 (0D 63 Aaccount ing-Request (4]}
26 0.000725 28.643871 69,252.208.133 172.30.16.147 Ox0a38 (2616) 255 Accounting-Response(5)
27 2.0447032 30.6RBB574 172.30.16.147 69, 252.208.133 Ox0000 {0) G4 Al:l:nurrl:‘ing—ltequestl:d.]
2B 0.000013 30. 6BRSE7T 172.30.16.147 60,252 70B8.133 00000 {0) 63 al:l:c:urrt'ing-itﬁquut{d-j
29 0. 000860 30.689447 69.252.Z208.133 172.30.16.147 Ox0e2f (3631 255 Accourrl:‘ing-ﬂ.esponse(S}

Technique

Use IP ID and TTL to track packet flow
through a router

TTLs allow us to see packet loss |

inside of the router. IPID=56388 is

never shown with TTL=254 y
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Case Study: Correlating for Visibility

e, dels
1 *REF®
2 0. 000013
3 0. DOOBET
4 2.D15653
H 0. DOoDDL 2
6 0. 000637
Fd 0. 000028
a "REF*
9 0. 000027
10 0. 000715
it 2027109 3
12 0. 000014
13 0. 00L00%
14 “REF™
15 0. DOD0OT
16 0. 000F 86
17 2.035253
i8 Q. 000002
i9 Q. 001346
20 *AEF*
21 0, 00016
Far 0. 000738
23 0. 000032
24 “REF*
25 0, Dooo09
26 D, 000725
27 2,044703
26 0. 00001 3

rel.

“REF*

0. 000013
0. 0DOB3I0
2.016483

0. 00D0ZT
0. 000742
02?851

FHEF -

0. 000007
0.000793
2.036052
2.036054
2.037500
"REF™

0. 000018
0. 000754
0. 000786
*REF™

a e atalaule L ]
0. 0007 34
2. 045437
2. 045450

2. 01?112

Destinatian Sowce ipad Protacal
172.30.16.147 689.252. 208,133 Ox0000 (0) 64 RADIUS
172.30.16.147 59, 252.208.133 Ox0000 [0} 63 BADIUS
69,252, .208.133 172.30,16.147 Oucesd (52820) 255 RADIUS
AFZ. 30 A6, 14T 69, F52.208.133 OxO000 {07 B4 RAaDIUS
172.30.16.147 69,252, 208.133 Ox0000 (0) B3 RADIUS
69.252.208.133 172.30.16.147 oxdz5F (5383553 235 RADTUS
252.208.133 172.30.16.14F Oued25F [S5IB55) 254 RADTUS
XT. 16, 147 69, 252.208.133 Ox0000 (03
172,300

B9, 252. 208 135

0000 {07

69, 252. 208>

17E. 30.06.147 L

172.30.26.147 2 sec application AD1US

69,252, 208. 133 - 253 RADIUS
2-30.16.147 69.25] recovery 61 MADIUS

1 63 RADIUS

69,2

1T72.30.
172 30.
69. 252.
172,30,
17230,
69, 5T,
69, 252,
17230,
IFE_ 30,
&9, 2352,
172.30.
EF2: 304

147 69.252. 2Da 115 uunmu (ﬂ:l
16; 69.252.206.133 Ox0000 (0) 63 RaDI
208,13 = - —
16.147
16.147 Recovery packet
J08.133
208.133 254 RADIUS
16,147 64 RADTUS
16.147F 69.-252. 708,133 OocO000 {07 6 RALTUS
208,133  1I72.30.16-147 OxDaz8 (2616 235 AADIUS
16,147 69.252.208.133 0x0000 (03 64 RADTIUS
16,147 69,252, 206.1533  OGxOO000 (0] 63 RADIUS

235 Band S

‘, Accounting-response(5) 258c3bccalbTFebd8cebar41%bba2289

Ird o radiaurth

ACCOUNT | NG -Request (4] 3?824 c I(blﬁﬂdﬂ-g-?? 3C tdl: l-l-h-‘l-?t 5 Ed'-l:
Accounting-Reguest(4) A28 i

Accounting-Response(
Aaccownt T mg- aeques = ] .!:Iﬂz-lr_acbiﬁadng-?? 31:edl:14h-49c as5dc

F7ode? 557 fa?ﬂfﬁag'al

'-l'l‘daif_‘l aed a:l.r:lhhaE

Accourtting-feg
Accounti ng-#t

suncing-reguest(4) SB3d4es0cedcas6b69201ichbiedsazlssd

Accounting-fequest(4) deladdi3830d05e2T4dE04233477133¢C
Arcounting-Reguest{4) delad9d331830405e3F4d604233477133cC
Accounting-Response(5) S17d06FB82TI 5204 2de5TaBR333723e
Accounting-mesponse(5) 817d06FE82F915204 2465F 280333723
Accounting-fRequest{4) 2d5036c58dceasdlisidlcla2dedbbra
Accounting-fequest{4) 2d5036c58dceaecdl55idlctaraesh6rh
Account ng-response(5) ToOobaScTFETOTCT44741b6FdI6ceba Do
Accounting-request(4) 2d5036c584ceaedli 5 M1ctaZ?dedbbT6
Accounting-Request(4) 2d5036c584ceaedl S5 IN1c0a24eBhE6T6
Accounting-Response(s E

Correlation of data from different columns in Wireshark allows us to visualize the packet
loss inside the router and the attempts by the application to recover from it.
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Extrapolation Techniques

Application Based

Always attempt to decode the application layer.
Look for hints in the packet hex bytes that may indicate what the protocol is.

Look for explicit messages that indicate application behavior or reactions to conditions
on the wire.

Find protocol fields that allow you to track requests and responses.

Associate application messages and behavior to reactions and recovery mechanisms in
the transport layer (ie: TCP).
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Case Study: Manifestation of Server Delay

Application

Performance degredation with database transactions.

Symptoms

" Transactions which should take less than one second are taking up to (5)
seconds causing the application to disconnect.

®  Network path appears to be clean. No obvious loss or latency.

Manifestation
®  Problem manifests as delay
" Location of Delay uncertain.
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Case Study: Slow Database Transactions

- - - — o=
.‘Hhmhminwm:_-b - L _Tg — [N ——

:hmnnu_u_|w-m.93:ﬂ|:!]__,+ht==1m Chats: 3 {172} | Deteils: 576 | Peciet Comments: 0 |
e 4+ Protecal . Gurry o Cour

Technical Indicators:

Expert shows no obvious or relevant
indicators found.

Indes 4 Precedais 4

LGP Serace Retporeme Time stetinbscy

Filtms
LDAP Comremasnds
Calls > 8in AT 4 Blaw SAT 4 fusg SAT
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Case Study: Slow Database Transactions

Ml siow dap_transactions pcag  [Wineshark LI0T (v110.7-0-g55931al from master-L10(]

s - =)

Eite Edit \View Go
o= 4 W &
|| Finter

Mo, deltat

1] 0. 000025

59 0. 000388

] 0.0111949

61 0. 066221

L 0.784925

61 0. 000169

64 0.077B34

65 Q.01 v

66 0. 000122

a7 0. 1L62E9

0. 749313

Capture  Anahyze

o

Destination

76.96.31,
76.96. 31.
24,4031,
24.40.31.
24 .40, 31.
FB. 96, 31.
24.40.31,
24.40.31.
7G. 86, 31.

24,4031,

24.40.31.

11
11
irz
T2
ira
1%
172
2
11
172
b ]

Sogq-~EZ Ack=15 wWin=52528 Len-0

ACK] Segel Ack=1l Win=51456 Len=El
Seg=1 Ack=82 Win=13936 Len=0

saq=1 Ack=82 Win=4B8655 Len=0

ack] Seq-103 Ack-325 win-$4B8695 Len-34
acK] Seg=325 Ack=137 wWin=53600 Len=81
5eq=137 Ack=L06 Win=48635 Len=0

acK] Segq=137 Ack=406 Win=-48695 Len-34
ack] Seqe406 Ack=171 wWin=53600 Len=H1
S5eq=171 Ack=28T7 Win=4E695 Len=0

gatistics  Telephony Tools  nternels  Help
NS ST R QaQan &8s &
ElEm Cle=r Spgly Save

Source Protocol  Info ;

24,40, 31,172 TCP FE4EBE8 > 113535 [ack]
24.40.31.172 TCP 38510 > 11539 [PsSH,
76.96.31.11 TCP 11539 > 38850 [Aack]
76.96.31.11 TCP 11539 > 38510 [Ack]
78.96:.31.11 TCP 11539 > 36598 [PSH,
24.40.31.172 TCP 38598 > 11539 [PSH,
76.06.31.11 TCP 11538 > 38598 [ack]
76.96.31.131 TCP 11539 > 38598 [PSH,
24.40.31.172 TCP 38596 > 11539 [PsSH,
T6.96.31.11 TCP 11538 > 38598 [AcCK]

& Checksum: Oxc3cd [validation disabled]
£ [SEQ/ack analysis]

= Data (34 bytes)

pData: 3I0120Z013c640d04096T 304 36F6dE3I6LTIT43000300C0201. . .

[Length: 34]

0000 ac 16 2d a6
o010 DD 43 I6 ed
0020 1f ac 2d 13
37 4

[

() =] Data (datadats), 34 bytes

20 00 OB
7 4c &0 1T
8 O£ a9 62

Pachets: 1_

Q0 45 0O
Ok 18 ?E

a7

Profile Defautt

PSH, aAarx] Sege=l7T1l Ack=1A7 Wwin=1A605 Len=34 -

(]

b

Technique

Look in Hex Data for a hint on what the protocol may be.
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Case Study: Slow Database Transactions

LDAP Service Response Time statistics: slow_bind_sessions-pcap e A= s
LOYAP Service Response Time statistics
Filtar:
LOAP Commands
|Index 4 Procedure 4 Calls ¥ Min SRT 4 Max SRT 4 Awg SRT b |
3 Search 502 0.080458  2.034575 113035 |
0 Bind 6 3542014 13435234 6648585 |

Technical Indicators (after protocol forcing to LDAP)

LDAP Bind Time is very slow.
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Case Study: Slow Database Transactions

‘ slow_bind_sessions.pcap [Wireshark 1107 (vL10.¥-0-g66931al from mn;r-'l.lﬂ:l]_ pr—s|nEls
r File Edit View Go Capture Analyre Statistics Tehphnwx Tools: [nterpnals  Help
P AaEd BB AesaTL ([EE QAU #B%M K% B
Filten EiE:pr:ﬁinn.- Clear Apply Seve
Mo, defta.t Destination Source Protocol sfc.port  tcp.dst Info miessagelD «
3 0.000015 76.96.31.11 24.40.31.172 TCP 389003 11539 39003 > 11539 [ACK] Seq=1 Ack=l
4 0.000Z298 76.96.31.11 24.40.31.172 LDAP 39003 11539 bindrequest(l) “cn=pcsappuser,c 1
5 SmeFeses=== 40.31.172 76.596.31.11 TCP 11539 39003 11539 > 39003 [Ack] sSeq=1 Acks=E
& 7B 4, o - pIinaResponse(l
7\ iiiiligeirltere?. 0. 31, 11 24 40.31.172 TCP 39003 11539 39003 = 11539 [ACK] Seg=B5 AcCk=
B8 0.000138 FTo~GE_31.11 24.40.31.172 LDAP 39003 11539 searchReguest(2) "ou=mailedgep: 2
9 0.076977 24.40.3 7 E. 96 31.31 TCP 11539 39003 11539 > 39003 [ACK] Seq=15 Ack=
10 0. 009529 24. 40. 31 AF2 T 11 .11 L DAR 11538 39003 searchiResDone(2) success [0 re 2
11 0. 0380927 76.96.31.11 Zd.dﬂ. 31+ P 39003 11539 39003 > 11539 [ACK] Seq=221 Ack -

Why does it take the LDAP
server nearly 5 seconds to
respond to the Bind request??




Case Study: Manifestation of Client Delay

Application
UNIX servers and VMs.

Symptoms

® UNIX admins are reporting very slow response times running SUDO level
commands.

®  Network path appears to be clean. No obvious loss or latency.

Manifestation
®  Problem manifests as delay
" Location of Delay uncertain.
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Case Study: Sudo Command Slow

M LDAP Service Response Time statistics: sudo_slow.pcap

Lo | ]

LDAP Service Response Time statisbics
Filter:
LDAP Commands
Index 4 Procedure € Calls = Min SRT 4 MMax SRT 4 Avwg SRT 1
3 Search 2104 0000423 0070427 0.036691
| 0 Bind 1 0000214 0000214 0000214
|
Rl
LI
b Ml Wireshanic 4 Expert nfoa = - - x|
.: Erroes 00 Wamings 0 §0) !N-'rl-ruﬂ iy | Chats 3 (4) | Dot 4 | Packet Cormmarnts 0
“l Graup 1 Protocol 1 Sumrnsny 4 Count
| ———————
il | LClose
kelp ) Slose
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Case Study: Sudo Command Slow

Ml =do siowpcap [Wireshark 1.10.7 (w1.10.7-0-g6b931al from master—‘.l_lﬂj] sli=l
FIlE Edlt Um-w Go Capture Anatyze _"it,atl;tlc; Tehz:phﬂrE Tﬁ'ﬂli 1nterna}; Help
o ® 4 W o BERDS Ae»aTFT 2 EEqaaBD $#EMW % B
Filter: - I_:j Expression.., Clesr Apply Save
Mo, deltat * Destination Source Protocol Info
3295 S7.T21841R12 272 .7R.154.19 172.27.16.205 LDAP unbindrRequesti{5)
1 T USeT ORS00 L7 B.154.19 172.27.16.205 LDAP searchrRequest{(3) "ou=sudoers,dc=comcast ,dc=com” 1
15 ©O0.000589371 172, 16.205 1A72.28.154.19 LDAP searchiResEntry(4) “cn=SEO_Unix_ESP_Nonprod#SEo_ i
9 D.000359671 172.27. . 205 172.28.154.19 LDaP searchreseEntry(2) "cn=defaults,ou=sudoers , dc=com
13 0.000423432 172.27.16.R05 172.28.154.15 LDAP searchrResbone(3) success [0 results]
22 0.000282288 172.27.16.20 172.28.154.19 LDAP searchresEntry(4) “cn=SE0_unix_MDOs_NonProd#sEo_ Ui
20 0O.000268937 172.27.16. 205 72.28.154.19 LDAP searchResEnctry(4) "cn=SE0_Unix_MDS_NonProd#SEO_LI
2076 0.000265121 172.27.16.205 178 28.154.19 LDAP searchReseEntry(4) "cn=W_DIV_CRAN_TWIN_XOCROUTER_Y
184 0.000265121 172.27.16.205 172.8§.154.19 LDaP searchReseEncry(4) "cn:SEﬂ unix_AppMgmt_Prod#SE0_|
13 0. 000244141 172.27.16. 205 1'.-"2 23. 4 .19 LOwpP searchR-E.Entry{-i) r_n-=SEG 1:1,_5555 Infr‘aﬁtructm
24 0. 000244140 172.27.16.205 172.28, 154. NG LDaP ﬁearchﬂesEntry{-’t} cn-SEG Ui x S'IteJ-'I'lnderC.-LNunFl
2264 0,.000226974 172.27.16.205 172.28.154.19\DbaP sgarchresentry(4) "cn=crs_tTest#CRAMN_ROUTER_WRITE.
3111 O0.000198364 172.27.16.205 172.28.154.19 LDNF searchResencry(4) “chn=w_DIV_CRAN_CAL_XOCROUTER_C.
1037 0.000190735 172.27.16.205 172.28.154.19 LoAP sgarchResentry(4) "cn=DEVICES_NETSD_BBONE_ROUTER;
F039 0.000186920 172.27. 16,205 172.28.154.19 LDAP REAarchResentry(4) "Cn=C_DIV_CRAN_ATL XOCROUTER_ C
2005 0.000186920 172.27.16.205 172_.28.154.19 LDAP st chResEntry(4) "cn=NE_DIV_CRAN WNE_XOCROUTER 1
203 O0.000d85012 172 _27.16.205 172.28.154.19 LDAP searngResEntry{4) “cn=SECc_ApplicationSD_SIK#SEC |
1860 O0.000183105 172.27.16.205 172.28.154.19 LDAP searchdNsSENtry(d4) "ocn=C_DIV_CRAN_ATL MNOCROUTER_C
3074 0.000181198 172.27.16.205 172.2B.154.19 LDAP searchre try(4) “cneNE_DIV_CRAN _BELT XOCROUTER
o ‘!f File "E:'usharl:fu't'l._iudn_issue\mdo_s]ow.pcm.: i.Fachzt:: 3286  Displaye... | Profile: Default
; h . N
N

Technical Indicators

Sorting by Delta Time manifests obvious delays!

Large delay seen in delta time
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Case Study: Sudo Command Slow

Mo. = delta.t

3277
3278
3279
3280
3281
3282
3283
3284
3285
3286
3287
3288
3289
3290
3291
3292

0. 000009537
0. 000017166
0. 000024796
0. 000005722
0. 000020981
0. 000022888
0. 000005722
0. 00001907 3
0. 000024796
0. 000017166
0. 000007630
0. 000036239
0. 000007630
0. 000026702
0. 000001908

rel.t

0.124340329
0.124557495
0.124 582291
0.124588013
0.124608994
0.124631882
0. 124637604
0. 124656677
0.124681473
0.12469E639
0.124706269
0.124742508
0.124750138
0.1247 76840
0.124778748
0.124790192

Destination

172.28.154.19
A72. 27 .16. 205
172 27 .16 205
172.28.154.19
172.27.16. 205
A7F2.27.16.205
172.28.154.19
172.27.16. 205
172.27.16. 205
172.28.154.19
AF2.27.16.205
172.27.16. 205
172.28.154.19
172.27.16.205
A72.27.16. 205
172.28.154.19

Source

172.27.16. 205
172.28.154.19
172.28.154_19
172.27.16. 205
172.28.154.19
172.28.154.19
172.27.16.205
172_.28.154.149
172.28.154.19
172.27.16.205
T72.28.154.19
172.28.154.19
172.27.16. 205
172,.28.154.19
172.28.154.19
172_27.16. 205
172. B

172.27.16.205

Protocol
TCF
LD&P
LDAP
TCP
LDAP
LD&P
TCP
LDapP
LDAP
TCP
LDAP
LDAP
TCP
LDAP
LDAP
TCP

Info

52602 > ldap [ACK] Seq=277 AcCk=2B70966 Win-=
searchrResentry(4) "cn=EBDP_Flatform_Nodes P
searchResentry(4) "cn=esDP_Platform_nNodes_n
52603 > ldap [ACK] 5eq=277 Ack=2871855 win=
searchiEesentry(4) "cn=eBpP_pPlatform_Nodes_N
searchrReseEntry(4) "cn=EBDP_Edge_ MNodes_Prod#
52603 > Tdap [ACK] Seq=277 Ack=2B72732 win=
searchrResentry(4) "cn=EBDP_Edge_Nodes_Prod#
searchrResentry(4) "crn=EBDP_Edge_nNodes_NonPr
526032 > Tdap [ACK] Seq=277 Ack=Z873597 Win=
searchReseEntry(4) "crn=EBDP_Edge Nodes_NonPr
searchreseEntry (4) "cn=Tempaccess_gdavil001l#
52602 > lTdap [ACK] Seq=277 Ack=2B74595 win=
searchrResentry(4) "cn=pevices_Labops_unix_I
searchresDone(4) success [445 results]
52603 > ldap [ACK] S5eq=277 Ack=2875094 Win=
unbindrequest (5

52603 > ldap [ACK] 5eq—285 ACk—2875095 win— - |

| Packets: 3296 - Display=d: 3296 MM

Technical Indicators

LDAP Unbind Time is very slow.

_—

Client waits 97 seconds before
unbinding the LDAP connection.
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What is Correlation?

= The goal of correlation is to map the problem’s method of manifestation to what is
happening in the packets !!

» The process of correlating technical indicators must be understood, you cannot
automate anything you have never done manually.

* You need to understand the protocols and the tools, know how Wireshark thinks !!!

The Network
is Slow !
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Correlation Best Practices

= The correlation process starts by understanding how a problem manifests itself.
» Get as much information from the users and technical staff as possible.

= Ask how it is known the problem actually exists.

= Always analyze from the client’s perspective first.

» Look for small patterns that can represent the problem as a whole.
— A complex problem can often be represented by 10 packets or less.

» Visualize and understand requests and responses. Be the app!!
— You cannot automate this part unless you understand how to do it manually.

» Understand the relationship between different technical indicators.

» Use visualization techniques for large amounts of packets.
— Graphs, expert, column sorting.
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Packet Based Correlations

i[Nn:!. deltat Destination Source Protocol  Info -
1 0. 000000 65.85.204.170 76.96.35.70 TCP 40335 > afs3i-viserver [S¥N] Seg=0 Win=5840 Len=0 M55=14560
2 0. 000019 76.96.35.70 68. B5.204.170 TCP afs3-viserver > 40335 [S¥N, ACK] Seq=0 Ack=1 Win=5840 Len=
3 0.001153 68.85.204.170 76.96.35.70 TCPR 40335 > afs3i-viserver [ACK] Segel Acks=l wWin=6144 Len=0
4 0. 000018 68.85.204.170 76.96.35.70 TCP [TcPr segment of a reassembled PDU] .
5 0. 000015 76.96.35.70 68.85.204.170 TCP afs3-viserver > 40335 [ACK] Seg=l Ack=257 Win=6912 Len=0 =
L] 0. 000014 76.96.35.70 68B.B85.204.170 TCP [TcP segment of a reassembled PDU]
7 6.96.35.70 68. E5.204,.170 TCP [TcP segment of a reassembled PDU]
8 0.999760 F6.96. 35.70 68. 85,204,170 HTTP HTTP/1.1 100 continue
E 0. B0 6. D 0 GE. & 0 ¥ - : B E 40 g : =% 63
10 0. 000311 ak; 04.170 76.96.35.70 TCP [TCP Dup ACK 4#1] 403 > si-viserver [ACK] Seq=257 Ack= -
. \ [ | v

Technical Indicators

TCP Reset
Delay (delta time)

TCP Reset correlates to a 1 second time out !




Behavior Based Correlations

‘ cops_disc.pcap  [Wire: 31al from my Gl ]
File Edit View Ge Capturt Ana.ljrzz Statistics  Telephony Tools Internals  Help
@@ 4 W & EEBXE WA saTL(EEQAQABD | @2 % B
Filter: B Expression... Clear Apply Save
Il"-.lu, el Destination Source Protocol Info (tcp,seq tep.ack top.len
1 o. 000000 67.178.2.242 ©GE.BT.B.74 CoPs COPSs Keep-aAlive (KA} 1 1 8
2 ©,003990 68.87.B.74 67.178.2.242 COPS COPS Keep-alive (KA) 1 g B8
3 0.203947 67.178.2.242 ©8.87.8.74 TCP pktcable-cops > 51454 [AcK] Fec 5 9 Q)
4 2.B73947 76.96.180.242 68.87.8.74 cCoPs COPS Keep-Alive (Ka) 1 1 8
5 2.875302 6E.8B7.EB.74 76.96.180.242 COPS COPS Keep-Alive (KA) 1 ! 8 |
& 3.072271 76.96.180.242 6B.87.8.74 TEP pktcable-cops > 54298 [ACK] fFec a 9 oN
7 4.256548 67.178.2.242 6B.B7.B.74 COPS COPS Keep-Alive (KA} b} 9 8|
8 4.260500 6E.B7.8.74 67.178.2.242 COPS COPSs Keep -alive (I(.A) 5 17 B8
9 y 67.178.2.242 ®BE.EB7.B.74 E ACK] 17 17 0
.‘m 10. GD-IEI'BD 67.178.2.242 ©6B.87.8.74 cops c‘l ient-Close (cc: i7 7

7
Technical Indicators TCP columns allow us to prove all keepalives

were received yet the application still times out
after 10 seconds and closes the connection.

TCP SEQ-ACK-LEN
Relative Time




Data Extrapolation Revisited

e e o e ?
M Corversatons iperf testpeap - . — M — —— ——|

| Ethemnet 2| Fibre Channet | FoDI| i1 [1pvs | x| axra | vee | rsve] scTe | Tepsa| Token Ring | upe | usa | wian
[Pwil Comversations

Address A 4 Address B 4 [bps A—B 4 Hackets A—E 4 Duration 4 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 Bytes 4 RelStart 4 Packets 4 bps A—B
11 311 454 1753 115430 11 426 8% 0.000000000 929 72733

172273713 172 2885156 712742927 7456 1256963

« |

[@] Mame resolution [T Limit to display filter
= T

Follow Stream, | | Graph A—B | Graph 8—4 Close

7Mb/sec with .3% packet loss

A e BRI e e o

|Emors:0 (@) Wamings 2 (43) | Notes: 55 (168) | Chats: 4 (5) | Details: 216 | Packet Comment=: 0 |
|Gmup 4 Protocol 1 A_Count

F Sequence TCP
B Sequence TOCP

Previous segment not captured (commen at capture start)




Measurement Based Correlations

rl‘ Wirgsjmtlﬂﬁj_';_‘: 5; ipert testp :

——

T R T e -

[l I s 9000 |
(i i
| |||I| I
| i
P -
|I | — SO0000D00
."II L-. :
I. 'xll ALV o A, fli"*'llllll ) Y 4 s i
| = ¥V I A T WY s
_{JI'\-—"'H_J\__.—-_‘-;\_ _ i
T L T T | T ¥ | r 1 I T T J ] T I i
0.0s 20z 40s 60s EDs 10.0= 120s
i G;.lphs & Bams
[Graphi] Cotor Fiter:| Calc: SUM(") [«] tepanalysisbytes in_flight | Style: Line || (& Smooth | Tick intervali01sec =)
|! LM] Color | Eikten| Calc: -S!.JMI."J Bhp.windm_ﬁhr | Style Line | = | [, Smooth EPME_FE'“E'_E nfds =]}
|L'|rlph3-| Fj,h:ri Calc SUMI:T] El [ | Style Line EJ [ Smooth .‘r'_.ﬁiﬂ s o
| |Graph4| Cotor Fitter:| | Calc: SUM*) =] | Styte Line || [ Smooth |unie  |Advanced_. [=]
(et = ) el B v L ine 3 [7 Smooth || Scale 100000000 E
o | Smooth: [Nofiker v,
| bep || gomv | | swe | [ o |
B e E—————————SN.
( N
Correlation of Bytes in Flight and Receiver Window Size indicates inefficient use of
available receiver buffers...... but why?
\ J

47



Measurement Based Correlations

acon . Wireskar 10 Graphe: iperf_test peap —
10000000
|| ‘ = SO00000
L
!' --\_&Il || fflll
| ’ e _n'llﬁ\'ﬂl A
| e — Pl = A S —
L-"II’ _'_M 1 s R RN P, A
|'J:.!" |""l""‘L/f T -jllf-."l":'.'lf_\'_l" i 2l "lb’f"l"l";\f'l' T 0
0.0s 1.0s .08 3.0s &.0s 505 6.0 7.0s 8.0s 9.0s 10.0s 11.0s

Graphs X Axis

Graph 1 Colar [Fjiter: || Cabc SUM{") i bytes_im_thght Style Line = (2 Smooth Tick interval 0.1 see =

Graph 2 Color [Filter | Cabc COUNT FRAMES(™) lysis.out_of _order Style. Dot = B Smooth  Pixels per tick 10 =

[Graph 3 W Fileer: || Calc COUNT FRAMES(") |~ Jlysis retransmission Style: Dot v |6 Smooth = Yiew as time of day
e Y Axis

Craph 4 |Color [ Filter. | Calc: SUM(™) Style Line * |F Smooth R S e

Craph §|Color BEFjlter | Cabc: SUM™) Style: Line = | & Smooth scale i =

Smooth; Mo filter -
Hteip | :‘Cnp'p'] lclusci 3 Save |

Can you spot the correlation that visualizes the problem?
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Correlation Techniques

= Know where the analyzer is

— Use TTL value to determine the location of packet collection
= |dentify Client and Server

— Always analyze from the perspective of the client first

» |dentify Requests and Responses
— Important to be able to measure transaction times and understand application behavior.

= Associate Packets to Process
— Look for manifestation behavior in the packets
— Ultilize hex data to learn more about the application

= Look for obvious timing indicators that can be correlated with behavior. Common
timers are: 1, 2, 5, 10, 30,60,120... (seconds)

» Reduce the scope of the problem to as few packets as possible.
— Concentrate on single sessions.
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Useful Visualizations
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TCP Sequence and Acknowledgements

Mo Destination ‘.'u:lmi:e Protocel Info tcp.seq tomack tcplen

7 : 7 COPS Keep-A ; 1 [-]

2 E&.E? A, T4 67 . 1?3 2 242 coPs COPS Keep-alive (wa) 1 Els B
3 67.178.2.242 GB.EF.B.74 TCP pktcable-cops > 51454 [ACK] Seq=9 e ] 0
4 7H.96_1E0.242 68B.87.8.74 cCops CoPs Keep-Alive (ka) 1 1 B
S 6B.87.8.74 76.96.180. 242 COPS coPs Keep-Alive (Ka) 1 @ B
6 T6.96.180.242 68.B7.B. 74 TCR pktcable-cops > 54208 [ack] Seqg=0 o o (o]
7 67.178.2.242 GB.B7.B.74 COPS CoPs Keep-Alive (Ka) a =] B
B GR.B7.B.74 67 17R.2. 242 (COPS COPSs Keep-Alive (KA) ] 17 B
9 67.178.2.242 68.B7.8.74 TCP pktcable-cops > 51434 [ack] Seq=17 17 17 o
17 iv i6

10 67.17R.2.242 GR.B7.B.74 COPS coPs Client=-Close {CC)

Sender (Sequence + Length) = Receiver ACK Number
SEQ(1) + = ACK(9)

TCP sequence, acknowledgement, and length fields are invaluable at proving a

packet arrived at a destination.



TCP Session Visualization

Ml Vireshark I0 Graphs: server_side poap. M MERE——— 0

| R

- — ]

l |

— 2000

160s 180%

Color Eﬂ‘tu‘._ top flags.syn==1
Color FH'ten tep flags.reset==1

Fiter:| tep flagsfin==1

Style: Line |=] =

Shyle Line TI il
| Style | Line [ | 1

Style Line j |+

o Do
Tmooth || Tick interval: 1 sec
Svieicth Pixels per tick 5
L Niew as timie of dny
¥ fons

Smoath

B1E]

| Graph 4| Cotor | Fittes Smooth || e [Packets/Tick =]
lephS-i -Fﬂten_- Style: | Line [=] (@ smooth || Scate:  [Auto L;
Smooth: | Mo filter |=]
| Help || Copr Seve | Close
—
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TCP Selective Acknowledgements

MNo.
27
28
62
63
65
78
BO
84
191
288
306
309
310
312
331
337
338
339
341
349
352

L

Filter | tcp.options.sack==1

Length delt
66 0.000111
66 0.000006
66 0.000117
74 0.000006
&6 0.000283
66 0.000209
66 0.000166
66 0.000212
66 0.000138
66 0.000003
66 0.000154
66 0.000028
66 0.000003
66 0.000173
66 0.000172
66 0.000033
66 0.000002
66 0.000001
66 0.000059
66 0. 000089
66 0.000047
AN ROnDoDng

SR AR ——

Destination

76.96.210.8
76.96.210.8
76.96.210. 8
76.96.210.8
76.96.210.8
76.96.210. 8
76.96.210. 8
76.96.210.8
76.96.210.8
76.96.210.8
76.96.210.8
76.96.210.8
76.96.210.8
76.96.210.8
7¥6.96.210.8
76.96.210.8
76,96.210.8
76.96.210.8
76.96.210.8
75.96.210.8
76.96.210.8

m

Source

10.19. 89. 39
10.19. 89. 39
10.19. 89. 39
10.19. 89, 39
10.19%. 89. 29
10.19. 858, 39
10.19. 89. 39
10.19.89. 39
10.19. 89. 39
10.19.89. 39
10.19. 89. 39
10.19. 89. 39
10.19.89. 39
10.19.89. 39
10.19. 89. 39
10.19,. 89. 39
10.19,.89. 39
10.19.89. 39
10.19.8%9. 39
1D.19. 89,39
10.19,.89. 39
1N 1o Ra 34

[:}Ehpnﬁéun". Clear Apply Save

Protocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TP
TCP
TCP
TCP
TCP
TCP
TCP
TCR

TCP
TR

info

[TCcP
[Tce

Dup ACK
Dup ACK
[TCP Dup ACK
[TcP bup ACK
61047 > http
[Tce ACK
[Tce ACK
[Tce ACK
[TCcP ACK
e ACK
[Tcp BCK
[Tce BCK
[TcP ACKE
[Tce ACK
[TcP ACK
[TCcr ACK
[TcPp ACK
[cP ACK
[Tcr ACK
[Tcr ACK

[TcP ACK
r~re arv

24#11
2452]
5021]
5921
[ack]
7E#1]
7e&2]
g82#11]
189#1]
Z2BO#1]
269#1]
269#2]
269#£3]
2B0#2]
260447
293#17]
293427
293437
293447
329417
329427
TaOHETT

60492 > hrip
60492 > hrtp
61047 > hrtp
61047 > http
Seq=06444 Ack=
61047 > http
61047 > http
61047 > http
61278 = http
61317 > http
61315 > http
61315 > http
61315 > http
61317 > hrtp
61315 > http
61318 > http
61318 > http
61318 > hrrp
61318 > http
61319 > http
61319 > hrtp
R13I1TQ = krrn

top.sack -
True [£|
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

Filtering on TCP Selective Acknowledgement packets allows us to see the

manifestation of unidirectional packet loss
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IP Identification Field

Filter:  ip.src==76596.3210.5 |z| Expression... Clear Apply  Save
| Mo, Length delt Destination Source ip.id = Protocol Info _ -
1067 1434 0. 000688 10.19. B5. 39 76.96.210.8 Oxeefd (61181} HTTP continuation or NoOn-HTTP Traffic

370 1434 0.022167 10.19.89. 39 76.96.210.8 Owef0l (61183) TCP [TCcP SEegment of a reassembled PDU]

371 1434 0.000763 10.19.89.39 76.96.210.8 Oxef02 (6118683 TCP [TCP segment of a reassembled PDU]
1169 1434 0.214512 10.19.89.39 76.96.210.8 Oxefla (61210} TCP [TcP segment of a reassembled PDU]
1767 1434 0.0399859 10.19.89. 39 76.96.210.8 Owef3d (61236) TCP [TCP Retransmission] [TCP S@0mernt of a
1771 1434 0.000892 10.19.89.39 7¥6.96.210.8 Dxefda (61258) TCP [TCP rRetransmission] [TCP segment of a

348 1434 0.052943 10.19.89.39 76.96.210.8 Oxefdi (61393) TCP [TCP Prewvious segment not captured] [T

150 1434 0.000640 10.19.89.39 76.096.210.8 Oxefda (61402) TCP [TcP segment of a reassembled PDU]

351 1434 0.000029 10.19. 89. 39 76.96.210. 8 Oxefdb (61403} TCP [TCP segment of a reassembled Pou]

354 60 0.003135 10.19.89.39 76.96.210.8 Oxeffl (61425) TCP [TCP Previous segment not captured] ht

355 1434 0.000736 10.19.89. 39 76.96.210.8 Oxeff2 (61426) HTTP Continuation or non-HTTP traffic
798 1434 0.252016 10.19.89.39 76.96.210.8 OxfOZe (61488) TCP [TCP segment of a reassembled PDU]

1272 1434 0.317410 10.19.89. 39 J76.96.210.8 OxFOB4 (61572) TCP [TCP Retransmission] [TCP segment of a
1297 14324 0.113089 10.19.89. 39 76.96.210.8 OxFO84 (B1572) TCP [TcP segment of a reassembled PDU]

609 1434 0.001170 10.19.89.39 76.96,210.8 Oxf0a6 (61606} TCP [TcP segment of a reassembled PDU]

810 134 0.000225 10.19.89.39 76.96.210.8 Oxf0a? (61607} TCP [TCP segment of a reassembled PDU]

614 1432 0.000015 10.19.89. 39 76.96.210.8 oxfocl (61633) TCP [TCP segment of a reassembled PDU]

648 60 O0.048017 10.19.B9.39 76.96.210.8 Oxfi4ab (61771) TCP http = 61317 [ACK] 5eq=22605 Ack=15241
1548 60 ©0.260351 10.19.89.39 76.96.210.8 OxF15c (G617BB) TCP http > 61540 [ACK] Seq=1 Ack=2329 wWin=_
1549 1434 0. 003029 10.19.89. 39 765.96.210.8 Oxfl8e (61838) TCP [TCP segment of a reassembled pPpu]

1550 134 ©.000378 10.19.89.38 76.96.210.8 oxf18f (61829) TCP [TCP segment of a reassembled PDU] -
- e - .- - U TR TR N - Calal - —-_—a e - - D = i e ML e e ¥ — e - e - - NN T R ——

4 | L1E] ¥

Filtering on a single direction and sorting by the IP ID field allows us to visualize

unidirectional packet loss.




Validation using IP Identification

Mo,

delt

1. 000000000
2.0001153&3
4

.Dﬂﬂl??iﬂi
5 DOO000000

5
E.ﬂﬂlzgiﬂgﬂ

.004245?53
.000215531

.0054454Bﬂ
.Dﬁﬂﬂﬂ!ﬂlﬁ

.000?95364
. DD0095368
18, OOOOD1L 907
100000767204

Destination

68. 87.67.14
68. 86. 206.174
68. 86. 206, 174
68. B7 .67 .14
68. BF.65.14

} Hn.*L..-W.|.4

68. 86. 206.174
68.87.67.14
.14
68. B7.67.14
68. 86. 206.174
68. 86. 206, 174
68.87.67.14
68.87.67.14
08. 87.67.14
GR_RG_2D6_174

68.87.6

Source

68. 86, 206.174
BE.B7.67.14
6E.B7.67.14
GB.B6. 206.174
. 206.174
68. BE 206.174

6. 174

68, BE

68.B7.67.14
EB B6.206.174
Bb6. 206,174
EB B6.206.174
68.87.67.14

68.B7.67.14
68.86. 206,174
68.86.206.174
68.86. 2006.174
GR_RT._6A7.14

[T

ip.id

Oxelab
Ox6862
Dx6RG2
Oxelac
Oxel ac
Oxelad
Oxelad
Ox6863
DOxGEE3
OxeB864
Oxelae
Oxelae
Oxelat
OXE&BES
D=6
Oxelb0
Oxelbl
Oxelbl
Oxh ARG

BG5S

(57771)
(26722)
(26722
{5?1?23

(5???3)

(25?23)
(26723)
(267 24)
577743
(37774)
(57775)
(26725
(267251
(57776)
(57777
(57777
PRT IR

Protocol
TCP
TCP
TCP
TCF
TCF
TCP
TCP

TCP
TCP
TCP
TCP

TCP
TCP

TP
TP

Info

21022 > 10122 [SYN] Seqe=0 Win=49640 Len=0 MS5=14

10122 > 21022 [S¥YN, ACK] Seg=0 Ack=1 Win=49640 L
[TCP out-of-order] 10122 21022 [5YN, ack]

21022 > 10122 [Acx] seg=1 Ack=1 H1n-4964u Len-D
[TCP Dup ACK 4#1] 21022 10122 [ack]

21022 > 10122 [PSH, ACK] seu=1 Ack—l wfn=49640 L
LTCP Retransmission) 21022 » 10122 LPSH,

Seg=

Seg=1l IJ—

10122 > 21022
(TCP
10122 > 21022
21022 > 10122
I TCP Dup ACK
21022 > 10022
10122 > 21022
(TCP
21022 > 10422
21022 > 10122
TOPF ReLransm
THFL?2 » 210?22

Dup ACK

Dup ACK

[acK] Seq-l Aﬁk-lll w1nu4953ﬂ Len-
B#1] 1012 = 21022 [AacCK]
[PsH, ACR] Seg=1 Ack-111 wWin=49640
[ack] Seq=111 Ack=123 Win=49640 Le
11#1] 21022 10122 [Ack] Seg=111 A
[PSH, ACK] Seg=111 Ack=123 win=496
[acK] Seq=123 Ack=117 Win=49640 Le
14#1] 10122 21022 [AcCK] Seg=123 A
[PsH, ACKk] Seg=117 Ack=123 win=496
[PsH, ACK] Seg=154 Ack=123 win=496
ssion] 21022 = 10022 [PsSH, ACK] 5S¢
fark]l Sen=1?1 Ark=3d4d4 WHn=d06R40 Ie

Seg=1 ACK=

Wireshark is confused by duplicate packets and thinks there are DUP ACKs and

Retransmissions occurring. IP ID field allows us to see the duplicate IP packets.
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Case Study: Bad TCP Stack

Application

Web Server admins complaining about drop in throughput due to packet loss

Symptoms
®  Throughput was perceived as being overly impacted due to packet loss

" Network path tested out as clean. No obvious loss or latency. Extremely minor
levels of packet loss were seen (< .1%)

Manifestation

®  Problem manifests as performance degradation
®  |ssues appeared to be localized to a single hosting site
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Case Study: Bad TCP Stack

MNa. |cf-¢1_t |rf|.t IDtstinatinn IS::curc: |Prnmml||nfu
AL 0. 600800600 Bad Web Server Client TCP 51155‘3 B0 IIE?HII Seq--ﬂ Win=B182 Len-'d.'i M55 1460 h‘snlsﬁ SACK FERM=1

0 gad web Serve TLF T ACK] Ac k=1 wWin=1d464 ] 5 =1 =12

Bad_wWeb_ Servar 51660820 [ACK] Suq—l .lu: 1 H1n=55535 Len=0
Bad_Web_Server GET /download/x.bin HTTP/1. EI

Client Bndwbisanrar TP [TCP segmant of

6 Y i a reassembled POU]
T 0. 000951008 0 Client Bad_web_Server TCP | TCP segment of a reassembled PDU)
B8 f0.e00p04800 B Client Bad_wWeb_Server TCP [TCF segment of a reassembled POU]
" 0600050608 012130000\ Bad Web Server _ Client  TCP 5166880 [ACK] 5eq=703 Ack=4381 WinZ65536 Len=h
i 0.000215008 0. 121577OR0 Client Bad_wWeb_Server TCP [TCP mgnnt of a reassembled POUI
11 0,908002600 0.121579000 Client Bad_wWeb_Server TCP | TCP segeent of a reassembled PDU]
12 0,.009092008 0.1215818088 Bad_wWeb Server TCP [TCP segeent af & reassembled POU]
13 0 .0D00GZ008 0. 121563008 Bad_wWeb_Server TCR ITCP segment of a reassembled POU)
14 D GoDEe2000 0. 121585000 Bad_web_Server TCP [TCF segment of a reassembled PDU]
15 D.000001008 ©.121586000 Bad Web Server TCP [TCP segment of a reassembled POU]
16 ©.0DDBETO0G 0. 121553080 Bad_Web_ Server TER. [TCP segeent of a reassembled PDU]
. b 1 - 'u

21651000

Client TCP 51669-80 [ACK] EEH'-!IZHEI Ack=14601 Win=f)/1H4 Len=d
1 W £ B T | TCF segeent of a reassembled PDUY
rTJ'D o m—— el = ﬂ--r\--!urnlnhln-‘ il

/

Round Trip Time is roughly 52-60ms\

Web Server does not support TCP Selective
\Acknowledgements )




Case Study: Bad TCP Stack (Expert)

Y, k

File Edit Yiew Go gp:urem Statistics Telaphaony Tools |nternals Help

e dE 4 = ﬁ?ﬂllphwﬁmri.. N e @gisys B

| Display Filter Matras...
Filter | . syl -
By " -\u!m:ﬂlllnl'u itcp_u-q It,.'

17229 &, oa00IR60 0. dbon| i s I e ¥, Weashar: 338 Exmtrd e

17138 B DOOIB4E00 0. 0002 . e ; .

AR P < Enabled Protocals.. ShiftaCtil4E -

e oot =2 Decode As.. " Ereors: 00) Warnings: 1 (1) [Notes: 2386 (2386)| Chaty 4 (5)| Details: 2393 |
17113 &, SDDORIEDD O, 00D 3 User Specilied Decodes,, Ter| Group | Protocol Sumimary Count
17034 & SOOBTESE 0 HB840 e m " TV

11198 &, SlOsE TN t.ﬂtll: e TCP e nquen-TLP Prewies segment mat caphil hed tearmman o capt

o TCP Stream

1713 & CODLEIUN0 0. OHY p i A e Packe 17328

17197 0 SROONGENG A, HBNS R, DY - e

17508 o, DOOIUONPD 0, ppE} ¥ TEr

17139 0 SON00IBD0 O, 004 o

7 8 0. T

i,::: |.mm iy Commrsation Filter ¥ | e

17342 B 0OOIRIGO0 O DOOYSE0NN 12480 Client Had_Wedi_Server  TOP

17343 & SODENISDE 6. ODHIG0EEG 14064 Climnt Rad_ Web Servar  TEP O imir to disolay filter

17344 0, DODDOYSPD 0. 0O10RBODA A0S Rad Web Servar Cllent e A play f

17343 0 DONOOTO00 0, 001010 14112 Had e Servar CLimnt wr|  HHelp |

17048 B SRNLESEBE 0. O51080EE0 15638 Climnt Had_wWet_Server  TOF

118Y & oDnogiehn 8. $01d04edn i Clilent uil_wel_farvar we T TR
17340 B GODOLIGD0 O B01212000 17184 Bad_sebh_Server £l mnt TEF  [TCF Dup ACK 170254%] SUSAS-00 [A06] Seq=20% Arh=IBInD Wis my n
17348 0 SOOOITEN0 A, 0513\ weE 17248 Had_web_ Satwar Climnt TEF ITCP Dug ACH 173294001 SIS80-N0 [ACK] Seqeid sck=1E58%151 W1 b1
17558 0, DOO1NIROD O, 0Ole0R0R0 RLELE Client Wad_ et Sarear TEr ITEF wegemnt of & reassesblied PD] IwEAna
17351 0, DONOOIED0 0, 001030 2w Cliant Had Meb Seresr  TCP (TGP segment of o resssenbled POl LT
17090 B SRORBGSE 0. 05141160 IO Bad_Mul_Ssrvar Chimmt TEF  [TCP Dup ACK ITA29811] SISS0-B0 [ACK) Seqeift Ark=)Es43080 Wi s
11083 &, oDnooehn 8, $0Lalesn AN Wad_We_Servar Cliant we ITCF Dujn ACE 17220412] Si080.00 [ACK] Seqr208 Avk=[E40100 Wi LAY
17934 B OSIEISN0 O G01B0I0NN 11858 Client Bad_Wedi_Serwer  TOF [TCP segment of o reassesbled rDuU) 155341
17985 SEDONSSAD A, OO L AA3GE 73412 it Aad_Weh_Seiver  TOF ITCP segeent of & ¢ mil il L] HPLETT
17156 & DODDTBERD 0 0016 L300 Fidad Ned Meb_Serwar Climmt L [TEF Bup ACK 17328810] SiadR-ie [ACK] Seqedtd Ach-185360107 Wi s
17357 0 DODOGTO00 0, 00 1A TH0 23529 Hag Meb Serenr Limnt TOF ITCP Dup ACK 17328834] SI8SE-R0) [ACK| Seq=20% Ark=IES43181 Wi L
17050 8 SENLEZESO 0,05 LARLEA0 5834 Client Had Wehl Server  TOF [TCP segsent of @ resssenbled PoU) IBGEBSEE 7
e 113




Case Study: Web Server Bad RTO

Ma. |del.l | rel.t | Destination | Source |Frutucu|4 Info £

17327 0.000601000 2. 124852008 Client Bad_wWeb_Server

17 £ sREF= dREEw l 180t Bad Webh Smrve TCF [T Previou eagment not ptured] [TCF et f Bans

17329 0.0000160840 O.0ODOLGDOE Bad Webh Server Client TCP TN r : w

17338 0.CROO0184000 O.000280000 Client Bad_Web_Server TCP [TCF s=gment

17331 6.000010000 O,000250006 Bad Web Server Client TC [TCP Dup ACK 66980 [ACK] Sequ20f Acks1B543101 W

Mo, del.t rel.t Destination SoUrce | Pmtncﬂll Info / :

22078 0.0600GB000  0.259707000 Ead Web Server Client TP [TCP Dup ACK 1732 374] 51669-80 |ACK] S=q=205 Ack=1854310

22079 0.000006006 ©0.250T713800 Bad web Server Client TP [TEP Dup ACK 1732902375] 51669-88 [ACK] Seq=205 Ack=1854310

22060 0.0DDISS000 0, 268072600 Client Bad_Wab Server TP [TCP segment of 5 Jreassembled PDU]

22081 O .0DODOTOOO O.260079000 Bad Web Server Cliont TCP [TEF Dup ACK 173223761 S1669-B0 |ACK] Seq=205 Ack=1854310

22082 B£.0DR3STOOR 0. 268436000 Client ﬂl&_HuhTE-rvH TCP [TEP segment of reassenbled PDU)

22083 O.opopEloed @.268437000 Client Bad wWeb Server TCP |TCP segment of B reassembled POU)

ZZ0EA 0.0DDOGTOO0 0.285444000 Bad Web Server Client TCP [TCP Dup ACK 17#29#2377] 5166980 |ACK] Seq=205 Ack=1834318

22BB5 0.900006000 6.260458000  Bad wWeb Server EE'E'H‘E TC_F

2Myad 0.0001810040 0. 260631600 Claent

21087 0.0000067000 0. 260838000 Bad. Web_Ser

23088 O.0BOLIGZOO6 0. 260820000 Climnt 262ms before

22089 0.DDODOBOGE ©. 260820000 Bad Web Sfrver TTient TeF

27090 0.0001BDODAE O.251008000 Clisfit Bad_wWeb_Server TR [TEF segment of & reassembled PDU]

2601 0.0D0COTOO6 0.28101%600 Bad Webf/Server Client TCFP | TEP Dup ACE L7T32982381) 5166980 [ACK] Seq=285 Ack=1854310

22092 0.000359000 ©O.261374600 Clifient Bad_wWeb_Server TCP [TCF segment of 8 reassembled PDU]

22691 0.9000O1006 O, 2613750600 aent Bad_Web_Server TEP |TEP sagment aof & reassembled PDU]

272694 0.DDEOGEDOD 0.261381800  Bad feb Server Client TP [TCP Dup ACK 17329#23821 51669--80 [ACK] Seg=205 Ack=1854310

22095 0.00O0A7000 0.261389000  Bagf web Server client TCF [TEP Dup ACK 17329#2383] 51669-80 [ACK| Seq=265 Am-.::,ns-lnnm

270696 0.0D0423006 0.2610116600 Client Bad wWeb Server TCP [TCP segment of & reassembled PDU]

22057 0. 000 TN pbedibibiaie ol Hel Server Client TCP LTCP Dup ACK 1732G82384) S1669-80 [ACK] Seq=2a5 Acks=1854310
. BOR 3598060 *RZLTIO00 1ient i - TCP A SMm1 55100 [ TCF egment of & reasseshled PDU

-:-Fumu A AARD YT AR i Bad ah Caruse 1A e R1RAG BA TAFYT Can=T0% Ark=19AT1000 Win=TTAKTS 1| an=h s
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Case Study: Bad Web Server Performance

AN % Wireshark 10 Craghs: fad_roo_stack {1 prapng
- S00000
II II ' - 250000
i l'. L ! A II|
I | || I-" II| II_I |I_1|| | lll-'\\p A |
|r‘."l'|.-'-\. A | | |I | ll l ’ "'._." |".'r' ) N A AVl K
e \ w b e 1 W ool TR
\ | ,,f*-,q.",f A | & |/ ' |
| 1) Lo !
II i s A 'fll |I | N F"J L' W ’ !
1 |.. .'- I."' 1N - | ) P! .'I l.
| P —— po e J""|l'-"1II I‘Il I."'l \:| L R SN eh MR S LI s RN S I e RS S RISy s Smme SIS pwws e e e g s | ll‘r'-‘-—*- k= o
0.0 0.20s s 0.60s 0.80s 1.00s 1.20s 1.40s 1.60s 1.80s 2005 2.205
+« = k] -
Graphs X Ax
Graph 1 Color F-FHTE!’ I = |icp.len Style Line » | Smooth | Tick intervall .01 sec
Graph2 Colar [¥Fjier. || Cale: COUNT FRAMESET> [ysis. retransmission Style. Dot » |& Smooth | Picels per tick e
— ') Semnel S B . ]
Graph 3 WiFjier || Cale: SUM(") - Style Line v |2 Smooth O Yiew as time of day
1 L T —— ¥ AXLE
Graph 4 |Color [¥Filter || Calc: SUM™) - Style: Line |+ |E1 Smooth
—_— Unpit Advanced,. *
Graph 5 {Fil Calc: SUM* - Stybe: Li ol 15183 th =]
rap [ Filver | alc ) ¥ o St Scale Auto >
Srmoath Na Filter =

Web Server does not appear to react very well to any level of packet loss




How should TCP recover from packet loss?

Mo, I del.t I rel.t I Destination l Source ] I"mtucol[ Info
1 0. 0EOR00000  Good_Web_Server Cliemt TCP SB0BE-BE [SYN] Seq=0 Win=8193 Len=0 M5S=1420 'H‘i:IEE '5uI.'EH F'Efl'hl
3 : 0. DA45E0000 Good wWeb Server Clisnt TP m-ﬂﬂ [ACKR Seq=1 Ack= 1'I'-1-|'I=l|!|.'|H Len=l)
- S
1414) = LCIANS LONMITON 1o —
T = tron [(HOF) (1)
TP sack Permitted Option: True .

No. | delt f relt | Destination | Source | Frntncur| info top.sack ] I
s7E%  0.008a1j O B4YFIE  Good Web Server Clisnt TP [TCF Dup ACK %4918147] S008c- 88 [ACH]| Seq=1%0 Ack=5146317 Win Trum
5TE6  0.0008175 0. Bd2574 Clisnt Good_Web_Server i [TEP pegmant of & ressseshisd POU]
5y 0. pdpal 0. Ba3%02 Good_Wel_Servad Clisnt TP [TER Dup ACK 344181481 So008-80 [ACK] Seq=1%F Ack=5148317 Win Frue
5TEE 0. BORSOA o maAzOE Climnt fiood_wWel_Sarver i 4 [TCF sagment of & reassantled POU]
57EE 0. 00KB33 0. 084233 Good_Web_ Servar Clieng TCP [TCP Dup ACK 549181491 SOO86-80 [ACK] Seq=350 Ack=S146317 win Trug
nan [ ] 0. Dadsdn Client Good_Web_Snrwer Tom [TCP sogment of & reassembled POU]|
M 0. gapay7? 0. 044583 Grpd_iWeh_Seryer Client TP [TOF Dup ACK S491#158] SOBEE-8R [ACK] Seq=3%0 Ack=5T46317 wWin Tru#

L Fd 0_oaodis i fadihs Climnt Giood _web_Server e [TCF segment of & reassesiled PODU]
57931 0048614 0.B4402  Good_Web_Sorvur £liant TCF  [TCF Dup ACK S49181%11 S0O0SE-80 [ACK] Seqe=13F Acks5146317 Win Trun
5704 0, 00BE95 0.044710 Climnt Gopd Web Sarver TCP [TEP segment of & ressseshled POU]
- o _Weh Eerewr r s I:lun ATE .-wun_.l _r:-uuu_u L] 5-:.—_131 -Iu:t—ﬁlll'njil' Win m
5787 0. 000134 \iidibliid ) G Wby Serwat Climnt O ianG.-ie un:: su—:na Ark=5354997 uu;-.—nsuu L-n-:ﬂ
3188 . pomney U paAsEz T Climnt Good_Web Sorver i [TCF sagment of a reassasbhled POUJ
57R9 0000064 0. pasea | Climnt Good_Web_Server = [TCP eegmant of & reassesbled POU]
L00E 0. 00ih1% 0. 0a5 106 Good_Web_ Skrver Elimnlt Ter S0086-50 [ACK] Seq=353 Ack=336T837 Win=31156687F Len=@ e

- L

[Latcylated window Sife! ¥Smses e 3

[Windew size scalimg factor: 3%6] r
P Checksum: Oxd3%e [correct]

Ufg#l'lt pointar: 0O
b Gptaons: (12 bytes], No-dperation (NOP), Wo.-Operatiom :mm.@ q
b v

[ TCP should enable and use SACK to send/receive better feedback about performance.
| Retransmissions should occur as close to the RTT as possible.
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Good TCP Recovery vs Bad TCP Recovery

Good Web Server transmits 87292 bytes at RTT (44ms) during recovery

———

No. |de|.t | rel.t !l:u mﬂvtt5| Destination |5|:|Ll1'l:t |Prntn:uF| Info -
5880 ©.PODDZ10G0 ©.041703000 84284 Good Web_Server Client TP 5608680 [ACK] Seq=159 Ack=5443897 Win=3349T
5BE1 0.DO0271000 0.841974000 B5758 Client Good_wWeb_Server  TCP [TCP segment of a reassembled PDU]

SEEZ 0.003803000 O, 044977000 B7232 Client Good_Web Server TCP [TCP segment of & reassembled PDU]
SRE3 0. 000058000 O D45036006 #7247 Good Web_Server Client SH006-86 [ACK] Seq=159 Ack=5445037 Win=33466 U
SEE4 0. 0066000 0.045102080 BAYEE Client Good_Web_Server [TCP segment of a reassesbled POU)
©nne e e ] AR T AT A W - Fomed bimk Foeiem- Trn FIFFN ceommmmds =28 = era=m=e= b = ol FWPNEA T
: TS

Bad Web Server only transmits 7678 bytes at RTT (60ms) during recovery

del.t rel.t lEumBrIuiﬂﬂlmntlan IS—nun:I: IF:utucal]Inh o
72096 0.00D4Z30D8 2. 385664008 23213546 Cliant Bad_Web_Server TCP IT{F segment of a reassembled -ﬁll

22097 0.000OO7HO0D 2. 306471006 23213600 Bad Web_Server Climnt TCR I'ﬂ.'l’I Dllll ALK l?&ﬂl!ml 'E-HH-'H iM‘lI 5-h'l=!l.'|'5 lut'hlﬂ.

22099 0000931000 . MR 1 000 1568 Bad_Web_Server Client e 5]5“ -3l |A{I! Se-uum i:hﬂ!ﬂi‘lii] Hlﬂlmﬁilz I.'Erl'lﬁ

1]

212104 0.854327008 0. 055258008 3baz Client Had_Web_Server TCR [TCP segment of a reassembled POU)

22181 ©.0B0324800 @, 055582080 4595 Client Bad_web_Server TCP ITCP segment of a reassembled POU]

121067 0.0000330D0 B, 055814000 4650 Bad_Web Server Clisnt Tce 5168980 [ACK] Seqeldh Ack=22024513 Winsd452672 Len=0
[+]

22103 00965000

, DS6583008 G154 Client Bad_web Ssrver TCR ITCP segment of a reassembled POU]

22105 0.000047000 ©. 1OTIOG000 TTi2 Bad_Web_Server Claent TCP S1669-80 [ACK] Seq=205 Ack=22077433 Win=344G856 Lan=0 .
—_—_— e




Good TCP Recovery Visualization (I/0 Graph)

RTT is barely visible in the delta time since
recovery ramps up quickly.
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Bad TCP Recovery Visualization (I/O Graph)

[RTT is very visible during a very inefficient] SR

recovery.
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Bad TCP Stack Recovering with Slow Start
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Bad TCP stack using slow start instead of congestion control after packet loss. ]
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Thank You !!
Questions?

(feel free to email me at kevin_burns@cable.comcast.com
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