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IPv6 in Wireshark
* IPv6 “briefly”
* Wireshark basics

* Wireshark color rules, display filters,
columns and configuration profiles

IPv6 - briefly
* Quick IPv6 history

* [Pv6 Address basics
* [Pv6 Address Autoconfiguration
* DCHPv6 and DNS for IPv6
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IPv6 Brief History

* Fall 1992 - IPv4 addresses will run out someday

®* Oct 1993 - DHCP - RFC 1531 - easier IPv4 address
management

* Dec 1993 - IPng - RFC 1550 - basic specification for next
version IP

* May 1994 - NAT - RFC 1631 - temporary solution before
IPng available

* Dec 1995 - RFC 1883 - Basic specifications of IPv6
* Feb 1996 - RFC 1918 - Private IPv4 addresses

* Dec 1998 - RFC 2460 - Full IPv6 defined

*,May 2005 ~ RFC 3927 - APIPA (IPv4)

Comparing IPv4 & IPv6 Addresses
* IPv4 addresses 232 = 4,294,967,296

* IPv6 addresses 2128 =
340,282,366,920,938,463,463,374,607,431,768,211,456
« which is 340 undecillion
— 340 trillion trillion trillion

- 79,228,162,514,264,337,593,543,950,336 times more v6
addresses than v4

 If IP addresses weighed one gram each:
« IPv4 = half the Empire State Building
- IPv6 = 56 billion earths
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What is an IPv6 Address?

* IPv6 addresses are very different than IPv4 addresses
in the size, numbering system, and delimiter between

the numbers
+ 128bit -vs- 32bit
- hexadecimal -vs- decimal
- colon and double colon -vs- period (or “dot” for the real geeks)

* Valid IPv6 addresses are comprised of hexadecimal

numbers (0-9 & a-f), with colons separating groups of
four numbers, with a total of eight groups

(each group is known as “quibble” or “hextet”)

» 2001:0db8:1010:61ab:f005:bal11:00da:11a5

IPv6 default for subnet

* Based on the default definition an IPv6 address is
logically divided into two parts: a 64-bit network
prefix and a 64-bit interface identifier (IID)

* Therefore, the default subnet size is /64
. gOOl:Ode:1010:61al;:f005:ba11:OOda:11a§/§j
! A t

|64bits for Network Identifier| |64bits for Interface Identifier| |Prefix Lengthl

* A single /64 network yields 18 billion-billion
possible addresses
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IPv6 shorthand notation

Option 1 2001::a52:0:0:0:3d16
— V\_,,_I | VR J W ——

|
JConsecutive Zerosl ‘Leading ZerN
— < 1 N
I_H

—r— — - F ~ —*
2001:0000:0000:0a52:0000:0000:0000:3d16
"X N —

—~
™ \ /
‘Leading Zeros‘ ‘Consecutive Zeros

—— e A A
Option 2 2001:0:0:a52::3d16

Incorrect shorthand notation
2001:0000:0000:0a52:0000:0000:0000:3d16
\_Y_I H—/ \_Y_I ~ ~— / \ﬂ_l

L yd
\Consecutive Zeros‘ I ‘Consecutive Zeros‘

Leading
Zeros

2001:;a52::3d16

N/

How many bits are represented by each “::"?
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Address types

Address Type IPv4 IPv6
- One-to-one communication
Broadcast Yes No
- One-to-many communication local
- One-to-many communication local/remote
Anycast Yes Yes
- One-to-many communication nearest
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Address scopes

Address Scope IPv4 IPv6
Link-Local Yes
- Not routable (is temp, APIPA) Yes
Global Unicast .
- Routable to Internet Aka pUbIIC YES
Unique Local Aka private
= Rou?able only within domain RFC 1918 RFC 4193
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IPv4/IPv6 special addresses

Address Type IPv4 IPv6
Default Route 0.0.0.0/0 ::/0
Unspecified 0.0.0.0/32 ::/128
Loopback 127.0.0.1/8 ::1/128
Multicast 224.0.0.0/4 ff00::/8
Link-Local 169.254.0.0/16 fe80::/10
Global Unicast All others 2000::/3

10.0.0.0/8
Unique Local 172.16.0.0/12 fc00::/7
192.168.0.0/16
192.0.2.0/24
Documentation 198.51.100.0/24 2001:db8::/32
203.0.113.0/24
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Interface ID from MAC address

Company ID  Manufacturer Data

- 64 | 3F | 00|  1EEE 48-Bit MAC Address

N

Expand to EUI-64
m 64 | 3F | OO | (IEEE Extended Unique ID)

,_L PR
00000000 OXFFFE inserted

00000010 7t bit inverted - Local/Global bit

e
m 64 | 3F | 00 | invert the Local/Global Bit
0219:71ff:fe Modified EUI-64

Interface ID
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Interface ID from Random Number

* RFC4941 - Privacy Extensions for Stateless Address
Autoconfiguration in IPv6

* Initial IID is derived based on mathematical computation
to create a “random 64bit number” and appended to prefix
to create a GUA

* An additional but different 64bit number is computed,
appended to prefix, and tagged “temporary” for a 2nd GUA

* Temporary GUA should be re-computed on a frequent
basis

* Temporary GUA is used as primary address for
communications, as it is considered “more secure”
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Lifetime states of an IPv6 address

Valid

Tentative Preferred ‘ Deprecated Invalid

. Preferred Lifetime

Valid Lifetime

» Time

* Tentative - address is in process of verification for uniqueness and is not yet
available for regular communications

* Valid - address is valid for use in communication based on Preferred and
Deprecated status

Preferred - address is usable for all communications

* Deprecated - address can still be used for existing sessions, but not for new
sessions
* Invalid - an address is no longer available for sending or receiving

eshark v1.2 - Copyright © 2015 Jeffrey
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Comparing IPv4 & IPv6
Neighbor Discovery Protocols

IPv4 IPV6

ARP Request Neighbor Solicitation

ARP Reply Neighbor Advertisement
Router Solicitation Router Solicitation

Router Advertisement Router Advertisement
Gratuitous ARP Duplicate Address Detection
ARP Cache Neighbor Cache

IPv6 Neighbor Discovery Protocol

* Neighbor Discovery Protocol (NDP) is
defined in RFC 4861

* NDP provides the following basic IPv6
functions per node
 Discover what link they are one
» Learn link prefix addresses
« Discover the on-link router
» Discover on-link neighbors

Keep track of active neighbors
1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 18
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NDP ICMPv6 message types

* ICMPv6 type 133 - Router Solicitation (RS)

* ICMPV6 type 134 - Router Advertisement (RA)

* ICMPv6 type 135 - Neighbor Solicitation (NS)

* ICMPv6 type 136 - Neighbor Advertisement (NA)

1Pv6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell 19

IPv6 autoconfiguration options

Address ICMPv6 ICMPv6 Prefix Interface ID Other # of IPv6
Autoconfiguration RA (Type 134) RA (Type 134) Derived Derived from Configuration Addr
Method Flags ICMPv6 Option from Options
M Flag O Flag Prefix Info
AFlag L Flag
Link-Local Internal M-EUI-64
(always configured) DA DA bR bR (fe80::) or Privacy Manual 1
Manual Off Off Off On Manual Manual Manual 2
(LL, Manual)
SLAAC off off on on RA NHEUEES Manual L
or Privacy 1PVE temp)
pratein] on N/R off on DHCPV6 DHCPV6 DHCPV6 &
(DHCPv6) DHCP\’/G)
Stateless DHCPV6 off on on on RA HEDEGE DHCPV6 o
or Privacy vas’ temp’)
Combination RA ms:\llfc‘t 4
Stateless & on N/R on on and P DHCPV6 e
DHCPV6 DHCPV6 an ey
DHCPV6 DHCPv6)
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IPv6 Stateful (DHCPv6) process

BB AR g e

Eu- fn:r gw ﬁn iw -un-wn hr.-r-m:l Twn&um:. 1:nI|. Lr-m-u |_1c-||.
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] Tirma St DimmAEson

Pronposd  Ramgih o
s / 1]

selfSf: L ed 2] nEiilid £
31351317 L PRk 4?!'{ nr_t:lsun Full: F10c P 5T o1 Fcd: Fhee ] ]
4 1%:170:18 0 Fald: oFLde df$FiiFcldben FROE: 1142 OHC Pl 102 Regsest XTI
| SINTIIIN FeSDIi223:ATFFFecl G140 feB0: FIOCiHFSTo1fed: Mhoe DHCPVE 34 Beply XI0:

* DHCPv6Solicit = DHCPDiscover (ipv4)
* DHCPv6Advertise = DHCPOffer (ipva)

* DHCPv6Request = DHCPRequest (ipv4)
* DHCPv6Reply = DHCPACcK (ipv4)
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IPv6 and DNS

* Bind forward and reverse resolution

; 4to6labs.com Dumped
<snip>
www.4to6labs.com. 3600 IN AAAA 2607:f2f8:26d0:0:0:0:0:2

©
°©
°©
o
o
a
o
&
®
o
N
o
N
©
N

.2.ip6.arpa Dumped ;

2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.d.6.a.8.f.2.f.7.0.6.2.ip6.arpa.
86400 IN PTR www.4to6labs.com.
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Wireshark

* Wireshark basics

* Wireshark color rules, display filters,
columns and configuration profiles

1P6 in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell
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1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell

. Title bar — trace file name or

capture device name, and
Wireshark version number

. Main menu — standard menu
"' 3. Main toolbar — quick access
. Display filter area — reduce

the amount of traffic you see

. Packet List pane — summary

of each frame

. Packet Details pane —

dissected frames

. Packet Bytes pane — hex and

ASCII details

. Status Bar — access to the

Expert, annotations, file

'S location, packet counts, and

profiles 24
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* Colors help you focus on specific address,

protocols, events, and possibly find errors quickly
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Py H 1 P
O i i Appiy || Cancei
= D ———— J

* Color rules read like a router ACL or firewall rule
 First color rule that matches wins
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Color rule creation
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Columns
I""'IHII_-I--I-I-_-F--EE'_;- - 0L —_—
Sesms mEEE neeeTA R Gal - |-"‘.'_'.’?'_-'_":'.'*-_—_*_'_'f:'_"'._'==;--!
(|~ o v i S i —— || = = =5 - Fo

- =

wanrw anh b L TR T
ETW P
ETY i e e by

| "

1E- Sl

| ) moma 23TnopL AR
e

niE -
|: -Hll--r-niiu' _

* In the Packet Details view, right-click on a specific field to
Apply as Column

* Right-click column headings to sort, rename, align, etc
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Display filters — option 1EJ

SEr T RS TR

Fa
L
peray
WPE i A s g

* The Filter bar will change colors as you type to signify correct
syntax for the filter
« Green - syntax is correct
» Red - syntax is incorrect
« Yellow - syntax is suspect
* The Filter dropdown will show last 10 filters used

S - 5 e [ — e S - — B o —

* You can save Filter definitions for frequent use

1PV in Wireshark v1.2 - Copyright © 2015 Jeffrey L. Carrell

30

Copyright © 2015 Jeffrey L. Carrell

15



IPv6 in Wireshark

ption 2

BLLE ) By el el (b I.IM_P_

o | . —
sl e .
am ]
e (o A ——
- oy L
o s
L —— gl e
o e
s b i
= b
Bt
s
¢ mm—
s

* In the Packet Details view, right-click on a specific field to
build a filter
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Using Wireshark to view IPv6 pkts

* IPv6 display filter families
* ipv6
e icmpv6
« dhcpvb

* IPv6 related display filters:
i s G TSR Mm\

Eile Edit Wiemw Go Caphure Snabis  Satioticd TelephcmE Jools  Jatemals  Help

o9 A0 BEREXE A+ TF L HE S
Fiter: |Icmp\.’iur dheped h "J bBpremman.  Clew Apphy
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Using Wireshark to view IPv6 pkts

Configuration profiles

* What they are
* Why/how you use them

* What they contain
* How to share

[ I S e A R || Y R Y

Mrurgs ¥ i
-
i Bl st rim
] BLidILad P Profiie name:
Brrmrew Eessurafieedeng wrmarg Dl s
W [ e e ger—] il == = — =
5 - #oa
- ' +
Foi e aeetie e Yosasmy e ~ Y -
T . %1
R L
L i i
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Packet ‘annotation

—

Sson... Ciear Aprgey Save Py _R P RS icrmpeE-dhey
Destination Profiocod . e
FROZ::1 . ICMPvE
Fro2saxs| ok Pacet fnggle) TCMPVE
fulp:~fcl  lanore Packet tioggla] ICMPvG
FROZ: 2121 2 Set Time Reference (logole) ICMPwE
FaB0:ic51 & Time Shifte ICMP G
-fm.:;g B Placknt CLLMNR
2001 F DS
e PO Comment.. LLMR
Z0012470]  wanuary Resoive Address VDNS.
ol :c SSCF
L : o Sl s (.20 t SISO
FTROZTITE:  Prepare g il * LLKHF
:F'FU" 3343 Cureeizalicn Tl e LLMHR
_jl'.l'l'.l-l:-‘l.-"l'.l-: Colunize Cunsersdlion ¢ CHZ
2003 Aas0 . DS
* Right click packet, select Packet Comment
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Packet annotation

1863 8.617 15:43:13.674 fe80::20c:29ff:fe35 e8c1 FF02:
1864 D.288 15:4 - = » -

1865 0.000 15:4
1866 0.002 15:4

1879 0.002 15:4

1882 1,121 15:40

Deta e e it pamam Emmses g
BT B SET KA R 8T Tl (AT - Fu T Wi LLLL BRS | o i bl 110 snar sdvare i
R S A 1 e Fean Iln:.ﬂ-u 2aal foaE an i TRES S S A IO 15 oML LI U
NESE T LN AECHR R Pl P LI W R RS T PaBRi 1Tl eRal | Fead | TeM | i W i A
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Resources

Guide to TCP/IP

Wireshark”
Hat'_wnﬂt nnal_ysls

Soecond Edition

in wire 37
[ =+ || l|.-'
R '-*ﬁ'-.- .
Locate the SonrEedg!
Performance Protiems
38
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Resources

Wireshark” Cartifind Metwork Analyat F n‘c TIEAL
S PACKET ;npwsml
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Resources

%

[Pv6 Address
Planning

‘i
Toem Ly e 1

40
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Resources

Practical IPv6
for Windows

Administrators
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Thank You for Attending!

* jeff.carrell@teachmeipv6.com amue | —Eosies

CERTIRED CERMFED
ENGINEER RAIMER

* Twitter: @JeffCarrell_v6
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