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Model network

Load

Client Router / Balancer

Firewall

Firewall




The challenge

« Matching packets from PC to 1st server tier
 NAT and PAT

* VIPs

« SSL especially with load balancers

* Volumes increase deeper into the system

» Capture time sync inaccuracies



Packet matching based on ...

 Protocol field values
o Direct match
o Translated match

* Packet content
 Temporal match (relative times)
« Supplementary data e.g. web logs



Edge inwards

Traffic volume increases

Load

Client Router / Balancer

Firewall

Firewall

* Fewer packets to analyse
» Best chance of match to users experience
anaysis —» Provides signposts for the other traces

Start the

here

« Establish problem timeframe



Problem timeframe

Load

Firewall Balancer

Client Router /

Network Trace Analysis Guide for details

www.tribelabzero.com

tribelab



Client and Service

Fileserver

Browser Web Server 7%’}
[ ‘%: :mg Database
/ \
= HTTP

— SMB

= TDS



Identifying a stream - the 5-tuple

Client IP Addr : Client Port : Service IP Addr : Service Port : Protocol
192.168.1.139: 1515 : 25.34.5.1:80: TCP

192.168.1.139 : 49495 : 192.168.247.72 : 53 : UDP



Across the LAN




Across the LAN: Client to Service

M, Time SOurce Destination Protocol  Length  Info )
782 4.289183000110.0.0.101 82.165.203.202 HTTP 466 GET / HTTR/1.1
871 4.49797100182.165.203.202 10.0.0.101 TCP 60 80-60170 [ACK] Seq=176892208 Ack=662534198
074 5.13406200:82.165.203. 202 10.0.0.101 TCP 1514 [TCP segment of a reassembled PDU]
075 5.13436500182.165.203. 202 10.0.0.101 TCP 797 [TCP segment of a reassembled PDRU)
B76 5 1IARTAONAN NN 1o 27 1A5 2031 N3 TrE 4 AV TN=RAN Tark1 Sen-REISSAT16R Ark-1T7RROIRAR

|7 Frame 782: 466 bytes on wire (3728 bits), 466 bytes captured (3728 bits) on interface D
i Ethernet II, Src: IntelCor_dB:1e:72 (34:02:86:d8:1e:72), Dst: Fortinet_6f:al:bc (0B:5b:Des6f:al:bc)
|= Internet Protocol Version 4, Src: 10.0.0.101 (10.0.0.101), Dst: 82.165.203.202 (82.165.288.202)
Version: 4
Header Length: 20 bytes
= Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00:
Total Length: 452
Identification: Ox4768 (18280)
s Flags: Ox02 (Don't Fragment)

Identifies
Fragment 9ff5et: 0

e the stream
Protocol: TCP (6)
TPEF PSP BRI L Al ST n BT S e Tt ey

Fansport))

Source: 10.0.0.101 (10.0.0.101)

pDestination: B2.165.203.202 (B2.165.203.202)
[Source GeolP: Unknown ]

[Destination GeolP: Unknown]

- Transmission Control Protocol, Src Port: 60170 (601700, Dst Port: B0 (BO), Seq:V662553786, Ack: 176892208, Len:
Source Port: 60170 (60170)
Destination Port: 80 (80)
LsTream Tndex: 9]

[TCP Segment Len: 412]
sequence number: 662553786
[MNext sequence number: 662554198]
Acknowledgment number: 176892208

Haadar | annth- 70 hotoc




Across the LAN: Service to Client

Mo Time Source Destination Protocol  Length  Info _ B )
782 4.78918300110.0.0.101 82.165.203.202 HTTP 466 GET / HTTP/1.1
B71 4.49797100:82.165. 203. 202 10.0.0.101 TCP 60 80-60170 [ACK] Seq=176892208 Ack=662554198

974 5.13406200082.165. 203, 202 10./0.0.101 TCP 1514 [TCP segment of a reassembled PDU]
075 5.13436500082.165. 203. 202 10.0.0.101 TCP 797 [TCP segment of a reassembled PDU
7R 5 1IARTANNIA N N 10 A7 1A% 203 N7 TR S RM 7TN=RN Tark1 San-RAISS410R Ark-1 TRAROIRAR

7 Frame 974: 1514 bytes on wire (17112 bits), 1514 bytes captured (12112 bits) on interface 0
{m Ethernet IL, Src: Fortinet_6f:a0:bc (08:5b:0e:6T:a0:bc), Dst: IntelCor_dB:le:72 (34:02:86.d8:1e:72)
5 Internet Protocol Version 4, Src: 82.165.203.202 (82.165.203.202), Dst: 10.0.0.101 (10.G80.101)
Version: 4
Header Length: 20 bytes
= Differentiated Services Field: Ox20 (DSCP Ox08: Class Selector 1; E
Total Length: 1500
Identification: Ox3d61l (157133
@ Flags: Ox02 (Don't Fragment)
Fragment offset: 0
Source: 82.165.203.202 (B2.165.203.202)
Destination: 10.0,0,101 (10.0.0.101)
T 1SDUrCE GeolP: UNKNOWN]
[Destination GeoIP: Unknown]
|= Transmissign Controal Protocol, Sec Port: 80 (800, Dst Port: 60170 (G0170), Seq:
source Port: BO (80)
Destination Port: 60170 (601700

Capable Transpo

Identifies
the stream

176892208, Ack: 662554198, Len:

L5t dex: 9] =
Eior Senuent 1ik: FiEH) Wireshark shortcut for TCP
sequence number: 176892208 FOIIOW TCP Stream

[Next seguence number: 176893668]

Acknowledgment number: 662554198
Haadar | anath- N hutas



Finding actual packets - TCP

Mo Time Source Destination Protocol Length Info B )
7E2 4. 2B918300010.0.0.101  B2.165.203.207 dbb GET / HTTR/1.1
871 4.49797100 82,165, 203, 202 10.0.0.101 TCP 60 B0-=60170 [ACK] Seq=170B92208 Ack=662554198
074 5.1340620{0182.165.203. 202 10.0.0.101 TCP 1514 [TCP segment of a reassembled PDU]
075 5.13436500182.165.203. 202 10.0.0.101 TCP 797 [TCP segment of a reassembled ppul
a7s 5 1 A0 0.0 d0d 82 1A% 2031 N7 Tro Sd AV TO=AN Tark)l Sen-REPS54108 aArk-1TRAOIRAR

5 Frame 782} 466 bytes on wire (3728 bits), 466 bytes captured (3728 bits) on interface 0

im Ethernet IT, Src: ElCor_oB:e:72 (34:02:86:d8:1e:72), Dst: Fortinet_6f:al0:bc (08:5b:0e:6F:ad:bc)
(= Internet Protocol Version 4, Sro; 10.0.0.101 (10.0.0.101), Dst: B82.165.203.202 (82.16h.203.202)
Version: 4

Header Length: 20 bytes
= Differentiated services Field: Ox
h- 452
Identification: Ox4768 (18280)

(oscP Ox00: Default] -Capable Transport))

1]

Fragm.znt offset: 0 Cross checks More

Time to live: 128

Protocol: TCP (6) -
# Header checksum: Ox88F7 [validation disabled] Correlat|0n
Source: 10.0.0.101 (10.0.0.101)

Destination: B2.165.203.202 (82.165.203.202) points needed

[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
(= Transmission Control Protocol, Src Port: 60170 (601700, Dst
Source Port: 60170 (60170)
Destination Port: B0 (B0O)
[5tream index: 9]
of Len- 4127
Sequence number: 662553786

Next sequence number . 8] Preferred
Acknowledgment number: 176892208

Ummdne anoths 90 boteac

: 176892208, Len:




Flndlng actual packets - UDP

bs Frame 5742: yies
@ Ethernet IT, Sr'l:‘ 00 5
|= Internet Prutum] Version 4 Srr., 192. 153 5 3 El*ﬂ 155 'j 35 Dst 1IJ 100.20 2#3 {IB lﬂlL‘l. :."ﬂ 243]
Version: 4
Header Length: 20 bytes
s ifferentiated Services Field: Ox00 (0SCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transg
Total Length: 60
Identification: Ox61a9 (25001)
= Flags: 0x00
Fragment ﬂffset 0
I

Eaur‘ce 192.168.5.3 {192 163.5 1)
Destmatmn 10.100. Eﬂ 243 (10.100.20.243)

Use
application-

source Port: 59408 (59408)

Destination Port: 53 (53)

TLh: 30

@ Checksum: Dx291le [wvalidation disabled] related IDS
[Stream index: 3]

5 Dum*m H.ame Systm (query)

Questions: 1

Answer RRs: 0

authority RRsS: O

Additional RRs: 0
@ Queries




DHCP Example

: Frame 14: 356 bytes on wire (2848 bits), 356 bytes captured (2848 bits) on interface
¢ Ethernet II, Src: IntelCor_dB:1e:72 (34:02:86:d8:1e:72), Dst: Fortinet_6f:al:bc (D8:5

5 Internet Protocol Version 4, Src: 10.0.0.101 (10.0.0.301), pBst: 10.0.0.1 (10.0.0.1)
Version: 4

Header Length: 20 bytes

# ifferentiated Services Field: Ox00 (DsCP Ox00: Default; ECN: Ox00: Not-ECT (Mot EC
Total Length: 342
Identification: Ox7747 (30535)
i Flags: Ox00
Fragment offset: 0O

Protocol : UDP (17)

Source: 10.0.0.101 (10.0.0.101)
Destination: 10.0.0.1 (10.0.0.1)

[Source GeolP: Unknown ]
[Destination GeolP: Unknown]

R8 (68), Dst Port: 67 (67)

Source Port: B8 (68)

Destination Port: 67 (67)

Length: 322

= Checksum: 0x7257 [validation disabled]

[stream index: 5]

- Bootstrap Protocol (Reguest)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address Tength: G
Hans < (1

I Transaction ID: Ox74b9b328 I

CarAande alancad: N




TCP Segmentation Offload

D
PC or Eth
ernet
Server 5 o A Switch PC or Server
=2 KB L = 1,460 bytes S =1
S=1 B B
Without L=1300bytes 5= 1,461
Large R((afsle/)? Offload L=1460bytes . ., goq
L = 798 bytes S = 4,381
L = 1,460 bytes <=-1.460bvtes _
—
L = 1,460 bytes

L = 1,460 bytes »
—



Across the LAN: Summary

« S-tuple
* Direction (C->S or S->C)
« TCP

o Sequence number
o Watch out for TSO

« UDP
o Application-related ID

« TSSO => intermediate Sequence Numbers



Time for
Questions




Across the firewall




File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

OO AN EREXYXR e TF R

Filter

No.

L Internet H

Time
114
214:
314
4 14
514
6 14
714
B 14

9 14:
10 14:
11 14:

12 14:

131:0 @0 @ A W &4 EE XS e+ F L BB
14 14: -

15 14:0% Filter:

16 14:
i7 14:

Frame 8:
Ethernet

00000000

Transmiss
HOST : wn
User-age
ACCepr:
ACcept-
ACCepr-E
cConnect
\ryn

:05:41.
05:41.
:D5:41.
:05:41.
:05:41.
:05:41.
:05:41.
:05:4].

No.

349549
349625
349641
351282
351331
352643
353023

e ] 3N
354312

Deita

Source

0.000000 192.1686.1.139
0.000076 192.168.1.139
0.000016 192.168.1.139
0.001641 25.34.5.1

0.000049 192.168.1.139

0.001312 192.168.247.72

0. 00038(

0. 001285

Time

10 14
11 14
12 14
13 14
14 14
15 14
16 14
i7 14
18 14
19 14
20 14
21 14
22 14
23 14

4 14

:05:41. 350135
:05:41. 350366
:05:41. 350367
:05:41. 351123
:05:41. 351629
:05:41.352641
:05:41. 352876
:05:41.
:05:41. 354863
:05:41. 359130
:05:41. 359366
:05:41. 359618
:05:41. 359859
:05:41. 360614

«MC s A1 JIEMET E

354620

192.168.1.139

47.7

Delta

0.000001 11.56.123.123 192.168.247.72
0.000756 25.34.5.1 11.56.123.123
0.000506 11.56.123.123 25.34.5.1
0.001012 192.168.247.72 11.56.123.123
0.000235 3. 247.7 1, 56 123
0.001744 11.56.123.1.23 25.34.5.1
0.0002437 75 38.5. T 1. 96, 123.123
0.004267 25.34.5.1 11.56,123.123
0.000236 25.34.5.1 11.56.123.123
0.000252 25.34.5.1 11.56.123.123
0.000241 11.56.123.123 25.34.5.1
0.000755 25.34.5.1 11.56.123.123
A ARRRRT 2C 34 © 9 44 CE 4T TIY

Source
0.492955 11.56.123.123
0. 000231 11.56.123.123

Bﬁpusﬁrun_ Clear Apply S&ve

Drestination

25.34.5.1 1515

192.168.247.72 58817

192.168.247.72 49495

192.168.1.139 80

25.34.5.1 1515
53

192.168.1.139

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Qeal gEmx B

QeEal sER® B

B8O TCP

53 DNS

53 DNS

1515 TCP

80 TCP

58817 DNS
49495 D

THO ATTP

Efxpﬁfmnm Clear Apply Save
SrcPort DestPort Protocol Length Info

Destination
25.34.5.1

192.168.247.72

1515
28652
62877

80

1515

53

1515
S
B0
80
80

1515
80

qari

Src Port  Dest Port  Protocol Length Info

62 1515-80 [SYN] seq=0
73 standard query Ox3e
73 standard query Oxec
62 80-1515 [sYN, acx]
60 1515-80 [ACK] Seg=1
125 standard guery resp
125 standard query resp

356 GET /index. html?qs=

BO TCP 62 1515-E
53 DNS 73 standa

53 DNS 73 standa
1515 TCP 62 BO-151
80 TCP 60 1515-8
28652 DNS 125 standa
52877 D 125 Stand:
B0 TTP 3156 GET /1

P 60 BO-151

1515 TCP 1434 [TCP s
1515 TCP 1434 [TCP 5
1515 TCP 1434 [TCP 5
80 TCP G0 1515-8
1515 TCP 1434 [TCP &
T e a4 Frep @



Analyze Statistics Telephony Teools [ntemals Help
A2+ *+2aT2BE aaan gER % B

\v| Expression... Clear Apply Save

elta Source Destination SrcPort  DestPort Protocol Length 1PID tcp seq Info
0.001641 25.34.5.1 192.168.1.139 BO 1515 TCP 62 0x0000 (0) 2048319624 BO-1515 [SYN, ACK
0.000049 192.168.1.139 25.34.5.1 1515 80 TCP 60 Ox59ee (23022) 1043578710 1515-80 [ACK] Seq:

D.001312 192.168.247.72 192.168.1.138 53 5BB17 DNS 12% ﬂlhﬁﬂ? (lﬁ?l!) Standard query re:
0.000380 192.168.247.72 192.168.1.139 53 1 Standard quer‘y re:

0. 001269 192.1068.1.139 23, 3. 3. ) & 80 HTTP

0.000641 25.34.5.1 192.168.1.139 BO 1515 TCP 3 Seq
0.004267 25.34.5.1 192.168.1.139 BO 1515 TCP Ll.:l'd ﬂx?ﬁeﬂ (Jﬂddﬂ} 2&!3!19&25 [TcPp segment of a
0.000149 25.34.5.1 192.168.1.139 BO 1515 TCP 1434 Ox76e9 (30441) 2048321005 [TCP segment of a
0.000294 25.34.5.1 192.168.1.138 BO 1515 TCP 1434 Ox76ea (30442) 2048322385 [TCP segment of a

Analyze Statistics Telephony Tools Internals Help
X2 n+e»2aT2/BE Qaaaln gPmx B

v| Epression.. Clear Apply Save

eita Source Destination Sre Purt [h:st Purt Protocol Length IPID tep seq Info
e WAL e kW A s A v e kel o o o UL N L il WAMTE LA W of e G T W T Y R
0.000235 192.168.247.72 11.56.123.123 53 E!B?? DN5S 12 QxDCOR (40744

0.001744 11.56.123. 25.34.5.1 215 BD HTTP (23025)

0.000243 25.34.5.1 11.56.123.123 BO 1515 TCP E Ux/be M 34 Sk 96

0.004267 25.34.5.1 11.56.123.123 8O 1515 TCP 1434 Ox76e8 (30440) Eﬂﬂiliﬁzi [TcP segment of a
0.000236 25.34.5.1 11.56.123.123 BO 1515 TCP 1434 Ox76e9 (30441) 20485321005 [TCP segment of a
0.000252 25.34.5.1 11.56.123.123 BO 1515 TCP 1434 Ox76ea (30442) 2048322385 [TCP segment of a
0.000241 11.56.123.123 25.34.5.1 1515 B0 TCP 60 Ox59f2 (23026) 1043579012 1515-80 [ACK] Seg:
0.000755 25.34.5.1 11.56.123.123 EO 1515 TCP 1434 Ox76eb (30443) 2048323765 [TCP segment of a
0.000001 25.34.5.1 11.56.123.123 BO 1515 TCP 1434 Ox76ec (30444) 2048325145 [TCP segment of a
0.00:0249 25.34.5.1 11.56.123.123 EO 1515 TCP 1434 Ox76ed (30445) 2048326525 [TCP segment of a
0. 000002 11.56.123.123 2%. 3d4.5.1 1515 B0 TCP 60 Ox59F3 (23027) 1043579012 1515-80 lack]l seqs



SNAT, DNAT, SPAT and DPAT
When talking NAT:

Source = Client

Destination = Service

Think - Source of SYN



Multiport capture

Inside and outside
trace on a common

Time of Day clock

N J

Firewall



Across a firewall: Summary

* NAT/PAT

o Client address always translated
o Client port maybe translated

 |IPID and TCP Seq matching

o Should work
o May not on some firewalls
o Try enabling TCP Relative Sequence Numbers

« Common ToD clock is a big help



Time for
Questions




Across a WAN (or the Internet)

'E

IP ID
S-tuple + TCP: Seq Number
UDP: App-related ID



Across the WAN: Summary

e Same as LAN

« Data volumes may be high
o Carefully filter
o Keep original trace files!

* Sync’d clocks helps
o AD time sync every 8 hours
o Clock drift up to 8ms in 24 hours
o Take care with time zones and DST



Across the DC firewall




Across the DC firewall: Dest NAT

Server
Farm

Load

Client DC Balancer

Firewall

o E@

Public LB VIP = 25.34.5.1
translated to
Private LB VIP = 172.20.50.1



:]Euprmun,_ Clear Apply Save

Deita Source Destination SrcPort DestPort Protocol Length IPID p seq Info
-350135 0.000000 11.56.123.123 25.34.5.1 1515 80 TCP 62 0x59eb (23019) 1“35?3?&9 1515-80 |
-351123 0.000988 25.34.5.1 11.56.123.123 80 1515 TCP 62 Ox0000 (0) 21343319624 80-1515 |
.351629 0.000506 11.56.123.123 1515 80 TCP 60 0x59%ee {23&2 |
« 334620 0, 391 11.56.123.123 5. 34. 5. ¥ 5 BD HTTP 356 Ox597T1 (2302'))
.354863 0.000243 25.34.5.1 1. 50 P ¥ 1515 TCP
.359130 0.004267 25.34.5.1 11.56.123.123 80 1515 TCP 1434 Ox7628 (30440) 2&13319625 {TEP seg!
.359366 0.000236 25.34.5.1 11.56.123.123 80 1515 TCP 1434 Ox76e9 (30441) 2048321005 [TCP seqr

34.5.1 11. 1

. 359618 0.000252 25.34.5. 56.123.123 80 1515 TCP 1434 Ox76ea i!mx!i 2048322385 |'I'EP Si

Capture Analyze Jtatistics Telephony Tools Intemals Help
BEEX2 Ae¢+aTFi/EE Qaaan gB8 % B

:] Expression.. Clesr Apply Save

Deita Source Destination Src Port Dest Port  Protocol Length IPID tep seq Info
.350368 1.708915 11.56.123.123 172.20.50.1 1515 8O TCP 62 Ox59eb (23019) 304B602986 1515-80 |
., 350611 0.000243 172.20.50.1 11.56.123.123 EO 1515 TCP 62 Ox0000 (0) 259&44254 B80-1515 |

.351630 0.001019 11.56.123.123 BO TCP

.354621 0.002991 11.56.123.123 172.20.50.1 515 BO HTTP
. 154862 0.000241 172.20.50.1 11,56

80 1515 TCP i
.359129 0.004267 172.20.50.1 11.55. 123.123 80 1515 TCP 1434 Ox76e8 (30440) 259644255 fTEI' seqn
.359367 0.000238 172.20.50.1 11.56.123.123 BO 1515 TCP 1434 Ox76e9 (30441) 259645635 [TCP segn
.359619 0.000252 172.20.50.1 11.56.123.123 BO 1515 TCP 1434 Ox76ea (30442) 259647015 [TCP segn
. 360108 0.000489 11.56.123.123 172.20.50.1 1515 B0 TCP 60 Ox59f2 (23026) 3048603289 1515-80 |
. 360357 0.000249 172.20.50.1 11.56.123.123 B0 1515 TCP 1434 Ox76eb (30443) 259648395 [TCP segn
.360616 ©0.000259 172.20.50.1 11.56.123.123 BO 1515 TCP 1434 Ox76ec (30444) 259649775 [TCP segn
. 360865 0.000249 172.20.50.1 11.56.123.123 &0 1515 TCP 1434 Ox76ed (30445) 259651155 [TCP segn
. 361107 0.000242 11.56.123.123 172.20.50.1 1515 20 TCp 60 0x59f3 (23027) 3048603289 1515-80 |
. 361356 ©0.000249 172.20.50.1 11.56.1232.123 80 1515 TCP 1434 Ox7oee (30446) 259652535 [TCP segn



ture  Analyze Statistics Telephony Tools nternals Help

I B A+ oT2BE aaapn a®@8 % B
3 Bpression... Clear Apply Save
D-elta Source Destination SrcPort  DestPort Protocol Length IPID tep seq Info
B3 SAUUULL Ll 0. LE3.LED £3:.3%.23. 1 " N ou 1L oU URIWI J LE£3vaL) AUS LILD=0U | ALK
23.34.5.1 1515 80 TCP 60 Ox59T8 (23032) 303 1515-B0 [ACK]

w
Bl7 0.000744 11.56.123.123
0

000001 11.56.123.123 25.34.5.1 1515 80 TCP 60 Ox59f9 (23033 [CP window L
F4 12.19175%6 11.56.123.121 25.34.5.1 1515 BD HTTP 356 Ox5al0 (23040 303 GET /index. ht
107 0.004733 25.34.5.1 11.56.123.123 80 1515% TCP 1434 Ox76 ) :

L++oTF2BE aaan gB8% B

p—
:J Expression.. Clear Apply Save

ure  Analyze Statistics Telephony Tools Internals Help

S -

Deita Source Destination Src Port  Dest Port  Protocol Length P ID tep seq Info

86 0.436218 Cisco_40:54:83 Cisco_40:54:83 LOOP 60 ep 1y

1.448324 11.56.123.123 172.20.50.1 1515 BO HTTP 356 Ox5a00 (23040) 303 GET

0.004249 172.20.50.1 11.56.123.123 80 1515 TCP 1434 Ox76F5 (30453) - ;
56 0.000497 172.20.50.1 11.56.123.123 80 1515 TCP 1434 Ox76Ff6 (30454) 18627 [TCP segment
)9  0.000253 172.20.50.1 11.56.123.123 80 1515 TCP 1434 Ox76F7 (30455) 20007 [TCP segment
)5 0.000496 172.20.50.1 11.56.123.123 80 1515 TCP 1434 0x76f8 (30456) 21387 [TcP segment
51 0.000256 172.20.50.1 11.56.123.123 80 1515 TCpP 1434 O0x76f9 (30457) 22767 [TCP segment ¢
52 0.000001 11.56.123.123 172.20.50.1 1515 80 TCP 60 Ox5a01 (23041) 605 1515-80 [ack]
53 0.000001 11.56.123.123 172.20.50.1 1515 80 TCP 60 Ox5a02 (23042) 605 1515-80 [acx]
08 0.000245 172.20.50.1 11.56.123.123 80 1515 TCP 1434 ox76fa (30458) 24147 [TCP segment ¢
10 0.000001 172.20.50.1 11.56.123.123 80 1515 TCP 1434 Ox76fb (30459) 25527 [TCcP segment
52 0.000252 172.20.50.1 11.56.123.123 80 1515 TCP 1434 Ox76fc (30460) 26907 [TCP segment c
55 0.000003 172.20.50.1 11.56.123.123 80 1515 TCP 1434 ox76fd (30461) 28287 [TCP segment c



ture  Analyze Statistics Telephony Tools nternals Help
I BEX@ AesaoTF2EBE aaan g8 % B

JEIPIEWH-... Clear Apply Save

D-elta Source Destination SrcPort  DestPort Protocol Length IPID tep seq Info
B 3 Ve UUUUL L, 20. L3183 £3:.3%.23. 1 " N ou 1L oU URIWI J LE£3vaL) AUS LILD=0U | ALK
Bl7 0.000744 11.56.123.123 23.34.5.1 1515 80 TCP 60 Ox59T8 (23032) 303 1515-B0 [ACK]
E 5.123.123 25.34.5.1 1515 80 TCP 60 Ox59f9 (23033) 303 [TcP window L

B0 HTTP 356 Ox5al0 (23040) 303 GET /index. ht
11.56.123.123 1515% TCP 1434 Ox76TS 17247 [TCP SEgI'IEﬂt

I s | dTRTalnlE ~ = 4 = ] ' L] = = 3 1 T £ = T I el ¢ B T T

ure  Analyze Statistics Telephony Tools Internals
B e TFT L ]! Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help
Vwd@ @AM BEXRZ A¢+0TF2 BE acaam &b

Delta Source Destinati Filt:r.%t:p.mmqﬂ _J&p-rﬁmn,. Clear Apply Save
Mo, Time Delta Source Destination SrcPot D

44 14:U5:41, #bfbld O 000U 152, 20.50.1 11.56.124.1.23 8L

35 14:05:41.362869 0.000255 172.20.50.1 11.56.123.123 80
36_0.426218 Cisco 40:54: 36 14:05:41. 362871 0.000002 172.20.50.1 11.56.123.123 BO
i) 1.448324 11,.10.143.12 37 14:05:41, 362872 0.000001 11.56,123.123 172.20.50.1 1515
I 0. D039 177, 20. 50. 1 38 14:05:41.363618 0.000746 11.56.123.123 172.20.50.1 1515
56 0.000497 172.20.50.1 . 39 14:05:41. 3638600, 000 6.123.123 172.20.50.1 1515
)9 0.000253 172.20.50.1 58 14:05:53.55561(/ 12.191750 11.:6.123.123 172.20.50.1 1515
)5 0.000496 172.20.50.1 11.56 59 14:05:53. 559859 0. 002229 172, 20. 50.1 11.56.123.123 80
51 0.000256 172.20.50.1 11.56 60 14:05:53. 560356 0, 000497 172.20. 50.1 11.56.123.123 80
52 0.000001 11.56.123.123 172. 20 61 14:05:53. 560609 0.000253 172.20.50.1 11.56.123.123 80
53 0.000001 11.56.123.123 62 14:05:53. 561105 0.000496 172.20.50.1 11.56.123.123 80
28 0.000245 172.20.50.1 63 14:05:53.561361 0.000256 172, 20.50.1 11.56.123.123 80

64 14:05:53,561362 0.000001 11.56,123.123 172.20.50.1 1515
L0 0.000001 172.20.50.1 65 14:05:53.561363 0.000001 11.56.123.123 172.20.50.1 1515

52 0.000252 172.20.50.1
55 0.000003 172.20. 50.1

66 14:05:53. 561608 0.000245 172.20.50.1 11.56.123.123 EO




Across the DC firewall: Summary

« ALWAYS trace both sides of a firewall
 WARNING — may fiddle with Seq Numbers
« Use a dual port capture if possible

* Consider possibility of HA failover
* If SNAT and DNAT also use

o Application-related ID, or
o Content (especially with SSL), or
o Web log information (X-Forwarded-For)



Time for
Questions




Across the Load Balancer

DC
Firewall

Balancer

Firewall

Typically,
full proxy

SNAT, DNAT and SPAT

Can’t match on TCP Seq or IP ID



11.56.123.123
172.20.50.1

.133. Li3

Ei Expresmion.. Clear  Apply. Save
177.20.50.1

11.56.123.123
172,20, 50, 1

Protocol Length Info
62 1515-80 [SYN] Seq=0 win=65535 Len=0 M55=1380 SACK_PERM=1

62 80-1515 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1460 SACK_PERM=1
60 1515-80 [ACKk] Seq=l Ack=1 Win=65535 Len=0

80 TCP

156 GET

1 1?’2 IB SL'I 1
6 172.20.50.1
1172.20.50.1
1172.20.50.1

C++972 EE acan apex ®
jﬁpruﬂm.. Clear Apply, Save

11.56.123.123
11.56.123.123
11,56.123.123
11.56.123,.123

42?“
80
42768

1515 TCcp
1515 TCP
1515 TCP
1515 TcP

80 TCP
42768 TCP
80 TCP

index, htm i Tgs=15052204

60 B0-1515 [ACK] Seg=1 Ack=303

1434 [TcP segment of a reassembled PDU]
1434 [TCP segment of a reassembled POU]
1434 [Tcp segment of a reassembled POU]

211,.56.123.123 172.20.50.1 1515 B0 TCP 60 1515-80 [ACK] ﬁmﬁ ACk=2761 Win=65533 Len=0

stistics Telephony Jools [nternals  Help

Dasf Port  Protocol Length Info
74 42768-80 [SvN] Seg=0 win=5840 Len=0 MS55=1460 SaCk_PERM=1 TSval=44608
74 BO-42768 [5YN, aCk] Seq=0 Ack=1 wWin=5792 Len=0 MS5=1460 SACK_PERM=1
Eﬁ 42768~-80 [ACcK] Seq=1 M:k-l win=5856 Len=0 T5val=44608952 TSecr=2371%
0 GET

index, html 7q5=15%052204 HTTP/1.1

SRS

D 172.20.4.6 172.20.5.9
5 172.20.5.9 172.20.4.6
m I.6 17 2. 20, 1.
3 1?2 zn g, 9 172.20.4.6
2 172.20.5.9 172.20.4.6G
i 172.20.5.9 172,.20.4.6
B 172.20.5.9 172.20.4.6
4 172.20.4.6 172.20.5.9
g 172.20.4.6 172.20.5.9
1 172.20.4. 6 172.20.5.%9
1 172.20.5.9 172.20.4.6
3172.20.5.9 172.20.4.6
3172.20.5.9 172.20.4.6
0 172.20.5.9 172.20.4.6
1 172.20.5.9 172.20.4,.6
B 172.20.5.9 172, 23.4 i

00 bits), 400 bytes captured (3200 bits) on interface 2
68 (00:0c:29:79:35:e8), Dst: Cisco 40:54:c3 (00:21:1b:40:54;

SSSSES

42768 TCP
42768 TCP
42768 TCP
42768 TCP

&0 TCP

B0 TCP

BO TCP
42768 TCP
42768 TCP
42768 TCP
42768 TCP
42768 TCP
42768 TCP

rc: 172.20.4.6 (172.20.4.6), Dsr: 172.20.5.9 (172.20.5.9)
Src Port: 42768 (42768), Dst Port: BO (BO), Seq: 1, Ack: 1, Len: 334

66 BO-42768 [ACK] Seq=1 Ack=335 wWin=0912 Len=0 TSval=23715614 TSecr=446
1514 [TcP segment of a reassembled PDU]
1514 [TcP segment of a reassembled POU]
1514 [Tcp segment of a reassembled POU]
66 42768-80 [acK] Seq=33F Ack=1449 win=8736 Len=0 TSval=44608954 TSecr=
66 42768-80 [ACK] Seq=335 Ack=2897 wWin=11648 Len=0 TSval=44608954 TSecr
66 4276880 [ACK] sSeq=335 Ack=4345 win=14528 Len=0 Tsval=44608954 TSecr

1514 [TCP
1514 [TCP
1514 [TCP
1514 [TCP
1514 [Tcp
1514 FTI'.F

segment of
segment of
segment of
segment of
segment of
segment of

hl'll‘llllll'll

reassembled Pou]
reassembled Poul
reassembled PDuU]
reassembled PDU]
reassembled POU]
reassembled PDU]




Ei Expresmion.. Clear  Apply. Save
Source Destinaticn ScPort DestPort Protocol Length Info
011.56.123.123 172,20.50.1 1515 80 TCP 62 1515-80 [S¥N] Seq=0 win=65535 Len=0|M55=1380 Sack_PERM=]
0172.20.50.1 11.56.123.123 &0 1515 TCP 62 B0-1515 [5YN, ACK] Seq=0 =g 840 Len=0 M55=1480 BACK_PERM=1
-l 11. 55 133.123 172, 20.50.1 1515 80 TCP 60 1515-80 [ack] Seqg=1 Ack=1 ml'l-ﬁ'.\-_i]i [Cen=0

156 GET

index, htm il 7gs=1505%2

S HUEP

1 1?’2 I‘J SL'I 1 11.55123.123 &0

1515 TCcp 60 80~1515 [ACK] Seg=1 Ack=303 win=6432 Len=0
6 172.20.50.1 11.56.123.123 80 1515 TCP 1434 [TcP segment of a reassembled PDU]
1172.20.50.1 11.56.123.123 BD 1515 TCP 1434 [TCP segment of a reassembled PDU]
1172.20.50.1 11.56.123.123 80 1515 TCP 1434 [TCP segment of a reassembled POU]

211,.56.123.123 172.20.50.1 1515 B0 TCP 60 1515-80 [ACK] ﬁmﬁ ACk=2761 Win=65533 Len=0

mrm:mlmlﬂp

e T L Qeafl dERx B
j Expression..  Clear Apply. Save
Source Destination SrcPort  DestPort Protocol Length info
D 172.20.4.6 172.20.5.9 42768 80 TCP 74 42768-80 [5vN] Seq=0 win=5840 Lﬂn—ﬂ M55=1460 SACK_PERM=] TSval=44608
B 172.20.5.9 172.20.4.6 B0 42768 TCP 74 BO-42768 [5YN, ACK] Seq=0D i SACK_PEM-:I.
I:I 1?2.!13. 6 172,.20.5.9 42768 80 TCP 66 42768-80 [ACK] Seqg=1 M:I(-
FEFO N 172.20.5.9 42T7TGE BO MTTP 400 GET Jindex, htmi7gs=1%
3 1?2 20.5.9 172.20.4.6 BO 42768 TCP
2 172.20.5.9 172.20.4.6 BO 42768 TCP 1514 [TcP segment of a reassembled PDU]
§ 172.20.5.9 172, 20.4.6 BO 42768 TCP 1514 [TcP segment of a reassembled POU]
B 172.20.5.9 172.20.4.6 80 42768 TCP 1514 [Tcp segment of a reassembled POU]
§ 172.20.4.6 172.20.5.9 42768 BO TCP 66 42768-80 [acK] Seq=33F Ack=1449 win=8736 Len=0 TSval=44608954 TSecr=
2 172.20.4.6 172.20.5.9 42768 BD TCP 66 42768-80 [ACK] Seq=335 Ack=2897 Win=11648 Len=0 T5val=44608954 TSecr
1 172.20.4.6 172.20.5.9 42768 BO TCP 66 4276880 [ACK] sSeq=335 Ack=4345 win=14528 Len=0 Tsval=44608954 TSecr
1 172.20.5.9 172.20.4.6 80 42768 TCP 1514 [TcP segment of a reassembled PDu]
3172.20.5.9 172.20.4.6 BO 42768 TCP 1514 [TcP segment of a reassembled Poul
3 172.20.5.9 172.20.4.6 BD 42768 TCP 1514 [TcP segment of a reassembled PDU]
D 172.20.5.9 172.20.4.6 B0 427658 TCP 1514 [TCP Seqmeant of a reassembled PDU]
L 172.20.5.9 172.20.4.6 80 42768 TCP 1514 [TcP segment of a reassembled POU]
E172.20.5.9 172, zn.4 G 80 azm TcP 1514 r'n:F seament of a russmhhd POUT

00 bits), 400 bytes captured (3200 bits) on interface 2
68 (00:0c:29:79:35:e8), Dst: Cisco 40:54:c3 (00:21:1b:40:54;

rc: 172.20.4.6 (172.20.4.6), Dsr: 172.20.5.9 (172.20.5.9)
Src Port: 42768 (42768), Dst Port: BO (BO), Seq: 1, Ack: 1, Len: 334




File Edit Yiew Go Capture Analyze Satistics Telephony ook |ntemals Help
e@4dmd BB
Filter: |

Mo.

X2

Time
1 14:05:41. 350502
2 14:05:41. 350502
3 14:05:41. 351746

4 14:05:41.3.4741

Lapture  Analyze Jtatrstics

Delta Source
0.000000 11.56.123.123
0.000000 172.20.50.1
0. DD].Z!H 11.56.123.123
99% 11.5%6.123.123

-----

Eile Edit Yiew

'Ht:n

MNo. Ti
1 14/05:41.351747
2 14:0%:4].

3 14:05:41. 351993
4 14:0%:41. 354503
5 14:05:41. 354596
6 14:05:41. 358988
7 14:05:41. 359232
8 14:05:41, 359510
9 14:05:41. 359514
10 14:05:41.359516
11 14:05:41, 359517
12 14:05:41.3%9988
13 14:05:41. 360231
14 14:05:41. 360484
1514:05:41. 360733
16 14:05:41, 360984
17 14:05:41. 361250

Delta Source

0,000000 172,20.4.6
0.000248 172.20.5.9
0.000000 172.20.4.6
0. 003000 172.20.4.6
0.000003 172.20.5.9
0.003992 172.20.5.9
G.000244 172.20.5.9
0.000278 172.20.5.9
0.000004 172.20.4.6
0.000002 172.20.4.6
0.000001 172.20.4.6
0.000471 172.20.5.9
0.000243 172.20.5.9
0.000253 172.20.5.9
0.000249 172.20.5.9
0.000251 172.20.5.9
0. 0002656 172.20.5.9

E Expresmon...
Destination
172.20.50.1

11.56.123.123
1?2 Ii.'t 50.1

” [T 1

I I |

Telephony Jooks [ntemals Help
©o 4w BERXZ A+r»aT2 EE aaan guB%x B

Destination
172.20.5.9
172.20.4.86
172.20. 5+9
1 ':'I i
172.20. i
172.20.4.
172.20.4.
172.20.4.
172.20. 5.
172.20.5.
172.20. 3.
172.20.4,
172.20.4.
172.20.4.6
172.20.4.6
172.20.4.6
172.20.4.6

-'I
-]
-]

-]
&
9
2
9
&
-]

Save

1515
&d
1515

1515

:;Eq:rtmnnH Clear Apply Save
SrcPort  Dest Port  Protocol

42768
80
42768

A42TER

Les9TF 2 QAaPl EER% B

Src Port  DestPort  Protocol

80 TCP
1515 TCP
80 TCP
BO HTTP

80 TCP
42768 TCP
80 TCP

BO HTTP

42768 TCP
42768 TCP
42768 TCP
42768 TCP

80 TCP

80 TCP

80 TCP
42768 TCP
42768 TCP
42768 TCP
42768 TCP
42768 TCP
42768 TCP

& Frame 4: 400 hytni on wire (3200 bits), 400 hytu cap‘l:uru:l (3200 bits) on interface 2

# Ethernet II, Src: Veware.79:35:e8 (00:0c:29:79:35:e8), Dst: €
# Internet Protocol version 4, Src: 172.20.4.6 (172.20.4.6),

FataTalal

s s 990 TG 99F Al A 519

4k AN 42 =9 A A 4 FE

L —— 1

Cisco 40:54:c3 (00:21
ost: 172.20.5.9 (172.20.5.9)

21:1b:40:54:c3)

62 1p15-80 [SYN] Seq=0 wlin

62 H0-1515 [5YN, .-.ttcj o

60 1515-80 [ack g=1 akk

356 GET /index.htm]7g5=1505
]

¥
falds b
42768-80 [SYN] Segq=p W
BO-4276B [5¥YN, ACk]|Se
66 42768-80 [ack] Seg=f A
400 GET /index.ntml7gs=1%
66 BD=-42768 [ACK] Seq=l A
1514 [TcP segeent of a reas
1514 [TcP segment of a reas
1514 [TcP segment of a reas
66 42768-80 [ACK] SEQ-ERSI
66 42768-80 [ack] 5H|-335|
66 42768-80 [ACK] Seq=335
1514 [TCcP segment of a reas
1514 [TcP segment of a reas
1514 [TcP segment of a reas
1514 [TcP segment of a reas
1514 [TcP segment of a reas
1514 [TCcP seagment of a reas

F i
Fi




When to connect to the server?

What if | want

load balancing

o based on a
cookie value?




Tirne
1 14:05:41. 350502
2 14:05:41. 350502
3 14:05:41.351Ta6

0541, 354742
05:41.359518

3 14:
614

Cettia

R o

Soutie Gtc Port  Dest Port  Protocol Infe
0. 000000 11.56.123.123 172.20,.50.1 1515 BO TCP 52 1515-B0 [5vN] Seq=0 win=65535 Len=0 M5S=13180 SaCk_PERM=]
0. 000000 172.20.50.1 11, 56.123.123 a0 1515 TP 62 80=-1515 [5¥N, ACK] Seq=0 Ack=1 Win=5840 Ler=0 M55=1460 SACK_PE

0.001244 11, 56.123.123 172.20.50.1 1%15% ab e 515-80 [ACK] Sege=l Ack=1 H‘in—ﬁ!’-iii Leri=0

0, 000001 172,

s | 1515 TCP
0.004776 172, 1 s

O\ 50

7 14:05:41.355799  0.000251 172.20.\60.1
8 14:05:41. 355800 ©.000001 172.20. 3.1 :
D I4I0541 050038 O 00Na T s A axy [T PR Yew @b Lt Ay Sebc Tewhony Josh piesh fhe
e saainelt 109G ANA RAND AeraT R aaar UPB% B
12 14:05:41. 362483 0.000001 172.20.50.1 Fitter, _:ihm Clear Apply Save
13 14:05:41. 362483 0, 000000 11, 56.123.12 SlLe
14 14:05:41. 362484 0. 000001 172.20. 501 Me. Tiena Dty Source Destingtion StcPort DestPort Profocol Length info
1% 14:0%:41. 362730  0.000246 172.20.%0.1 1 14:05:41.351747 0. 000000 172.20. 4.6 172.20.5.9 47768 BO TC# 74 42768-80 [5Y
15 1,.:“.5:,“_‘ 362731 0, 000001 172.20,.50.1 2 14:'!'5 41 351993 O.0002446 172.20.5.9 172.20.4.6 80 42768 TOP 74 80-42768 [sv
= J £ '_|. ] [ a0 1 ___'::-_J ] 17220 ] "LE HWTTF T i ndEx . |
::':t g” ﬁ:“tm;; ﬁ':; ?;:si‘;:im ‘ P05 141 352996 0000003 177 20.5.9 172.20.4.6 80 42766 TCP FE 22 6B | AL
i i gt oy 5:.121.1.5 614:05:41.358588 0.003992 172,20.5.9 172.20.4.6 B0  4Z768 TCP 1514 [TCP segment
gl el 7 14:05:41. 358232 0.000244 172.20.5.9 172.20.4.6 80 42758 TCP 1514 [TCP segment
- - B 14:05:41.359510 ©O.000278 172.20.5.9 172.20.4.6 BD A2XTEE TCP 1514 [TCFP segment
e e s e g 9 14:05:41. 359514 0.000004 172.20.4.8 172.20.5.9 42768 8O TCP 66 42768-80 [AcC
S " ey 19 14:05:41. 359516  0.000002 172, 20.4.6 172.20.5.9 42768 80 TCF 66 4276880 [ac
ﬁﬁ;$::*_"::;'ﬁ:;; ‘; Cwinding: NT 3:25 Pu: 10\14:05:41. 350517 0, 000001 172.20.4.6 172.20.5.9 427 80 TCP 86 42T68-80 [AC
it hoiifioprunid w.'luaﬁm,m_h!;"appi 12 \4:05:41. 350988 0.000471 172.20.5.9 172,.20.4.6 B0 42768 TCP 1514 [TCP segment
! el Gk i 13 IN:05:41.360231  0.000243 172.20.5.% 172.20.4.5 B0 42766 TCP 1514 [TCP segmant
Accept-Language:! en-us,en;q=0.5.r'n
- e 14 14\ 05:41. 380484 ©,000253 172.20.5.9 172.20.4.6 g0 427é8 TCP 1514 {TCP segment
- 3 1% 14 N05:41, 360733 0.000249 172.20.5.9 172.20.4.6 80 42768 TCP 1514 [TCP segment
Conmection: keep-alive\rin 16 14:05:41. 360984  0.000251 172.20.5.9 172.20.4.6 80 42766 TCP 1514 [TCP s
RN
T e 17 14:0%:41. 361250 0,000266 172.20.5.9 172,20.4.6 80 42768 TCP 1514 [TCP seament
[WTTP request 1/3) @ Frame 4: 400 bytes on wire (3200 birs), 400 bytes captured (3200 bits) on inerface 2
. [ Ethermet II\ Src: veware 79:35:ef (00:0c:29:79:35:88), Dst: Cisco 40:54:c3 (00:21:1b:40:54:c3)
W Interpet Protpcol Version 4, Src: 172.20.4.6 (172.20.4.6), Dst: 172.20.5.9 (172.20.5.9)
00 0c 29 35 e8 00 21 1b 40 .

Tranzmission Qpntrol Protocol, Src Port: 42768 (42768), Dst Port: 80 (BD), Seq: 1, ack: 1, Len: 334

. LR

Host: valx. pzoh. net'rin
user-Agent: Moz\1la/5.0 (windows WNT 5.1; rv:3B8.0) Gecko/20100101 Firaefox/38.0%r\n
Accept: text/htaN,application/xhtml+xm]  application/xmi;g=0.9,"/*;q=0.8'r\n
accept-Language: en-us,en;g=0, 54 r'n

- coding: oyip, defl AN
connectian: keep
®¥-Forwarded-rFor;

11. 56.123.123r\n

(P T ] T e s Weed s TR Lprs, o winim, et IGL S 1GEN

[HTTP request 1/3]
oOo0 o0 31 1ib 40 54 ¢3 00 O

Moo |

39 70 IS R OB OO0 45 OO0 2 . ' . &T... IvS. ..



The Load Balancer - Summary

 Similar to Firewall, but worse

* Will obscure details as a TCP full proxy

* May re-segment TCP with different packet
sizes

 TCP session starts are separate on client
and server sides

» Always capture both sides of a load balancer

Preferably with a common clock



Time for
Questions




Airline booking
system example




System topology

Web
Servers

Another Check - \!_J

Balancer

Firefox

®

Firewall Firewall Point

L]




Packet flow summary

] Delta PC to Delta CP to
PC Check Point eth2 BEG-IP Ext cr BiG-IP
Client Client: Client
Dir Detall Frame Tirme Port Frame Tinne Fort Frame Time Port

—> GET /book/findex.asp 4256  16:00:53.424 53287 1733 16:00:11596 13349 5509  1602:43.713 13349 00:00:41.828 00:02:32.117
< 200 OK - First of 20 pkt seq 4258 16:00:53,424 53287 1735 16:00:11. 748 13340 3571 16:02:43.B61 13342 D0:00:A1 GED D0:02:32.117
= 200 0K - Last of 20 pkt seq 4285 16:00:53.608 53287 1762 16:00:11.7795 133408 5618 16:02:43.891 13349 00:00:41.833 00:02:32.116

> [ACK] 4286 16:00:53.608 53287 1763 16:00:11.779 13349 5619 16:02:43 896 13349 000041 829 D00:02:32.117
I=— [RST] - origin = web server 1809 16:02:23.176 13349 GO80 16104 EET?BJI- 133459 D0:02:32 lﬂ'ﬂl

~z POST fbook/stepl.asp-p1 1 5170 16:03:01.764 53287

—> POS5T fbook/stepl.asp - pt 2 5171 16:03:01.764 53287

—> POST fbook/steplasp-pt 1 5181 16:03:02.006 53287

—> POST fbook/stepl.asp - pt 1 5189  16:03:02.655 53287 F ro m th e

—> POST /book/stepl asp -pt 1 5198 16:03:03B56 53387

—= POST /book/stepl asp - pt 1 5213  16:03:06.256 53287 R P R M |

== POST fbook/stepl asp - pt 1 5116 16:03:08.656 53287 a n u a

—~= POST fbook/stepl.asp - p1 1 5235 16:03:11.057 53287

— POST fbook/stepl.asp - pt 1 5253 16:03:15.857 53287

—> [RST] 5350 16:03:25.44% 53287

—=> [aYN] 5351 16:03:25.452 53300 1910 16:02:43.624 14185 16:05:15.732 §0:.00:41.828 00.02:32.108
€ [3¥N, ACK] 5353  16:03:25.457 53300 1911 16:02:43634 14185 E982  16405:15.732 Y 14185 00:00:41 B33 00:02:32.108

—=> [ACKE] 5354  16:03:25457 53500 1813 160243638 14185 6983 16:05:15.736 14185 00:00:41 829 00:02:32 108

-> POST Mook stepl.asp - pt 1 5355 1603:25.457 53300 1913 16:02:43.629 14185 L334 16:05:15.737 14185 000041828 00:02:32.108

~> POST fbook/stepl.asp-p1 2 5356 16:03:25.457 53300 1914 16:02:43.629 14185 69485 16:05:15.737 14185 00:00:41.828 00:02:32.108
L= [ACK] 5357 16:03:25.462 53300 1915 16:02:43.630 14185 5987 1605:15.738 14185 O0:00:41.832 00:02:32.108
o 302 Obect Moved 5358 16:03:25476 53300 1915 16:02:43 644 14185 G954 16105:15.752 14185 00:00:41 832 D0:02:32.108




Time for
Questions




SSL
Matching on content



Across the Load Balancer




Delayed binding

Mo, Time Src Port DstPort  Info . H
114:04:35.370905 1514 443 1514-443 [SW] 5eq_2?959: with alignment

4 14:04:35.372140 1514 443 Ehent Heﬂﬂ LaSt req APDU
614:04:35.421646 443 1514 Server Hello First rsp APDU
7 14:04:35.421861 443 1514 [TCP segment of a reasser
8 14:04:35.421862 443 1514 Certificate

10 14:04:35.425362 1514 443 Client Key Exchange, Chai
12 14:04:35.429354 443 1514 Mew Session Ticket, Cham
13 14:04:35.430104 1514 443 Application Data, Applic
15 14:04:35.499344 443 1514 Application Data
16 14:04:35.499829 443 1514 [TCP segment of FeasNer
17 14:04:35. 500072 443 1514 [TCP segment of a
18 14:04:35.500073 443 1514 Application Data
2014:04:35.500317 443 1514 [TCP segment of a
21 14:04:35.500320 443 1514 [TCP segment of a

Use RR turns to help

4 14:04:35.430613 34916 443 Client Hello

6 14:04:35 480348 443 34916 Server Hello

7 14:04:35_480578 443 34916 [TCP segment of a reassemble
B14:04:35.480843 443 34916 Certificate

12 14:04:35_ 488572 34916 443 Client Key Exchange, Change
22 14:04 ;35500572 443 1514 Application Data N 14 14:04:35.492568 443 34916 Change Cipher Spec, Encrypte
23 14:04:35.500572 443 1514 [T1CP segment of a reasser 15 14:04:35.492814 34916 443 application Data

25 14:04:35. 500820 443 1514 [TCP segment of a reasser N 16.14:04:35. 496844 443 34916 Application Data, Applicatio

2614 :04:35. 500821 443 1514 Application Data 17 14:04:35. 497065 443 34916 [TCP segment of a reassemble
28 14:04:35. 501065 443 1514 [TCP segment of a reasser 18 14:04:35.497323 443 34916 [TCP segment of a reassemble
29 14:04:35. 501066 443 1514 [TCP segment of a reasser | 1914:04:35.497571 443 34916 [TCP segment of a reassemble
30 14:04:35.501339 443 1514 application Data 2014:04:35. 497829 443 34916 [TCP segment of a reassemble
31 14:04:35.501341 443 1514 application Data 23 14:04:35_498068 443 34916 Application Data

36 14:04:49, 055986 1514 443 Application Data, Applici 24 14:04:35. 498366 443 34916 [TCP segment of a reassemble

a

TR TACNA S AD TIRTNN 44T 1814 Annlicarian nara 25 14:04:35.498570 443 34916 [TCP segment of a reassemble

26 14:04:35. 498815 443 34916 [TCP segment of a reassemble

27 14:04:35. 499069 443 34916 [TCP segment of a reassemble

31 14:04:35.499573 443 34916 [TCP segment of a reassemble
204 34916 App Ication Data

33 14:04:35. 400827 443 34916 Application Data

FETA=NA=AD AREITD AR AAT Crrmmtnd Alare



Multiport capture

Inside and outside
trace on a common
time clock

Load
Balancer




Mobile phone
app example



Web server response times

192.168.1.87 - - [09/Jul/2012:08:25:29 +0100] 379 "GET / HTTP/1.1" 401 479 "-
" "Mozilla/5.0 (Windows NT 6.1; rv:13.0) Gecko/20100101 Firefox/13.0.1™

192.168.1.87 — user01l [09/Jul/2012:08:25:35 +0100] 24313 "GET / HTTP/1.1" 302
242 "-" "Mozilla/5.0 (Windows NT 6.1; rv:13.0) Gecko/20100101 Firefox/13.0.1%

192.168.1.87 — user01l [09/Jul/2012:08:25:35 +0100] 542911 "GET /Setup.php
HTTP/1.1™ 302 - "=" "Mozilla/5.0 (Windows NT 6.1; rv:13.0) Gecko/20100101
Firefox/13.0.1"



IIS Advanced Logging

Add Custom Field [ = I
Field Name
| OriginallP
Source Type:
| Request Header v|
Source:
| X-FORWARDED-FOR) v|

CK l l Cancel



Load Balancer (SSL) - Summary

* Not much to go on in the capture file:

o Packet sizes (approx.)
o Temporal relationships

* Use turns to align
o Last packet of APDU Request
o First packet of APDU Response

* Use web logs to help

Very difficult without time sync



Overall Summary

« S-tuple and TCP Seq will get you a long way
« Use application-related ID for UDP

e Qvercome SSL with:

o Match on content
o Temporal relationships
o Packet lengths (even if approx.)

* Time sync’d traces help a lot

Visualise in spreadsheet



Further information

Rapud Problem Resolutiorn
\
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Amazon
or free
eBook

tribelab

Tech community at
TribeLabZero.com

Paul Offord

Mobile: +44 (0) 1279 211 668
Email: paul.offord@advance7.com
Web: www.advance7.com
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