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Advanced TCP sturt
we're not in RFC/93 anymore




Blast from the Past — RFC 761

5 1 2 3
812345 678981234567 898123454678981
+—+—+-—-+--+r--+r—+r-+--+—+r-+--+r—+—+--+—-+—+--+-—-t+—-+—-+--+—+-—-+-—-+-—-+-—-+-—-+—-+—-+—-*+—+—+
| Source Port | Destination Port |
v et yidy il gl gtade Jtady bty Jtrdy Siriy gferdy gbpde gy fhrty yhrly yiin el ytpde Jtade JEedh oty dbrdy iy dirhe slpde bl ity bl it dbrde il Jtrde Jbrde o
| sequence MHumber |
F=t=t=Ft=t=t=Ft=t=F+=Ft=Ft=Ft=Ft=F=Ft=f+t=F=Ft=Ft=F=t=t+t=Ft=Ft=t=F+=F=t+t=*+=Ft=F*+=+*+=+%
| Acknowledgment Humber |
+-+-+-+-+-+r-+-+-+-+-+-+-+-+-+-+-+-+-t+-+-+-+-+-+-t+-+-+-+-4+-—-+—-4+—-+—-—+
| Data | IUJAJE]JR|S|F] |
| OfFfset| Reserved |R|C|O|S|Y]I] Window |
I I |GIK|L]TIN|HN] I
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| Checksum | Urgent Pointer |
+-+-+-+-+--+r--+--+--+--+--+--+-+-—+-+--+--+-+--+-—-+-—-+-+--+-+-+-—-+-—-+-4+—-—-+4—-+—-—+*+—+—-+
| Options | Padding |
+-+-+-+-+r-+r-+-+-+-+-+-+-+-+-+-+-+-+-t+-+-+-+-+-+-+-+-+-+t+-+-—-+t+—-—-t+—+—+
| data |
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TCP Header Format



Selective Acknowledgements

* SACK is used to signal packet loss more precisely

* SACK edges indicate what was received after the missing
segment

SEueric e TILHRCres . L 'ELdLLVE SELUENLE TUEcen” )
IAckanledgment number: 982985 I {relative ack number)
Header Length: 32 bytes
. G000 BEO1 9088 = Flags: @x@18 (ACK)
Window size value: B5535
[Calculated window size: 65535]
[Window size scaling factor: -1 {unmknown)]
Checksum: @x8aba [correct]
Urgent pointer: @
4 QOptions: (12 bytes), MNo-Operation (NOP}, MNo-Operation (MOP), SACK
Mo-Operation (NOP)
No-Operation (NOP)
4 S5ACK: 288745-918965
kind: SACK (5)

Length: 18
left edge = 908745 (relative)
right edge = 918965 (relative)
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Selective Acknowledgements

 The ACK number is lower than the left edge values

SACK Block 1 SACK Block 2
A A
ACK Left Right Left Right
6000 8000 9000 10000 11000
¢ ® — o
Lost Lost
2000 1000

bytes bytes






D-SACK

 Special SACK blocks:

sequence numper: L [FELATIVE Sequence NUmDer )

Acknowledgment numherr (relative ack number)

Header Length: 32 bytes

.... BEGO BBl BEO8 = Flags: €x818 (ACK)

Window size value: 4428

[Calculated window size: 4428]

[Window size scaling factor: -1 {unknown}]

Checksum: 8x7a22 [correct]

Urgent pointer: @

4 QOptions: (12 bytes), Mo-Operation (NOP), MNo-Operation (NOP), SACK

No-Operation (NOP)
No-Operation (NOP)
[SACK: 1-1361 |

FrMTErMiAry amaTucte







D-SACK or no D-SACK?

|E Transmission Control Protocol, Src Port: 58779 (58779), Dst Port: 80 (80), Seq: 3970208822, Ack: 3267305285, Len: 0
| Source PoOrt: S5B779 (58779)
pestination Port: 80 (BO)
[stream index: 1]
[TCP Segment Len: 0]
Sequence number: 39702088
acknowladgment number :
Header Length: 60 bytes
# ... 0000 0001 QOO0 = Flags: Ox010 (AacCK)
Window size value: 12291
[calculated window size: 157324K]
[window size scaling factor: 128]
5 Checksum: OxdaZc [validation disabled]
urgent painter: 0
B options: (40 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps, No-ODperation (NOP), No-Dperation (NOP), SACK
No-Operation (NGP)
wNo-Operation (NOP)
Timestamps: TSval 746545890, TSecr 380732156
wo-gperation (NOP)
Hu—ﬁperatiun {NOF)
SACK: 2157609960-2158704360 2157583968-2157608592 2157559344 -2157582600
Kind Shcu {5)
h:

1=

B

1] ==

1eft E#ge 2157609960
right edge = 2158704360
left edge = 2157583958
right edge = 2157608592
Tefr edge = 2157559344
right edge = 2157582600

= [SEq/ack analysis]
[iRTT: 0.104708000 seconds]
4 [Tcp analysis Flags]
[Thiz is a TCP duplicate ack]
[Duplicate Aack #: 1026]
7 [puplicate to the ACK in frame: 253421
@ [Timestamps]




Duplicate ACKs and Elephants

* LFN = Long Fat Network (="Elephan")

* Assume you have a network setup like this, what
maximum throughput can you achieve?
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TCP Fast Open

* |dea: request data already in the SYN packet
 saves one full round trip time

* Problem:
e connection isn't established yet
* this could lead to very effective SYN flooding attacks

* Solution:
* using "Fast Open Cookies"






MultiPath TCP

* |dea: open multiple TCP sessions to transport data
between two nodes
* connections use different IPs
* allows roaming without connection loss
* data segments have additional sequence numbers

* Challenge: in the future, analyzing isolated TCP
connections is not good enough

* you need to look at all TCP session that are part of the
conversation






