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Blast from the Past – RFC 761



Selective Acknowledgements

• SACK is used to signal packet loss more precisely

• SACK edges indicate what was received after the missing 
segment



Selective Acknowledgements

• The ACK number is lower than the left edge values
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D-SACK

• Special SACK blocks:
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D-SACK or no D-SACK?



Duplicate ACKs and Elephants

• LFN = Long Fat Network (="Elephan")

• Assume you have a network setup like this, what 
maximum throughput can you achieve?
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TCP Fast Open

• Idea: request data already in the SYN packet

• saves one full round trip time

• Problem:

• connection isn't established yet

• this could lead to very effective SYN flooding attacks

• Solution:

• using "Fast Open Cookies"
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MultiPath TCP

• Idea: open multiple TCP sessions to transport data 
between two nodes

• connections use different IPs

• allows roaming without connection loss

• data segments have additional sequence numbers

• Challenge: in the future, analyzing isolated TCP 
connections is not good enough

• you need to look at all TCP session that are part of the 
conversation



Thanks! Questions?

eMail: jasper@packet-foo.com

blog: https://blog.packet-foo.com

Twitter: @packetjay


