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Groups of capture techniques

* Directly from the user PC or on a server
« Based on switch capabillities

* Via purpose-built devices

* |n a virtual environment



On The Client: Topology




Wireshark executables

Start Wireshark

[l ) iexplore exe 0.03 33 896 K 36,776 K 11664 Intemet Explorer Micrasoft Corporation
=) iexplore.exe 270 E26.424 K SEBIBA K 16260 Intemet Explarer Microzoft Corporation
@ firafox exe £.14 B54512 K E48,940 K 14964 Frafox Mozilla Corporation
B2 OUTLOOKEXE 051 137504 K 2035964 K G036 Microsoft Outlook Microsoft Carparation
W WINWORD EXE 005 B0, 784 K B6312K 2352 Microsoft Word Microsoft Carporation
P POWERPNT EXE 004 148 784 K 178268 K 3288 Microsoft PowerPoint Micreaoft Corporation
[ ¥ procexp.exe 300K B776 K 17256 Sysintemals Process Explorer  Sysiniemals - www sysintemals com
—9 M Wireshark exe 0.0 70.732K 75520 K 15680 Wireshark The Wireshark developer community, .
T AnnlEy ova N 748 W 1A ERRTA Alne Prombinmsdawnca Diswar F Alme Flarwic Ma 1A

Start a capture
[=] . iexplore exe 0.03 33820k 36,784 K 11664 Internet Explorer Microsoft Corporation

e e xplore exe 1.3 . ¢ 16260 Internet Explarer Microsofi Corporation
H@ firefox exe | 23 653132K 652612K 145964 Firefox Mozilla Carporation
=Y, GUTLOOKEXE 055 137496 K 203952K 6036 Microsoft Outlook Micrasofl Corparation
'ﬂj WINWORD.EXE <00 B0.784 K 58052K 2352 Microsoft Word Microsoft Carporation
P POWERPNT EXE ooz 150512 K 179052 K 3288 Microsoft PowerPoinl Microsoft Carporation
[+ .‘P procexpaxs 3040 K 877K 17256 Sysiniernals Process Explorer Sysintemals - www sysintemnals.com
= " Wireshark exe 044 86,508 K TEE40 K 15680 Wireshark The Wireshark developer community,
é ‘ dumpeap exe 0.o1 4660 K 7E04K 9392 Dumpcap The Wireshark devalopar commaunity
*¢, Snpping Toolexe 027 5,060 K 14472 K 16736 Snipping Tool Microsoft Corporation

T AmniEw mes nne 20RET W 13 ERER Alme Dalstisasmiis s Mese T Alae Elastsis Ma 1=l



Very Large Frames

Destination

10,89, 15078
10,80, M. 1rE
1o R0, E8.321
10, A0, 58,123
1060, I5. 475
10, E0.25.07S
10.860.25. 175
10,160,858, 131
10. 160,588,121
10,60, 35175
10, BE0. 58,124
10.60.35.175
10. $E0,58.121
10060, F5LATS
10.160, 58,121
10,80, X178
10,180, §8.133
10, 60,35 . 175
1060 I5. 175
0,80, 25,175
10, LEQ, 8. 121
10,60, I5 . 0TS
10.160.50.121
10, 60, M.1TE
10, 360, 58,121
10, 60, 25175
10, LE0, 8. 121
10060, E5L1TS
10,80, 25,175
10,80, 3 .17%
0. AR, AT

Edit MNiew Go Capture Arelyre Stefistics  Telephony Tools  [ntemal:  Help
v aF i I[EE caa | @§@0m g B

[+ | Expression... Crear Apply Save

Seq=4049927T 787 ACk=223TETOETA

Seqeld3TETRETE ACk=dd4FSRERA0

SEf=40499TE240 ACk=2 4TS LEEE
reEass enoTed FOU]
Seq=2307ET 1680 ACk=4045375828
r sobled POE]

Seq=l437E 71638 ACk=404533 5478

SEg=ZAITETLIEEE ACk=804533040E
FEAES T el MOL]

SRg-24TETIEEE ACK—304FE1IRLE
reassennied FOW]

Seq=74ITETI680 Ack=434F550214
Seqg=l43TSTL68E ACk=d04FESSETE
Seg=IfITESTIEEE ACKk=404555 6648

Seq=Z4ITET1I6AE ACK=40A4FFEIO0E

Aen=13ITET1EEE ACKk=40495 710

Profocol Sic Port  DstPort  Length Info

TLEW1 S3EEL 445 530 ApplicaEtian DATE

Tisvl EFEEL 245 IT& agpliicatign DatTa

TCR £431  s5REG3 §4 PTTpE-ERNEL [ACK)
TLSwl £23 S3EEL 507 appVicatian Data

TER 5383571 443 60 SIBE1-hrEps [ACK]
TESWL S3EEL a4z 5390 applicattaon Dates

TLE1 53861 43 1zE agplicatian Data

TR 483 53ER1 ALIpE=S38R1 [ACK]
TR %43 SamEL TCF sagmant oT &
TCF LEAEL 40 SEEEi~nTTps [ACK]
TEP £23 53861 6288 [TCP e af &
TCR 533861 443 &0 S3AEE1-Mttps IIK]
TLSwL T E] E3IBEE go0as asplicattan Data

TCP 532851 LE E0 SISEI-RTEHES [RCW)
TCF aax S3I0EL 213 {Tor sepeent of &
TEPE EFEEL 445 €0 EER1-hritps [ALK]
TCF 443 Slme3 TESE [TCF sapmont o a
TCP FIREL EEE &0 E3E5Ei-htTps [H:h.:-
TEP 53551 443 &0 SIBEl-hbitps [H:K}
TCP SSHEL LE R BRG 35E1-httos [acK]
TLS¥L L L ES 535—51‘11:!11“” Data

TCF S38El 443 F-5336Ri-hicos [AaCK}
TEEW] 443 53861 THESE AppTicarion DATAE

TP LEAEL 448 G0 SREEI~hTTns [ACK]
TP £a3 53861 7Iis [TCP e e af &
TR 53881 443 60 S3561-https [ACK]
TLSwl #a3 E38EE 7558 apgplicatian Data

TR 5388k L2 k3 €D SIBEI-RTERs [&CK]
e 53EE] 445 &0 SIEEl-=hrT@ps [ACK]
TCF EREGL 445 G0 EREEl-hrTos [ACK]
e EREELY 44% B THREY =hyfns Tamel

(= enbled POHE)
Seg=I14375 71688 Ack=40459T 2728

SEf=Z4ITSTLESE ACk=mlD453TBREE

SE=Z4FTS 71688 ALK=404 5351448

SE0=2317E T LEEE ACK=40+4FFERRON

EanaTaT 0T 1AAS Arbmsfd Wil in
(3

win=E13 Lan=0

Win=1g388

Lenad

WiresSil Len=0

Win=1HaEs

L ek B S

Win=lE482

LAda bt ot

Win=15§482

Wins=iS8Ez

Win=Ls5 44

wir=14I04

win=13884

Wim=11574

Win=101548

LEri=d

Ly

i iy

B0

(2

wWirr=gE44 Lere0
Win=rE04 Len=0
LA T ]

Fie

ed dm 8 BOREE|INe

Filter: |

e Time Dalta Source

410 14:25:08, 441961 0. 000000 10.160.58.171
417 242 20100441988 0.000022 10.160.%08.121
413 14220700, 43703 0, 0000%% 10. RO, 2E.178
426 14725108, 620153 0. 1TEISE 10,60, 25,175
438 14:25:08. 517954 0.1597764 L0.160.55.12%
442 L4:2E:09.131060 O.303136 10.160.55. 171
443 14:25:09.121084 0.000004 L0, 16D.58,171
484 14325109, 171155 0,000073 10.60,25.17%
445 1430109125497  0.004138 10.60.3%
496 14126000, 126418 0. 000%I3 10.160.3
447 24:25 105126413 0000033 100 60.2%.17%
445 14725 108126998 0.000546 10.160.58.171
445 14:35:09.127054 0.00004E 10.80,25.17%
45D 14:26:09. 127304 00000290 10.1E0.58.171
451 14:35:00, 127318 O.000014 10.60.75.17%
453 14120109, 28T5LF 0.00019% 20.160.58.121
453 14135109, 23750  0.00001% 10.84.25.178
454 1472510%, 138743 0. 000711 L0.360.38.421
455 L4:35:05. 1Z83745 0.000002 L0.160.55.171
456 14:25:03. 128247 OJ0O00002 10.160.55. 175
457 L4:25:09.128271 O.000024 10.60,25.175
438 14:25:09,129323 0.0010%2 10.3160.58.131
459 143 Z6:0W.129348 0.00002& 10.60.2%
460 14126 10%, 130812 0, 0014460 10,1608
453 14:35T09.13085% O.00003% 10.680.2%.17%
463 L4725 085151444 0.00DE63 100160.58.171
463 L4:25:09.133433 0.000018 L0.50,25.175
464 14126309, 13Z70F 0.000FES 10:1E0.58.1F1
#E5 14:25:00, 1527035 0. 00000Z 10.160.38.171
446 14220109, 1022068 0.000005F 10.160.58.2121
ART dd:ICrIi, ARIANE AL AAAGNS 1AL T ARLEE. 13

* Frame 4571

17306 bytes on wire (13764E bits}, 17206 bytes captured (137648 bits)
=l Exhernet II, Src: Umsars 2b:EZiie {(J0:50:c5E76b1EFr1e), Dati AVN—ESRF-rovters 00 (00:00:DCCOFs

ActOo0)




TCP Segmentation Offload

D
PC or
Ethernet
Server | o A Switch PC or Server
|
—E=oKB . L = 1,518 bytes
Without L = 1,518 bytes >
Large Receive Offload L = 1,518 bytes May be bigger than
(LRO) Jumbo Frame
L= 798 bytes (>9,000 bytes MTU)
L =1,518 bytes < L=1518 bytes
—

L = 1,518 bytes < L = 1,518 bytes
—



On The Client: Advantages

Easy to achieve

Zero disruption to services

Capture wireless traffic

Capture VPN traffic inside the tunnel




On The Client: Considerations

 TCP Seq. Offload can be confusing
* Disk contention may cause lost packets

* Potential performance hit when saving to C:

- Page files, EXEs, DLL, Memory Mapped Files
- Consider USB drive

« Use dumpcap for long-term captures



On The Server: Topology

Use
dumpcap




Discovering unknown interactions




On The Server: Advantages

Relatively easy to achieve

Minimal disruption to services
- Change Request probably needed

All client traffic visible
All interactions with other services visible
Blade and VM east-west traffic visible



On The Server: Considerations

TCP Seg. Offload can be confusing
Volume of data higher than client-side capture

Save to a dedicated volume

- Not to C: drive, database log vols, etc.
- USB drives work well

Use dumpcap not tshark or Wireshark
Care needed when teaming used

Intra-OS tracing not possible on Windows
- Loopback adapter not the same as Linux



Via loopback

App Database
Server Server

dumpcap

Source and destination IP address is 127.0.0.1
— use TCP port number to determine packet direction



RawCap

Windows OS

App Database
Server Server

Produces PCAP files
IPv4 only
Windows 2008 r2 onwards



Time for
Questions




SPAN-Monitor-Mirror: Topology

Source Port

Switch

Destination Port /

Capture

—
L—

Cisco — monitor session ... PC
Juniper - set ethernet-switching options analyzer ...



SPAN-Monitor-Mirror: Uplink

Capture

Switch

Telet

PC to any server

No server to server
Phone to IPT
No IPT to IPT System

Servers

> £

<

> E



SPAN-Monitor-Mirror: VLAN
Tefel

Switch

Capture

-

Packets flowing
North-South
will appear in the
capture twice
(flagged as Dup’s)

Server VLAN

PC to any server

Server to server
No IPT IPT
No IPT to IPT System

Servers



Asymmetric
Routing Gotcha

HSRP / 1 \
VRRP _I
Pair

Core
Switch

@ Router ~

User VLANS

WAN transit VLAN
Server VLAN

Core
Switch



Teaming (LBFO)

G
e

i Switch B

Switch A
Options:
- Active/standby
- Generic or static teaming (IEEE 802.3ad)
- Dynamic teaming (IEEE 802.1ax, LACP)
Always capture
. both interfaces!



Teaming: Switch independent mode

Switch A ﬁ Switch B




SPAN-Monitor-Mirror: Advantages

« Easy to configure

Low risk — non-invasive

Multiple sources into one destination

Entire VLANS can be monitored

- Need to monitor on each switch
- May see duplicates

Negligible impact on the switch



SPAN-Monitor-Mirror: VLAN Gotcha

Switch A V1'-?"°(‘)N Switch B

Server

This won't work! [.

Capture




SPAN-Monitor-Mirror: 2-into-1

Source Port Destination Port

‘

Monitor - 2Gbps

(switch Tx)

T
4T




Cut-through switches

Nexus Switch

In theory, the switch just
needs to see the DMAC
[ ] Ethernet addreSS.

IP

s TCP In practice it uses more so

that it can support ACLs etc.




Virtual Output Queues

Nexus Switch

I rt
ngress po \ VOQ / Egress port

i




Cisco Nexus Back-pressure Gotcha

Nexus Switch

Ingress port [
g p VOQ monitor source
(o
T
T
T

Queuing due to

monitor destination ’— ‘

port congestion

monitor destination




SPAN Rate Limiting

Configuring the Rate Limit for SPAN Traffic

By configuring a rate limit for SPAN traffic to 1Gbps across the entire monitor session, you can avoid
impacting the monitored production traffic. For Nexus 5000 series switches:

* When spanning more than 1Gbps to a 1 Gb SPAN destination interface, SPAN source traffic will
not drop.

* When spanning more than 6 Gbps (but less than 10Gbps) to a 10Gb SPAN destination interface,
the SPAN traffic is limited to 1Gbps even though the destination/sniffer is capable of 10Gbps.

On the Nexus 5500 series, SPAN traffic is rate-limited to 1Gbps by default so the switchport monitor
rate-limit 1G interface command is not supported. Also, to avoid impacting monitored prgguction
traffic:

« SPAN is rate-limited to 5 Gbps for every 8 ports (one ASIC). Different rules and

+ RX-SPAN is rate-limited to 0.71 Gbps per port when the RX-tra commands for
Nexus 7000



SPAN-Monitor-Mirror: Considerations

* Overload of the monitor destination

Back-pressure on source port (Cisco Nexus)
- Alleviated using source rate limiting

Limited number of monitor sessions

Requires a spare switch port for destination

Makes and models vary -> review first



Cisco ACL / VACL: Topology

ACL — Access Control List o
VACL — VLAN Access Control List Match a packet to criteria

Switch ‘1,
Take an action

Capture




Cisco ACL / VACL: Advantages

 VACL Capture on Catalyst
 ACL Capture on Nexus
e Similar to monitor/mirror but also ...

» Wide range of monitor criteria

- IP addresses, port numbers, etc.
- Helps avoid destination overload

* More sessions possible
* |s this the future for capture on Cisco?



Cisco ACL / VACL: Considerations

* As per monitor/mirror plus ...
« Complicated to configure
« Greater risk of a mistake and so production impact

 Risk of not capturing the expected traffic



Time for
Questions




Blade Enclosure: Front




Blade Enclosure: Rear




Blade Enclosure: Topology

Chassis

Blade Blade Blade

Capture




Blade Enclosure Alternative

Chassis
Blade Blade Blade
App DB
Server Server

Ay



Blade enclosure: Advantages

« Easy to configure

Low risk — non-invasive

Multiple sources into one destination

Often entire VLANSs can be monitored

- Need to monitor on each switch
- May see duplicates

Negligible impact on the switch



Blade enclosure: Considerations

 QOverload of the monitor destination
 Limited number of monitor sessions

* Requires a spare switch port for destination
- Often all external ports are in use

 Makes and models vary -> review first



Cisco UCS Fabric Interconnect

Storage UCS Interconnect Switch

= Limited to 1Gbps

Capture




Cisco UCS Fabric Interconnect

Storage UCS Interconnect Switch

Capture




UCS Fab Interconnect: Advantages

» Quick and easy to configure
* Visibility to East-West traffic
* Monitor multiple source

* Monitor VLANs

» Capture storage traffic (FCoE)



UCS Fab Interconnect: Considerations

* Monitoring limited to 1Gbps

- This probably negates the storage trace capability

« Monitor src and dst must be on same FI

 Limit of two monitor sessions



Time for
Questions




TAP

Non-aggregator Tap Aggregator Tap
Switch Switch
TAP

Capture Server Capture Server




TAP: Advantages

* Reduces risk of dropped packets

* Captures all information including physical
errors

* Totally passive
*  Will not affect host performance



TAP: Considerations

* Need to break network link to install
 More expensive

» Less flexible

* Non-aggregators require two capture ports
» Aggregators suffer 2-into-1 problem



Network Packet Broker

R —

Filter De-dup
Slice Many-to-many
Timestamp

SPAN TAP Other
Monitor Sources
Mirror



Time for
Questions




ESX vSwitch Promiscuous Mode

ESX Host

\Y
A

M
pp
vAnalyser




Promiscuous Mode: Advantages

* Minimal disruption to services
- Change Request probably needed

» Can capture all intra-vSwitch traffic
- East-West



Promiscuous Mode: Considerations

vAnalyser VM required
Care regarding destination of trace data

- Not to sensitive volumes

Anecdote that causes high CPU load

- This has not been our experience

Capture will not follow vMotioned guest



Hyper-V Monitor Port

Hyper-V

vAnalyser
(dumpcap)




Hyper-V Monitor Port: Advantages

» Similar to monitor/mirror on a physical switch

* Minimal disruption to services
- Change Request probably needed

« (Can capture all intra-vSwitch traffic
- East-West



Hyper-V Monitor Port: Considerations

* VvAnalyser required
« (Care regarding destination of trace data

- Not to sensitive volumes



IXxia Phantom vTap

ESX / Hyper-V / XenServer

VM VM Capture

Web

= E ! GRE Terminator




Ixia Phantom Tap: Advantages

* No software required on VM's

* No impact to VM performance

« vTap can capture all vSwitch traffic
* Or can capture specific traffic

* Works on the leading hypervisors
 Can track a VM thru’ ESX vMotion



Ixia Phantom Tap: Considerations

« vIap Management VM on each host
* Annual subscription for each physical host
» Sensitive to vTap Mgmt. VM performance



Further information

SPEFLLITIL) SARMINE 1L LAUHFE D & M U LUURITPLY I WSl DU Rl

e s Protocol Analysis and Troubleshooting &

Discussjons Promohons Johs Aboit Saarch

LinkedIn
Communities

A tribelab

Home | Resources | About L

TribeLabZero - Where it all begins

Paul Offord FBCS CITP

Mobile: +44 1279 211 668

Email: paul.offord@advance7.com
Web: www.advance7.com

LoveMyTool - Building an Open .
Community for Network Management

and Monitoring

Protocol Analysls, Data Recorder, CALEA, Lawful Intarcapt, Application
Parfarmance, User Expenance, industnal Ethernet, Data Loss Prevention, Deep
Packet Inspaction, MetFlow, 50X, HIPAA and PCI Compliance, Switching and
Routing, Forenaics, VolP, IPTY .., stc

TribeLab

- Free tutorials

-  Free guides

- Free resources
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