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Outlook g

- Part 1: Introduction to ntopng
-ntopng architecture and design.

-ntopng as a flow collector.

-EXxploring system activities using ntopng.

- Part 2: ntopng+Wireshark Monitoring Use Cases
-Using ntopng.

-ntopng and Wireshark.

-Advanced monitoring with ntopng.

oFuture roadmap items.
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About ntop.org

- ntop develops open source network traffic
monitoring applications.

- ntop (circa 1998) is the first app we released
and It is a web-based network monitoring
application.

- Today our products range from traffic
monitoring, to high-speed packet processing,
deep-packet inspection, and IDS/IPS
acceleration (snort, Bro and suricata).

vy SharkFest 2015 - Computer History Museum June 22-15, 2015 ¢
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ntop’s Approach to Traffic Monitoring

/ ’<)'
)

- Ability to capture, process and (optionally)
transmit traffic at line rate, any packet size.

- Leverage on modern multi-core/NUMA
architectures in order to promote scalability.

» Use commodity hardware for producing
affordable, long-living (no vendor lock),
scalable (use new hardware by the time it is
becoming available) monitoring solutions.

- Use open-source to spread the software, and
let the community test it on unchartered places.

P SOUrTE
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Some History h
-In 1998, the original M
ntop has been created. —

- It was a C-based app e
embedding a web server =
able to capture traffic wm
and analyse it.
- Contrary to many tools available at that tlme

ntop used a web GUI to report traffic activities.

- |t is available for Unix and Windows under
GPL.
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ntop Architecture

-
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Why was ntop obsolete?

- Its original LAN-oriented design prevented ntop
from handling more than a few hundred Mbit.

- The GUI was an old (no fancy HTML 5)
monolithic piece written in C so changing/
extending a page required a programmer.

- ntop could not be used as web-less monitoring
engine to be integrated with other apps.

- Many components were designed in 1998, and
it was time to start over (spaghetti code).
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ntopng Design Goals

- Clean separation between the monitoring engine
and the reporting facilities.

 Robust, crash-free engine (ntop was not really
SO).

- Platform scriptability for enabling extensions or
changes at runtime without restart.

- Realtime: most monitoring tools aggregate data
(5 mins usually) and present it when it's too late.

- Many new features including HTML 5-based
dynamic GUI, categorisation, DPI.
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ntopng Architecture

- Three different and self-contained

components, communicating with clean API

calls.

HTTP
+—>

Users

(Linux) Kernel

9

Lua-based Web Reports
Lua API Calls

nDPl-based C++
Monitoring Engine

PF_RING CAPI Calls

4—»@

Data Cache

PF_RING Kernel Module
and Drivers

I P Internet
Traffic
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ntopng Monitoring Engine &

- Coded in C++ and based on the concept of
flow (set of packets with the same 6-tuple).

- Flows are inspected with a home-grown DPI-
library named nDPI aiming to discover the
“real” application protocol (no ports are used).

- Information is clustered per:

* (Capture) Network Device
* Flow
* Host

* High-level Aggregations

SharkFest 2015 - Computer History Museum June 22-15, 2015 [
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Local vs Remote Hosts [1/2]

- ntopng keeps information in memory at different
level of accuracy in order to save resources for
hosts that are not “too relevant”.

- For this reason at startup hosts are divided in:

o Local hosts/System Host
The local host where ntopng is running as well the hosts
belonging to some “privileged” IPv4/v6 networks. These
hosts are very relevant and thus ntopng keeps full
statistics.

- Remote hosts
Non-local hosts for which we keep a minimum level of
detall.

..:.L- SharkFest 2015 - Computer History Museum June 22-15, 2015 11
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Local vs Remote Hosts [2/2]

- For local hosts (unless disabled via preferences)
are kept all L7 protocol statistics, as well as
basic statistics (e.g. bytes/packets in/out).

* No persistent statistics are saved on disk.

» A system host is the host where ntopng is
running and it is automatically considered local
as well the networks of its ethernet interfaces.

IP Address 192.12.193.11 [ 192.12.193.11/32 ] [ Pisa 1 1]
ASN 2597 (4" [ Registry of ccTLD it - IIT-CNR |
Name pc-deri.nic.it (4 | |
@ SharkFest 2015 - Computer History Museum June 22-15, 2015 12
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Information Lifecycle

- ntopng keeps in memory live information
such as flows and hosts statistics.

+ As the memory cannot be infinite, periodically
non-recent information is harvested.

- Users can specify preferences for data
retention:

ooooooooooooooooooo

& Manage Users e
A Preferences Remote Host idle Timeout
FFFFFFF
ﬁ Export Data mz‘!"wty {eme Z“?o‘: ch a flow is considarad idle (sec). Default: 60 Sav
up-mi SOUITE SharkFest 2015 - Computer History Museum June 22-15, 2015 13
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Packet Processing Journey

1.Packet capture: PF_RING, netfilter (Linux) or
libpcap.

2.Packet decoding: no IP traffic is accounted.

3.IPv4/v6 Traffic only:

1.Map the packet to a 6-tuple flow and increment stats.
2 .ldentify source/destination hosts and increment stats.

3.Use nDPI to identify the flow application protocol
1.UDP flows are identified in no more than 2 packets.

2.TCP Flows can be identified in up to 15 packets in total,
otherwise the flow is marked as “Unknown”.

4.Move to the next packet.

SharkFest 2015 - Computer History Museum June 22-15, 2015 %
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PF RING

- In 2004 we have realised the the Linux kernel
was not efficient enough to fulfil our packet
capture requirements and thus we have

written a in-kernel circular buffer named
PF RING.

Usersp
........... . Kernel
4 Socket
. ring) .
PF_RING
Network
Adapter Incoming Packets

Dpn!ﬂi::unl:.u SharkFest 2015 - Computer History Museum June 22-15, 2015 15
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Moving towards 10 Gbit and above

- The original PF_RING is a good solution up
to 3/5 Gbit but not above as the cost of
packet copy into the ring is overkilling.

- PF_RING ZC (Zero Copy) is
an extension that allows
packets to received/transmitted —
In zero copy similar to what
FPGA-accelerated cards (e.g. |
Napatech and Accolade) do i
In hardware.

@
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PF RING (ZC) and ntopng

Using PF_RING (ZC) with ntopng has several
benefits:

-ntopng can scale to 10 Gbit and above by
spawning several ntopng instances each bound to
a (few) core(s).

o[t Is possible to send the same packet to multiple
apps. For instance it is possible to send the same
packet to ntopng (for accounting purposes) and
n2disk (ntop’s application for dumping packet-to-
disk at multi-10G) and/or and IDS (e.g. Suricata
and snort).

..:.L- SharkFest 2015 - Computer History Museum June 22-15, 2015 17
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The need for DPI in Monitoring [1/2]

R
A
(J )

- Limit traffic analysis at packet header level it
IS no longer enough (nor cool).

- Network administrators want to know the real
protocol without relying on the port being
used.

- Selected protocols can be “precisely
dissected” (e.g. HTTP) in order to extract
iInformation, but on the rest of the traffic it is
necessary to tell network administrators what
Is the protocol flowing in their network.

P SOUrTE
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The need for DPI in Monitoring [2/2]

A
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- DPI (Deep Packet Inspection) is a technigque for
inspecting the packet payload for the purpose of
extracting metadata (e.g. protocol).

- There are many DPI toolkits available but they are not

what we looked for as:

o They are proprietary (you need to sign an NDA to use them),
and costly for both purchase and maintenance.

- Adding a new protocol requires vendor support (i.e. it has a
high cost and might need time until the vendor supports it) =

you're locked-in.
- On a nutshell DPI is a requirement but the market
does not offer an alternative for open-source.

..:.L- SharkFest 2015 - Computer History Museum June 22-15, 2015 19
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Say hello to nDP|

- ntop has decided to develop its own LGPLv3
DPI toolkit in order to build an open DPI layer
for ntop and third party applications.

» Supported protocols (> 180) include:

- P2P (Skype, BitTorrent)

- Messaging (Viber, Whatsapp, MSN, The Facebook)
o Multimedia (YouTube, Last.gm, iTunes)

o Conferencing (Webex, CitrixOnLine)

o Streaming (Zattoo, Icecast, Shoutcast, Netflix)

o Business (VNC, RDP, Citrix, *SQL)

@
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nDPI Overview

- Portable C library (Win and Unix, 32/64 bit).

- Designed for user and kernel space
o Linux ndpi-netfilter implements L7 kernel filters

- Used by many non-ntop projects (eg.
xplico.org) and part of Linux distributions (e.g.
Debian).

- Able to operate on both plain ethernet traffic
and encapsulated (e.g. GTP, GRE...).

- Ability to specify at runtime custom protocols
(port or hostname - dns, http, https -based).

P SOUrTE
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NDPI on ntopng

- In ntopng all flows are analysed through
NDPI to associate an application protocol to
them.

- L7 statistics are avalilable per flow, host, and
interface (from which monitoring data is
received).

- For network interfaces and local hosts, nDPI
statistics are saved persistently to disk (in
RRD format).

SharkFest 2015 - Computer History Museum June 22-15, 2015 -
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NDPI Protocol Clustering

NDPI can cluster protocols into categories:
- Safe (e.g. SSH)

- Acceptable (e.g. HTTP)

- Fun (e.g. YouTube)

- Unsafe (e.g. POP3)

- Potentially dangerous (e.g. Tor)

- Unrated (e.g. Unknown Protocol)

23
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Protocol Overview

Application Protocol

Apple @
BitTorrent @
CiscoVPN @
DCE_RPC Q
DHCP &

DHCPVE @

10.6%
Other

e

12.2%
Unknown

20.5%
HTTP

Total (Since Startup) Percentage
17.94 KB

90.59 K8
560 Bytes
2.65 KB
1.08 MB

3.38 KB

SharkFest 2015 - Computer History Museum June 22-15, 2015

NDPI on ntopng: Interface Report [1/2
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Timeseries »

394 Mbivs

343 Mbit/s
305 Mbit/s
267 Mbit/s
229 Mbit/s
191 Mbit/s
153 Mbit/s
114 Mbit/s

76 Mbit/s

38 Mbit/s

376 bps

Timeframe:

5m

th 3h 6h 12h 1d w 2w 1M &M 1Y

O Bytes @Average @ 95th Percentile

| 18:36:38
i Bytes 394 Mbit/s
M Average 4 Mbit/s

' B 95th Percentile 374 Mbit/s

[f—

18:31:00

18:33:20

18:35:00 18:36:40 18:38:20 18:40:00  18:40:59

< >

Live data scrolling

SharkFest 2015 - Computer History Museum June 22-15, 2015

« Top Talkers
o Senders [Average Traffic/sec]
1. ftp.eutelia.it (724 Kbit/s)
2. odysseus.fl.muni.cz (697 Kbit/s)
3. mirror3.mirror.garr.it (266 Kbit/s)
o Receivers [Average Traffic/sec]
1. pc-deri.nic.it (2 Mbit/s)
2. fip.eutelia.it (17 Kbit/s)
3. host69-203-dynamic.43-79-
r.retall.telecomitalia.it (9 Kbit/s)

Minute Top Traffic Statistics [18:36:00]

25
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ntopng and Redis

- Redis Is an open source key-value in-memory
database.

- ntop uses it to cache data such as:
o Configuration and user preferences information.
- DNS name resolution (numeric to symbolic).

- VVolatile monitoring data (e.g. hosts JSON
representation).

- Some information is persistent (e.g. preferences)
and some is volatile: ntopng can tell redis how
long a given value must be kept in cache.

SharkFest 2015 - Computer History Museum June 22-15, 2015
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Lua-based ntopng Scriptability [1/3]

. ’<)'
O

- A design principle of ntopng has been the clean
separation of the GUI from the engine (in ntop
it was all mixed).

- This means that ntopng can (also) be used (via
HTTP) to feed data into third party apps such
as Nagios or OpenNMS.

- All data export from the engine happens via
Lua similar to what happens in Wireshark.

- Lua methods invoke the ntopng C++ APl In
order to interact with the monitoring engine.

P SOUrTE
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Lua-based ntopng Scriptability [2/3]

scripts are executed
periodically to perform -
specific actions. :
+ /scripts/lua/ scripts .

Name

<

B

¥ & lua

are executed only by 2

the web GUI.

» Example:
http://ntopng:3000/1ua/flow stats.lua

@

O SOUMTE

SharkFest 2015 - Computer History Museum June

callbacks

- /scripts/callback/ .

daily.lua

hourly.lua
minute.lua
nprobe-collector.lua

| second.lua

about.lua

admin
aggregated_host_detalls.lua
aggregated_host_stats.lua
aggregated_hosts_stats.lua
db.lua

do_export_data.lua

| export_data.lua

find_host.lua

flow_details. lua
flow_stats.lua

flows_stats.lua
get_aggregated_host_info.lua
get_flows_data.lua
get_geo_hosts.lua

| get_host_activitymap.iua
| get_host_traffic.lua

get_hosts_data.lua
get_hosts_|Interaction.lua

22-15, 2015

Date Modified

Sep 30, 2013 2:15 PM
Apr 17,2013 1.55 PM
Apr 17,2013 1.55P™
Sep 30, 2013 2:15 PM
Sep 30,2013 2:15 PM
Sep 30, 2013 2:15 PM
Today 3:58 PM

Jun 30, 2013 10:27 PM
Jun 26, 2013 11:24 PM
Sep 30, 2013 2:15 PM
Aug 15, 2013 437 PM
Sep 30, 2013 2:15 PM
Aug 12, 2013 7:48 PM
Sep 30, 2013 2:15 PM
Sep 4, 2013 749 PM
Sep 4, 2013 7:49 PM
Sep 30, 2013 2:15 PM
Aug 15, 2013 437 PM
Aug 15, 2013 4:37 PM
Aug 15, 2013 437 PM
Sep 4, 2013 7:49 PM
Sep 4,2013 749 PM
Sep 30, 2013 2:15 PM
Sep 4, 2013 7:49PM
Sep 30, 2013 2:15 PM
Sep 30, 2013 2:15 PM

Size
29 bytes
29 bytes
5 KB
4 KB
2 KB

2 KB
6 KB
442 bytes
1 KB
320 bytes
765 bytes
1 KB
2 KB
7 KB
1 KB
2 KB
857 bytes
6 KB
2 KB
505 bytes
399 bytes
6 KB
2 KB
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Lua-based ntopng Scriptability [3/3] ™

- ntopng defines (in C++) two Lua classes:
olnterface

- Hook to objects that describe flows and hosts.
* Access to live monitoring data.
onNtop

- General functions used to interact with ntopng
configuration.

- Lua objects are usually in “read-only” mode
- C++ sets their data, Lua reads data (e.g. nost.nane).

Osome Lua methOdS (eg interface.restoreHost()) can
however modify the information stored in the engine.

SharkFest 2015 - Computer History Museum June 22-15, 2015 2
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ntopng as a NetFlow/sFlow Collector [1/3]{‘”

- The “old” ntop included a NetFlow/sFlow
collector. Considered the effort required to
support all the various NetFlow dialects (e.qg.
Cisco ASA flows are not “really” flows), in

ntopng we have made a different design
choice.

NetFlow/sFlow
. nProbe |e--- _RaW
Device Packets

NetFlow/sFlow JSON
over UDP over ZMQ
JSON |
over ZMQ
nProbe » niopng

apen source SharkFest 2015 - Computer History Museum June 22-15, 2015 30
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ntopng as a NetFlow/sFlow Collector [2/3]{"’

- nProbe (a home-grown NetFlow/sFlow collector/
probe) is responsible for collecting/generating
flows and convert them to JSON so that ntopng
can understand It.

- The communication ntopng <-> nProbe is over
JMQ a simple/fast messaging system that

allows the two peers to be decoupled while:
o Avoiding “fat” communication protocols such as HTTP.

- Relying on a system that works per message (no per
packet) and handles automatic reconnection if
necessary.

31
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ntopng as a NetFlow/sFlow Collector [3/3]{"’

Flows are sent in the following format

- {"8":"192.12.193.11","12":"192.168.1.92","15":"0.0.0.0","10":0,"14":0,"2":5,"1"
406,"22":1412183096,"21":1412183096,"7":3000,"11":55174,"6":27,"4".6,"5":0,"16":
2597,"17".0,"9".0,"13":0,"42":4}

- Where:

o “<Element ID>": <value> (example 8 = IPV4_SRC_ADDR)

- Contrary to what happens in NetFlow/sFlow
ntopng (collector) connects to nProbe (probe) and
fetches the emitted flows. Multiple collectors can
connect to the same probe. No traffic is created
when no collector is attached to the probe.
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Flow Collection Setup: an Example

Flow collection/generation (nProbe)

Probe mode
nprobe --zmq "tcp://*:5556" -i eth1 -n none

*sFlow/NetFlow collector mode
nprobe --zmq "tcp://*:5556" -1 none -n none --collector-
port 2055

Data Collector (ntopng)
* ntopng -i tcp://127.0.0.1:5556

SharkFest 2015 - Computer History Museum June 22-15, 2015 33
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Creating ntopng Clusters [1/2]

- ntopng is not only a flow collector, but it can
export flows in the same JSON format used

in the received flows.
- This allows complex clusters to be created:

NI |
=N
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Creating ntopng Clusters [2/2]

- In many companies, there are many satellite
offices and a few central aggregation points.

- Using GMQ (both ntopng and nProbe flows
are in the same format) it is possible to create
a hierarchy of instances.

- Each node aggregates the traffic /\
for the instances "below’ it, so =
that at each tree layer you have -/ \-
a summarised view of the
network activities.
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System+Network Monitoring [1/3]

This Is how most system management tools
work on Linux:

.- A
|sof / proc
. v ) strace Operating System netstat Hardware
' . \ 114
' el T al Applications /// /7petf top
T b DBs, all server types, ... / pidstat
X @ | System Librarief / / ¥ mpstat | perf
8 v System Call lnledacej f! dstat /
: . VFS Socke:sf / Schedlier N CPU
: 5 oxtal... zFS | TCPAUDP ¥} «—+vmstat| !
'ﬁ LVM IP 4 l\;/‘;nual slabtop
: g | |Block Devbcgln!edace Ethernet mory W dstat
\ v Device Drivers f:;: DRAM I
- . . / perf — —.
T e ' 1'ostat | O Bridge | tcpdump ip nicstat dtrace
T L . iotop t__—-—
— A o e "1 "l "0 W oustam s o blktrace
- 50 (foiasinge dtrace [ I/OCOMIDEB! ] datat I Netwo’k Controller ] Various:
sar
| Disk | | Disk I/ \l Pot | [ Pont | /proc
- ping|
TIVUN o . 36
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System+Network Monitoring [2/3]

- Using ntopng/nProbe you can see the flows
that are are being exchanged across
systems but it Is not possible to know more
than that.

Flow

+
4

Host
+

?
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System+Network Monitoring [3/3]

- [t would be desirable to know exactly what is
the process originating the traffic observed
and what resources the process Is using
while generating such traffic.

- In essence we would like to see this picture:

client access haproxy memcached
+ + +
-/ 37.8% 21%

nginx, tomcat

api access varnishd mysqld
+ + +
-/- 10.2% 13%
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Welcome to Sysdig

- Sysdig Is a Linux s -
framework developed —"

capturing system calls. W

- The kernel module D
iIntercepts the calls.

« Command line parsing
» Capture management

« Event parsing

by Sysdig Cloud for v DL

* Qutput Formatting
* (Chisel execution

State engine
Filtering

* (Capture Control
« Dump files R\W
* (S slate collection

- The user-space libs-=
receive and interpret 1

E E ce SharkFest 2015 - Computer History Museum June 22-15, 2015
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* Non-blocking event collection
* Type-based event packing

the received calls. } -

Memory mapped buffer handling
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ntopng+nProbe+sysdig [1/2]

- In order to activate system+network
monitoring, it iIs necessary to load the sysdig
kernel module and start nProbe (flow probe)

as follows:

nprobe -T “%IPV4_SRC_ADDR %L4_SRC_PORT %IPV4_DST_ADDR %L4_DST_PORT S%IN_PKTS
%IN_BYTES SFIRST_SWITCHED %LAST_SWITCHED” S%TCP_FLAGS %PROTOCOL @PROCESS@ %L7_PROTO
——zmq “tcp://*:1234" -i any ——-dont-drop-privileges -t 5 -b 2

- Then start ntopng (flow collector) as follows:

ntopng —-i tcp://nprobel.ntop.org:1234 —-i tcp://nprobe2.ntop.org:1234 ..
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ntopng+nProbe+sysdig [2/2]

- When ntopng receives flow enriched with
system information, it interprets it, and
depicts:

o The process-to-flow association.

- For flows whose peers are hosts monitored by
nProbe instances, it “glues” the flows together.

o The process call father/process hierarchy is
depicted.

- The overall system process view including the
process relationships.
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Process Network Communications

Host

® process

i7 {:11)

pe-den.nic.it (182.12.183.11)

localhost.jocaldomain (127.0.0.1)

chrome (pid 7616) @

fava (pid 31482) @

ntopng {pic 13058) @

® chrome (pid 7616)

nprobe (pid 2729) @

ntopng {pid 13058) @

sshd (pid 1377) @

thunderbird (pid 25127) @

dropbox (pid 9115) @

chvome (pid 7616) @

@ nprobe (pid 2729)

ntopng {pid 13058) @

redis-server (pid 1769) @

@ java (pid 31482)

@ ntopng (pid 13058)

® chrome (pid 7618)

@ java (pid 31482)

@ ntopng (pid 13058)

nsresolvl. nic.it (192.12,182.6)

host2 15-13-dynamic.27-79-r.retail telocomitalia.it (79.27.13.215)

dnsmon.nic.it (192.12.182.104)

@ nprobe (pid 2729)

host2 15-13-dynamic.27-79-r,retail telecomitalia.it (79.27.13.215)

webmail3.lit.cnrit (146.48.98.155)

snt-rod4-8d .sjc.dropbox,com (108.160.163.108)

@ ntopng (pid 13058)

® redis-server (pid 1769)

® chrome (pid 7618)

® ntopng (pid 13058)
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Flow/Process Drill-down [1/

Active Flows

10~ Appiications~

info Application L4 Proto Client Process Client Peer Server Process Server Peer Duration Breakdown  Total Bytes
[ tnto | SSH TCP dnsmon.nic.it 1 1:22 pc-deri.nic.it e 1B 46861 1 day, 6 h, 12 min, 6 sec 541GB
[ nto Redis TCP ntopng localhost.localdomai,.. m:53452 redis-server localhost.localdomal... ;6379 1 day, 6 h, 12 min, 5 sec 3.8GB

Flow: localhost locaidomain:53452 o= localhostlocaidomain:6378 Overview -

Flow Peers localhost M:53452 32 localhost |m:6379
Protocol TCP / Radis
First / Last Seen 30/09/2014 15:01:34 [1 day, 6 h, 13 min, 5 sec ago) 01/10/2014 21:14:33 |6 sec ago)
Total Traffic Volume 381GB=-
Client vs Server Traffic Breakdown [ locanont incaidomaln K3452
Client to Server Traffic 7,677,287 Pkts / 1.85 GB =
Server to Client Traffic 6,754,744 Pkts / 1.95GB -
TCP Flags 20 5500 203 s fiow is active
@ ntopog {pid 13058)
locaihost init {picd 1) @ tesh (pid 11235 ©
® rodis-server (pid 1769)
Host
® process
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Flow/Process Drill-down [2/2]

Client Process Information
User Name

Process PID/Name
Average CPU Load

I/0 Wait Time Percentage
Memory Actual / Peak

VM Page Faults

Server Process Information
User Name

Process PID/Name
Average CPU Load

I/O Wait Time Percentage
Memory Actual / Peak

VM Page Faults

@

Open SOLIE

den

Flow-to-Process binding
13058/ntopng [son of 11235/tcsh)

0.71 %
0 %
Dynamically Updated

1.4 MB / 1.46 MB [95.7%)

0

redis

Flow-to-Process binding
1769/redis-server [son of 1/init]
0.12 %
i Dynamically Updated

344.13 KB/ 344.13 KB [100%]

0
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ntopng and Big Data [1/2]

- Using SQLite to save flows persistently is
good when flows are not too many and the
system that runs ntopng has storage.

- For large deployments or disk-less systems
(e.g. ARM-based PCs) it is desirable to upload
flows on remote, cloud-based, systems able to
scale with the number of flows.

- In essence ntopng has been opened to what
IS currently defined as "big data” systems that
can scale with data in volume and speed.
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ntopng and Big Data [2/2]

- You can configure ntopng to export flow data
directly into ElasticSearch and display them
with Kibana

ntopng -F “es;flows;ntopng-%Y.%m.%d;http://XY¥Z2:9200/ bulk;” -i ethl

Visuaitze Dashboard Settings Last 15 minutes ) Table JSON
&timestamp Q Q June 3rd 2015, 12:30:34.000
B06,045 hits Eversion aQaq 1
June Jed 2015, 12:15:35,226 - June 3rd 2015, 12:30:35.226
Sslected Fialds - DNS_QUERY QaQ |
ol 4 DST_IP_COUNTRY @ @ IT
i g 3 DST_IP_LOCATION @ @ sr95sj8f
i s FIRST_SWITCHED @ @ 1433327434
e . prilli TiAm iis i tabon. e tedb AEMED 1M M st 1btie) {naade Thden IN_BYTES aaq 77
DST_IP,COU“TFW Stimestamp par 30 seconds
IN_PKTS Qaql
DST_IP_LOCATION A
V4 DST. IPV4_DST_ADDR QqQ
IPV4_SAC_ADDR L ) IPV4_SRC_ADDR QQ
* June 3rd 2015, 12:30:34.808  1pye_gmc ADDR: | L4_SRC PORT; 38795 IPV4_DST ADDR: L4_DST PORT: 53
SRC_IP_COUNTRY L4_DST_PORT QQ 53

PROTOCOL: 17 L7_PROTO: 5 L7_PROTO_NKAME: ONS @m_prrs: 1 IN_BYTES: 77 OuUr_eXTS: 1

SHC_IP_LOCATION our_srres: 122 PIRST SWITCEED: 1433327434 rast swiTcmED: 1433327434 swc 1P _couwrmy: EU L4_SRC_PORT @ Q 38795

Gversion SRC_IF_LOCATION: udmeghlE DST_Xp couwrmy: IT DST IP _LOCATION: srd5si8f DNs_QuEmy: salernoc L7_PROTO QaQ s

nc 13.-30-21 OO

DNS_QUERY
L7_PROTO_NAME Q Q DNS
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F TRANSACTIONS PER MIN 0O 0 4+ x

e

k

CPU_LOAD SAC 0O O 4+ x DST CPU AVG 0O O %+ x
|
| . ' l h A ’M A A, ) A
|
!

OUT BYTES O & 4+ x IN BYTES 0 & 4+ x OUT PKTS O © 4+ x IN PKTS O & 4+ x
' 59.72MB 60.46MB 219,791 184,477
Y

OUT BYTESBYPROC © © + x IN BYTES BY PROC 0O & %+ x CPU_LOAD BY 0O O 4+ x CPU LOAD BY 0 o 4 x

SRC_PROC DST PROC

TOP SRC OWNERS 0O & 4+ x TOP SRC_PROC 0O © %+ x TOP DST OWNERS 0O O 4 x TOP DST_PROC 0 ¢ 4 x

upm' SOUITE SharkFest 2015 - Computer History Museum June 22-15, 2015 47


http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/

ntopng Kibana Dashboard [2/2

View: Table / JSON / Raw

The GUI refreshes automatically -

@timestamp Q@ 2014-10-01720:00:25.021Z
as new data arrive and users = 22
DST_VLAN Qe o
d " I | d d t - I - FIRST_SWITCHED Q@M 1412163584
can ari own data or visualise R
IN_PKTS Qi
raW fI OWS . IPV4_DST_ADDR Q@ 19212192104
IPV4_SRC_ADDR Q@@ 1921219311
L4_DST_PORT Qo #1234
@ L4_SRC_PORT Q@ & 55451
« Q @ Micro Analysis of IPV4_SRC_ADDR (string) LAST_SWITCHED Q@ B 1412193584
O json Count / 400 OUT BYTES Q@ &0
« Value Action events OUT PKTS Qaoem 1
o 1, 192.12.193.11 Qo - EATOC0 com &
0 L7 PROTO 2; %9 Q @ H 102 SRC_FATHER PROC_NAME Qo m
O LAST_SWITCHED 3. 127.0.0.1 Q @ I SRC_FATHER PROC_PD QoeE |
(v SAC_PROC_ACTUAL MEMORY Q Qi 1467872
0 OUT_PKTS . scrrocamceculon Q0 E O
) PROTOCOL @timestamp (100%),@version (100%),0ST_VLAN (100%),FIRST_SWITCHED SRC PROC NAME Qo |nope
) SRC FATHER PRO (100%),IN_BYTES (100%),IN_PKTS (100%),IPV4_DST_ADDR (100%),L4_DST_PORT SAC PROG NUM.PAGE -FAIATS ae@m o
) SRC FATHER PRO (100%),L4_SRC_PORT (100%),LAST_SWITCHED (100%), More » SHC PROCE PEAK NENMOHY Qo 153798
O SRC_PROC_ACTW/ = [arms v SRC_PROG_PID Q@i 13058
U SRC_PROC_AVERA SRC_PROC._USER_NAME Q@i der
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ntopng on Virtual Environments

- ntopng has been packaged for major Linux
distributions such as Debian/Ubuntu, CentOS/
RedHat and also FreeBSD and OSX (brew):

installation couldn’t be simpler.

- However the current trend is going towards
virtualised environments (not just VMs such as
VMware) and laaS (Infrastructure as a Service)
and thus we need to support them.

%‘f‘f’docker a

openstack

R Tl
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» With ntopng 2.0 it is possible not just to monitor
traffic but also to enforce network
policies.

- In this case, ntopng works as an inline device
operating as a network bridge. ekt

Management
Port y
@ - - Q eth0 eth1 eth2
ntopng
(Bump-In-The-Wire) I Vour Privat \
Network
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Using ntopng To Enforce Policies [2/2]

» In Iinline mode ntopng can be configured to
let specific traffic pass/not-pass (i.e. drop all
Skype traffic) or shape.

O
O
e
L
jo

-~ Shaper id Max Rate
0 2999 - | Kbps - Set Rate Shaper 0
Manage Traffic Fiitoring Policies
Network: oo.o.oose ) f 1 -1 . Kbps - Set Rata Shaper 1
White Listed Protocals for 0.0.0.0/000 Biack Listed Protocols for 0.0.0.0/080
i 2 1 C Kbps Set Rate Shaper 2
3 -1 Kbps Set Rate Shaper 3
- - - - P
Yoo | Faosbook 4 1 Kbps - Set Rate Shaper 4
FRC8D00X) ‘|
5 1 Kbps Set Rate Shaper 5
6 -1 . Kbps Set Rats Shaper 6
7 -1 . Kbps Set Rate Shapor 7
Set Protocol Folcy
8 -1 - Kbps Sat Rate Shaper 8
Add VLAN/Network To Filter 9 1 Kbps Set Rate Shaper 9

Notwork VLAN O At VLAN Natwork
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Embedding ntopng [1/3]

- Historically we have started our first embed
attempt in 2003 with the Cyclades TS100.

 The nBox was used to analyse traffic then
sent to ntop for representation.

- After 10 years we have tried again with
ntopng. I
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Embedding ntopng [2/3]

- It Is a while that we are working towards a
cheap platform for everyone...

‘e

K

B

tas - '
ST s TR
. S ok,
g
= \._1-' \:’

- ’? - :
|
{1 oo

s Raspberry PI2

"

BeagleBoard Black

EdgeRouter Lite

PC Engines

.
- - > -
A
- C¢" _ F- ~
- v
: -
o - i

o 3 - - : 3 . 3 A
s R S '; i d’« .‘.n.\_".".-“

e~ - -
— Sl o "
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Embedding ntopng [3/3]

- |t Is also possible to combine a ‘
small ARM device with a copper m ) _
network tap using a CatchWire -2 wadr
device.

- Or for those who need more horsepower,
PCEnNngines can offer you a cheap x64 device
to run ntopng on.

TECHNOLOGIES

9
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ntopng and Wireshark:
Real Life Monitoring Use Cases
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Using ntopng with Wireshark

- Wireshark has been traditionally used for In-
depth packet analysis.

- Usually Wireshark cannot be used as a long-
term, permanent monitoring tool, but rather
as tool used to analyse specific issues.

- Combining ntopng with Wireshark can enable
you to implement permanent monitoring
while being able to analyse in detail specific
packets. In essence: the best of both worlds.
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Analysing HT TP Traffic [1/4]

Wireshark allows you to follow TCP streams
and analyse their content.

\ Follow TCP Stream (tcp.stream eq 0)

Stream Content

GET /blog/?feed=rss2 HTTP/1.1

User-Agent: SimplePie/1.4-dev (Feed Parser; http://simplepie.orqg; Allow like Gecko)
Build/20130924065456

Host: www.ntop.org

Accept-Encoding: deflate, gzip

Referer: http://www.ntop.org/blog/?feed=rss2

Accept: application/atom+xml, application/rss+xml, application/rdf+xml;q=0,9,
application/xml;q=0.8, text/xml,q=0.8, text/html;qg=0.7, unknown/unknown;qg=0.1,
application/unknown;q=0.1, */¥;q=0.1

HTTP/1.1 301 Moved Permanently

Date: Wed, 25 Sep 2013 13:01:11 GMT
Server: Apache/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.10-1lubuntu3.?
X-Pingback: http://www.ntop.org/xmlrpc.php
Last-Modified: GMT

ETag: "99b889a9cd748e8b4ecabeb3758d138d"
Location: http://www.ntop.org/blog/feed/
Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 20

Connection: close

Content-Type: text/html

Entire conversation (851 bytes) v l

JFind | EdSave As | LiPrint |O ASCII O EBCDIC O Hex Dump O C Arrays ® Raw

I Help | | Filter Out This Stream l ¥ Close |
A% % o . 57
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Analysing HTTP Traffic [2/4]

It Is also possible to analyse sessions more
in detall

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

=IO ii"xz'\wwwf?lh'ill@ A F ey &

Filter I lExpresslon
No. Destination Protocol| Length|info -
181 1la21. 0 4=0 Win=14800 Len=8 MES=IA80 SACK PimMcy TSeal=16584014857 Lm
Z 0.000036 131.114.21.22 217.31,54.202 TP 74 BD-36574 [SYN, ACK) Seq=0 Ack=1 Win=124B0 Lea=0 MSS=1360 SACK PERM=1 TSval=5L
3 0.025608 217.31.54.202 131 114 L 9D we A6 IRSTA.A0 1ArY ] San=1 Ark=1 MIn=14A56 |laun=h TCual=1ASRANIART TEar r=ANA236631
4 0.025757 217.31.54,202 ece A\ Load Distribation with filter:
5 0.025818 131.114.21.22 601683
6 0. 476845 131.114,21.22 Topic / Item ICoum » ]Averaqe IMm val [Max val JRate (ms} IPercemJ Burst
7 0.476545 131.114.21.22 = HTTP Responses by Server Address 40 0.0012 100% 0,0301 pecr=163
8 0.502604 217.31.54. 202 662397
S anad A A b 131.114.21.22 40 0.0012 100.00% 0.0300 fye,,—se
10 0.502878 131,118, 21,22 = HTTP Requests by Server 40 0.0012 100% 0.0201 16586021
11 0302943 217.31.5¢,202 = i 2160 TS
12 Saanre 1$V.138.23 52 HTTP Requests by Server Address 40 0.0012 100.00% 0.0201 R usi=oa
15 0528502 217.31.54.202 = 131.114.21,22 40 0.0012 100.00% 0.0201 pyarsy
:'; o :;’::52 “: ’:-5;"‘2‘;’ version.ntop.org 26 0.0008 65.00% 0.0201 e
0 £4 131.114.21, 502188
oot somune cds ss4 me: ma www.ntop.org 13 0.0004 32.50% 0.010¢ :

.

b Frame 1: 74 bytes on wire {592 bits), 74 b shop.Mop.org : 00000 2,30% 0,8104

{b Ethernet IT, Src: JuniperN_f5:28:04 (ad:do: < HTTP Requests by HTTP Host 40 0.0012 100.00% 0.0201

b Internet Prouxol_hnm 4, Sreo b version.ntop.org 26 0.0008 65.00%  0.0204

> e wEEion Contool-Pratose] b www.ntop.org 13 0.0004  32.50% 0.010 PR
b shop.ntop.org 1 0.0000 2.50% 0.010¢

.

~Copy I [ Save As I ¥ Close I

.......

9000 ©9 le 68 le 21 f6 aB 09 e5 f5 23 04 D8 PO 45 00 PR AL .
0010 ©0 3c Sc 40 4G 00 35 66 41 Da d9 1f 36 c3 83 72 . <\@@.5, A, .6, .r

10020 15 16 Be de 06 50 5b d7 1c f9 60 00 DO 0O a6 02 Pl :

{0030 39 08 ba f2 06 00 62 B4 05 bd 04 02 D8 Pa 62 dc 9 : b \
0040 40 b9 00 DO 00 00 01 03 03 06 v
@ M |File: "/Users/deri/pcap/http. . {Packets: 599 - Dnsplmd 599(100 0%) - Load time: 0:00.027 {Profile: Default
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Analysing HTTP Traffic [3/4]

- ntopng allows people to visualise flows in a
realtime list

s)e Home « Hosts « intarfaces - o - - A <
nfop* =

nDPI Flow Details

Active Flows

”' 4 Proto Server DurationA Breakdown Actual Thpt

4 UDP  192.168.1.92 MA2927 182.168.1,1:53 1 s8¢ Cliot  Sarver | 0 bps =

upP 192.168.1.92 30440 182.168.1.1:53 1 sec 0Obps —-

B UDP  192.168.1.92 63909 102.168.1.1:53 "Il Sorver | 0 bps =
£ UDP 192.166.1.92 84600 192.188.1.1:53 1 sec e 0 bps —
2 uop 192,168,1.82 49690 182.168,1.1:53 1880 Sare 0 bps =
upp 162.168.1.02 MA3467 102.168.1.1:53 1 sec (¢ i"“', : 0 bps —
UDP  192.188.1.82 M49725 192.168.1.1:53 1 s6c el 0 bps =

0 bps -

UDP  192.168.1.92 Mme44) 92.168.1,1:53 1sec Ll 0 bps =
TCP 192.168.1.92 57278  mil01818-In-115.1e10.,. =8 :80 1 s8¢ 0 bps =

~

Showing 1 to 10 of 131 rows
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Analysing HT TP Traffic [4/4]

‘nrop"

Home ~ Hosts ~ Interfaces ~ &b ~ - - A | Q | Search Host

Flow: lucas-imac.homenet.lelecomitalia.it:64578 =2 93.184.221.133:80 Overview -

Flow Peers

Protocol

First / Last Seen

Total Traffic Volume

Client vs Server Traffic Breakdown
Network Latency Breakdown
Client to Server Traffic

Server to Client Traffic

TCP Flags

Actual / Peak Throughput

HTTP

lucas-imac. homenet telecomitalia.it ;64578 == 93.184.221.133:80
TCP/HTTP

15/03/2015 18:58:19 [18 sec ago] ~ 15/03/2015 18:58:35 (3 sec ago)

31343 KB 4
24.091 ms (server)
155 Pkts / 8.62 KB 4
214 Pkts / 304.82 KB 4
B0 5 53 mis flow s active.

182.24 bps = / 240.89 Kbit/s . I

download.cdn.mozilia.net

/pub/firefox/releasas/36.0.1/update/mac/en-1S/firefox-35.0.1-36.0.1.partial. mar [3'
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Network Health Analysis [1/3]

 Wireshark allows you to analyse packet/
connection issues, .. O

File Edit View Co Capture Analyze Statistics Telephony Tools [nternals Help

Co4m 4 R IER. FEEE caaap O8N % B

| | | —~ -
l | | |
I n C I d I n o l ;j E‘p'ess"’n |
| No | Time lSouv(c Destination ]onlowIILcMmllnio

1 6. 000000 162, 108, 2%, 93 197,188 4%, 112 MTTP 192 MTTP/L .1 200 oW

L1 N N

1 0.3706%% 192, 168,49,.112 192,168 225 91 ™o 60 20748012 |ACK] Seq=l Ack=129 Wim=

- Retransmissions e
- Packets Out-Of-Order —
° P aC ke tS L O St [T i tr i e o o

[Time delta from prev

is captured frame: O DDDUISDOD seconds)
ws displayed frame 0.000015%000 secondsl
| Time since roaference or fairst frame: 4 989510000 seconds!
Frame Momber B8

Frame Lesgth: 60 hytes (489 bity)

Copture Length: 68 bytes (480 bits)

[Frame 13 marked. Falae)

[Frame 15 lgnored. False)

[Time delta from previ

[Protocols in fraem ath ethertype 1o tepl
[Caloriag Wule Name Had 7CP)

P Etharnat 11, Src: Clsca 2025 h) (00 1e:be 2a:25:01), DAY Privete cl(4a/00 (10:65:00 ¢1:40:80)
PoIntwrnet Protocol Version 4, Srcc 100 168 00 112 (192 1B AU BR2), DAt 1920188 238,01 1102188 210, 9))

onon
0ol
0Doio
2030

@ ¥[ The frame matched this col. {Packets: 356 < Displayed 356 (100.0%) - Load time 0.00.015 | Profile: Default

TIIN o 61
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Network Health Analysis [2/3]

Active Flows Flows to Pay Attention

10~ Applications ~

Application L4 Proto Client DurationVv Breakdown Actual Thpt  Total Bytes Info
C3 S Spotify UDP ¥165.1.255:57621 1h,10min, 38sec  IEEN Obps=  12.01KB
3 £ OropBoxdy UDP ' v / broadcasthost: 17500 1 h, 11 min, 8 sec 0 bps ¥ 96.36 KB
CA $SoropBoxdd  UDP 192.168.1.255:17500 1h, 11 min, 8 sec 0 bps ¥ 96.36 KB
[ info ? Unknown b TP pe-deri.nic.it L1 :2222 1h,10min,52sec G0 0 bps = 126.98 KB
3 & DropBoxdy - TCP ash-ra1-3a.sjc.dropb... == :80 1h,9min,57sec A Obps= 17026 KB
 info | ? Unknown “ToP lucas-imac.homenet.t... W:54475 1h,10min, 40sec [ L8E"ATY Obps= 3444 KB
[ o | SSH Y . m:61281  pc-derinic.it I 1:2222 38 min,28sec S B 0 bps = 2.26 MB
| nfo | SSHO . ;63061 net-83-64-151-231.cu... 11:2220 22 min, 13 sec Ll Server 21.67 Kbit/s ¥ 1.58 MB
[ info | © Spotify ‘ !u,iac.homenet.x... 50467 lon3-accesspoint-a10... ® :4070 2 min, 1 sec Gl Server | Obps=  643.01 KB
[ info | ? Unknown lucas-imac.homenet.t... ;49254 webmaild.iit.cnrit B 1:993 49 sec [ Cllent 1.54 Kbit/s 10.77 KB

Showing 1 to 10 of 28 rows

|
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Network Health Analysis [3/3]

(Router) MAC Address
IP Address
ASN

Name

First / Last Seen
Sent vs Received Traffic Breakdown
Traffic Sent / Received

Flows Active / Total

TCP Packets Sent Analysis

§ Retransmissions

D0:D4:12:C6:73:F5
194.132.198.242 A Trigger Host Alerts

Spotify Technology SARL [ ASN 43650]  Whois Lookup ('

lon3-accesspoint-a10.lon3.spotify.com 194.132.198.242 Save Name

KA Romots

15/03/2015 19:10:02 [1 min, 39 sec ago] 15/03/2015 19:11:15 [26 sec ago]

433 Pkts / 537.55 KB == 428 Pkts / 105.31 KB =
'‘As Client' 'As Server'

0=/0 1=/1

| f‘ Out of Order

' Lost
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- With TCP, it is possible to measure the
network latency by
analysing the 3-way
handshake

Client

% ver Network Delay -
gve Network Del I‘y‘—/
_—'/’-

~  SYNIACK

Observation Point

9

64
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@°e

Time

4.989495
4.989510
5.042259
5.042277
5.124028
5.124039
5.124053
5.124059
7.595568
7.595581
8.751854
8.751868
13.313002
13.313024
13.315599
13.315611
13.839257

S RO14)

- lﬁ"l]J“

92.168.238.91

192.168.49.112
«—ACK
w—ACK

(8014)

(8014}

o1 BT ACK

o)
TFATE )
074

eo1 4 <Rl ACK

-

FIN. ACK

 Wireshark allows you to analyse packets
delays. The idea is to make this simpler to
read to everyone.

N\ 192.168.238.91.pcap - Graph Analysis

192.168.112.101

(Bol4)

FIN, ACK

-
(B0 14),

RST

>

(K014

RST

He76

.

_ RST.ACK

(‘R-'IIJ"

-

. RST. ACK

RST.ACK

192.168.16.11]

192.168.20.6 y Comment

Seq = 1 Ack = 140
Seq = 1 Ack = 140
Seq = 1 Ack = 140
Seq = 1 Ack = 140
Seq=1Ack=1
Seq=1Ack=1
Seq =1

:Seq =1

éSeq =1Ack=1
1Ack=1
Seq=1Ack=1

Seq

(B014

-

RST. ACK

(5014)

SYN

Seq=1Ack=1
Seq=0

< -
(B014)

SYN

Seq=0

-
(BD14)™

SYN. ACK

Seq=0Ack=1

(8014)

SYN. ACK

(B014}

ACK

Seq=0Ack=1
Seq=1Ack =1

MNTA e

N

[/ Save As I

) b < (—

K Close l
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Network Performance Analysis [3/4]

Flow Peers 192.168.30.205:4185 =2 195.22.198.30:80

Protocol TCP / &+ Google (3

First / Last Seen 09/02/2007 11:54:32 [8 years, 37 days, 10 h, 40 sec ago] 09/02/2007 11:55:52 [8 years, 37 days, 9 h, 59 min, 20 sec ago]
Total Traffic Volume 42,79 KB =

Client vs Server Traffic Breakdown 195.22.198.30:80

Network Latency Breakdown 1.

20P

‘Client to Server Traffic

Server to Client Traffic 32 Pkts / 5 KB =

TCP Flags m m I'L‘!lll ‘ m This flow has been reset and probably the server application is down.
Actual / Peak Throughput 0 bps=/0 bps

Server Name m1.2mdn.net »

Do you finally know where is the higher latency: client or server !
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. A
Network Performance Analysis [4/4]

- Similar to network
latency, It is possible

to compute the \
service response time.
- It can be computed !

for selected protocols /
(e.g. HTTP) with

request/reply I I '
" HTTP Server Latency = Application Delay - Server Network Delay
behaviour.

HTTP Client HTTP Server

up-mi SOUITE SharkFest 2015 - Computer History Museum June 22-15, 2015 67


http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/

Download or Upload?

- In Wireshark it is not possible to mark packet
directions and thus to easily understand the
relevant packet direction.

Current Network Load 0w

ocal->Remote I;
3
:

G 148.72 Kbps [139 pps]
i Uptime: 1 h, 28 min, 34 sec

Download Or Upload ? 'a?sury_‘l,'h)w.

apen source

68
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A
K2y

Packets Never Lie [1/3]

- Suppose that for specific hosts (e.g. for which
an IDS has reported security issues) you want
to save raw packets.

- Suppose that your host is under attack or is
attacking somebody (e.g. portscan).

- Suppose that you want to save packets of
unknown (i.e. not detected by nDPI)

communications for inspection (or for improving
nDPI).

- ...then you need raw packets (pcap).
@ SharkFest 2015 - Computer History Museum June 22-15, 2015 69
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Packets Never Lie [2/3]

. | | | ele ”l‘ Home ~ Flows Hosts ~ Interfaces ~ < - - Q | Search Host

Interface: ethO Overview Packets Protocols Historical Activity Packet Dump =

Only Under
Attack

Packet Dump To Disk ¢ To Disk

Packet Dump To Tap i » Y Dmp Tfﬂc To Tap (taO)

A DA, = a =

§ samplingRate 1:r Ollsse

14 NOTE: Sampling rate is applied only when dumping packets caused by a security alert
(e.g. a volumetric DDoS attack) and not to those hosts/flows that have been marked explicitly for dump, ‘ :
¢ Dump To Disk Parameters ]

¥ Max Packets per File 10000

i

> Save

g

Maximum number of packets to store on a pcap file before creating a new file.

| Max Duration of File 300 | sec |Save WK, %
\, D« f S \

Maximum pcap file duration before creatifitig new file. '

‘_ NOTE: a dump file is closed when it reaches fi 38 He maximum size or duration specified.

“_ Lightweight
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Packets Never Lie [3/3] <X

Live Packet Export

e i

ntopng wireshark -i tap0

* YOU can now see In realtime what is
happening inside ntopng at packet level...

- ...and at the same time ntopng generates
pcap files for you.
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Triggering Alerts [1/3]

- In Wireshark it is possible to identify issues
and colour packets accordingly.

» In ntopng it is possible to analyse traffic and
trigger alerts when specific conditions
happen. Example host X has made more
than Y bytes of peer-to-peer traffic.

- ntopng allows network administrators to set
threshold for triggering alerts.
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Host: 182.168.1.92

Flows SNMP

(Router) MAC Address
IP Address

0s

Condition

Thresholds

#

Talkers

Triggering Alerts [2/3]

Traffic Packets Ports Peaers Protocols DNS HTTP
| Per-host Alert Preferences
Curent Contacts  f)  Historical * ’
C4:2C.03:06:49:FE ann r'arr !

182.168.1.92 [ 182.168.0.0/16 ] ¥ @ A\ Trigger Host Alerts

@ Intel Mac OS X

Observation Period
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Queued Alerts
Action Date

o Sun Mar 15
20:52:20 2015

) Sun Mar 15
20:50:05 2015

2] Sun Mar 15
20:49:46 2015

) Sun Mar 15
20:49:24 2015

] Sun Mar 15

20:48:51 2015

Sun Mar 15
19:14:38 2015

Sun Mar 15
19:14:38 2015

Sun Mar 15
19:14:38 2015

Sun Mar 15
19:14:38 2015

Sun Mar 15
19:13:27 2015

Showing 1 to 10 of 328 rows

op

Triggering Alerts [3/3]

§ sTCPSYN

8 TCP SYN
Flood

8 TCP SYN
Flood

& TCP SYN
Flood

8 TCP SYN
Flood

8 TCP SYN
Flood

8 TCP SYN
Flood

8 TCP SYN
Flood

8 TCP SYN
Flood

Flow Alert (No Threshold)

st 192.168.1.92 Is a SYN flooder [72 SYNs sent in the last 3 sec] TCP 192.168.1.92:60321 > 37.252.170.95:80
[proto: 0/Unknown][1/0 pkts)[78/0 bytes]

Host 182.168.1.92 Is a SYN flooder [64 SYNs sent In the last 3 sec] TCP 192.168.1.92:60172 > 64.202.112.8:80 [proto:
0/Unknown][1/0 pkts][78/0 bytes)

Host 192.168.1.92 is a SYN flooder [95 SYNs sent in the last 3 sec) TCP 192.168.1.92:60003 > 54.235.188.239:80
[proto: 0/Unknown][1/0 pkts][78/0 bytes]

Host 182.168.1.92 is a SYN flooder [77 SYNs sent in the last 3 sec] TCP 192.168.1.92:59751 > 23.223.58.13:80 [proto:
0/Unknown][1/0 pkts][78/0 bytes]

Host 127.0.0.1 Is under SYN flood attack [255 SYNs received In the last 3 sec] TCP 127.0.0.1:51416 > 127.0.0.1:3000
[proto: 0/Unknown][1/0 pkts}{68/0 bytes]

Host 127.0.0.1 is a SYN flooder [255 SYNs sent in the last 3 sec] TCP 127.0.0.1:51416 > 127.0.0.1:3000 [proto:
0/Unknown][1/0 pkts]{68/0 bytes]

Host ::1 is under SYN flood attack [255 SYNs received in the last 3 sec] TCP ::1:51415 > ::1:3000 [proto: 0/Unknown)]
[1/0 pkts][88/0 bytes]

Host ::1 is a SYN flooder [255 SYNs sent in the last 3 sec] TCP ::1:51415 > ::1:3000 [proto: 0/Unknown][1/0 pkts][88/0
bytes]

Host 127.0.0.1 is under SYN fiood attack [115 SYNs received In the last 3 sec] TCP 127.0.0.1:51123 > 127.0.0,1:3000
[proto: 0/Unknown)[1/0 pkts](68/0 bytes]

74
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* Wireshark colouring rules cannot be used to

trigger alerts and send them to a remote
application.

* Instead ntopng can be used as:
o Data source (e.g. give me the traffic of host X)

* ntopng can use applications (e.g. nagios) for:
o Sending alerts and state changes.
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Using ntopng to Trigger Alerts [2/2]

http://localhost:3000/lua/host_get_json.lua?ifname=ethO&host=192.168.1.1

——— TEERRTEERRTTERRTENRE]

nagios

: ntopn
(plugin) Active Mode Phe

queueAlert()

ntopng Passive Mode nagios

9
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Final Remarks

- ntopng and Wireshark can enable you to
implement permanent monitoring while
dissecting traffic at packet level.

- Commodity hardware, with adequate
software, can now match the performance
and flexibility that markets require. With the
freedom of open source.

- ntopng and nDPI are available under GNU
(L)GPLv3 from https://github.com/ntop.
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