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Network Forensics 101: What 

you don’t see will hurt you! 
- Phill “Sherlock” Shade Copyright 2015 Merlion’s Keep Consulting 
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Thank You for Joining Today 
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Phillip “Sherlock” Shade (Phill) 
phill.shade@gmail.com 

- Certified instructor and internationally recognized 

network security and forensics expert with more than 

30 years of experience 

- US Navy Retired and the founder of Merlion’s Keep 
Consulting, a professional services company 

specializing in network and forensics analysis  

- Member of the Global Cyber Response Team 

(GCRT), FBI InfraGard, Computer Security Institute, 

and the IEEE and volunteer at Cyber Warfare Forum 

Initiative 

- Numerous certifications, including Certified Network 

Expert (CNX)-Ethernet, CCNA, Certified Wireless 

Network Administrator (CWNA), and WildPackets 

Certified Network Forensics Analysis Expert (WNAX) 
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You Are Not Alone. From the Headlines… 

Inquiries begin into nude celebrity photo leaks 

By Associated Press  

Updated: 16:39 EST, 1 September 2014 
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Today’s Agenda 

1. Who was the intruder and how did they penetrate the 
existing security precautions? 

 

2. What damage has been done?  

 

3. Did the intruder leave anything such as a new user account, 
a Trojan Horse or perhaps some new type of Worm or Bot 
software behind? 

 

4. Did you capture sufficient data to analyze and reproduce 
the attack and verify the fix will work? 
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Some Sobering Statistics 

After several years of a 

decreasing number of 

incidents, note the 

increase in the number 

of threats facing mobile 

devices and cloud-based 

architectures and the 

increasing number of 

financial fraud reports. 
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And the News Gets Even Better 
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Black, White, or Grey Hat 

So What Is a Hacker? There are Competing Definitions:* 

 

Computer Programming: A software designer and programmer who builds 

elegant, beautiful programs and systems. A hacker can also be a programmer who 

hacks or reaches a goal by employing a series of modifications to exploit or extend 

existing code or resources.  

 

Computer Security: A person who specializes in work with the security 

mechanisms for computer and network systems. It more often is used to refer to 

those who seek access despite them.  

 

Other Technical Fields: A person who makes things work beyond perceived limits 

through their own technical skill, such as a hardware or reality hacker.  

*Wikipedia: http://en.wikipedia.org/wiki/Hacker 
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Then We Have the “Classic” Public Profile 
>80%: Former Employee or Student 

 18–35 years old / Intelligent  / Creative / Loner 

Highly Motivated 

 Economic gain / Bragging rights / Revenge / Curiosity / Pride 

>60% from 5 Major Regions: 

 China / North Korea / Russia / Eastern Europe: RU, CZ, HU, RO, 

TR / South America: BR 

0% 

100% Elite 1% 

Script-Kiddies  

a.k.a. Amateurs 

90% 

Professionals 

9% 
Financially Motivated 

Experimentation & 

Bragging Rights 

Personal Ideology 
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Meet the Opposition 
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Snapshots From The Real World… 

Lets take a look at one of the most common threats a user faces on the 

Internet… 
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Case Study 1 –  

 

Application Based Attacks / 

Exploits… 

Copyright 2015 Merlion’s Keep Consulting 

All Rights Reserved merlions.keep@gmail.com 



Copyright 2015 Merlion’s Keep Consulting 

All Rights Reserved merlions.keep@gmail.com 

A Interesting Statistic… 

Web-based attacks and incidents continue to rise as more application become web-based. 
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Web-Based Hijack Exploit (1) 

http://www.websense.com/securitylabs/charts/threatmap.php 
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Web-Based Hijack Exploit (2) 

Malicious Code Decoded: 

Malicious Code Encoded: 

Merlion's Keep Consulting 2015 - 

phill.shade@gmail.com 
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Vulnerability - Clear-Text Protocols 

The following common protocols send passwords in clear-text: 

Internet - HTTP / NNTP  

File transfer - FTP / TFTP (has no passwords users only have to guess the 

filenames) 

Email - POP3 / IMAP / SMTP 

Network Monitoring - SNMP / RMON / Telnet 

VoIP – In-Band Signaling (SIP, Megaco, SCCP, H.323, and Others? 
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2014 Most Common Passwords Are… 

Is yours here? 

# Password Change # Password Change # Password Change 

1 123456 0 11 1234567 -4 21 superman new 

2 password 0 12 monkey +5 22 696969 new 

3 12345 + 17 13 letmein +1 23 123123 -12 

4 12345678 -1 14 abc123 -9 24 batman new 

5 qwerty  -1 15 111111 -8 25 trustno1 -1 

6 123456789  0 16 mustang new 26 iloveyou -17 

7 1234 +9 17 access new 27 adobe123 0 

8 baseball new 18 shadow 0 28 dvork -10 

9 dragon new 19 master new 29 admin 0 

10 football new 20 michael new 30 administrator 0 
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Forensic Filtering for Clear-Text Passwords 

A simple filter for the words USER or PASS at the beginning (bytes 54-59) of a packet will often 

find other protocols using clear-text passwords 

Hackers observe users of these protocols and rapidly gain users’ passwords – Which makes 

Impersonating servers using these protocols much easier  

(i.e. Man-in-the-Middle) 

Simple Truth: Hackers use protocol analyzers just like we do… 
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Password Attacks 

An attacker has found a machine and now is trying to break in 

An automated script is run that tries username/password combinations 

 

When the list of passwords comes from a list it is called a dictionary 
attack 

Example - Password, pa$$word, passw0rd, Spring2004, corvette, Elizabeth, etc.  

 

When the list of passwords is generated by a program it is called a 
brute force attack 

It usually follows a pattern: “aaaa”, “aaab”, “aaac” 
Brute force attacks across a WAN will take considerable time, the number of 
combinations for even a small (5 character) password are considerable 

Just lowercase 26^5= 11,881,376 

Upper and lowercase 52^5 = 380,204,032 

Upper, lower and standard symbols 70^5 = 1,680,700,000 
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Packet Capture File 

This example shows a brut-force password attack against a FTP Server 
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Just How Difficult is it to Start? 



Copyright 2015 Merlion’s Keep Consulting 

All Rights Reserved merlions.keep@gmail.com 

Case Study 2 –  

Worm’s, Virus’s and Bot’s –  

Attacking From Within… 
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Good Morning… 
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The Original – The MS Blaster Worm… 

Exploits Microsoft Windows RPC Vulnerability 

Microsoft RPC vulnerability using TCP Port 135 

 

Infected machines will attempt to propagate the worm to additional 

machines 

Infected machines will also attempt to launch a Distributed Denial of Service 

(DDoS) attack against Microsoft on the following schedule: 

Any day in the months 

September - December  

16th to the 31st day of the following months:  

January - August 
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Packet Capture File 

What's hiding inside these seemingly harmless packets? 
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Forensic Diagraming 

141.157.228.214 

Email Server (??) 

10.1.1.31 

Client 

3-Way Connection 

TFTP Worm Download 

X 22 Routers 
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MSBlaster Worm Download 

Server infects the workstation with MSBlaster-Worm via TFTP Download 
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MSBlaster Worm – Visual Reconstruction 
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Infected Workstation Now Attacks Others 

10.1.1.31 Now scans for other nodes beginning in the 180.191.253.XXX range 
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MSBlaster Worms - A Postscript… 

*CNN News 28Jan05 

SEATTLE, Washington (AP) -- A teenager was sentenced Friday to 1 1/2 years in prison for 

unleashing a variant of the "Blaster" Internet worm that crippled 48,000 computers.  

 

Jeffrey Lee Parson, 19, of Hopkins, Minnesota, will serve his time at a low-security prison 

and must perform 10 months of community service. 

 

Parson created a Blaster version that launched a distributed denial-of-service attack against a 

Microsoft Windows update Web site as well as personal computers. Blaster and its variants, 

also known as the LovSan virus, crippled networks worldwide.  
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Insider Threat – Bots… 

Bots, Zombies,  Automatons, Sleepers, etc. are computers that have been 

infected and taken over by other users (aka Bot Herder) 

 

Used to send SPAM, generate Denial of Service (DoS) attacks, spread the 

infection further or any other purpose desired 

Often sold or rented to other users 
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Bot Infested Capture File 
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Download Reconstruction 

Backdoor Client (Bot) IRC Login to Bot-Server 

Bot-Server downloading updates to infected Bot 
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Sample DDoS Extortion Letter 

Dancho Danchev's Blog - Mind Streams of Information Security Knowledge: Pricing Scheme for a DDoS Extortion Attack 

Tuesday, November 03, 2009 

"Hello. If you want to continue having your site operational, you must pay us 10 000 rubles monthly. Attention! 

Starting as of DATE your site will be a subject to a DDoS attack. Your site will remain unavailable until you pay us. 

 

The first attack will involve 2,000 bots. If you contact the companies involved  

in the protection of DDoS-attacks and they begin to block our bots, we will increase the number of bots to 50 000, 

and the protection of 50 000 bots is very, very expensive. 

 

1-st payment (10 000 rubles) Must be made no later than DATE. All subsequent payments (10 000 rubles) Must be 

committed no later than 31 (30) day of each month starting from August 31. Late payment penalties will be charged 

100% for each day of delay. 

 

For example, if you do not have time to make payment on the last day of the month, then 1 day of you will have to 

pay a fine 100%, for instance 20 000 rubles. If you pay only the 2nd date of the month, it will be for 30 000 rubles 

etc. Please pay on time, and then the initial 10 000 rubles offer will not change. Penalty fees apply to your first 

payment - no later than DATE" 

 

You will also receive several bonuses… 

1. 30% discount if you request DDoS attack on your competitors/enemies. Fair market value DDoS attacks a simple 

site is about $ 100 per night, for you it will cost only 70 $ per day. 

2. If we turn to your competitors / enemies, to make an attack on your site, then we deny them. 

 

Payment must be done on our purse Yandex-money number 41001474323733. Every month the number will be a 

new purse, be careful. About how to use Yandex-money read on www.money.yandex.ru. If you want to apply to law 

enforcement agencies, we will not discourage you. We even give you their contacts: www.fsb.ru, www.mvd.ru" 
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Extortion Attack – What it Looks Like… 
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Case Study 3 – 

  

VoIP Call Interception and Playback… 
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Packet Capture File 

This example contains four (4) calls and is from a VoIP network using Cisco phones and 

SIP signaling with G.711 audio codec 
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VoIP Call Detection, Analysis and Playback 
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When All Else Fails… 



Copyright 2015 Merlion’s Keep Consulting 

All Rights Reserved merlions.keep@gmail.com 



Copyright 2015 Merlion’s Keep Consulting 

All Rights Reserved merlions.keep@gmail.com 

Phill Shade: phill.shade@gmail.com 

 

Merlion’s Keep Consulting: merlions.keep@gmail.com 

 

International: info@cybersecurityinstitute.eu 

Contact Information 
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