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Megumi Takeshita, ikeriri network service
a.k.a. packet otaku since first Sharkfest
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Founder, ikeriri network service co.,ltd
| am network troubleshooter and
debugger using packet analysis.
Wrote 10+ books of packet capturing
Reseller of Riverbed Technology and
Metageek, Dualcomm etc. in Japan
Attending all Sharkfest and first
translator of QT Wireshark into
Japanese | AARGEITAV—v—7




Wireless troubleshooting TIPS
using AirPcaps: DFS & Module
Debugging

 Now | talk about 20 TIPS
and troubleshooting
In wireless environment

* AirPcap(s) is necessary for
debugging in Windows
environment.

* Please ask me if you have some question.




#1 Collect host /| AP info (Windows)

» chcp 437 (English codeset) s
* “netsh wlan sh all | more *
Driver description
Driver version ( important)
NF file name
MAC address
SSID / BSSID
authentication/encryption
Channel / speed /signal
 Demonstration




#1 Collect host / AP info (i0S)

4 o 4 FIA I~

« Setting>General>Info

“MAC address” =
 Setting>Privacy>Location ... =

If “disabled” and no carrier ~ -

setting may causes B~

randomize
MAC address (1I0S8)
« Setting>Wi-Fi
SSID / IP address / mask / gateway / DNS...




#1 Collect host / AP info (AP Side)

« SSID/BSSID / Channel /
Channel bandwidth
connection speed/mode
encryption type / SSID etc.

* Also check the controller
settings ( if user use ), _

» Short Guard Interval 20 I Ruckus
and Greenfield mode (High
Throughput ) are not supported
by AirPcap series. .
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#2 Collect Baseline of network

* Latency and lost
of Ping command
» tracert and pathping
« netstat —a | find “LISTEN"
* |Iperf ( throughput test )

e Demonstration




#3 Choose Physical header type

Type

Radiotap

PPI

Packet

- Radictap Header vO, Length 26
Header revision: O

Header pad: 0

Header length:

+ Present flags

MAC timestamp:

 Flags: 0Ox00

26

297237576257 288344

Data Rate: 1.0 Mb/s
Channel freguency: 2427 [BG 4]
1b

= Channel type: B0Z2.1

(0x00a0)

SSI Signal: -41 dBm
S5I Noise: -83 dBm

aAntenna: O

55I Signal: 42 dB

———— e S —_

— ==

version: 0
# Flags: Ox00
Header length: 32
DLT: 1G5
5 802,11 =Common
Field type: 802.11-Common €20
Field Tength: 20
TSFT:; 27056577967
i Flags : Ox0001
Rate: 1.0 Mbps
Channel frequency: 2467 [BG 12]
# Channel type: BOZ.11b (0x00al)
FH5S hopset: 0x00
FHSS pattern: Ox00
dBm antenna signal: -61
dem antenna noise: -94

We can capture wireless frames as 2 kinds of frame
format in Physical layer using AirPcap and Wireshark




#3 Choose Physical header type

Type |Radiotap PPI
GOOD |+ Easy toread, simple « Extensible format
* Fixed format future info 11ac, etc
« Easy filter * Includes multiple
radiotap.dbm_antsignal antenna information
BAD e Cannot collect multiple |+ Hard to read, complex
anntena information * Long filter
ppi.80211n-mac-
phy.dbmant0.signal

« RECOMMEND Radiotap in 11a/b/g/n(20MHz)
 Demonstration Wireless toolbar> setting o




#4 Use AirPcap(s)

« Using multiple AirPcaps
tell us a different discovery
of target devices
(multiple channel info)

* We can use different PC
with an AirPcap capturing
specific channel
(then merge pcap files)

* Trying 3 times or more
sometimes AirPcap could
not capture the packet.

10



#4 Use AirPcap(s)

Setng | Offset -1 Offset 0 Offset +1
Channel | Main Channel 5+ Sub 1 | Channel 5 Main Channel 5 + Sub 9
1+5(40MHz) (20MHz) 5+9(40MHz)

Mo Tifge

Mo

T
802,11 Channel: 2432 [B5 5] |~ Channel Offset; -1 (v | FCS

802,11 Channel: 2432 [BG 5] « Channel Offset: |0

Time Source

w | FiC

[estin E{:i_ﬂ_n

Drestination

802.11 Channel; 2432 [BG 3]

v (Channel Offset: +1 ||

..... Mo |Tirm:- Source Destinatic
tt . .
etn
>ethd 1 All Frame Valid Frame |Invalid Frame
FCS Filker: All Frames w FCS Filter: Valid Frames | v FCS Filter: Invalid Frames |«

emonstration
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#5 Filter packet in rough
« Wireless trace file is big,
Connected wireless trace files are huge.
« Using Statistics>WLAN Traffic
is the best way to filter packet in rough

F | Wireshark. WLAK Traffic Statistics: AlrPoap USE wireless eapture adapber fir 00 - o IEN
Metwork Overview
BESID i« Ch 4 551D -
I_'ul:ll.l:L Uy Jes ora ||J'\JJ..'|]_"_J"'I.|"J'J'l_‘_'_!--l..'"i'JHUUL':_U'UUL'M'UJ.IIJJ"J'|'#JJ'JJ"J'|'J.‘J'J;

HonFladT_56:8d:ed 6 ACOIBASSRDER-2G
46 BAIMIC

2f-az:al:7e 67:41 & Airhaag | Aeply as Filter '
p Pt ¥ Sl pctad T .
Apple_6511eicc & Alrdac ol A . i)
e s Fimd Framse . Mot Selected b S50
bt AR lorize ¥ - and Selected » ' BSSID and 5510
e, e Rl or Seleded b BESID or SSI0
- and fit Selected J
Solectad Netwiark or not Selected b
Afdoresn + & Papcptz 4 Dabs Sent @ Dats Recefeed * Probe Reqg ¢ Probe Resp 4 AuDh 4 Desgth ¢ Other 4 Con

54:5d:ieesez0 JETEETEDN 0 0 0 0 o o

coichi bl 86 akoez ERTEIGTIE o D i - 8 0

< Mame ressluban Lirme to digplay filter Grikr ghow Exigting networks

Help Copy -]




#5 Filter packet in rough

* Once filter, or Mark packets or something,
then File>Export specified packets.

* lteration of exporting trace file,
we can go back, look up the 10 Graph, filtered
packets at the moment.

« Small trace file is also good to open and read

[[] 5% testtt.peap
% teshaian20011. poap

« Demonstration




#6 Customize summary pane

Summary pane is the first chance to find the
important packet
Choosmg field, rlght C|ICk to Apply as Column

= . . L
Bug_31:34:T6 Matsushi_94:9f:1e ARP 10.

Type/Subtype ... absolutely Apply as Column
Channel / RSS! / SigStrength / TX Rate ...

14




#7 Customize coloring rules
* typical troublesome packet

Deauthentication from AP or from Client
wlan.fc.type subtype==12

Disassociation from AP or from Client
wlan.fc.type subtype==10

4 Wireshark: Edit Color Filter - Profile: Defz 4 Wireshark: Edit Color Filter - Profile: Default = “
Filter Filter

UL Creauthentication IR | s ssociation

String! |wilan fotype subbype==12 String! | wian.fetype subtyvpe==10 Expression.,,
Display Colors 51 | Display Colors Status
Foreground Color..|  Backgraund Coor... Foreground Color, | Background Coor... | [] Disabled

OK Cancel




#8 Set WEP Key

 WEP decryption in Wireshark is easy.
* Any AP, any Client .
any data frame can iy sty

be decrypted WEP v [1657031323877657031323877|
If the key is correct

Add Decryption Key - - I

o], Cancel

r | Deayption Key Management n
Decryption Keys
Wireshark « Select Decryption Mode
Type 1 Key 1 551D e
WEP TTes703L323877657031323877
Edit..
Delet
Up
Ciown

uK Apply Canee




#8 Set WEP Key

wep128wep128w

Remember to enter the key in ASCII format

776570313238 77657031323877
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#9 Set WPA/WPA2 Key

 WPA 1/2 needs both Passphrase and SSID key
input in alphabet format. (or PMK 256bit Hex )

* The difficulties lies in EAPOL 4-way handshake.
The complete 4 packet of a series of handshake
IS necessary for decryption.

* Note some Windows and 10S use the cache
information of the past connection to the AP,
In this case, P addDecryptionkey - = HEM

Modify Selected Key

decryption fai IS. Type Passphrase SSID

WPA-PWD v wpaZaespsk wpaZaespsi




#9 Set WPA/WPA2 Key

* Please note the complete 4 way handshake
« Key/SSID wpa2aespsk
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#10 Visualize (1) Retry

« Easy way to check the CSMA/CA status.

 We can check the retry packet rate, as well as
the throughput of data frame.

* Filter packet within the specmed AP or Cllent

o Statistics>1O Graph * —
Retry rate graph |
Y/X axis -> packet/sec ..\
Throughput graph
Y/X axis -> bit/sec s - e

B EEEE

Lave




#10 Visualize (1) Retry

* Graph1: specified BSSID and data frame
« Graph2: the same with Graph1 and
“wlan.fc.retry==1"

F | Wireshark [0 Graghs: troubleshooungs. prapng = '8 n
- 2000
oy |'|'. '
n A Ma/ [ | M
oA |' WA | | 1 .‘ 11
| ll ll.-"l V 2 I \ | o | - fi 'I h | II|I W Ill| i
| | l | | [* U f L | | | |"| | ¥ v | A = 10680
..| | | \ | VoY 1 | W | A | | '
Nt - | | I !lei .-~| | 1M\ -
1 - | |
| ” i J \ o =AW T J{ I.l"n
! | v oA - .I yve : iy
o Jlr Ak = L*F"l‘ . 'Lrn-—- 'I a "'"IIL Jk‘ o
I T T I L] I I T | T | T T I T | I T | T T T T T I T I T T
1203 140z 160z 180z 200z 2208 240z 2605 3003
L 3
Graphs- o s
Graph 1| Color | Filker; | wian besid == 00:90:coied;c2: 79 and wlan fotype == 2 Style: Line w | [ Smocth | | Tick Interval: 1 sec w
,G.'nlfa'ph 2| Color | Filber: | wianbesid == 00:90:cc:e3:62:79 and wlanfo tvpe == 2 and wilan.foretni==1 Stylp: Line v | ¥ Srrocth '_:‘Kﬁ‘lﬁ PEr tick! 5 (w
] Wiew as time of day
Gréph 3 Filker: Style: Line w | [« Smoocth
Y Ais
Graph 4 Color | Fllber: Style: Line v | [¥] Smipcth Uhit: PacketeTick iw
Graph 5 Filter Style: Line [+ Srookh || Scale: Auto -
M filker ~

o DemonSSfrath[}]*

Help Copy




#11 Visualize (2) Frame type

 What type of IEEE802.11 frames in RF is
important in analysis the compose of frame
tells us the status of RF

Status Management | Control Data

IDLE Many Few Few

BUSY Few Many Many

(GOOD) same as Data same as Control
BUSY Few Many Many

(BAD) less than Data more than Control
RTS/CTS Few Many Many

(protect mode) more than Data less than Control




#11 Visualize (2) Frame type

Management frame wlan.fc.type==0
Control Frame wlan.fc.type==
Data Frame ( includes NULL ) wlan.fc.type==

Statistics> ' il
IO Graph

Y/X Axis -> W 3 y
packets / sec

This timeis ==z o s
BAD RF T — eiee St L e
(many retry) . .

« Demonstration




#12 Visualize (3) management frames

 Management frame contains many good
information for debugging and troubleshooting.

 Some AP sends important information in
management frame.

- |EEE802.11e has QBSS ( QoS Based Service
Set ) CCA ( Clear Channel Assignment )
information that contains the number of the

connected station and utilization of the

channel.




#12 Visualize (3) management frames

IEEE802.11e Beacon frame contains QBSS Tag
QBS Load Element CCA has the number of the

Station and Channel

Utlllzatlon Radiotap Header v®, Length 26
IEEE 8@2.11 Beacon frame, Flags: ........ C
+« TEEE 8@02.11 wireless LAN management frame

Fixed parameters (12 bytes)
« Tagged parameters (244 bytes)

StatIOn Count Tag: SSID parameter set: Broadcast

Tag: Supported Rates 12(B), 18, 24, 36, 48, 54

Wlan mgtqbss_scount Tag: Traffic Indication Map (TIM): DTIM 1 of @

Tag: Country Information: Country Code JP, Env

Channel Utilization o omber: 655 Load Elenant (1)
1 :
wlan_mgt.gbss.cu e s 2

Station Count: 9
Channel Utilization: 42 (16%)
25 Available Admission Capabilities: 23437 (749




#12 Visualize (3) management frames
Visualizing Station and Utilization

« Statistics>1O Graph and set Y Axis to advanced
filtering specified AP and use AVG(*) and
counting Statlon(BIack) / Utlllzatlon (Red)

A eshark 10 Graphs) (BSS5.p - oESN
- 100
| T Y e e 5 o sl
0 2.1 0 B.0z a 1z.0
Graphs x Al
Graph 1| Color | Filter: |wian sa==6c;99:89:09:05:2d Calg: AVGIT) « wilan_migt. ghss scount Style: Line w| o Smpoth | Tiek Interval: 01 sec b
Graph 2| Color | Fllter: | wisn, s4==56C99:99:09:05:2d Calg: AVG*) w« | wlah_mat gbhsa cu Sovle: |Line w | [ Srricoth Pixels per bk,
B day
Graph 3 Fjlter; Cale: SUM{™*) w Style

ﬁﬁﬁﬁﬁﬁ

Graph 4 | Color | Fliter: Calen SUMC®) " i D e m@ nstra‘t‘l-o n

Graph 5 Flites: Cale: SUM[*) ¥ Stwle: |Lir 26




#13 Visualize (4) signal

» Signal / Noise ratio is
useful, and good ratio is
20 ( signal is 10 times
louder than noise )
20x log 10/1 = 20dB

* AirPcap collect signal
info and display filter is
radiotap.db_antsignal

dB | multiple
1 1.122018
2 1.258925
3 1.412538
4 1.584893
5 1.778279
6 1.995262
7 2.238721
8 2.511886
9 2.818383
10 3.162278
11 3.548134
12 3.981072
13 4.466836
14 5.011872
15 5.623413

16 [ 6.309573 31 35.48134
17 [ 7.079458 32| 39.81072
18 [ 7.943282 33| 44.66836
19 [ 8.912509 34| 50.11872
20 10 35| 56.23413
21] 11.22018 36 | 63.09573
22| 12.58925 37| 70.79458
23| 14.12538 38| 79.43282
24| 15.84893 39| 89.12509
25| 17.78279 40 100
26 | 19.95262 41 112.2018
27| 22.38721 42 | 125.8925
28 | 25.11886 43| 141.2538
29 | 28.18383 44| 158.4893
30] 3162278 45| 177.8279
46 | 199.5262
47| 223.8721
48 | 251.1886
49 | 281.8383
50| 316.2278




#13 Visualize (4) signal

« Statistics > 10 Graph and filter AP (Graph1)
and filter Client (Graph2) and set Y axis to
advanced, then counting AVG(*) of
radiotap.db_antsignal

a of - |
~ 100
% | A
w .y | '.' I '\LI I.-. : III’
| [ AL J¥ALLN
LAH| SR
| IRIR |
| 1l |
I | ||
U] |
| L
T T T
405 ]
w dore
i vl e wi va[r) diatap 5t ooty Tiok wien
ph el = 00:geed e e E= 2" = - radickapodb_srtzignal Sty oot Ry .
1L
1M Sty rmicoth
¥ Axis
IM(™] Stvl i catd
Y

« Demonstration-




#14 Use flow graph

* If you need to draw Flow Graph under layer2
old version of Wireshark is good.
 Use Wireshark1.6

or older .
o Statistics> Flow Graph - e

SEVE _I'I:T




#15 Repetition of packets (i0S)

* Repetition of packets
gives us the hint for
debugging, troubleshooting. .. e

-[.n.&.- ":&; (879 Log1tec_iapp e %Jh”l _IZ'"'EBZIE:_

& Apple_ Sa: Ln-q1'|'.-uc g ¥ (Meszage 2

[ ] [ ] J.[I 1 190391 Logitas, E-\pp'll- Sai E-’-'“’-L Km' (Maiiags L Uf 4}

) I h IS paCket CO nta I nS 11 1. 104545 Apn]n_iu:lr.-gl'ri:_ﬁ EARD,  Hay (Messags 2 of 43
12 2,110245 Logitec_Sappla_Sa: EAPDL  Key (Message L of 4)

13 2, 112851 spple_Sa:Logitec . EAPDL Key (Meszage 2 of 4)

14 3, 1200949 L|'|u'|T.|_k'_5ﬁp{.|'ln.‘_u.: EARQL Kay (Maggage 1 of 4)

n n 15 3,127767 apple_Sa:Logitec_§ EARDL  Key (Massage 2 of 4)

16 4.150323 Logitec_Sipple_Sa: EAPOL  Kay (Message 1 of 4)

e re pe I I O n a 17 4. 132906 apple_Sa:Logitec 9 EAPDL  Kay (Message 1 of 4)

18 5, 140041 cogitec_Tapple_Sa: EAPOL  Wey (Messzga 1 of 4)

19§, 141726 Apple_Sarlogitec_S EAPOL Kay (Message 2 of 4)

27 57 0254 Logitec_Sdpple_Sa: EAPDL  Key (Me=zage 1 of 43

A P O L 2B ST .10 TApp e St Legitec T EAPDL  Kay (Mesdage T af 4)
E l I IeS 20 57 AS4STLogitec_Sapple_Sa: EaRoL  Key (Messaga 3 of 4)
IO 5T . 4515838ppTe_Sarlogitec  EAPDL  Key (Mmszage 4 of 4)

Frama 8: 175 bytes oo wire (1432 bits), 179 bytes captured (1432 bits)

E P 2 Radicorap seader vi, Langth 20
m ILER 802.11 oof tata, Flager ...... E.C
A O L eS /4 Typa/Subtypa: 0S5 Data (Ooldi2E)
Frame Control Field: (w8802

008 000l 001E 101D » puiratten: 314 micraiacends
Recaiver asdrass: apple_Sa:B0:3F (d8:96:9%:52:80:1F)

]
' Destination addresz: Apple_Sa:80:3F (dd:06:95:5x:8013F)
u I Transmitter acdress: Logitec Se:HFid0 (00:0L:Be:fe:0F:d40)
n FS Td: Logites_De:9Fdd (00:00:88: % %F d0)

Source address: Logitec_SerSf:dd (06:01: ﬂe G 1 5100}
aea DODD = -r:.mle-n'. mumber: 0

* The troubles lies in here. i T e T




#15 Repetition of packets (i0S)

Wrong passphrase .

causes network error s e
of EAPOL 4-way

handshake.

sssenensnnej]

“ikeririnetwork"M/TA 7 — K

I0S tried 6 times. HEL<BDE A

TR

Tirne Souree Destination  Protocol
8§ 0.091873 Logitec_SApple_S5a: EAPOL (Message
90.094846 apple_5a:Logitec_9 EAPOL (Message

101.100391 Logitec_SApple_Sa: EAPOL (Message

111.104945 Apple_5a:Logitec_9 EAPOL (Message

12 2,110265 Logitec_%9Apple_S5a: EAPOL (Message

13 2.112851 Apple_Sa:Logitec_9 EAPOL (Message

14 3.120194 Logitec_SApple_5a: EAPOL (Message

15 3.122767 Apple_5a:Logitec_9 EAPOL (Message

16 4.130323 Logitec_SApple_Sa: EAPOL (Message

17 4.132906 Apple_5a:Logitec_9 EAPOL (Message

18 5.140141 Logitec_9Apple_Sa: EAPOL (Message

19 5.142726 Apple_5a:Logitec_9 EAPOL (Message 6@1 S r@$| on




#16 Wireless Router’'s MTU/MSS

 Some user says they cannot see specific
website. ( ex. Google OK Yahoo NG )

 When MTU 1454 (default ), we cannot see
But MTU 1414, and we CAN SEE

IP(20)

Ethernetll DF=1  ME=0

(14) Offset=




#16 Wireless Router’'s MTU/MSS

 PPPoE(FTTH) is popular in Japan.

« NTT west's MTU is 1454
( Ethernet(1518)-EthernetHeader+FCS(14+4)-
IP(20)-UDP(20)-L2TP(16)-PPPheader(2) )

 NTT east optical fiber network’s MTU is 1438
( MSS 1398)

 MSS value is determined in TCP negotiation,
SYN/SYN-ACK packet in 3 way handshake

Erg Porti onahoee-
r




#16 Wireless Router’'s MTU/MSS

 MSS values are not the same in the debug.

FATL«

180144 106 167 134, 83171 .240 snehome-help = http [SYyN] Seged wins=855%33F Len=0 M55=14%7 wWSal Bl
1?-'!.53.';?1._341?_ 'I._E'D._l-l.!--!.!l'.lﬁ-_.lf-? hRtep > 4:-r1t|_1:f:ln!-he".p LS‘:M_1 ACE] Seqel .-:::!vc=1__:_.T '.‘.-]E-_LEH-:'.'I MES=1480

TCP EYN

W=EE=14h2 TCF SYMN/ACE with+

MEE=1 460+

TCP BYT wathe
WEE=1415+

- TCFP 8¥N/ACK with«

L) Ed
ESB=1 450f-f_\1




#17 WPS debugging

* Push button connection of WPS between
wireless router and client fails in 40MHz mode,
but it works in 20MHz mode.

 |EEE defines WPS but not in detail implements

Figure 6 = PBC based setup - External Registrar trigger first




#17 WPS debugging

AP sends Request Expand Type,
but Client never response and stacked after
ten times tries, so need to fix the one.

Jt-wpengspen  [Wawshard 1108 CEVN Fas (908 Sam Mok~ 1108
I N R e ks alin Tebplery Qi - el Mo
: SOKE RedeFal

Farem

TUEILT LY
. Identity

jRequest, Identity 73 Request, Identity
Response, Tdemtity £ 0,057 0F Response, Identity
7 Hegponse, T PR Mirh ande oy
Raguest, Expanded Type, WPS . e Reguest, Expanded Type,
pesponse, Esxpandsd Tyme, WPS, Ml 7 0. 000 Reguest, Expanded Type,
Expanded Type, Wes, M2 025 &.945 Feguest, Expanded Type,
spense, Erpanded Typs, wPS, M1 D00 ] Fequest, Expanded Type,
Epanded: Ty, WES; WA 37 0,000 22 Request, Expanded Type,
: spanded Type, wWRS, Md & 0,00 ; 82 Request, Expanded Type,
Besporse, Expanded Tyoe, WPS, M 23 Request . Expanded Type
gquas E 7D Tiama I3 Y . rh 'R L e =i
e REKueRT: ENIKCiES Tiibe ' WED, 1 2 Reguest, Expandad Type
Raqu . Expandad T , WEE, M ¥ H '

7 Bequest, Exoanded Typd, WRS, ME D E Raguest, Expanded Type,
2 Resporise, Expanded Type, WPS, M7 . ) b Request, ‘Expanded Type,
134 Request, Expanded Type, WPS, MB : £3 Start
Regponse, Expanded Type, WPE, WHC_DONE 273 0,002 Request, Identity
2 Faflurse
Baquest, Identity
Hay [NeE5ca
I ey [Messags
B ey (Messaps
oy |'ri'¢-l_l__|?|| E

Kay (Messags




#18 wireless router’s DHCP issue

* The wireless router provides same IP address
to another PC and smartphone in same SSID.

ireless LAN adapter D4/ 9L 2 %o D —Stak:

!%Gﬂ;gtbbm ;}%4 FPR e 3
/ N ZFLA : feB0::408d:4519:2
P 7FLR : 192.168.2.101 :
: 255.255.255.0
: 182.168.2.1

1—7F> bk 7IT5— 0-N)L T\ 7

, %@ﬁo) Y2402 .. .: ikeriri. local

Jo720-Dn IP8 ZFL2A : feB0::cl 7:
AL el . 9:acl:fd




#18 wireless router’s DHCP issue

e The wireless router sends DHCP-ACK
e e -~ with 31536000 seconds

Logical-Link control

Internet Protocol version 4, Src: 192,168.2.1 (192.1 e
s isagnatiad St b et e (3650 days ) of lease time
gootstrap Protocol

Message type: 800t Reply (2)

Hardware type: Ethernet

Hardware address length: 6 .
Hops: O
Transaction ID: Ox3eef299% o BOth WlndOWS and
seconds elapsed: O
# Bootp flags: 0x0000 (unicast)
Ciemt 17 addresss 0.0.0.0 €0.0:0.0) Smartphone accepted
vour (client) IP address: 192.168.2.101 (192.168.2 )
Next server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 0.0.0.0 (0.0.0.0) but Smart hone
Client MAC address: p
client hardware ader
server host name not given .
B File s ok St changes lease time
Magic cookie: DHCP

g oprion: (53) DHCP Message Type

e e e value into 90 days
(selfishly)

Lenath: 4
1 S Lease Time;

i option: (3) Router

i option: (6) Domain Name Server .
* So |P duplicated.

Padding




#19 DFS debugging

* There are tons of RF signals in Tokyo central.
2.4GHz bands are worthless, so companies

tends to use 5GHz (W53, W54, W56 channel)
« W58 bandwidth is prohibited in Japanese law

YTV VY Yvveyeyy)
BERERE | EEE
5180 5200 5220 5230 5260 5280 5300 5320 5500 5520 5540 5560 5580 5600 5620 5640 5660 5680 5700 (Mhz)
d6ch 40ch 44ch 48ch 52ch Gb6ch G0ch G2ch 100ch 104ch 108ch 112ch 116ch 120ch 124ch 128ch 132ch 136ch 140ch

* In case of indoor office, DFS comes and stack
the communication 30 minutes, no fallback.

* Failed in automatically channel changing, so
the customer have to re-connect manually.



#19 DFS Debugging

« Using “tshark —i interface —b filesize: XXX —w
filename.pcapng” and capture for long time.

 We uses 8 PCs with 8 AirPcapNX
with 8 different CHs
W53 (52 /56 /60 /64 )

and W56 ( 100 /104 /
108 / 112 ) channel.

« Capture and walit like
fishing, lurk in silence,
until DFS comes
(3 days...)




#19 DFS debugging

If you have SteelCentral Packet Analyzer,
you are Iucky | — -

If trace file =

size is 10GB, o .

it is easy to

create

many graph, =) A ——
charts under === [

1 minutes

@000 ™™ SIS Q %,



#19 DFS debugging

* |n deep and complex debugging,
we have to collect a lot of data,
and have to combine a lot of data in text.
* File>Export Packet Dissections>as “Plain Text”

I | Wi BMCOMMECT DCERNg |"|".' reshark 1997 [(¥1.99.7-0-003c0213 from maEsrear

Bie Edt wview Go Cepturm  Arehge Statighcs Tolaphony Teodo jrtermals  Help
RETIANRG | F AT [« -

Open., o+l | & T EIE & & a8 M “ A, H
& R ™ | oatoges '
il Ok y R )
[ L Bofos o R “la [derge ERpregsan...
4 L : et Irmport: fram Hee Dumgp., ol Length info
. s N Cloee ke W L1 97 Bearon Frame, SH=31952. FM=0, F |,_;..:-._
:-::Il T -

i 11 37 Probe Re
- g ™ : 7 L1191 Probe Res SN=3060, FN=0, Flag
9 WE A o g g - T = ; : A o =aRh

- " Swvehs 2 e 11 54 Aurhentication, SH=2248, FN=0, Flac

A f oAbty File Set i 11 54 Authentication, SNe=ZG54, FN=0, Flags

SHe=d156, FH=2O, Flags

T
i 0 Accociation Requses =n=7749 FHN=0
™ il tulug oo ¥ Export Specfied Packets i L 90 association Re quest, SN 22449, N=Ll,
i B F— R Export Paddet Djpsections v &t "Pain Ted” file-. -
b e LI T Pires e b} ) Export Selected Padel Ryies i+ M &€ “PosrSengt” file 7E
VA Export POLE Eo Fia. 28 "5V (Commna Seperated Values packet surmmany) file.,

S PR, Export S5L Seasion Keys &5 "C Arrays” [padaet bytes] file
Carkass W epirad P[P —— Export Dbjects J ]

b : e &5 XML - “PEML" (packet summarny] file
Sassted p P = Pt Cirls P &5 XML - "POML" [padont details) file.,
o g gt - - =
oin i (r——— & quit Ori+q MEAT Trame
T ] Fi¥en parameTters 1 1
T imes tarmp

Beacon Intearval:

MIETFFOLC2
02400 [Seconds]

i B T P SETMEER [ e i e o lalat]

0




#19 DFS debugging

* Text based debug is the last resort.

» check a pair of the text translated trace file.
Use the WinMerge

T T AL -

I & 7 Hiede®

ERE - ERE | FrdlanlETe iR

Z |

afbet = bt

LocabonPane o Ci¥Users¥mesurmisDesktop¥a b . C:HUmﬂmEgumi!ﬂEktanh.txt
=== [, T ime Source Dest irat ion Protocel [No Time rce Dest ination Protocol a
10, 000000 00:di:47:bd:eh: 30 515 i 1 0.annoon 23 13 Thdb:1bieh {5
Frame 1: 97 bytes on wire (776 bits). 97 bytes capt |Frame 1: 103 butes on wire (224 bits), 102 bytes ca
interface id: 0 (¥¥.¥alrocael0) Interface id: 0 (¥¥.%¥airpcapl0})

[EEE 802.11 plus radiotap r
Ercival Time: Aoe 5, 020037714:31:19, 926392000 2
Time shitt tor this packst: 0.000000000 ssconc
Epcch Time: 1370026279, 926392000 s2cond=

Elrr'e delta from previous captured frame: 0,000

Ercapsy|at ion tvoe:

Time delta from previous displaved frame: 0,00
Time since reference or first frame: 00000000
Frame Mumber: 1
Frame Length: 97 bytes (778 bits]
Capture Length: 97 bytes (776 bit=)
Frame is marked: False]
Frame is igmored: False]
Protocols in frame: radiotap:wlan]
Radiotap Header w0, Length 20
Header revizion: [
Header ‘pad: 0

Encapsulation twee: [EEE 802.11 plus radictas |
Arvival Time: Oct TRZ20T8 151126 477870000 3
[Time shift for this packet: 0.000000000 secorc

Times 1381471888, 477870000 s2conds
tTIF!'E' delta from previous cactured frame: 0.000
Time delts from erevious disclaved frame: 0,00

LTime since reference ar first frama: (0000000
Frame Mumber: 1
Frame Length: 103 bytes (824 Bits)
ture Length: 103 bytes (824 bits)
Frame is marked: False]
Frame is ignored: Falsel
E:'ruto-crle in frame: radiotap:wlan]
Radictae Header V0. Leneth 26

Header "ewsm.r. i

Header pads



#19 DFS debugging

We found strange management packet at
result.

Sometimes vender may not admit,

After many months, the fixed patch was
released.

And the wrong detection bug causes the
trouble of the stack and non-recovery problem.



#20 Use Wireshark !

* Wireshark help us finding many bugs and
troubles in debugging and troubleshooting
* Use Wireshark !

' Tha Wireshark Network Analyrar 240290 Jo 00T 34T = "H
d = i : -
=
=& = | Enpias i
Fieime aspoandl = el B DART = MNH = S Fams A Frooes - A Poon Comtrol Panel 182 1] Binigrarces

el 10 Wb [Ctrra kg sttt Bt
4 Vil -af eranoes ¥ . '

IEEE #9211 mreless LAM
bl |sareavried D110 Sylagrsms

e 13 11 frames

AL s pacbais have FLS

o1 Walelaie B FUE checkium || pomlie

erurd tha Frotes o B
L IR
ma = perthags T
Wed = wilth Tu
Eralibe dleeropinan

by swangles
PHRITIGLEE '.-Cl"ﬁ i

P maimant ! by A17] (WY o plamiee pagimr
(10 -'|.||l.L §I18 | BERA CWFR.+ Ji-hi key)

g vell be wrored

Decyphion =ys gk




Thank you !
EFLHBYMNESITTNVET !




