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How Does An FTP Work?

» Control session (port 21)

« Data session (port 20)

* Active vs. passive FTP



Who Has What Job?

« Sender sends as fast
as It can

* Network transports as
fast as it can

« Receiver processes as
fast as it can



Whose Fault Is It?

When there is a problem,

something does not have |

enough capacity ‘ \
(Or is slowing it down
intentionally!)

Which component is it?
And... how do | fix it?




Buffer / Network Structure

SERVER

Eﬁ Application

Send and Receive
Buffers

Send and Receive
Buffers




Throughput

Source Source Destination Destination IP Cl:mr_uac:tu:m A Total Data g
Time Total Packets Packets Data Bytes

Address Port Address Port Protocol e Bytes
{ss.milli.micro) Per Second Per Second

38.109.217.115 76.231.80.42 61731 102.141.228 14K (66.61%) 141 21M (100.0%) 206,008
76.231.80.42 |61731 [38.109.217.115 102.071.452 7K (33.38%) 70 0 (0.0%)

« Source port 20 (FTP data: active)
» Bytes per second: ~ 200,000
« Total bytes sent: 21 million

« Destination port 20
* No data bytes



Limits on the Sender

« Sender breaks things up into pieces to
send out

>

« What size”? Does it matter?
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Facket |ID:34EE

2014-02-17 22:15:41. 371861
Source |P:22.109.297.115

Source FPort:20

Destination IP:7E.231.80.42

Des=stination Port:E1731

2014-02-17 22:15:41.44288
Source |P:22.109.217.115

Destination IP:7E.231.80.42

Packet 10:3470 Facket 10:3472
2014-02-17 22:15:41.4432
Source |[P:22.109.2197.115
Source FPort:20
Destination IP:76.2231.820.42

Destination Port:61731

Fackst ID:23475 Facket 103477
2014-02-17 22:15:41 513986 2014-02-17 22:15:41.514435
Source |P:22.109.217.115 Source [P:3E2.109.217.115
Source Port:20 Source Port:20
Destination IF:7E.231.80.42 Destination IP:7E.231.80.42
Destination Port:&61731 De=stination Port:&617321

Source FPort:20

Destination Fort:E1731
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Source Destination Destination
Address

source

Packet Date S aqcie

Bytes

Port Port

1,460

2014-02-17 22:15:41.371861 |38.109.217.115 |20

2014-02-17 22:15:41.372079

2014-02-17 22:15:41.442880
2014-02-17 22:15:41.443057
2014-02-17 22:15:41.443200
2014-02-17 22:15:41.443375

38.109.217.115 |20
38.109.217.115 |20
38.109.217.115 |20
38.109.217.115 |20
38.109.217.115 |20

6.231.80.42 | 61731

7 .

61731

76.231.80.42

1,460
1,460
1,460
1,460
1,460

38.109.217.115 76.231.80.42 1,460

2014-02-17 22:15:41.514284
2014-02-17 22:15:41.514435
2014-02-17 22:15:41.514635
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Packet 1D:1032 Facket ID:10E Facket 1D:103 Facket 10:112 Facket 10:115

2012-11-28 02:26:54.022192  20132-11-28 02:26:54 0222848 20112-11-26 02:26:54 102652 201323-11-28 02:28:54 104242  2013-11-26 02:268:54 104522

Source Port:2080 Source Port:2080 Source Port:2080 Source Port: 2080 Source Port:2090
| 3
De=stination Port:11334 Destination Fort:11334 Destination Port: 115334 Destination Port: 11934 Destination Port: 11934

=

Z _ Packet Source Source Destination Destination
Mumber e Address Port Address Port S

WYi05  [2013-11-20 06:26:54.082192| l3090_| [11000 R
2 .u.I EEEE -
WY 100 [201511 20 oomesa0020a0] 5090_| EETEE -+

™Y i07  [201511 26 oooesa0e3106 3090_| T s+

W™ 109 [2019 11 26 002654 103052 5050 | EEEE -

Y 0 (20051120 ovoesa 109930 5090_| EETEE -+

7 dh 2013-11-26 08:26:54.104242 EE |11934  |EEE

WY 15 [2019 1126 0oze5a 104992 EX EETEE -

Y5 (20051120 ooesan0asa| 5090_| EETEEI -

T Y110 (2015 1120 0oz0:54 130970] X [100a Lt




Throughput

Source Source Destination Destination Ip CDHI:IECtIDrI Total gy Total Data i
2 Time Packets Data Bytes
Address Port Address Port Protocol S Packets Bytes
{ss.milli.microd) Per Second Per Second
1] - [3000 | 11934 116.652.092 9K (50.42%) 80 4M {99.990%) 41,948
2| {11934 | | 3000 116.712.124 9K (49.57%) 78 418 {0.0%) 3
9 - - - | | 18K

Source port 3090 (passive FTP)
» Bytes per second : ~ 42,000

Destination port 3090
« A few bytes sent
« SSL session

E gl
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Facket I1D:53 Facket IDNE2 Facket |05 Fackeat ID:ES Facket 1ID:7T1
2014-02-03 10:02:26. 816705 2014-02-03 10:02:26.839979 2014-02-032 10:02:26.841217 2014-02-02 10:02:26 . 870043 2014-02-02 10:02:26. 871761

Source Fort:2022 Source Port: 2028 Source FPort:2023 Source Port:2022 Source Port:20228

De=stination Port: 55585 De=stination Port 5565 De=tination Port:5585 De=tination Port: 5555 De=stination Port:5585

=

” ~ Packet Packet Date Source Source Destination Destination Bytes
Mumber Address Port Address Port
W5 20100203 10:02:20.010703) ER N -
Ho:  [rora0205 100220017110 5080 | lsses e
W2 [r0100205 10:02:20.039079 5080 | lsses e
W2 (0100205 100270001001 5080 | lsses e
B> (0100205 100220001217 5080 | lsses e
o (70100205 100220 0090a9 5080 | lsses e
L oc  [7o100205 10022007000 5080 | lsses e
Ao [ora0205 1002200710 5080 | lsses e
WY [rora0205 100220071701 5080 | lsses e
TP s 20100203 100520070001 [s080_| sses O




Throughput

Source Source Destination Destination IP Cnr}r?ric;tinn Total Th;auz'?;tiut Total Data 'I'Dhartnaughf;;
Address Port Address Port Protocol (ss.milll.micro) Packets o Bytes e Segnnd
IECEEI |s565  [1Pwa | 66.995.292 4K (48.17 %) 72 6M (99.990,) 99,285
N e ECCRMNITTRIN  o7.004.470 € (s1.0206) 77 ats (0.0%) ;
| E ——— - 9K - 6M -

« Source port 3088 (passive FTP)

« Bytes per second : ~ 100,000

Before Segment Size Change

Source Source Destination Destination Ip Cur]rr:lec:tiun Total Th;DuEhtPUt Total Data 'I'Dhrtuughfut
Address Port Address Port Protocol (s mi:lrinr?’lil::ru) Packets Perageguild Bytes PearaSEguﬁj

1] - 11934 116.652.092 9K (50.42%) 80
2| | 3000 116.712.124 9K (49.57%) 78
|_ _—_ - 18K -

4k (90,9004 )
418 (0.0% )
4

41,948
3

« Source port 3090 (passive FTP)
« Bytes per second : ~ 42,000




Limits on the Sender

« Sender breaks things up
Into pieces to send out

|t takes him time to get
the pieces ready and
then to send them
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Facket D43 Facket ID:25 Facket ID:112 Facket ID:152 Packet ID:125

2014-02-02 10:02:28 757285 2014-02-02 10:02:28 294501 2014-02-0Z2 1000228 92829 2014-0Z2-02 10:02:2. 973017 Z014-02-02 10:02:27 005442

Srnarea Pt -2nes Srnarea FPart -RnEs Sroarea Part -Rnes Srmarea Pt R S area FPer s
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Facket 10:1
Z013-12-02 11:14:54 0723204 2012-12-02 11:14:54. 072222 2013-12-02 11:14:54 072354 2013-12-02 11:14:54 072382 2Z013-12-02 11:14:54 072402

Facket 10:4 Packet ID:2

Fackst 10:10

Packet [D:14

Source Fort: 1303

De=tination Port: 16833

Source Fort: 1303 Source Port: 13203

Des=stination Port: 16833 Destination Port: 1633

Source Fort: 13203

Destination Port: 1633

W Fill Buffer Time

Source Fort: 13203

Des=stination Port: 16833

Microseconds

bom o= oMot AR W R e

[
Q

35 2013-12-02 11:14:54.072304
s ooisizuzinissiorasie
M oisizorinissiorzaze
"16  |2013-12-02 11:14:54.072346
'"Ys  |2013-12-02 11:14:54.072354
s roisizosinissiorze
Mo zoisazuzinisseoree:
a5 2013-12-02 11:14:54.072384
a5 2013-12-02 11:14:54.072402
3% 2013-12-02 11:14:54.072407

Source
Address

Packet Date

Source
Port

Destination

Address

Fill
Bytes Buffer
Time

Destination
Port

1303
13203
1203
1303
1303

1303
1303
1303
1303
1303

I 1633 1,460 0O

| 1,460 o
|ECEER 1,460 o
|ECEER 1,400 >
| 1,400 >




Filling the Buffer

Processing time
Other side says stop sending

TCP algorithms
 slow start,

« congestion avoidance,
« fast retransmit, and

« fast recovery



TCP Buffers and MSS

*In the TCP Open, the TCP Send / Receive « Max Segment Size
buffers and MSS are set. —Can affect speed of transmission

*The Send / Receive buffers are pools used to ~Can be different in each direction.

hold data prior to sending it out across the L
hvsical adapter «  On most platforms each application
Phy pier. can explicity set the buffer size via a
-TCP Send and Receive Buffers can affect speed socket option call.

of transmission

Send and

Receive
Buffers

P
Layer

Application

Send and
Receive Buffers

\
Packet



How Should Buffers Be Set?

*Complicated area to provide recommendations
*Kind of applications you are using,

*Kind of network

*Client window settings

*For applications which send a lot of data (FTP) across a high bandwidth network, then
may want to make MTU sizes and buffer sizes as large as possible (IF other end can
absorb the traffic)

Send and
Receive Buffers )

/_.—1 e
I l\{_,

Application

S S Send and

Receive Buffers



TCP Congestion Control - History

“In October of’86,the Internet had the e
first of what became a series of 1 |
‘congestion collapses’. During this period,
the data throughput from LBL to UC
Berkeley (sites separated by 400 yards
and two IMPhops) dropped from 32 Kbps
to 40 bps.”

Van Jacobson
“Congestion Avoidance and Control”

Van Jacobson Lawrence Berkeley Laboratory
Michael J. Karels University of California at Berkeley
November, 1988



Congestion Control Solution

“In particular, we wondered if the 4.3BSD (Berkeley UNIX)
TCP was mis-behaving or if it could be tuned to work better
under abysmal network conditions. The answer to both of
these questions was “yes”.

*TCP congestion control : each source determines network
capacity

*ACK : Round Trip Time signals



Current Work
*RFC 5681 : TCP Congestion Control

*This document defines TCP's four intertwined congestion
control algorithms: slow start, congestion avoidance, fast
retransmit, and fast recovery. In addition, the document
specifies how TCP should begin transmission after a
relatively long idle period, as well as discussing various
acknowledgment generation methods.



Max Segment - Window

ﬁnmnp.n:g-qn=-1 Bm Chaiar~ pply  Sive
i, C Time Source : Destination Fravacel info
1176 52.537614000 74.125.228.71 192.168.2.11 443-58924 [SYN, ACK] Seqg=

Header Léﬁgth: 32 bytes

"000. .... .... = Reserved: Not set

+:0 ... +... = Nonce: Not set - :

» 0... .... = Congestion Window Reduced (CWR): Not set SYN PaCket'. TCP
.ee. 20.. .... = ECN-Echo: Not set Open Connection.
cews  wne eswe = UPgent: NoOt set

5 ...1 .... = Acknowledgment: Set - i

. cee Q... = Push: Not set Will send out 30

. = Reset: Not set packets at 1,430

.. ...0 = Fin: Not set before waiting for an
window size value: 42900 = ACK

[calculated window size: 42900] .
= Checksum: Ox6789 [validation disabled]
Urgent pointer: O
=0ptions: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP),
“=Maximum segment size: 1430 bytes _

« No-Operation (NOP)

« No-Operation (NOP)




Server (b=

[[Port 208 |-+

Filling Window

Pkt 368: 14:15:49.845144 — Set Window Size to 17520 <

Pkt 369: 14:15:49.845266 — Send Data -> 1448 E
Pkt 370: 14:15:49.845304 — Send Data -> 1448 Remote:
Pkt 371: 14:15:49.845308 — Send Data -> 1448 10.2.161.4
Pkt 372: 14:15:49.845312 — Send Data -> 1448 B
Pkt 373: 14:15:49.845328 — Send Data -> 1448 Port 4987
Pkt 374: 14:15:49.845332 — Send Data -> 1448 MSS: 1448

Pkt 375:

Pkt 376:
Pkt 377:
Pkt 378:
Pkt 379:
Pkt 380:
Pkt 381:

14:15:49.845336 — Send Data -> 1448
14:15:49.845353 — Send Data -> 1448
14:15:49.845357 — Send Data -> 1448
14:15:49.845374 — Send Data -> 1448
14:15:49.845387 — Send Data -> 1448
14:15:49.845391 — Send Data -> 1448
14:15:49.845512 — Send Data -> 144

(12 * 1448) + 144 = 17,520

Pkt 384 14:15:49.846338 — ACK




ACKs will catch up

A6 465 dB6 A67 468 469 478 479 480
192.168.1.231 192.168.1.231 192.168.1.231 192.168.1.231 192.168.1.231 192.168.1.231 192.168.1.100 192.168.1.100 192.168.1.100

1036 1036 1036 1036 1036 1036 aria 3713 3713
2 4 2 X 2 2 = a 4
MF: Did you MF: Did you MF: Did you MF: Did you MF: Did you MF: Did you e . g
64707 7azn? 93907 085072 23107 26707 -

360

. You may see many packets sent with a small interval in between.
. Then, all the ACKs will follow.



Congestion Window =0

*Window size = 0 : stop sending

*Printers:
« Paper jam in the printer
« Printer is out of paper




High Performance Networking Options

*TCP Selective Acknowledgments (SACK, RFC2018):
SACKs allow receiver to acknowledge non-consecutive
data

Large Windows (RFC1323): Allows windows greater
than 64K



Window Size Limit (RFC1323)

*TCP header uses 16 bit field for receive window size
<Largest window is 2**16 = 65K bytes.
*TCP option, "Window Scale", defined to allow windows larger than 2**16

*Option defines an implicit scale factor used to multiply the window size value to obtain
the true window size

*With RFC 1323, TCP Extensions for High Performance, maximum window size
increased to 1,073,741,823 bytes

*Both sides of link must support window scaling or the default of 65,535 bytes will apply
as maximum window size



How Window Scaling is Sent

*The three-byte Window Scale option may be sentin a SYN segment by a TCP. It has two purposes:
(1) indicate that the TCP is prepared to do both send and receive window scaling, and
(2) communicate a scale factor to be applied to its receive window.

*Thus, a TCP that is prepared to scale windows should send the option, even if its own scale factor is 1.
The scale factor is limited to a power of two and encoded logarithmically, so it may be implemented by
binary shift operations.

TCP Window Scale Option (WSopt):
Kind: 3 Length: 3 bytes
t———————— t——— t——————— +
| Kind=3 |Length=3 |shift.cnt|
t———————— t——— t——————— +



Window Scaling Both Ways

*Option is an offer, not a promise; both sides must send Window Scale options in their
SYN segments to enable window scaling in either direction

*If window scaling enabled, then the sender will right-shift its true receive-window
values by 'shift.cnt' bits

*'shift.cnt' may be zero
*Window scaling can be done in either or both directions

=wWindow scale: 7 (multiply by 128)
Kind: window Scale (3) ¢=
Length: 3

shift count: 7 ¢==
[Multiplier: 128] =




Window Scale Values

*The scaling parameter is base 2.

*Normal window size allows 2'6 bytes

Maximum scaling factor is 14

*Maximum window size = 230 bytes

*Window becomes maximum of 1 gigabyte

*Window scale option of 1 = 217

2.
3.
4.
5.
6.
7.
8.
9.

)
32%2
64%*2
128%2
256%*2
512%2
1,024%*2
2,048%2
4,096*2
8,192*2

16,384*2 =
32,768*2 =




SACK / BIF

What 1s SACK?

How does ACK work?

Out of Order / Retransmit

SACK packets

How to calculate Bytes in Flight(BIF)
Why?



From RFC2018

 RFC2018 defines Selective Acknowledgement (SACK)

“TCP may experience poor performance when multiple packets are
lost from one window of data. With the limited information
available from cumulative acknowledgements, a TCP sender can
only learn about a single lost packet per round trip time. An
aggressive sender could choose to retransmit packets early, but

such retransmitted segments may have already been successfully
received.”



From RFC2018

e So, what 1s the solution?

“A Selective Acknowledgment (SACK) mechanism,
combined with a selective repeat retransmission policy,
can help to overcome these limitations. The receiving

TCP sends back SACK packets to the sender informing

the sender of data that has been received. The sender can

then retransmit only the missing data segments.”




Server

Port 2089

Pkt 368:

14:15:49.845144 — Set Window Size to 17520

-

SACK:

« Got 369-373,

* missing 374
and 375,

* got 376-381

Pkt 369:
Pkt 370:
Pkt 371:
Pkt 372:
Pkt 373:
Pkt 374:
Pkt 375:

Pkt 376:
Pkt 377:
Pkt 378:
Pkt 379:
Pkt 380:
Pkt 381:

14:15:49.845266 — Send Data -> 1448
14:15:49.845304 — Send Data -> 1448
14:15:49.845308 — Send Data -> 1448
14:15:49.845312 — Send Data -> 1448

1A-4E-Af\ OAENNAD Casaadl Mala . 4410
o

ElWE TWIW W Wiaw Wl I B WAL - T T

A 4 mm mea A P = .

1"!‘- 1Va"TJVUTJYIIL T JTCITIV wawa —~ 1 T7TV

14:15:49.845336 — Send Data -> 1448
14:15:49.845353 — Send Data -> 1448
14:15:49.845357 — Send Data -> 1448
14:15:49.845374 — Send Data -> 1448
14:15:49.845387 — Send Data -> 1448
14:15:49.845391 — Send Data -> 1448
14:15:49.845512 — Send Data -> 144

4 m mo

Let’s go back to our example

I

Remote:

10.2.161.4
Port 4987
MSS: 1448

(12 * 1448) + 144 = 17,520

Pkt 384 14:15:49.846338 — ACK




How Does ACK Work?

&

With the limited information
available from cumulative
acknowledgements, a TCP
sender can only learn about a
single lost packet per round
trip time.

Assume each segment has
100 bytes.

ACK is for all the bytes
received and indicates the next
byte of data that is expected.
This is the ‘cumulative ACK’ in
the RFC above.



Duplicate ACK - Retransmits

« Assume each segment has
100 bytes.

« ACK is for the next byte of
data it is waiting for.

« A duplicate ACK is sent when
a packet is received and the
sequence number indicates
that it does not contain the
byte you are waiting for.

« After 3 duplicate ACKs, the
packet is retransmitted.




Let’s Look at Some Packets

Source Source Destination Destination IP Data S ACK Expected
Address Port Address Port ID Length q ACK

10.201.0.2 6 2247247733 3010274487 2247247739
192.168.145.7 27D 18 2010274487 2247247739 2010274505

3 2247247727 3010274481 2247247730

3 2010274481 22472477320 3010274484

n]
[

27B
FB 3 2247247730 3D1D2?44EP724??33

3 2010274484 2247247733 3010274487

27C
100

rozomne

Sequence Number + Data Length = Expected ACK



Multiple Packets in a Window

Sources Source Destination Destination Dat

IP 1D =
Adcdress Port Address Port

Expected
Sequence CK Protoco
!jrl]'lrll ¥ ﬁ‘:rf'

1260 2167520027 2822526 2167521287

10.19?.4.1|53315 |1ﬂ.1?3.12.5 4726 1260 2167521287

282252608 167522547
1I].19?;4.1’53315 |1|].1?EL].2.5 4726 1260 2167522547 28225260806 2167523807

10.197.4.1 | 28315 | 10.173.12.5 (4726

Sequence Number + Data Length = Next Sequence Number (Expected ACK)



From RFC2018

« RFC2018 defines Selective Acknowledgement (SACK) as
follows:

 TCP may experience poor performance when multiple packets are
lost from one window of data. With the limited information
available from cumulative acknowledgements, a TCP sender can
only learn about a single lost packet per round trip time. An
aggressive sender could choose to retransmit packets early, but
such retransmitted segments may have already been successfully
received.



Out of Order

Source Source Destination Destination IP ID Data Sequence ACK Ex;i?:céed

Address Port Address Port Length
10.197.4.1 (538315 (10.173.12.5|4726 SBFE 1260 2167531999 2822526086 2167533259 ACK
10.173.12.5 (4726 10.197.4.1 (58315 5345 0 2822526086 2167533259 o ACK
10.197.4.1 (58315 |10.1732.12.5|4726 SBF9 1260 2167533259 2822526086 2167534519 ACK
[

ann®
--l“‘ TCP Qut of Order.
10.197.4.1 |58315 |10.173.12.5(4726 SBFB 632 2167535779 £322526u36 2167536411 ALK, 261 (e 2]
. . . . . PS5H Seq:2167534519
In Pkt: 4162
|

*What was expected in packet #4 is sequence # 2167534519.
*What was actually received is sequence # 2167535779

*The packet containing bytes 2167534519 through 2167535778 is lost (or not yet
received).

Since packet #4 contains a HIGHER sequence number than expected, it is noted
as being out of order.

Protocol Comment




SACK will keep track of Out of Order

1l:l 197.4.1 |58315 |10.173.12.5|4726 SBFQ 1260 21675333259 2822526080 2167534519 ACK

TCP Out of Orde
ACEK, Expecte l:|
10.197.4.1 (58315 (10.173.12.5|4726 SBFB 632 2167535779 2822526086 2167536411 PSH Seq:2167534519
In Pkt:462
SACK: SEQ:
2167535779
10.173.12.5(4726 10.197.4.1 |58315 5346 0 2822526086 2167534519 (8131f8a3)
2167536411
(8121fb1b}

*SACK packets will contain the sequence numbers of the out
of order packets received.

‘May be multiple blocks (multiple packets received out of
order).




The SACK Fields are in TCP Options

= Syn: Set
cees saas 2..0 Fin: Not set
wWindow size value: 8192
[Calculated window size: 8192]
@ Checksum: 0x0df2 [validation disabled]
Urgent pointer: O
=0ptions: (12 bytes), Maximum segment size,
= Maximum segment size: 1460 bytes
= No—Operation (NOP)
=wWindow scale: 2 (multiply by 4)
Kind: window Scale (3)
Length: 3
Shift count: 2
[Multiplier: 4]
= No—Operation (NOP)
= No—Operation (NOP) “('
= TCP SACK Permitted Option: True
Kind: SACK Permitted (4)
Length: 2




SACK in Action!

=0ptions: (12 bytes), No-Operation (NOP), No-Operation (NOP), SACK
= No-Operation (NOP)
= No-Operation (NOP)
= SACK: 1242401778-1242401779
Kind: sackK (5)
Length: 10
left edge = 1242401778
right edge = 1242401779
[TCP SACK Count: 1]
= [SEQ/ACK analysis]
= [TCP Analysis Flags]
[This is a TCP duplicate ack]
[Duplicate ACK #: 1]
« [Duplicate to the ACK in frame: 4141

 Missing ...1778-1779



Multiple Out of Order Packets
in SACK

Source Source Destination Destination IP ID Data Sequence ACK EKI:?:EEEEI

Address Port Address Port Length Protocol Comment

TCP Dup Ack.
Same as
packet:465
SACK: SEQ):
2167535779
(8131f8a3)
2167541451
{(B81320ech)

TCP Out of Order.
Expected

Seq: 2167541451
In Pkt: 472

TCP Dup Ack.
Same as
packet: 4165
SACK: SEQ):
2167542711
{B13213b7)
2167543971
(B13218a3),
2167535779
{8131f8a3)
2167541451
{B81320ech)

10.197.4.1 0 2822526086 2167534519 o ACK

10.173.12.5 (4726 1260 2167542711 2822526086 2167543971 ACK

10.197.4.1 0 2822526086 2167534519 o ACK




Bytes in Flight

 RFC258]1 1s first version of TCP Congestion Control
(updated by RFC5681). Defines:

e FLIGHT SIZE: The amount of data that has been sent
but not yet acknowledged.

 Why does this matter?



Example #1
4 A

Source Source Destination Destination Data Expected Delta In Acked

Address Port Address Port A Length SESRELEE ke ACK {ss.milli.micro)} Flight This
Sender Packet

4380 3899888273 1990669247 2899892653 0.001.852 4,380 0
606 2899892653 1990669247 3899893259 0.000.007 4,986 o
8760 3899893259 1990669247 2899902019 0.002.140 13,746 o
24.6.68.48 208.111.39.67 (5902 0 1990669247 2899897639 1] 0 13,746

e Sender sent packets with data length of 4,380, 606, and 8760
without waiting very long.

e Then, to get the ACK from the receiver, 27 milliseconds elapsed.

e The 1dea 1s to keep the pipe filled.



Example #2
3 3

Bytes

Source Source Destination Destination IP ID Data e ACK Expected Delta In
Address Port Address Port Length q ACK {ss.milli.micro) Flight
Sender
10.197.4.1 |58315 |10.173.12.5(4726 SBEE 1260 2167520027 2822526086 2167521287 0.004.378 1,260
10.197.4.1 |58315 |10.173.12.5(4726 SBEF 1260 2167521287 2822526086 2167522547 0.000.057 2,520

10.173.12.5|4726 10.197.4.1 |58315 5340 0 2822526086 2167522547 o 0.000.031 o
10.197.4.1 |58315 |10.173.12.5(4726 SBFO 1260 2167522547 2822526086 2167523807 0.000.035 1,260
10.197.4.1 |58315 |10.173.12.5(4726 SBF1 1260 2167523807 2822526086 2167525067 0.000.579 2,520

0 2822526086 2167525067 0 0.000.033 o

e In this example, the ACKs are coming very quickly, so even
though the bytes in flight are low, there does not appear to be a
lot of waiting.



Bytes In Flight Helps Determine
Window Size

 When deciding upon the most efficient window size for
your network, the two most important considerations

are.
— round-trip latency and
—the end-to-end bandwidth on the network.

e Both elements determine the amount of data that can be
on the network ("in-flight") at any given time.



Throughput / BIF

10.19.0.200 11.807.996 25 (1.52%) 2 922 (0.1%) a3 0 38 186

10.19.0.200 38571 0.081.236 6 (0.326%) b 3K (0.44%) 3,812 1K 2K

10.19.0.200 26783 0.119.630 473 (28.91%) 473 551K {(64.58%0) 551,369 O 1K 2K

o

 We like to look at throughput as well as bytes in flight.

e Complicated area!




Bytes In Flight / Receive Buffer

U

L' =« B e R, B O 5 R
Wi W W(W| W W(w
A

(]

= | th

R e e e e e e e
ML = h 0 & W K = O

z Packet Packet Date Source Source Destination Destination Bytes
MNumber Address Port Address Port ¥

3466 |2014-02-17 22:15:41.371861 |36.109.217.115 76.231.80.42 61731 1,460
467 |2014-02-17 22:15:41.372079 |38.109.217.115 76.231.80.42 61731 1,460
470 |2014-02-17 22:15:41.442880(38.109.217.115 76.231.80.42 (61731 1,460
471 |2014-02-17 22:15:41.443057 |38.109.217.115 76.231.80.42 61731 1,460
472 |2014-02-17 22:15:41.443200|38.109.217.115 76.231.80.42 61731 1,460
473 [2014-02-17 22:15:41.443375|38.109.217.115 76.231.80.42|61731 1,460
475 |2014-02-17 22:15:41.513986|38.109.217.115 76.231.80.42 (61731 1,460

2014-02-17 22:15:41.514284|38.109.217.115 76.231.80.42 61731 1,160

: 2014-02-17 22:15:41.514435|38.109.217.115 76.231.80.42 61731 1,460

F'93478 |2014-02-17 22:15:41.514635|38.109.217.115 76.231.80.42 61731 1,460

#'43480 |[2014-02-17 22:15:41.515809(38.109.217.115 76.231.80.42 61731 1,460

793481 |2014-02-17 22:15:41.515957 [38.109.217.115 76.231.80.42 61731 1,460

F'93482 [2014-02-17 22:15:41.516115(|38.109.217.115 76.231.80.42 61731 1,460

#'43483 |2014-02-17 22:15:41.516258(38.109.217.115 76.231.80.42 61731 1,460

93487 |2014-02-17 22:15:41.584863(38.109.217.115 76.231.80.42 61731 1,460

793488 |2014-02-17 22:15:41.585073368.109.217.115 76.231.80.42 61731 1,460

F'93489 |[2014-02-17 22:15:41.585212(38.109.217.115 76.231.80.42 61731 1,460

""43490 |[2014-02-17 22:15:41.585350(38.109.217.115 76.231.80.42 61731 1,460

Bytes
11
Flight
1,460
2,920
1,460
2,920
4,380
5,840
4,380
5,840
7,300
8,760
7,300
8,760
10,220
11,680
10,220
11,680
13,140
14,600

Receive
Buffer
Size

8,192
8,192

17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408




Limits on the Sender

« Sender breaks things up
Into pieces to send out

|t takes him time to send
the pieces

« Sender can only send
as much as the other
side can absorb




Compare IPv6 and IPv4

Destination Address

208.111.39.67
208.111.39.67
208.111.39.67

e As integration of IPv6 happens, it is interesting to compare both

IP
Protocol

IPv
IPv
IPv4
IPv4

Connection
Time
{ss.milli.micro})
35.327.127
0.020.015
0.019.998
5.371.834
20.940.750
20.792. 770
20.797.733
20.795.714
20.793.697
20.741.833
6.440.179
6.108.390

Total

Packets

2K (52.01%)

7
B

LI T I R

{0.119%5)
{0.11%0)
{0.18%)
{0.25%)
{0.18%)

{0.2%)
{0.18%)
{0.18%)
{0.18%)
{(1.732%)
{1.57%)

Throughput
Packets
Per Second

=1
5]

e R e e R e e R R IR

AAA A A A

[
|

To

11K
480
480
6K
9K
QK
1K
1K
1K
9K
42K
2K

tal Data
BAEES Per Second
(0.57%) 324
(0.02%) 480
(0.02%) 480
(0.21%) 1,218
(0.5%) 495
(0.48%) 474
(0.06%) 60
(0.09% ) an
(0.06%) 60
{0.5%) 497
(2.15%) 7,026
(0.12%) 419

protocols 1n terms of throughput and bytes in flight.

Flight

e e e Y e N e Y e Y e e Y e Y e R e Y

Flight
F
=15
96
7ol
a0s
1K
139
234
156
1K
1K
a4F

Throughput Minimum Average Maximum
Data Bytes Bytes In Bytes In Bytes In

Flight
28
480
480
1K
8K
8K
579
1K
579
2K
FTK
1K




IPv4 vs. IPv6 FTP

P Connection

Time
Protocol S
{ss.milli.micro}

Throughput
Packets
Per Second

Destination
Port

Destination
Address

Source
Port

Source

Address Total Packets

38.109.217.115 76.231.80.42 |[61731

Total Data

Throughput
Data Bytes

S Per Second

102.141.228 14K {(66.61%0) 141 21M (100.0%0 ) 206,008
76.231.80.42 61731 [38.109.217.115 102.071.452 7K (33.38%) 70 0 (0.0%) -
: 2 Connection Throughput Throughput
Source Address SIS Destination Address G i Time Total Packets Packets e Data Bytes

Port Port Protocol S Bytes
{ss.milli.micro) Per Second Per Second
| 2605:6F00:877::31D4a: 438 2001:5C0:1000:4::1563 61749  |IPv6 | 65.798.625 17K (66.14%) 265 21M (99.14%) 327,692
[z001:5c0:1000:4::1563 2605:6F00:877::31DA:4B3B[20  [IPv6 | 65.669.597 BK (33.85%) 135 183K (0.85%) 2,817
- - - - - | - 26K - 21m -




Bytes in Flight

¢ - : 2 Connection Finimum Average Maximum
Source Source Destination Destination IP s
s Port s Port Protocol Time Total Packets Bytes In Bytes In Bytes In
{=s.milli.micro} Flight Flight Flight
38.109.217.115 76.231.80.42 61731 102.141.228 14K (66.61%) 0 15K 17K
76.231.80.42 |61731 [38.109.217.115 102.071.452 7K (33.38%) 0 0 0

- - - - - | - 21K

Source Destination P e
Source Address Destination Address Time Total Packets
Port Port Protocol B
{ss.milli.micro)

2605:6F00:877::31DA: 4B3B 2001:5C0: 1000:A::1563 61749 [1Pve | 65.798.625 17K (66.14%)

2001:5C0: 1000:A::1563 61749 |[2605:6F00:877::31DA:4B3B[20  [1Pve | 65.669.597 8K (33.85%)

- - - - - | - 26K

Minimum Average Maximum
Bytes In Bytes In Bytes In
Flight Flight Flight

1} 42K 63K
1} 0 0




Receive Buffer Full!

L= == N N = I, (R S T R 5 Iy

o

” Packet Packet Date Source Source Destination Destination Byutes B";:‘ES R:S'?f':re
MNMumber Address Port Address Port ¥ . .
Flight Size

¥ 95338 |2014-02-17 22:15:49.0058€1|38.109.217.115 76.231.80.42 61731 1,460 16,060 17,408
£ Y5340 | 38.109.217.115 76.231.80.42 61731 1,460 14,600 17,408
$-15341  |2014-02-17 22:15:49.019013|38.109.217.115 76.231.80.42 61731 1,460 16,060 17,408
F Y5343 | 38.109.217.115 76.231.80.42 61731 1,460 14,600 17,408

2014—02—1? 22:15:49.024393|36.109.217.115|20  |76.231.80.42|61731 1,460 16,060 17,408
P Y5346 [2014-02-17 22:15:49.037733(38.109.217.115|20  |76.231.80.42|61731 1,460 14,600 17,408
P 15347 |2014-02-17 22:15:49.037931(36.109.217.115|20  |76.231.80.42(61731 1,460 16,060 17,408
£ 5349 [2014-02-17 22:15:49.067876|38.109.217.115|20  |76.231.80.42|61731 1,460 14,600 17,408
P -15350 |2014-02-17 22:15:49.06805736.109.217.115|20  |76.231.80.42(61731 1,460 16,060 17,408
£ 5351  [2014-02-17 22:15:49.068621|38.109.217.115|20  |76.231.80.42|61731 1,348 17,408 17,408
P 15353  |2014-02-17 22:15:49.074916|36.109.217.115|20  |76.231.80.42(61731 1,460 15,948 17,408
$ Y5354 [2014-02-17 22:15:49.075095|38.109.217.115|20  |76.231.80.42|61731 1,460 17,408 17,408
P 15356 |2014-02-17 22:15:49.0868302|36.109.217.115|20  |76.231.80.42(61731 1,460 15,948 17,408
F'15357 |2014-02-17 22:15:49.088483(38.109.217.115 76.231.80.42 61731 1,460 17,408 17,408
F'15350 (2014-02-17 22:15:49.093578(38.109.217.115|20 76.231.80.42 61731 1,460 15,948 17,408
F'15360 |2014-02-17 22:15:49.093797 |38.109.217.115 76.231.80.42 61731 1,460 17,408 17,408

F95363 |2014-02-17 22:15:49.107212|38.109.217.115 76.231.80.42 61731 1,460 15,948 17,408
F15364 |2014-02-17 22:15:49.107384 |38.109.217.115 76.231.80.42 61731 1,460 17,408 17,408

it



Impact?

L= = = N N = I, (R S T R 5

1
11
12
13
14
15
16
17
18

o

7 Packet Packet Date Source Source Destination Destination Bytes
NMumber Address Port Address Port ¥

#'95338 |2014-02-17 22:15:49.005881|38.109.217.115 76.231.80.42 61731 1,460
F"915340 |2014-02-17 22:15:49.018754|38.109.217.115 76.231.80.42| 61731 1,460
F"45341 [2014-02-17 22:15:49.019013[38.109.217.115 76.231.80.42 61731 1,460
F"915343 |2014-02-17 22:15:49.024007 [38.109.217.115 76.231.80.42| 61731 1,460
PY5344  |2014-02-17 22:15:49.024393|38.109.217.115 76.231.80.42 61731 1,460
F"15346 |2014-02-17 22:15:49.037733 [38.109.217.115 76.231.80.42| 61731 1,460
¥"945347 [2014-02-17 22:15:49.037931|38.109.217.115|20 76.231.80.42 61731 1,460
#5349 [2014-02-17 22:15:49.067876|38.109.217.115 76.231.80.42 61731 1,460
PY5350 |2014-02-17 22:15:49.068057 |36.109.217.115|20  [76.231.80.42|61731 1,460
F"15351 |2014-02-17 22:15:49.068621|38.109.217.115 76.231.80.42 61731 1,348
¥ 95353 |2014-02-17 22:15:49.074916|38.109.217.115 76.231.80.42 61731 1,460
F"15354 |2014-02-17 22:15:49.075095|38.109.217.115 76.231.80.42 61731 1,460
¥ 95356 |2014-02-17 22:15:49.088302|38.109.217.115 76.231.80.42 61731 1,460
F"15357 |2014-02-17 22:15:49.088483 38.109.217.115 76.231.80.42 61731 1,460
¥ 95359 |2014-02-17 22:15:49.093578|38.109.217.115 76.231.80.42 61731 1,460
15360 |2014-02-17 22:15:49.093797 [38.109.217.115 76.231.80.42 61731 1,460
#'95363 |2014-02-17 22:15:49.107212|38.109.217.115 76.231.80.42 61731 1,460
F"15364 |2014-02-17 22:15:49.107384|38.109.217.115 76.231.80.42 61731 1,460

20
20
20
20
20
20
20

Bytes
in
Flight

16,060
14,600
16,060
14,600
16,060
14,600
16,060
14,600
16,060
17,408
15,948
17,408
15,948
17,408
15,948
17,408
15,948
17,408

Receive
Buffer
Size

17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408
17,408

Fill
Buffer
Time

224
12,873
259
4,994
386
13,240
198
29,945
181
a64
6,295
179
132,207
1B1
5,095
219
12,415
172

: JE 3 3




It could be the network!

RTT
Retransmissions

Duplicate acknowledgements /
segments

Out of order packets



Doing it Securely

Sometimes security can
be configured incorrectly

Will slow down traffic
because of unneeded
overhead

How?



SSL Application Data Packet

Mo, |Time |Source |pestination |Protacal |Lenath |1dentification
51la2 210.820%94 2000 173,194, 34,100 10.32.165.157 TLSw]. 2 95 Oxbaz2 (47657
<]
F Frame 51&2: 95 bytes on wire (760 bits), 95 hytes captured (760 bits) on interface 0
F Ethernet II, Src: IETF-WRRP-WRID_&% (00:00:52:00:001:6%970, Dst: IntelcCor_20:1la:d0 (9c:de:36:20:1a:do)
# Internet Protocol]l wersion 4, Src: 173.194.34.100 (173.194.34.1000, Dst: 10.32.165.157 (10.32.1585.157)
F Transmission Control Protocol, Sre Port: https (44370, Dst Port: 59622 (596220, Seq: 4582, aAck: 1788, Len: 41

E Secure Sockets Laxer

B TLSvl.Z Record Layer: application Data Protocol:
Content Type: application Data (230
version: TLs 1.2 (0=x03030 -
Length: 36
Encrypted application Data: 000000000000000540Fbb32030%dbTlhe%es1fe558137dced. .

0000 Oc 4e 56 20 la d0 00 00 G&e 00 OL 60 08 00 45 00
OUl0 00 51 ha 29 00 00 3a 06 46 9a ad c2 22 64 Da 20
0020 af 2d 0l bb 28 e6 68 f1 ed 66 5d 6b b4 95 50 18

0030 02 34
WERNCC 00 05 40
0050  EXSNEIRt= iR

* Application data record has the actual data



SSL Application Record Overhead

Mo, |Timme |Source |Destination |Protacal |Length |1dertification
flaz 210.62094 2000 173.1%94, 34,100 10.32.16a5.157 TLSWL. 2 o5 Oxbaz9 (476570

=
F Frame 5162: 95 bytes on wire (760 bhits), 95 bytes captured (760 bits) on interface 0
= Ethernet II, =Src: IETF-VRRP-VRID_69 (00:00:52:00:01:697, Dst: IntelCor_20:1la:d0 (9c:de:36:20:1a:dd]
H Internet Protocol wersion 4, sre: 173.194.34.100 (AF3.194.34.10070, Dst: 10.32.165.157 (10.32.165.157]
F Transmission Control Protocol, Src Port: https (4430, Dst Port: 59622 (596220, sSeq: 4582, ack: 1788, Len: 41
= secure sockets Lawer
E TLEwl. 2 Record Layer: application Data Protocol: http
Content Type: Application Data (23]
version: TLS 1.2 C0x03030
Length: 36

0000 OcC d4e 36 20 la do 00 00 GSe 00 Ol 63 08 00 45 00
0010 00 51 ba 29 00 00 3a 06 46 9a ad <2 22 &4 0a 20
0020 a5 9d 0l bb 28 e6 geE 6b b4 95 50 18
0020 02 95 80 34 00 00 0o i[s
0040 [ 0& Cu su o ot oaw 2O 1f 95 81
Qo050 ad aa 54 21 f4 f9 5 of 51

Tol il
[FL s

 Qverhead with each data record



Secure JIockets Layver
TLSw1l Record Layer: Hanhdshake Protocol: Encrypted Handshake Messadge
Content Tvpe: Handshake (22)
Yersion: TLS 1.0 (0x0301)
Length: 36
Handshake Protocol: Encrypted Handshake Message
TL3w1l Fecord Layer: Application Data Protocol: Lpplication Data
Content Type: ALpplication Data [(23)
Wersion: TL2 1.0 (0x0301)
Length: =21
Encryvprted Application Data: d22foceliS514S5doSbhecSaiSacfcs7edebhe7dd28556
TLSw1l Record Layer: Application Data Protocol: Application Data
Content Type: Application Data [(23)
Version: TL: 1.0 [(O=x0301)
Length: 21

Encrypted Application Dats: cS5122f341azbdoSzZ76f12799fbofo6E39220946037 Port 3088

TL3w1l Fecord Layer: Application Data Protocol: Lpplication Data .
Caontent Type: Application Data (23) Sendlng abOUt 50
Version: TLS 1.0 [(0x0301) application data
Length: =21
Encrypted Application Data: Zasf944ebal4cfe80c0dzb7olS851c1355bbEhE1660 records per

TLS3w1l Becord Layer: Application Data Protocol: Lpplication Data
Content Type: Lpplication Data (23) paCket at 21 bytes
Wersion: TLS 1.0 (0O=x0301) eaCh_

Length: =21
Encryvpted Application Data: 3dSObadedcsoSoffcdlssbebhSVasScefbhoce7asvhe
TLSw1l Record Layer: Application Data Protocol: Application Data 1 byﬁe Of(jaia._

Content Type: Application Data [(23)

Yersion: TLS 1.0 (0Ox0301) 20 bytes of

Length: =21

Encrypted Application Data: S0hhZabd4f5317680bhSef2bheSec58eiffbffdde7571 Overhead!
TLS3w1l Fecord Layer: Application Data Protocol: Lpplication Data

Content Type: ALpplication Data [(23)

Wersion: TL2 1.0 (0x0301)

Length: =21

Encryvpted Application Data: 0%aailbhoSdebaesedbhd47ld4cabhofclicfbhi0ldlaeesSdds
TLSw1l Record Layer: Application Data Protocol: Application Data

Content Tvype: Application Data (23]

Version: TL: 1.0 [(O=x0301)

Length: 21

Encrypted Application Data: Icha3iS53717eafZidalieliZfaf:237653453e5c715014b1
TL3w1l Fecord Layer: Application Data Protocol: Lpplication Data




Summary

* |t will only get worse!
* More SSL!




Contact Info

Nalini Elkins
Nalini.elkins@insidethestack.com

(831) 659-8360

Love to hear from you!



