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* Background
* Gotchas and Challenges with Layer 2 Control

Protocols (L2CP)

*Layer 2
 LACP
« UDLD
» Configuration Test Protocol (loopback)
» Ethernet Flow-Control

 Between the lines
* Wrap-up
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Background
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* From Germany (sorry the accent) PR
* More than 10 year Dual-CCIE ( )
(R/S, Security)

 Sniffer Certified Master ——

» Wireshark Certified Network Analyst CERTIFIED
*VMware Certified Professional vmware
* |[Pv6 Forum Certified Engineer (Gold) e
* More than 18 years in the

(3 )
networking area "@/

CERTIFIED
ENGINEER
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My first data network analyzer

* Wandel & Goltermann DA-30C - still working ©

T VNS
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Gotchas & Challenges with L2CP

Capture Files:
https://app.box.com/v/isharkfest2016-layer2
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Interference

* Physical Layer (1) /
4L

« Data Link Layer (2) &
* Network Layer (3)

* Transport Layer (4)
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BTW - what is a Link with Ethernet?

* Speed
* Duplex

«MTU ,‘(, =
* Auto-Negotiation

* Flow-Control

 MDI/MDI-X

 Remote-Fault / Local-Fault / FEFI
 Carrier-Delay

 Debounce Timer
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Challenge 1 - leferent kmd of links

« Copper
- 10/100/1000/10000 traffic

* Fiber
» 10BASE-FL
» 100BASE-FX
» 1000-BASE-X
- 10G/40G/100G
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Challenge 1.1 - Copper links

» Copper — 10/100/1000/10000 traffic
* Taps — Gotchas

» The Tap negotiates separately with each side of the full-duplex link

Menitering Tool

* One Link before — with Tap two Links segments a @

* SPAN — Gotchas Lo L

Natwork Ports

SW 2520 (eth-25)# monitor
25: Cannot monitor a dynamic LACP trunk. ala
SW 2520 (eth-25) # i '

e Link Loss Carry Forward or Link L. J ]7A{_'”
Failure Propagation
* PoE (e.g for 802.11ac Wave 1 and Wave2 APs)
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Challenge 1.2 - Fiber Links

* Duplex/Simplex

» Single strand BiDi \ _.
« Power Level / Split Ratio g ~u
* Multi-Wavelength Tap (CWDM/DWDM) T

* Taps — the best for single data stream
» Passive Optical Fiber TAPs ‘ \sm

* QSFP+ /N

 BiDi Transceiver -

+CFP, CFP2, CFP4, CXP \
* SPAN — Gotchas Ly
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Challenge 1.3 — DAC & AOC

* Direct-Attach Cable

* also known as a twinax cable

* Active Optical Cable (AOC)

i \
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Challenge 2 — Display Environment

* Know your MAC-Addresses and /
write it down
* Use aliases and well-known names

LACP

- 5 LACP_KEYS
= - — U LD Pl
Datei Bearbeiten Format Ansicht 7 Hetfioa
HTP
00:26:b9%:be:9c:87 EIGENE-MAC-WF ot
00:0e:8B3:16:£5:10 SWITCH-A--FORTZ25 plugins
00:13:c4:12:0£:0d SWITCH-B——PORT22 "‘I”'"“”’T"‘""‘
00:1%:3a:d9:21:80 SWITCH-B—SYSTEM :_‘1:,\,!
00:19:aa:d9:c7:00 SWITCH-A-SYSTEM a0s
00:80:C8:37:AR1:1B UsB-101 SP-GERASTEL
00:80:C8:3B:53:CC USB-104 e
L
00:1D:45:TF:63:04 SWl oPChL |
00:1C:B0:83:22:8 w2 TP HANDSHAKE |
LD
VIDED
L] WLaN
* Use Profiles
r I Hhustoallh

Praofi
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Challenge 3 — General

* _ocation

* Local versus different Data centers i
* LAN versus WAN / MAN

» Layer 2 VPNs
* Virtualization

* Time stamping / correlation

* Cluster Systems

 Multi-Chassis
* Fabrics
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Time for Questions
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Link Aggregation Control Protocol
(LACP)
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Link Aggregation Control Protocol (LACP)

* What is LACP?

» A Layer 2 protocol to logically bundle multiple physical ethernet links e
into one

- Why LACP?

« for increasing bandwidth and build-in redundancy

 Who need it?

» Everyone from the networking field

* Benefits?
 Failover, load-sharing, acting as one

* Requirements
« “... all interfaces in the channel group must be the same type and speed”
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LACP Standards

-
- IEEE Std 802.3, 2000 Edition - Clause 43 '?"

. 802.3ad
° IEEE Std 8021AXTM -2008 IEEE Std 802.3 revision plan @

* 802.1AX not 802.3ax

 |EEE Std 802.1AX™-2014

* Revision of IEEE Std 802.1AX-2008

Nom Targe prddecancn dame s twper candad Sowd appe =

2005 4 2006 ‘ 2007 ' 2008
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Terms

* Link Aggregation

* Link Aggregation Group (LAG)

* Link Aggregation Control Protocol (LACP)
* Link Aggregation interface

* Member interface (member link)

* Active, inactive and standby interfaces

« Aggregator port

* Actor / Partner

* Active / Passive

« Upper / Lower threshold for the number of active interfaces
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LACP Requirements

« “... all interfaces in the channel group must be
the same type and speed” .
«“... as either Layer 2 or Layer 3 interfaces”
* the interfaces that participate in a Port-Channel can
include both the copper and fiber-optic ports
* interface attributes

 Really — nothing forgotten ?

* Please remember the Slide "what is a Link with Ethernet”
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LACP Notes

* Link Aggregation Control and Marker

Protocols are encoded with Ethertype L\ ¥

* Ox8809
e Destination Multicast MAC Address: 01-80-C2-00-00-02

* multiple physical links to provide a single
logical link between exactly two entities

*in LACP there is no explicit confirmation from
a neighbor that he had received LACPDU

* LACP selects a port for each frame
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LACP Load-Balancing
* |Pv4 packets > {/w
o4

*|Pv6 packets
« MPLS packets 7'
 Layer 2 Frames except IPv4, IPv6 and MPLS

packets

* TRILL packets
 FCoE packets

- The Load-Balancing code is platform dependent
and most use a hashing algorithm by the LAG
- LACP isn't "additive", it's a LB mechanism!
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Load-Balancing - Values in the frame/packet header

« Source MAC address

e Destination MAC address
« Source |IP address

e Destination IP address

* Source port

* Destination port

* |IPv6 Flow label

* MPLS label(s)
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LACP — Marker Protocol

* Marker Generator

* Marker Responder

* Wireshark can dissect it

* The 802.3ad standard also provides two
methods to ensure that packets are not
disordered when moving conversations.
They are time-outs and the Marker
Generator

* Never captured by me — and | capture very
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LACP — Marker Protocol

 [EEE Standard versus Dissection

M coo

f Frame 192: 124 bytes on wire (992 bits), 124 bytes captured {992 bits) |EEE Zed B0 1AN-2014

P Ethernet II, Src: Ciscolnc _Ff:63:02 00:1d:45:7F:65:02), Dst: Slow-Protocols (O0L1:BO:c2:00:( IEEE STAMDARD FOR LOCAL AND METROPOLITAN ARER NETWORKS—LINK AGGREGATIN
Slow Protocaols

Slow Protocols subtype: Marker Protocol (Ox02]

= Marker protocol Markes FOU Ciessts Marher Responss FOU

version Number: Ox(l

TLY Type: Marker Response Information (0x020 AcHor = M ; Pty = M
TLY Length: 0x14 Versian Numbes 1 ermien Numbsr
Requester Port: 32768 TLY_type = Masker Irformation 1 TLY_fype = Mather Fespanse indormation

Requester Systam: Ciscolnc_7T:83:00 (00:1d:45:7F:63:007
requester Transaction ID: 98304

TLv Type: Unknown (Ux3c Requester_Por : Requester_Fon
TLY Length: Qx0D Fequester_System 8 Reguester_Tymiem
Requester Port: o - =
REqUESTEr System: MS-NLE-PhysServer-20_80:00:00:1c {02 :14:80:00:00:1c)

Markes_iviormation_Leng= 18 Marker_Resporse_information Lengh = 18

Reguester_Transacoon_ D Regeeswer_Transacoon_i0

Requester Transaction ID: 2951416832 Pad=0 2 Fad=@
TLY Type: Unknown {O0x800 TLV_type = Terminstor 1 TLV. type = Tarminame
TLY Length: Ox00 I =
Ti L =0 Terr r L =0
RequesTEr Port ! ool s, o i | engh
Resered B0 Heseread
FCS 4 FCs

= =l Adjusted by Packet
Editor - no real frame
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Capturing LACP

) 38
@ Keep all your capture points in time sync
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Capturing LACP - Reality

4 °Lab Environment
' * The Hardware Ethernet Analyzers
provides different methods to capture
packets inline and full-duplex.

* Copper or Fiber — up to Gigabit

&8 - \Vireshark used for further analysis
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LACP - Flow Graph

EyoeCam_ic ki Heslet®_b3: 7101 Hewlett?_bd: 11i9e TyweiCom fcic:09 Pl b3 715 Hewlett_b3: Th:d TyweiCoe_ficicd:ib Hewietth_bk 71
Sorw-Proioonis TyxedCom_fiecic 0@ Dywmiiom_foe BT TreelCom _Scckhs Hewiab® b Mot 3 pemiom_pecic 18 Fyemitom s i
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LACP — Capture and Display Filter

Capture filter for selected interfaces; | |Eﬂ'|er proto 0x8809 'E'
&
f= = = = = E
i ; [
31| [ LaN-Verbindung (ee@) 1ldh [12] i _
(e@1) jeq #8%8809 g | if 3
(862) ret #262144
(@83) ret #2
l!lllslnw l!ll||acp|
MHa, Tirne DELTA SRC-MALC Ma. Time DELTA SRC-MALC
3 12.538944806 @, ppeeoaaag 98:16:35:b3:71:9F 3 12.538944866 8.po0e00E88 BB:16:35:b3:71:09f
4 12.5816%66688 @.842752808  bB:b2:dc:bc:ic3:86 4 12.581656886 @.842752888  bB:b2:dc:Bc:ic3:86
6 134.38416c0888 121.882454888 bB:b2:dc:6c:c3:86 6 134.38416c0088 121.882454888 bB:b2:dc:6c:c3:86
Frame 3: 124 bytes on wire (932 bits), 124 bytes cap P Frame 3: 124 bytes on wire (992 bits), 124 bytes caf
Ethernet IIL, Src: HewlettP b3:71:9f (88:16:35:b3:71: I* Ethernet II, Src: HewletiP b3:71:9f (@9:16:35:b3:71:
4 Slow Protocols 4 Slow Protocols
Slow Protocols subtype: LACP (@x@1) Slow Protocols subtype: LACP (8:x@1)
4 link Aggregation Contrel Protocol 4 Link Aggregation Control Protocol
| Il | eth.src[0:3] == bi:bZide Packets: 36 - Displayed: 20 (55.6%) + Load time: 0:0,2
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LACP in Wireshark 2.0

—'r‘t— News Let Aoguainted « Get M
WIRESHARK

Display Fitter Reference: LACP

Protocol field name: lacp

Verslona 2000w 202
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LACP — in Detall

4 Link Aggregation Control Protocol
LACP Version Number: Bx@l
Actor Information: ex@l

Actor Information Length: @x14
Actor System Priority: 32768
Actor System: SWITCH-A-SYSTEM (8@:19:aa:d9:c7:08)

Actor Key: 18 ACTOR
Actor Port Priority: 32768

Actor Port: 274

Actor State: Oxyd, LACP Activity, Aggregation; Synchronization, Cellecting, Distributing, Defaulted
Partner Information: @x@2
Partner Information Length: éxl4

Partner System Priority: @
Partner System: @0:88:00 08:00:00 (00:08:00:00;00:00)

Sufesaliine PARTNER
Partner Port Priority: @
Partner Port: @

Partner State: ax8a

Collector Information: @x@3
Collector Information Length: @xi1@ COLLECTOR

Collector Max Delay: 32768

Terminator Information: 8ux8a TERMINATOR

Terminator Length: 8x88
Reserved: 22880006008000000002200800R020000000000000000880. ..
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4 Actor State:

@7

. = LACP Timeout: No

. = Synchronization: Yes

LACP — Flags (Actor)

Bx3d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing
= LACP Activity: Yes

= Aggregation: Yes

= Collecting: Yes

. = Distributing: Yes

_ fefariteds o Activiby conkrol walue For this link, Ackive = 1, Passive = O {lacp. actorState., ackivity), 1 Byke

Expired: No

Timeout contral walue for this link. Short Timeout = 1, Long Timeout = 0 (lacp: ackorStake. timeout), 1 Byke

#ggregatable = 1, Individual = 0 {lacp,actorstate, aggregation), 1 Byke

In Swnc = 1, Qut of Sync = 0 flacp. ackorState. synchronization, 1 Byte

Collection of incoming frames is: Enabled = 1, Disabled = 0 {lacp. partnerState. collecting), 1 Byvte

Diskribution of outgoing frames is: Enabled = 1, Disabled = 0 {lacp. partnerstate distributing), 1 Byte

1 = Actor Rx machine is using DEFALULT Partner info, 0= using info in Rx'd LACPDU (lacp, partnerskate, defaulked), 1 Byte

1 = Ackor Rx machine is EXPIRED, O = is MOT EXPIRED {lacp.partnerState. expired), 1 Byte
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LACP — Lua script for the flags

 Lua dissectors are a great way to enhance Wireshark

Mo, Time: Solrce Destination Protocal  Length  LACP Flags
7 19.200935712 HewlettP b3:71:9b “low-Protocols LACP 128 **DCRGHA, F*¥DCSGHA
8 121.845225892 ZyxelCom Gc:c3:i86 Slow-Protocels LACP 128 EF*##*G¥a HFOC¥*SH
9 121. 848485247 HewlettP b3:71:9T Slow-Protocels LACP 128 **DCoEHR, FEFEFGER
1@ 122.@37726486 ZyxelCom Goic3:B7 5low-Protocels LACP 128 EF*®®EHy , ¥EOCH*ES®
11 122.0602625887 HewlettP bB3:71:9c Slow-Protocols LACP 128 **DCSGHAE,FEFFE*GHL
12 122.198438937 ZyxelCom Bcic3iBY “low-Protocols LACP 128 EF***g*p FEDC**S*
13 122,221484921 HewlettP b3:71:9a “low-Protocols LACP 128 *#FDCREHA,FRFFErGTL

Frame ¥: 128 bytes on wire (1024 bits), 128 bytes captured (1824 bits)
Ethernet IT, Src: HewlettP b3:¥1:9b (@@:16:35:b3:71:9b), Dst: Slow-Protocols (@1:88:c2:00:00:02)
Slow Protocels
Link Aggregation Control Protocel
“ LACP Actor Flags
LACP Flags: **DCSG*h
¥ LACP Partner Flags
LACP Flags: **DCSG*A

See Lua Script “TCP Flags for Wireshark”
by Didier Stevens - modified for LACP
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LACP — System-ID

4 Link Aggregation Control Protocol
LACP Version Number: Bx@l
Actor Information: Ex@l
acior Ioformation length: Byl
Actor System Pricrity: 32768
Actor 5:.':.tn:rr: 5'..'ITCH. A=SYSTEM (©80:19:aa:d9:c7:88) SyStem-ID
ALLUE hl:) « A5
Actor Port Priority: 32768
Actor Port: 274
Actor State: Oxyd, LACP Activity, Agpregation; Synchronization, Cellecting, Distributing, Defaulted
Reserved: 9Qa980

System-ID = System Priority plus System MAC address

* The endpoint with the lower System-ID makes the decision about
which ports are actively participating in the port-channel at any
given time.

* The lower the value becomes the Actor and determines the links
between the LACP partner switches that are in active and standby
states for each LACP port channel.

* When the System Priority is same, the device with lower System
MAC will have higher system-priority.
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LACP — Actor Key

4 Link Aggregation Control Protocol

LACP Version Number: @x@l
Actor Information: @@l

Actor Information Length: @x14
Actor System Pricrity: 32768

—_—

Actor Port: 274

Actor State: Oxyd, LACP Activity, Agpregation; Synchronization, Cellecting, Distributing, Defaulted
Reserved: 9Qa980

Actor Key

* Value assigned to aggregator ports and physical ports that are
candidates for joining a LAG.

* Only ports with matching keys are allowed to aggregate.
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LACP — Port-ID

4 Link Aggregation Control Protocol
LACP Version Number: @w@l
Actor Information: ewdl
Actor Information Length: @x14
Actor System Pricrity: 32768
Actor System: SWITCH-A-SYSTEM (0@:19:aa:d9:c7:08)
Actor Key: 18

Actor Port Priority: 32768
Actor Port: 274 Port-ID

Actor State: Oxyd, LACP Activity, Agpregation; Synchronization, Cellecting, Distributing, Defaulted
Reserved: 9Qa980

Port-ID = Port Priority plus Port Number

* The lower the range of the Port-ID, the more likely that the
interface will be used for LACP transmission

* Port Priority decides which ports should be put in standby
mode when there is a limitation that prevents all compatible

ports from aggregating and which ports should be put into active
mode.
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LACP — Actor Election

LI m" o)

'v'fv’u_oﬁ'u‘—'m'—~

LR a)
IR

LACP port priornty LACP port priority _'___l_
|

2 2 o
2 1

The device with lower

The device with higher
system priority

system priority

LACP port priori LACP port prion

DeviceA 1 FRRY v A 3ty DeviceB
2 2
3 1

Actor

LACP port priority LACP port priority . —
e DevIEeD Decision Maker >

1 3
| 2 Which ports are part of
~ 1 the aggregation

Actor

Device
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LACP interaction with LLDP

4 link Layer Discovery Protocol
Chassis Subtype = MAC address, Id: @@:1e:58:b4:8f:c3
Port Subtype = Locally assigned, Id: 1/1
- Time To Liwve = 128 sec
I Port Description = RMON Port 1 on Unit 1
System Mame =
System Description = Gigabit Ethernet Switch

M coo

[+ Capabilities
__TEEE 8A2.3 - MAC/PHY Configuration/Status
4 TEEE 882.3 - Link Aggregation
1111 111 ... wie. =TLV Type: Organization Specific (127)
‘i @ BePa 186l = TLV Length: 9
Organization Unique Code: IEEE 892.3 (8@xeel2ef)
IEEE 8@82.3 Subtype: Link Aggregation (Bx83) =
4 pppregation Status: Bx@l o
.1 = Aggregation Capability: Yes
.8. = Aggregation Status: Disabled

Aggregated Port Id: @

1EEE BMZ.3 - Maximum Frame >1ze
= End of LLDPDU
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MC-LAG with LACP

* MC-LAG - LAG terminate on separate chassis|

« MC-LAG is not covered under IEEE standard |

* Multi-homing for redundancy

* Active-active to utilize all links which otherwise
may get blocked by Spanning-Tree

* no modification of LAG partner

* Temporary loops or duplicates not acceptable

* Split brain handling

* One the way for multi-vendor implementation
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MC-LAG — different vendors — different names

e Cisco:  Force10 @
» StackWise * Virtual Link Trunking

» Virtual Switching System (VSS) « Avaya (Nortel)
* Virtual Port Channel (vPC) -+ Split multi-link trunking

*Juniper « Cumulus Networking
» Virtual Chassis (VC) - Multi-Chassis Link

e HP Aggregation
* Intelligent Resilient Framework (IRF) e Arista Networks

* Extreme Networks - MLAG
« Inter-Switch-Connection e _and many others
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MC-LAG with LACP

Muiti Chassis LAG

-
¢ ot
PE1

ME-LAG peerir)g information is
exchanged and jdjacency formed

i I N\
by i P Al e
S T

Y
-
T
.

-
oy
=3

PE2

Figure 1. A basic MC-LAG Example
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MLAG with LACP

7 e
= Peer-Link C
e RN | Peer-Link e Crrr e el |
| fermu-t g ALl reisfeteteteieisiatele =1 2= ]
:j:)‘ 2 tier
(2 layer, full mesh)
E.
§ SRR
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LACP in Fabric/Cluster/vPC/Switch Stacking
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LACP Challenges from the field

SharkFest ‘16 « Computer History Museum « June 13-16, 2016



Frame Size different

Destination Protocol | Length | Info

Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocels  LACP 126 | Link Aggregation Control ProtocolVersion 1. Acter Port = 7 Partner Port = 1
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port =1 Partner Port = 7
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 126 | Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port =1
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 126 | Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port =1
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 124 | Link Aggregaticn Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 126 | Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port =7
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Timer different — not short or long

203 881216000 LACE: Link Aggreganon Contioi PeotocolMersion 1 Actor o » 1 Parnar fom e T
204 881245000 LACE: Link Aggregatan Conol ProtocoiVerion 1. Acsor Poet = 1 Pasnar ot = T
'mmm LACH: Lirk Aggregatian Contol Protocofienicn L Acsor Pest = T Pamnar Peet = 1 ]
05381716000 LACP: Link Aggragation Convoi ProtocoMamon 1. Acter Don = 1 Pannar Po =T
06881248000 LACE Lk Aggregatian Cantesl ProtocelVemnsen 1 Acser Dot = | Barnis Pont = 7
| 307 534076000 ||.mr Lirsk ksgregatian Control Pastnceiverson 1. Scaer Bon = 7 Partnes Ponr = ] ]
207 BE124E000 LACE: Lk Aggregitan Contal Pistacelverion 1 Actar Dor = 1 Padnet Dot = 7
08 81 ZR0000 | LACP Lirks Aggregesian Contral Prosoccienion 1 Aftor Post = 1 Paner Pa = 7
[ || 209534044000 || LAcP: Lk Aggragatien Contol ProtocotVerson L Actar ot = 7 Panrer Bt =1 |
209 581 280000 LACR: Link Aggregetian Control Protocofitersion 1 Actor Pot = 1 Pertner Pot = 7
21088131 2000 LACR: Link Aggregation Control Protocoferson L Actor Port = 1 Partner fot o T
I11.534984000 LACP: Link Aggregatian Control Protocofferson L Actor Poet = 7 Partner Port = 1
211 381312000 LACE: Lk Aggregaton Conirnd Protocoferson 1. Aczor Pomt = 1 Panner Pom = T
212 BE1312000 LALE: Lk Aggregeton Conol Protocoferson | Actor Boer = 1 Partner Pom = 1
213 534544000 LACE Link Aggregatian Contral ProtocoiVerson L Actar Port = 7 Pamner Port = 1
213 BE1312000 LACR: Link Aggragesan Contro! Protocoferson L dctor Bom = 1 Panner Port = 1
T4 BE1 34000 LACE: Lirk Aggreganan Conbol PrococoiVersen 1 Actor Port = 1 Partnar Post = 7
215534544000 LACE: Link Aggregaton Contiol PeotocolMersion 1. Actor Por » 7 Farnar fom e 1
5881384000 LACE: Link Aggregatan Conpol ProtocoiVernon 1. Actor Poet = 1 Pasnar Pot = T
216881376000 LACH Link Aggesgetan Conpol Protocolyenion 1 Actsr Pon = 1 Pasner Pont = 7
A7 534944000 LACE: ik Aggregatian Conteol ProtocoiVamon 1 &cisr Doa = 7 Pamnar Dot =
7 AE1376000 LACE Lk Aggregatian Cantesl ProtocelVemnen 1 Agar Poet = | Barnas Pan = T
B AZ1 376000 LACP: Link Aggregetion Contesl Protscolfanion T &ctar Pon = ] Paaner Perr =T
218 534944000 LACE Link Apgregisan Contol Pastacolvenion L Actar Doet = 7 Parnet Do = ]
Z19 881376000 LACP Lirki Aggregisian Conteo! Protoccivienion I Actor Dost = | Paner Dot = 7

Every two seconds from the link partner
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Time for Questions
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Unidirectional Link Detection
(UDLD)
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UDLD Basics

* Cisco UDLD feature is documented in RFC 5171

INFORMATICNAL

Networ k Working Group H. Foschia

Requesat for Compenta: 5171 Cisca Sys:ems

Category: Informational April 2006
Cigco Systems UniDirectional Link Detection (UDLDP) Protocol

* Different names and implementations

 Device Link Detection Protocol (DLDP)
* D-Link Unidirectional Link Detection (DULD)

 Three Paket Formats

* Probe
 Echo

* Flush
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UDLD Basics

* Many vendors have their own proprietary solution

« LACP protocol in a single member LAG
« Own Ethertype

 Layer 1 "fault" indication is the "loss of light"
* Why it is needed — we use Auto-Negotiation with

Remote-Fault?

« Different wavelengths of optical signaling (10/100/1000)
 EoSDH

* Used for miswiring detection
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Cisco UDLD Notes

* Cisco UDLD are encoded with LLC, standard )
Subnetwork Access Protocol (SNAP) format ./
and Protocol ID 0x111

* Destination Multicast MAC Address:
01:00:0C:CC:CC:CC

* Fast Hello enhancement available
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UDLD Modes

* Aggressive Mode:

« UDLD will declare link as unidirectional and will disable
interface, if no reply has been received for subsequent 8 PDU
message transmitted at an interval of 1 sec.

 Normal Mode:

* Link will be disabled immediately if PDU reply has not been
received within predefine timeout interval.
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UDLD Capture

18
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UDLD in Wireshark — Custom Columns

!

Fie Bt View Go  Cepfwe . Snahoe . Wehcdics  Telephony  Winsten:  Tooh  Heip
- = = e e
Rl qs=s= ;__‘_-'q."a.'-x"
T | Cusisn = Tl b ik Lo T |
Cieta [ETEN Cexirabin Fromesl  Length  Opcode  Mhessermreied el Ewipen Sl Brough e im ks

i iGN Clscalag FReda:El COP/VTR DR/ B/ ULl UL i) Probe ] el &L s fevice

T 14,7875 14393875 Clscolnc S3ralrBl COPSVTP/DTR/PAGPFIDLD UDLE 138 Frobe (1] B LHLH 85

318, PRET?  B.8ESH33 Clece

PFoES i COPVTR/OTE Pigh ubu i 104 Frobe axig ol [

183 bytes oo mlre (072 bits), 189 bytes captured (ETE BEtz) on jsterface 8
5 Ethernet
Logical-iink Control
Unidirectional Link Detection
B, = Wersionr 1

i BB = Cpcodei Brose (1)
Flags: 1

theckpus: Sulaca

Device T FOOL 132V A

as

&

ID [=BEel)

Sent through Intecface: GI8/1
# Type| Echo, lengthi 20
Typa: Echa (S5}
i 20

Bt DOk b 34154 51 11 13365 ad TS T bedlaS 4 T LT & 1 1
e et (s Field occurrence is ve ry
Type: Mewimpe Interval (D)
L thi 5
# Type| Tlseaust LnfErval, length: 5
Type: Timecut Enterual (Sudees)

useful in such case. Every
udld.data field as a
custom column

# Type| Devlce name,
Type: Device meme |Ow
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UDLD in Wireshark — Flow Graph

134.563434102 Lprevice 10: CATHIGIG UDAD Device 10 CATLIZ6ZGWS Por: TDv GA¥1
135.158474831 Device 10 PO Y WOAD: Device [0x EDOIIIZYINS . Port 10: GAVI
149,562451852 upevics I0) CATHIIEZG ., UDLD: Deviee 10: CATLIMEZGWS Peat 10: GIY
150. 167414588 (Devee 10 FOOMAIIVE UGLD: Device ID: FOOI132YIWE Port I0: G
164,55 1503964 5 Luice Py CAPELMIE. UCALD: Device I0x CATII262GWS Port 10: GN1
165. 156358585 iDevice I0: FOOLLIIVE UDADH Device 1Dy FDOIIZYIWE Port 10y GV
179, 550505628 5 peen T CATIIMEAR. | UDLD: Device 1Dy CATII26ZGWS Por 10: GAN1
160, 165306035 (avice 1D FROTLIZN, UDLD: Device 1D FDOLI3ZYIWS ot 10t GHYL
194.559523539 [ peice 10 CATILIGIG | r O ‘ UDLD: Davice I0r CAT1126Z6WS Port 1Dy GN1
195, 172638535 {Device 1) FUCHEYE LELE: Deys .

! M Wireshark - Dispiay Fiter Expeeazion
205,378001108 [ - LICAD: D "
206, 170202971 E UOLD: Delf Fekdfeme _

| : 4 LIOLD  Unedirectional Link Detection
O NGIL | - - o bDLE: De udldlehecksurm - Checksum
207.5164550 14 : UDAD: De udld.data - Data
207, 584935676 | LD D wdld.device_id - Device 10

1 ; udid.fiags - Flags
207.612269501 i LiDLD: De ueid gy - ReSynnch
207616646033 E E | UDLD: e il flags.1t - Recommended timeout

C_ udld.opcode - Opoode

207532935271 | O HICRD: D udld sent_through_mterface - Sent throu...
208. 166862767 ! UDLD: D udldiklen - Leagth

i ) udidblen.irvalid - Expert Infa
208, 560285996 5 i UDLD: De ey
209, 165082036 | - LIDA Dy D udldversion  Yersaon
209.556990135 | K ik O '

I Searchy  udfid
210171799313 1 - - UIDLD: D i

| opende == 3
210.565205214 ;u S ; upLD; Dl v
211,169982830 : uoLD: Dedll |

ox || Cance Help

211 ssaeo [ N cooel
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UDLD Challenges from the field
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UDLD non-Cisco

E;l"ﬂ Edit View Go Capture -ﬁ-nalyze Eta-ttshcs TEEephnnI ?nuh _lm'errtals He=ip

codAma B2 AereTFTa B aaan da@Em

Filter: E| Expression.., Cleat Apply Save | MP-MRL | KEIN-FRAGMENT | CONFREQ
Time DELTA SRC-MALC DST-MALC Source Destination
0, 000000000 0. 000000000 3c:a7:2b:02:25:ce 01:00:0c:ccicc:cc MrvCommu_02:25:ce
0, 987850346 0.987850346 3Cc:av:2b:02:25:ce 01:00:0c:cc:cc:cc MrvCommu_Q02:25:ce
1.978028084 0. 9‘9{31}'? 38 3c:a7:2b:02:25:ce 01:00:0c:cc:cc:cc MrvCommu 02:25:ce

$2b:02:25¢ 0L:00:0c:cciccicc MrvCommu_D2:25:ce

3.957929313 0. 991304:1&31 3c:aT:2b:02:25:ce

01:00:0c:cc:cc:cc MrwCommu_02:25:ce
4.947967089 0.990037776 3c:ar:2b:02:25:ce 01:00:0c:cc:cc:ccC

=
0

i O L b R T

Protocol  Length
CDP,/VTP/DTP/PAQF/UDLD LLC

COP/NTP/DOTP/PAgP /UDLD LLC a6
COP/VTP/DTP/PAQP/UDLD  LLC a6

func=uI;
func=uI1;

coR VTR .-’[JTF‘ PagP,/uUDLD

Tunc=UT;
MrvCommu_02:25:ce CDP/VTP/DTP/PAGP,/UDLD LLC 96 u, func=UI; SNAP, OU
_5.938009056  0.930041967 3c:a7:2b:02:25:ce 01:00:0c:cciccicc MrvCommu 02:25:ce COP/VTP/OTP/PAOP/UOLD LLC 96 U, func=UI: SNAP. OU 7
11}

i
[E Frame 4: 96 bytes on wire (768 bits), 96 bytes captured (768 bits)
@ IEEE B802.3 Ethernet

= Logical-Link Contraol
i DSAP: SNAP (Oxaa)
P SSAP: SNAP (Dxaa)
# Control field: u, func=ul (0Ox03)

organization Code: Encapsulated Ethernet (0x000000) There Is a Wo rka round @
Type: unknown (0x0111)

= pata (70 bytes)

?fé;;ti?ﬂgggﬁiﬂﬂﬂlﬂﬂﬂf3131343831303{]333330500002000533. Gia U Se Wi res h a rk Leg acy
with Packet Edit
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UDLD non-Cisco

i Frame 4; 96 bytes on wire (768 bits),

i IEEE 802.3 Ethernet

| Logical-Link Cg
Etpand Subtrees

i DSAP: SNAP ((

i S5AP: SNAP (( Collapse Subtrees

#) control field Expand All
organization| Collapse Al

Type: Unknown
| pata (70 bytes]
pata: 220307¢
[Length: 7O]

Apply 25 Column

Apply as Filter
Prepare a Filter
Colorize with Filter
Follow TCP 5

Follow UDF Stream
Follow S5L Sareamr

Copy

96 bytes captured (768 bits)

pood

¥ 2000633, ..

Wireshark
Legacy only

Edit Packet l

@ Wik Protocol Page
W Filter Field Reference

Protocol Help
Protocol Prederene s
2 Desods A

+ Disable Protocol...
Resolve Mame

Lo o

o to- Corresponding Packet

Gh

Packet Reference

Enable Packet Edlitor (Expgrimental): ]

| & Frame 4: 96 bytes on wire (768 bits), 96 bytes captured (Foororosr—
| & TEEE B802.3 Ethernet

| = Logical-Link control
| [E DSAP: SNaP [Oxaa)
| [E 55aAP: SNap (Oxaa)

= control field:

U, func=uI (0x03)

Type: unknown (0x0111)
- Data {70 bytes)

pata: 220307640001000731313438313030333830000002000633. ..
[Length: 70]

— —
M Editing finfo: ..
<not added by proto tree add_kem()>

|| Organization Code: Cisco (0:00000c)
Hex edit
0000 [ 00 Oc

D010 03 SNBGIEQE 0L 11 22 03 07 64 00 OL 00 OF 31 31 .BAW.. . -d....11
0020 34 38 31 30 30 33 38 30 00 00 02 OO0 06 33 00D OO0 4BI003BO . ... C [
0030 03 00 D8 00 00 DO 0D 00 ©4 00 05 07 00 05 00 05 vouvevve wereonnn
o040 07 00 06 00 13 4F 70 74 69 53 77 69 74 63 68 20  ..... opt iswitch
D050 39 30 34 00 00 07 OD OB 0D 00 00 O4 4d el cc 9c  904..... sl
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D non-Cisco

B0 bytes on wire (768 bits), 30 bytes captured (766 bita)
IELE B02.3 Exhernet |
cHaTinELion: COP VTR OTR PAGR UILD (00 20010C (oL oe e
i LTe T e DERTRR o TR S ey L EE )
Lengtht 78
trai lert ddelccic
Legical-1ink control | —_—
3 AR SWAR (Qicad X
3 S5APT SRAP [Owas
contral feld: i, fenceil {(0w03)
organization tode! Cisco {OwOOD00C)
T U (Oe0111)
celural Link petection
= verstom: 1
4.8 001N = Gpcode: Echo {23
Elags: 3
Chécksun: OOl
Deyice ID: 114ELOGIA0
Type! Device 1B (OwDDOL)
Langrhy L5
pévice 1O 114H100ED
Fort TO: 15000
Type1 Fort 1D [OwdO02)
cangchy &
s Theosgh TRgerTace: 1
Type! Echn, Tengt
Type: Echo {DwiG3)
Lengeht 8
D&t Al DOOGOHH =
TypE! Mesiage InCerval, lergih: §
Type! Hesssge interval (Ouo0od)
venghr 5
oatal 67
TypEi Timsour Ingeresl, Ter
Typel Timeout interval

Maybe a bug — will discuss

! DeEvice nams, Tengeh: 19
Derice hase (0x0008)
L hit 19

that with the wireshark
developers © afterwards

Cara! 00000004

G000l 00 OC ccocooof 3 a7 2b 02
00 Oc 01 51 22 03 07 &4 00

5 0B 00 0O 00 00 00
0 ol

M 00 00 OF
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Time for Questions
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Configuration Test Protocol
(loopback)
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Loop Detection Protocol

N

 Loop detection protocol /
» Pro Port o
* Pro VLAN (Trunk)

* Ethertype 0x9000

 Different Destination MAC Adresses
. CF-00-00-00-00-00
. 01-0F-E2-00-00-07
. 00-00-F4-27-71-01
« 01-A0-C5-AA-AA-AB
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Loop Detection Protocols

« CTP from the archive

ETHERNET SPECIFICATION: Configuration Testing Protocol

8. ETHERNET CONFIGURATION TESTING PROTOCOL

The Ethernet Configuration Testing Protocol provides a minimum testing
capability of communication between stations on an Ethernet. It is the only Client
Layer protocol specified in this document and has the only assigned Ethernet type
field value in this document. All Ethernet stations must support the configuration
testing functions.

8.1 Goals For more information see ﬁ ;

http://www.mit.edu/~jhawk/ctp.pdf
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Loopback from the field
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Loop Detection Protocols

Frame 3: 68 bytes on wire (4886 bits), ©8 bytes captured (488 bits) on interface @
Ethernet II, Src: D-LinkCo b4:8f:c3 (@9:1e:58:b4:8f:c3), Dst: Ethernet-Configuration-Test-protocol-{Loopback) (cf:@
* Destination: Ethernet-Configuration-Test-protocol-(Loopback) (cf:@8:00:008:08:80)

i Source: D-Link{o b4:8f:c3 (@8:le:58:ba:@f:c3)

Type: Loopback (@x9e88)

COMT TR ST TET P TS ST T Toopback)

skipCount: @

Relevant function: Unknown (256)

Function: Unknown (258)
Data (42 bytes)

Data: ©2610000681e53biefclefc3000000000000000800000000.

[Length: 42]

T 4 Packet comments

cf &2 52 08 B8 68 B0 le
68 Bl 88 61 86 688 88 le
6e B8 e 88 BE e BB BB
68 88 88 66 60 68 b8 B8

5B bd ef c3 00 68 Ba A8
58 b4 Bf c3 8f c3 B8 ee
Be BE B8 o2 B8 a8 ee Be

@8 B0 BO 08 --- 4 Data (42 bytes)

[2816-83-26 - Werner Fischer]

"config loopdetect mode vlan-based"
~ Frame 4: 60 bytes on wire (488 bits), 60 bytes captured (480 bits) on i

. 4 Ethernet II, Src: D-LinkCo b4:@f:c3 (@@:1e:58:h4:8f:c3), Dst: Ethernet-

» Destination: Ethernet-Configuration-Test-protocol-(Loopback) (cf:ea:
I+ Source: D-LinkCo b4:8f:c3 (B8:1e:58:b4:68f:c3)
Type: Loopback (@x9888)

. 4 Configuration Test Protocol (loopback)

skipCount: 8
Relevant function: Unknown (256)
Function: Unknown (256)

Data: 98818881861e58ba6Tc36Tc3000000080020000000000000. . .
[Length: 42]

cf 62 82 BB _RE _DRE 58 b4 ef c3 98 Be ee ae e PR
68 8l 8o ol 58 ba ef c3 ef c3 eq a0 R TH——
&8 88 a0 oo 68 86 85 BB B0 BB BB 88 0 ........ .......
80 Be oo 00 02 68 b 88 68 B8 BB BB 00000 LL......
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Loop Detection Protocols

* Every vendor has it own solution

* TLV coded
B85 81 a8 c5 aa aa ab fc 5 28 4d 6d 47 96 868|681 88 (F-"HHE
27 75 4b 81 B6 fc 5 28 4d B6d 47| 82 EEEBEE'EB 'uP{....t:f‘-hﬁE.....
2k B0 45 53 35 35 28 24184 64 88 88 cl 48 85 86 45 LES35688. .. @ B
58 |53 33 35 368 30 60 00 40 060 68 86 BB 3e 43 dd 3c S350, .. ... ML

* You should read the HEX-code — also in 2016
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Loop Detection Protocols — Port Testing

* Every vendor has it own solution

Frame 1: 64 bytes on wire (512 bits). 64 bytes captured (512 bits)

Ethernet II, Src:|AlliedTe @2:008:08 (80:008:cd:e2:e0:80)) Dst:f AlliedTe @0:00:81 (80:88:cd:0B:00:081)
4 Configuration TesT Protoco COpDack )

skipCount: @
Relevant function: Unknown (3348)
Function: Unknown (3848)
4 Data (46 bytes)
Data: 3c546573746962672870617274303600000000000800008 . . .
[Length: 48]

@8 6B cd B2 PR BL BB B8 cd BE BB EEIEE Bﬁlﬁﬂ e

a8 8f 3c 54 65 73 74 69 Be 67 20 7@ 6T V2 74 38 ..<Testi ng portd
Je B0 90 0O 00 G0 B0 PP 0O 00 GO BO DD 8B B0 Ve R L TR T
a8 oe 60 0B 6B B8 BE BB OB 6B BB B8 B2 61 5 ca R
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Time for Questions
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Ethernet Flow-Control
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Ethernet Flow-Control

9
Hard to catch , /
» Depends on your capture equipment =
 Ethertype 0x8808
* Different Modes R
* No PAUSE Data B1:t55
« Symmetric PAUSE St
« Asymmetric PAUSE amin | Nrint|
Menu Driven |

« Symmetric PAUSE and Asymmetric PAUSE
* With Auto-Negotiation or without it
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Ethernet Flow-Control Priority Resultion

IEEE
Std 502, 3-2008

Table 37-4—Pause priority resolution

REVISION OF IEEE Std B02.3

Local Device Link Partoner
T Local Resolutton Link Partmer Resolution
PAUSE | ASM DIR | PAUSE | ASM_DIR
R o - - Disable PAUSE Disable PAUSE
Tranzmit and Beaceive Transmit and Receive
a | 0 Hsable PALTSE [Drsable PALTSE
) - Transnul and Receve Transmit and Receve
& o Dizable PALUSE Disable PAUSE
Transmit and Baceive Transaut and Raceive
a ! | | Enable PATSE transout, Enable PAUSE receive,
Disable PAUSE receive Disable PAUSE transiml
| & " = Disable PALUTSE Disable PAUSE
Transmit and Receive Transmit and Receive
1 a | Enable PAUSE Enable PALTSE
- Transnnl and Receve Transmil and Receive
i 0 - Disable PALISE Disable PALISE
Transmit and Raceive Transmit and Raceive
| | o | Enable PAUSE receive, Enable PATTSE transmt
Disable PAUSE trafstmt Disable PAUSE receive
1 1 I — Enable PAUSE Esable PATUSE
| Transmit and Receive Transmit and Receive
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Ethernet Flow-Control

9

* Depending on the bandwidth of the link, the /
PAUSE frames are sent at a specific interval =~ —
of time.

* The PAUSE time is measured in units of PAUSE

"quanta“ and is defined to be 512 bit times

» Fast Ethernet 5.12us, 0.512pus for Gigabit Ethernet, 0.0512us for 10-
Gigabit Ethernet, 0.0128pus for 40-Gigabit Ethernet and 0.00512us
for 100-Gigabit Ethernet (e.g. 512Bits/1.000.000.000Bit/sec for GE)

*65535*512/1.000.000.000 = 0.03355392 seconds
= 33.55ms.
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Ethernet Flow-Control - Settings

[ntel(R) Ethernet Connection 1218-LM Properties > <\/'_‘\ n
General Advanced Driver Detals Events  Power Management ) \{
4 echeool =n=al17 ,—J ;
. . . . . Sect b o 8171
The following properties are available for thiz netwark, adapte_r. Clizk, au;ﬁstegrpzﬁs: | FIBRE |
the property you want ta change on the left, and then select its value Suppocted link modes:  1000baseFZ/Full
am the right. 10000basekyd, Ful l
10000basekR Full
Praperty: Walue: 40000baseCRA/ Ful l
= 40000baseSRdf Full
| Energy Efficient E themet R & T Enabled st IE'.lppclr'l'.Ed pause frame use: Symmetric ]E-‘.l.‘.' lve-only I
Dizabled ELrd o) Lmd g et B 1L L 4 w4 0
durbo Packet i B IR Advercized link wodss: 1000baseRX/Full
Legacy Switch Compatibility Mode P naled = 10000 Ed/ Ful l
Link Speed B atteny 5 aver Tx Enabled 10000basekRs Full
Packet Priority & YLAM - £0000ba=eCR4/Full

40000baseSRd Full

Advertcilized auge Irame usg: Ey]uhﬂet-r'.l.l'_"
fouterftsh cortroller FastEthernet @78 | b PHY reglsters Lmrmrgmm I

PHY reglsters:

Link parther advertised link modes: 40000baseCR4/Full
Register e leea 7820 @edd  GiE4 E?al'ﬂl:l 2ea] Link partner advertised pause frame use: Ho
Register Ex88: 0003 QDO G980 G20 DA G ERnE  Seaa Link partner advertised auto-negotimtion: Yes
fegister @hxid: lEGEs @303 9280 EEE G200 @97B  aI3en  coad Speed: 40000HhL/=
Register @xl8: @E3B 851F 9FG8 @E8A GE2B G008 3440 Duplex: Full
Bytes_recvd 2706629297 Bytes_sent 636685627 Frames_recwvd 34499753 Frames_sent 7456645 Port: Direct Attach Copper
total_bytes RX 2786829297 Total _frames RX 54499753 Bcast frames recvd 18797931 FHYAD: . O
Mcast_frames RX 21756491 CRC err @ Chwr sized frames @ TRBLACE EPeL T ANEATLA]

Auto=-pnegotlation: on

Fragments @ Jabber & collizion @ SubporEs. Baka-cni. d

Late colllslon @ 648 frame 26323978; 65 _127B frames 17893795

Wake-on: d
128 2558 frames 149587201 256 5118 fremes 2319320 512 160138 frames 723842 Current wessage level: Ox00000014 (20}
1822 max8 frames 288252 Rx_ error 8 Dropped frames 8 link ifdown
Mcast_frames tx 1488314 Boast frames_tx 2839987 Sml_frame_recwd @ Link detecced: yes
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MAC PAUSE Frames

Frame 453: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) &
4 Ethernet II, Src: EIGENE-MAC-WF (8@:26:b3:bc:9c:87), Dst: Spanning-tree-(for-bridges) @1 (81:88:c2:00:88:91) g
Destination: Spanning-tree-(for-bridges) 81 (01:86:c2:00:86:081) Q
Source; EIGENE-MAC-WF (@@:26:b9:bc:9c:87) B
Type: MAC Control (@xB808)
4 MAC Control J
Opcode: Pause (8x8881)
| pause time: 1664 | |!-E|mau:u:
Frame 455; 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
01 56 c2 00 00 0190 26 b5 bc 3c B7 63 @3 PO O1 | Ethernet II, Src: EIGENE-MAC-WF (@8:26:b9:bc:9c:B87), Dst: Spanning-tree-({for-bridges)
g.:. gg x gg x gg gg x x x gg x ﬁ g x ﬁ Destination: Spanning-tree-(for-bridges) 81 (81:88:c2:00:06:81)
B0 BG P P B0 OF PP B OO0 9@ B@ B ac c3 7a 28 Source; EIGENE-MAC-WF (@@:26:b9:bc:9c:87)
Type: MAC Control (Bx8383)
4 MAC Control
- Opcode: Pause (@x@881)
100 Mbltls, | pause time: @ |
1 Gbit/s, .
s - 1 BO c2 B0 PO 01 @@ 26 b9 bc Sc BY BE @B BB &1  ....... B et
10Gb|tls, ME1C 90 90 P9 ©0 90 00 PO B0 00 OF 00 B0 PO @9 B0 B ........ -.......
! 66 G BB OP BO 02 0O BO ©5D 0P OO PO DR BB BB BB ....... PR Ao
40 Gbit/s ') B0 PO 00 OG 00 OO G B0 ©0 08 88 8@ 97 98 16 B  ........ ........
or 100 Gbit/s?
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Flow-Control information with LLDP

Frame 54: 384 bytes on wire (2432 bits), 384 bytes captured (2432 hits)
Ethernet TL, Src: Enterasy B3:18:61 (Q0:11:45:03:18:61), Dst: LLDP Multicast (@1:88:c2:00:0Q:0e)
“ Link Layer Discovery Protocol

Chassis Zubtype = MAC address, Id: @E:17:45:83:18:60
1Frr.:|r't :uh.t:,l'pe = Interface name, Id: ge.l.l ~ IEEE 882.3 - MAC/FHY Configuration/status
imeTo Live. = 140 980 o 1111 111. « TLV Type: Organization Specific (127)
Port Description = Unit: 1 1@2@HASE-T RI45 Gigabit Ethernet Frogfpanel 0 PR 1001 = TLV Length: 9
i s o ok ey s o y Organization Unique Code: IEEE 802.3 {Qu0BL28f)
spstem Deacriptlon: = Entarasys:Bebuoris,. NG CA01%-C4-0p/0L. 00 HOL3 TEEE #02.3 Subtype: MAC/PHY Configurstion/Status (@x@1)
Capabilities * Buto-Negotiation Support/Status: Cedd
mnagmerr:: Riddriiss ceal = Auto-Negotiation: Supported
AEEE ML - POrT MM ID +1. = Buto-Negotistion: Enabled

M coo

IEEE E‘Bf' - Zritm_u;l ffi’i{?" ¥ PHD Buto-Negotistion Advertised Capability: @mecll
—T'EE“E : i i o i +1 = 1@@BBASE-T (full duplex mode): Capable
‘ SELELERE A N Lo T enn AL e ST veve sses wess s.@. = 1POBBASE-T (half duplex mede): Not capable
wuuf'_' cevs wees sees By = 1POBERSE-H (LK, -3M, -CH full duplex made): Not capshle
IEEE B8B2.3 - Haximum Frame Size r— . - S et e — e ————
End of LLDPDU = Asymmetric mmetric | i !*.'-: Capable
5 '.:r f 11
a = I'-.-_rrl {for full-duplex 1inks): Not capsk
- R AUSE [for full-duplex links): Hot capable
11 . Lrl . { bty
e siae waes = 1BPBASE-T2 (half duplex mode): Mot capable

elen wave vae. = 1BOBASE-TH (full duplex mode): Capable
e liwe wuaw wewe = 1BQBASE-TH (half duplex mode): Capable
ceal iiis wean vew. = 1DDBASE-T4: Nat capable
esde weis wsae ware = 1BBASE-T (full duplex mode): Capable
elew wrnw wase waee = 1BBASE-T (half duplex mode): Capable
Biie wune awas waws = Other or unknown: Hot capable
Zame in inverse [wrong) biterder
Operational HAL Type: 1@BQEsseTFD - Four-pair Category S5 UTF, full duplex mode (8x2@le)
IEEE 882.3 - Link Aggresation
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PFC — Priority Based Flow-Control

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
4 Ethernet II; Src: @e:fc:@0:d5:3d:8@ (Be:Tc:88:d5:3d:80), Dst: Spanning-tree-(for-bridges) 81 (81:80:c2:88:00:081)
Destination: Spanning-tree-{for-bridges) @1 (91:80:c2:060:00:81)
Source: Be:fc:@8:d5:3d:08@ (@e:fc:B@:d5:3d:88)

Type: MAC Control (@x8803)

4 MAC Control
Opcode: (lass Based Flow

Control [CBFC] Pause (@x@181)

4 CBFC Class Enable Vector: 8x9988,
..8 = C8: False
«.8, = Cl: False
B.. = C1: False
............ a i = {31 True
- = C4: False
- = [5: False
e wBii waws = (B2 False
_ B .. .. = C7: False
4 |CBFC Class Pause Times _I
Cl: @
C2: @
C3: 65535
Ca: @
C5: @
Ce: @&
c7: @
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Flow-Control with Copper Taps

 Remember the Taps — Gotchas

« two Links segments for the Network Ports'
« also two Links for the Monitoring Ports o

Vendor A Moniaring Tool
AUTO Line Type RJ-45 RJ-45 W .
LINK  nezoTiaTiON — DUPLEX f | .
FALLT Remote Duplex Half ar Full Half ar Full L
i e R ccserves  Remote Pause R Onl Ry Only 3 4
] | | — Remaote Fault Code Mone More :
OoN ON OM CON ON FD ON OM .
OFF OFF OFF OFF OFF HD OFF OFF Vendor B J ;
O 123 45678
5 110 Line Type R.-45 F.-45 =@
T I (N I - |Rermote Duplex Half ar Full Half ar Full
| | [LE D J D D D_ |IRemote Pause T and Ry T and R |—.—| 1 2 i]
\Femote Fault Code Mone Mone — —
! Netwark Port A Netwark Port B
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Flow-Control Challenges from the
field

SharkFest ‘16 « Computer History Museum « June 13-16, 2016



Strange Flow-Control Implementation

M coo
R

M ATo00-
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help
Am:® REAs==F7i=aaan
Tore DELTA SRCAC DSTMALC Source Destriabon Protocol Length Info

. 1 9.900020808 0.000000000 B1:E0:c2:98:00:81 Bl:B8:c2: 800081 Spanning-tree-(for-bridges) 81 Spanning-tree-(for-bridges) 81 MAC CTAL 4 Pauwse: pause_time: 65535 guanta
z 0.0B08E140] O.0ROESI40] BliBRicl:00:Ra:a] BliBa:cl:ee:paal Spanning-tree-(for-bridges) 81 Spanning-tree-{for-bridges) 81 MAC CTRL &4 Pouse: pause_time: @ guanta
3 B8.8A33LA637 B.003BAE236 O1:60:c2:0@: 6081 &1:B0:c2: 8@ 6881 Spanning-tree-{for-bridges) 81 - Spanning-tree-{for-bridges) 81 MAC CTRL §4 Pauser pause_time: 65535 quanta
4  B.089773837 9.000562409 91:88:c2:00: 0081 B1:88:c2:00:00:81 Spanning-tree-(for-bridges) 81 Spanning-tree-(for-bridges) 81 MAC CTRL B4 Pause: pause_time: 8 quanta
5 B.817822111 &.008840874 B1:B0;c) 08 D@ 81 B1:B@:ck 0@ a8l Spnnning-t'rr-['F-:r-hri;dgesj_el ‘ipann'i.ng-tr:c-{fnr-hridgrs}_ﬂi MAC CTRL B Pause; pau:r_t:i.rnr.' BT gquanta
& ©.218683674 8.9PR3EL1563 B1:80:c2: 0@ B0 AL Bl:B8@:c2:e@rea:al Spanning-tree-(for-bridges) 81 Spanning-tree-{for-bridges) 81 MAC CTAL 54 Pause: pause_time: @ guanta
7 0.926732745 9.0DE0GSET4 91:E0:c2:0@:00:81 B1:E@:c2:0@: 0081 Spanning-tree-(for-bridges) 81 Spanning-tree-(for-bridges) 81 MAC CTRAL g4 Pawse! pause_time: 5535 guanta

_ Frame 1 :E-.‘t_l;}r;rs an wire :SI?MESL 54 -Ei.'tﬁ up{urrd"l: 512 b].ts}_
| 4 Ethernet II, Src: Spanning-tree-(for-bridges) 81 (81188:c2:00:88:01), Dat: Spanning-tree-(for-brlidges) Bl (81188:c2:00:00:81)
Destination: Spanning-tree-{for-bridges) 81 (@1:88:c2:0@:80:01)

bomaima _aa

4 Spurce: Spanning-tree-(Tor-brid gt P
[Expert Info (Warn/Protocol):]Scurce MAC must not be a group addressz: IEEE BB2.3-2802, Sectien 3.2.3(h)]
Address: Spanning-tree-|for-b = o

vene ol ruae rere weeroweer = UG bit: Globally unique address (factory default)

ceie decd Gidi taws fese ssss = I6 bit: Group address (multicast/broadcast)
Type: MAL Control (OxEE88)
4 MAC Control
Opcode: Pause |Bx88H1)
pause_time: 65535
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Time for Questions
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Session Summary

* Wireshark’s capabilities of dissection, filtering and
others will help your analysis in a Layer 2
environment

* Pay attention to the capture points and any data
that could be used as a “signature” to correlate
traces with Layer 2 events

* Time sync of all capture points is a must

* Read standards from IETF / IEEE / MEF — reflex

and ask yourself what's going on the wire here
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Please provide Session Feedback

o " T—
v

< — < =

n3
20 -

: 2:15pm - 3:30pm
Troubleshooting

/1 iih Laves 2

WIRESHARK Which session did you attend?

| Control Protocols Select one v
Events Portal
Instructor
SharkFest Events ) dd _ﬁf? ‘LFJ \II ‘_1:?—. _L:?
. ‘About Wireshark > : :
= Mg i 2:15pm - 3:30pm Content
Previous SharkFest 1:_" ‘T?:" "_Lﬂ. 'J:r’ 'fl‘
E 3 ) i - - - o jF
vents
Help & Support > i
13
Q&rfz. R
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Thank You for
attending the
session and
enjoy the rest of
the conference /
party ©
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