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» Security researcher

* Author of Aircrack-n

 Created Offensiv | ess Attacks aka
WiFu

« Software devel
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Agenda

 What’s monitor mode?

e

* Windows
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«BSD
« OSX
* Android
 Demos




What's that?

* Monitor (aka RF Mon) mode is awesome
* Packet injection is a
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Linux

* Most popular platform

« WiFi adapters are cheap

« Has had support fora v
 Lots of tools support it

* WiFi stack got B@tter over ti

e Custom
* ieee80211
« mac80211
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Adapter support

* Most of them (if not too new)
* https://wikidevi.com

 Vendor drivers:
« No monitor mode s

Main Pag,e

 Never, ever e
— welometo, (TS Z S
WIktDE\rI ' » 189 Emairat sdapion
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daiatans is quiryabie
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Tools

* Aircrack-ng

* Wireshark

« Kismet

* Tcpdump

* Dumpcap

* A lot more...
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Enable monitor mode

Enable monitor mode

1. airmon—ng check kill
2. alrmon—ng start w

Start capturing

* airodump—ng wla
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Wireshark

» Capture - Options

Wireshark - Capture Interfaces

Input Qutput | Options

Interface Traffic Link-ayer Header Fromiscuous Snaplen Buffer (M Monitor Mode
b athi Ethiermet enabled default 2 nfa
any Linux cooked anablad default 2 néa
b Loopback: lo Ethermet enablad default 2 1,
wixO0cDcaafictas ____________ 'B0R2.11 plusradlotap header enabled dafault 2 enabled
fiflog Linux netfilter log messages enabled default 2 i
nfgqueLe Raw Pyd anabled default 2 nfa
usbmonl unknewn enabled default 2 nfa
ushmon2 unknown enabled default 2 na
L] k
¥ Enable promiscuous mode on all interfaces Manage nterfaces..,
Capture filter for selected interfaces: [N [Enter 2 capture filter - Campile BPFs
| stat || Cclose Help
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tcpdump and others

* As root, use —I to put interface in monitor mode

* tcpdump -I -1 wlanO
e dumpcap —-I wlanO
* tshark -I -1 wl
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Wireshark, tcpdump and others

« Sometimes monitor mode/changing link layer (to
802.11) fails.
- Exit and try a

Wi

&
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» Getting better
* Some tools in com
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Windows - Hardware

Savvius Riverbed Airpcap Acrylic WiFi
aka Wildpackets Professional
AF Yes No
License Commercial Commercial Open source Commercial
Custom Any"
Compatibility Wildpackets only Wireshark, Wireshark Airodump-ng
commercial and open
source
PR o e R e
802.11 ?ﬁ
No Yes
\ & | fﬁi

* All drivers have monitor mode
** https://www.acrylicwifi.com/en/support/compatible-hardware/
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Windows — Open source

 Wireshark
* Aircrack-ng (0.9.X)
e Kismet

e Cain and Abel
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Windows — Closed source

* Riverbed Steelcentral
* Microsoft Network
* Elcomsoft Wirele
« Commview For

tw
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Enable monitor mode - Airpcap

A AirPcap Control Panel

EE“'H"IJ;E Keyg,
Interface

ApPcap USB wirsless caphae
Model AiPcap Nx
Basic Configuration
Channel | 2462 MHz [BG 11]
Extenizion Channel | -1

Capture Type 80211 + Badio

Rezet Conhigurabon

adapter re. 00 W Bl Led

Transmit pes Media: 80211 a/b/g/n

v | [« Inchide 802 11 FCS n Frames

g

“ | FCS Fiter Al Frames

4pply

Help

Carzel
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Wireshark on Windows - Airpcap

d Capturing from AirPcap USB wireless capture adapter nr, (0 =3 [} x
Eile Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
u : = X " W 5 9 . = . L. & & 2
t|Aonly 3 display filte =1 - Expression..
Interface alfpeapl0 - Channel 11 - 2.462 - HT 403~ - FCS Filter AirPcap Control Panel  802.11 Preferences
No. Time Source Destination Protocol  Length  Info i
588574, 246939 Azurewav_7d:b8:el Broadcast 882.11 242 Beacon frame, SN=3657, FN=8B, Flags=........ C, BI=188, 55ID..
5886 74. 249560 Azurewav Jd:bB:el Broadcast 882.11 S4Mull function (No data), SN=3658, FN=8, Flags=...... F.C
5087 74.269881 Azurewav_7d:bB:el Broadcast 882.11 S4Null function (No data), SN=3659, FN=8, Flapgs=...... F.C
S98874.289356 Azurewav_7d:b8:el Broadcast 802,11 54Mull function (Mo data), SN=3668, FN=8, Flags=...... F.C
5889 74.308826 Azurewav_7d:b8:el Broadcast B02.11 S4Null function (Mo data), SN=3661, FN=8, Flags=......F.C
5090 74.328473 Azurewav_7d:bB:el Broadcast 892.11 S4Null function (Mo data), SN=3662, FN=8, Flags=...... F.C
589174.347613 Azurewav _Jd:b8:el Broadcast B82.11 242 Beacon frame, SN=3663, FN=B, Flags=........ C, BI=188, S55ID.
5092 74,350251 Azurewav_7d:b8:el Broadcast 8082.11 S4Null function (Mo data), SN=3664, FN=B, Flags=...... F.C
5093174.369730 Azurewav_7d:bB:el Broadcast 882.11 S4Null function (Mo data), SN=3665, FN=8, Flaps=...... F.C
5094 74.389256 Azurewav_7d:bB:el Broadcast 882.11 S4Null function (Mo data), SN=3666, FN=B, Flags=...... F.C
5895 74,408674 Azurewav_7d:bB8:el Broadcast 892.11 S4Mull function (Mo data), SN=3667, FN=@, Flags=...... F.C W
Frame 3515: 54 bytes on wire (432 bits), 54 bytes captur 0 90 68 1a @0 6f 18 00 20 bec 8F ce ST B0 90 80 0 tesaBoes waa
Radiotap Header v@, Length 26 1 18 82 9¢ @9 a2 9@ cc a7 98 25 48 02 68 42 ff £ff  ........ H
802.11 radio information ff ff ff ff B0 d2 1d 7d b8 el 80 d2 1d 7d b8 el PR Y.
IEEE B882.11 Null function (No data), Flags: ...... F.C fegBedclefbb L.
< > € >
AlrPcap USB wireless capture adapter nr. 00: <live capture in progress> Packets: 5095 * Displayed: 5095 (100.0%) Profile: Default
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Enable monitor mode - NPcap

A Comrnand Prampt - [m} Ed
¥

Y works in monitaor

fonly works in monilor m

: The Fxlensible Slalion

nde monitor

SFF THF Mab PAGF (hlLps:, Lhub confnmap/npeap) FOR MORF OPTTONS AND FXAMPIFS

sers’y | homasz
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Enable monitor mode - NPcap

 Run Command Prompt as Administrator

B wWilanHelper for Npcap 0.07 (http://npcap.org) — O by

iption: Intel(R) Dual Band Wireless-AC
State: "disconnected"
Operation Mode: "Extensible Station (Exte
Enter the choice 1,..) of the wireless card you want to operate on:
)

2} you want to switch to for the chosen wireless card:
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NPcap - Notes

« Command line must be run as Administor
 WiFiI card must be e

* Therecan be o

* Airpcap or Npcap, have to choos

« Still in beta, andrelease
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BSD

 Similar support as in Linux in the mid-2000

e Limited driver an
» Mostly old 802.11b

* Not very well d

* Different suppaff depending o flavor

&
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FreeBSD/DragonflyBSD

* Use ifconfig to put interface in monitor mode
« ifconfig wlan create wlandev wlanmode monitor

 Monitor interface wlanX
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FreeBSD/DragonflyBSD

« Use your favorite tool (Wireshark, Tcpdump,
Aircrack-ng, Kismet

« Airmon-ng has s
e Atheros
* Realtek USB

fo d urtwn drivers

&
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FreeBSD - Notes

| _oad drivers in /boot/loader conf
e Realtek: if urtwn_ load="
 Atheros: if ath loa

* Accept Realtek |]

* legal.realtek.

* Might not com
 But will not give a

er.conf):

n if firmwar t loaded

acket

e For other drivers\ lo es for info
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FreeBSD/DragonflyBSD - Problems

* Injection is supposed to work in FreeBSD

* DragonflyBSD unst

* Lots of other ada but lots
discontinued (o )

&
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Other BSD flavor

* NetBSD

* No need to put interface in
driver
« Kinda laggy in Airod

ode or accept license and load

* OpenBSD
« Seems unstable
« ifconfig ${IFACE} c
« ifconfig ${IFACE} m
« ifconfig ${IFACE} up
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OS X

 Started in Tiger (10.4.0) and improved over time
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OS X - GUI

E-ﬁ 100% B3 B2 Sat Oct10 18:19 thor

* Hold ‘Option’ key and click a
on the wireless |
« Select ‘Open Wir
Diagnostics.

Create Diagnostics Report On Desktop...
Open Wireless Diagnostics...

Turm Wi-Fi Off

v Appart_n3 B =
Disconnect from Appart_n3

|

ﬁnI
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OS X - GUI

» Select ‘Sniffer’ in the ‘Window’ menu

o Wireless Diagnostics File m

. ] Minimize M ,
|

Assistant 31

Info 882

Logs 33
Scan H4
Performance

Monitor

Bring All to Front

v Wireless Diagnostics
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OS X - GUI

Sniffer

Use your Mac as a dedicated sniffer to capture Wi-Fi traffic. Choose a
channel and channe! width, then click 'Start’ to begin.

Click 'Stop' when you are finished and a wireless capture file will be
placed on your deskiop.

Channel: &

Width: 20 MHz
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OS X - GUI

« .wcap file on your desktop
«Just a regular PCAP_di
* Use Wireshark/A]

mp-ng/...

&

SharkFest ‘16 « Computer History Museum ¢ June 13-16, 2016



OS X - Command line

« Command:

sudo
/System/Library/Priva
sions/Current/Resou
<CHANNEL>

« Parameters:

* Interface: usually
« Channel

 Output: PCAP

ple80211. framework/Ver
FACE> sniff
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OS X - Wireshark

] & M Wireshark - Capture Interfaces
m Output  Options
Interface Traffic Link-layer Header Promiscuous Snaplen [B] Buffer (MB) Manitor Mode Captus
Ethernet; and Ethernat enabled default 2 nia
Wi-Fi: el Per-Packet Information enabled default 2 enabled
p2p0 Raw [P enabled default 2 nfa
¢ Loopback: o0 BSD loopback enabled default 2 nja
8 Enable promiscucus mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: | || | Enter a capture filte - Compile 8PFs

Help

Close m
T
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OS X - Notes

* Wireshark Wireless toolbar doesn’t allow changing
settings - commanddi
. No live d|splay or while capturing

* Change chann@k airport - ANNEL

* No channel validati@n/list in
* No space between c'and

SharkFest ‘16 « Computer History Museum « June 13-16, 2016



Android

* Wi-Fi PCAP Capture

e Other useful tools:
 CloudShark upload
« PCAP reader
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Android - Set-up

* Connect AWUSO036H to a micro USB to USB
female adapter to th

e [t will ask if you
connecting ada

* First time migh
it back

Il. Exit, un apter then plug
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Android - Capture

» Select channel(s) then click on capture at the
bottom.

* Use the same bu ure

* When done ca ark, PCAP
reader or dow puter
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* Windows
« Airpcap
* Npcap

e Linux

«BSD
* Android

e
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Which OS has best support?

* One thing to remember:

« Even if a card says 802.11n
packets in this mode

ight not support capturing

* Ranked
1. Linux — Widest range of adapters/too rted
2. Windows — Best
3. OSX
4. FreeBSD (> Drag BSD)
Android
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What's the best adapter?

* Windows: Airpcap

e Linux:
e TP-Link WN722N
. Alfa AWUSO51NH v

 FreeBSD

« PCI/MiniPCI: Athe
- USB: TEW-648UB

e Android: Alfa AWUSO

5xxx
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Resource

* Driver comparison:
https://en.wikipedia.
source wireless

* Wireshark docu
https://wiki.wir

omparison of open-

ark.org/Caj tup/WLAN
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