
 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 

SharkFest ‘16  
Top 5 False Positives 

Jasper Bongertz 

Thursday, June 16, 2016 

Expert Analyst | Airbus Defence and Space CyberSecurity 



 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 
@packetjay 

Agenda 

1. Negative Delta Times 

2. Frame size and checksum problems 

3. Retransmissions and Duplicate ACKs 

4. Zero Window 

5. Retransmission cost 
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1. Negative Delta Times 
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1 - Wireshark Demo 
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2. Frame size and checksum problems 
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2 - Wireshark Demo 



 SharkFest ‘16 • Computer History Museum • June 13-16, 2016 

 
@packetjay 

False Positive 2 explained 
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3. Retransmissions and Dup ACKs 
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3 – Wireshark Demo 
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False Positive 3 explained (1/3) 
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False Positive 3 explained (2/3) 
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False Positive 3 explained (3/3) 
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4. Zero Window 
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4 – Wireshark Demo 
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5. Retransmission cost  
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5 – Wireshark Demo 
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Some helpful links... 

•Have questions about Wireshark? 
• go to https://ask.wireshark.org 

•Want to grab the Sharkfest 2016 copy of TraceWrangler? 
• go to https://goo.gl/FK0N9I 

• otherwise visit https://www.tracewrangler.com 

•Want to read up on network analysis topics? 
• go to https://blog.packet-foo.com 
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Q&A 
Mail: jasper@packet-foo.com 

Web: blog.packet-foo.com 

Twitter: @packetjay 


