SharkFest ‘16

Top 5 False Positives

Thursday, June 16, 2016

Jasper Bongertz
Expert Analyst | Airbus Defence and Space CyberSecurity



Negative Delta Times

Frame size and checksum problems
Retransmissions and Duplicate ACKs
Zero Window

Retransmission cost

TN

SharkFest 16 « Computer History Museum ¢ June 1316, 2016 L= @packetjay



1. Negative Delta Times
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1- Wireshark Demo

ha. IF  Source Destinabon Protocol  Info Length  TCP Flags Delta Time  Relabve Time
I 1 & 81.289.17T9.65 -37.201.152.244 TCP [5¥H, ACK] SEgQed ACKel Win=2192 Lefed MES=14S8 WS-2GE SACK PERMe]1 BE s=s-eialia -8 @, 4. Beasan

37.3 15 Seg=@ Win=§ En=l MS5-1460 WS=2 SACE PERM=] snpgamn _@.0e7TITE B . BATITE

1 37.284.152.344 B1.289.179.63 TCP 155E88+08 [ACK] Segsl Acksl Win=S5708 Lensi B arageas A-c-- —BBSTILE 8.00a336
37.381.152. 344 81 .29, 179.69 HTIF GET / HTTPS1.1 A5F a SR - - e g @.837e11

LU
-

37.281.152.245 §1.289.179.6% HTTP GET /fovicon.ico WTTR/1.1 APd sscccanfPess g BETIER B.288336 2813-@5-22 BB:25:37.665539
2 1 37.281.152.248 B1.2@3.179.89 TCP 156E8+88 [ACK] 5&0e758 ACK=7R3 WiN-BE2996 LEfi=d BB sevmrasfieaes i, BROBE B.417338 28313-85-22 BBI25137.874539

i
-

g 1 37.391.153.342 -81.3289.179.69 TCP 15668+08 [ACK] 5&g=758 ACkc=7B4 Win-62536 Len-@ B asamsacfases B 23R3E3 5. 724307 @13-85-23 B@:I15:43.IETRIR

11 3 L1152 244 B1.389.179.6 1SEE8-88 [F K] Se B i & LEn E.72 il 35,70 Bl X043, LAY

i2 8 B1.189.173.69 37.201.152.2%4 TCP BB+E5668 [ACK] Seqg=784 Ack=751 Win=13881§ Len=B L RER R LR LR - (T 5.735816 1813-85-22 B8:15:43.15381F
— “——
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2. Frame size and checksum problems
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2 - Wireshark Demo

Source

ERJ. 068 . 1T I Li-58 dir LTEF O M T Tl Len-0 68 - ES=d SA

192. 168, 124.2 e MR 1145 ACK] SegsR ACka] WiR=ASERE Lens@ MiS145h Wi=512 SACK_PERMa]

122,168,124, 188 = EEREer k] i] Segel Acksl wirsE5788 [TCP CHECKSUM INCORRECT] Lens@

192,168,124, 52,168, 174, 189 TR 982-+53244 | ACK] 58Q=1 ACk=]l WiA=BE553E Lef=133

192.160. 124,108 133.068.124.2 wr LEFES L F ACK] Sege=l &ck=133 Win=§EG6E |[TOF CHECKSUM TMCORRECT] Lena§S

192,168,024, 152. 168, 124, 188 TCF 3PI+53744 ALK -1} LikE=56 Wine5553E L=f=I283

152.168.124. 18 192,168, 124.2 11+ LEFEoS ACK] SegaBe Ackall CF CHECKSUM INODORRECT] Lem=llé

192.368.124.2 ¥92. 168,134, 189 TCP 2253748 ACK] Sege1216 ACk Win=E5538 Len=59

192,168,174, 188 152.158.124.2 TcF GAT&E-+302 ACH] 5Eg=382 &Ck-1275 Wif= [TCP CHECKSUM INCCRRECT] Lat=l_

192,068,328, Lo, 1eE. 124, 1 TP BAZ=E1144 1 Seq=ldTE ACE=4§3 win=§5536

192.168.124. 188 1592.168.134.3 TCP SaZas-ga2 | ACK] 58gedB3 ACk-1275 Win=c2424 [TCF CHECKSLM INCDRRECT] L&neS53

192,368,124, 132,160, 104, 18 TCr $0Q+532445 ACH] 52Q=1lTE ACk<53E WINESGIE Lef=td

192,168, 124,188 32,068, 034.2 TCF Silss=3a7 [ -'.I:I:'.] Seq=53E Ack=1324 Win=f2356 [TCP CHECKSLM INCORRECT] Len=2

192.168.124.2 152,158,124, 189 L 987+53244 ] Segml3dd Ake008 WAA=ESSIE LEf=@

192,160, 124, 100 TCF LR S H ALK] Sequl®d Ackellis Wins£LRG6 [TOF CHECKTUM INCDARECT] Lensd

192,1EB.124.2 r 581+531848 ] SEgel3dd AckelT3E Wine£4517 Lensd BB wenvvmellunan
192,168, 124.2 e BRI+5h3144 ACK] Sagell4d ACKa1T73E WiR=S503E LeEft=26d 31 seiliPyds
192, 366,124,108 e SALa-502 A0K] Seqz1736 Ack=1688 Win=£5708 [TCP CWECKSUM INMCORRECT] L 3l == &F
192.158.174 . 188 TP 53Z4&-592 [ ACK] SeGe2B98 ACk-1588 Win=-E579@ [TOP CHECKSUM INCORAECT] L&f=_ QAIE venivesfiFann
192,068,124, 2 1921580, Toe P b ] Seg=lédd ACw=352D Win=gIsG4 Lensd

197.360. 174,188 132,164, TCP 53788582 ] Seq-6388 Ack-158E Win-E378@ [TCF [HECKSLM INCCASECT) LensS3S@

192,168.124.7 132,18, e 982=53244 SEG=1EET Hin=5EE37 Lefi=l

182,368,174, 168 3. 168, 124.2 TP FERE s ] Seq=1222% Win=£5798 [TOPF CHECKEUM TNCORRECT] LenzllE88

192.168.124.2 152,163,124, 188 TR 387+537448 ] SEG=162E Afk=15148 Win=52224 Lén=B

192,168,124, 168 192,168, 104, 2 Ter AR Eo s Seqa210l ACks1oMd win=gE7ed [TOP CHMECHSLM THMCOERECT] Len=§T58

192, 168.124.3 1532, 368, i Z+53344 | SegezlE@E Ack=I@3EE WinzLE6557 Len=B

192, 168.124.7 152,158,124, 198 TR BE1-=53744 ] SEGe16EE ACE=23F00 HlN=435]19 Léf=D

192,068,124, 100 TCP BA3&&a5@2 1 Seqg=01660 SCkoi6@l Win=£5708 [TCP CoECHSUM TRCORRECT] Lensi753@

192.168.124.2 TCP S9e2-+53284 [ALK] SeQelE@E Acke2CE20 Win-$B442 Len=@

192,160,124, 2 1% 4 M=51144 ] SEqaleld ACkIJCED Win=3481& Len=p UL LED LR
192,360,124, 188 TCP BAJLE+507 ] Seqg=SEIER Acke1680 Win=E5788 |TCP CHECKSAM THCORRECT) vendrmalionnn
192.3168.124.1 e 9BI-+53244 ] SEQ=IEEE ACk=37048 WiN=38288 Lefi=8 LR LY CEEE]
192.068.124.1 ToP Bi2-+E1224 ] Seqeli@E ACka4lBB0 Win=I487% Len=h weaBenan
192 ,.168.124.7 w0 9825324848 SEQelERE Acked5TIE HinelB044 Lenci rananaefenas
192.168.124.7 Tor IRI=RIT44 ] SEG=1588 ACK=5S5LR WlN-12888 waaballbrdd
192.368.124.2 TCP 50I+53]448 Se

133,1 124.2 FCP S83+532%

190, 16E, 124, LT N ¥ i o | SB+ERI%E [ALN] i 4 Win=4E5)E Lencld

192.168.124,. 188 192,058, 024,32 TP 53748502 Segeb6El&R ACk=1583 [TCP CHECKSAUM IMLDERECT] LensS4248
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False Positive 2 explained

The offloading effect

Sender Receiver

]
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3. Retransmissions and Dup ACKs
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3 - Wireshark Demo

Mo, IF Source Destination Protocol Info Length TCP Flags Drefta Time
1 8 192.168.1.1 18.8.8.1 SME Read andX Reguest, FID: 8x4B82b, 16384 bytes at offset 66441216 121 srsanne APsss 2. eseges
8 192.168.1.1 18.8.8.1 TCP [TCP Retransmission] 11454445 [PSw, ACK] Seqgel Ackel Wine54512 LEne63 121 CeAR . 3. 2Eaa13
3 B ig.2.0.1 192.168.1.1 NBSS Sassion message[Packet size limited during capture] 1518 ssennns Assss  B,288201
o 18:.8.8.1 192.168.1.1 TCP [TCF Retransmission] #45+1125 [ACK] 58g=1 Ack=E5d Win=E4177 Len=1450 1518 =+ g.eaaal3
5 8 ie.0.8.1 192.168.1.1 TCP [Continuation to #3] 425+1145 [ACK] Seq=1261 Ack=£64 Win=62177 Len=14&8 1518 sevsnsn Arves B, 008013
B 8 18.0.98.1 1592.158.1.1 TCP [Continuation to #3] 44541145 [ACK] Seqe2921 Ack=64 Win=6&177 Len=14&8 151E evesins Arsss @, 008914
7 B 18.9.8.1 192.168.1.1 TCF [Continuation to #3] [TCP Out-Of-Order] £45+1145 [ACK] Seg=1261 Ack=£4 Wim LT E (- g B, 217
B ] 18.0.8.1 192.168.1.1 TCP [Continuation {o #3] 485+1145 [ACK] Seq=4381 Ack= 54 Win=64177 Len=1468 1518 sevsnnn Arese @, 000813
- a 18-8. 6.1 197 168.1.1 ~CF [Continuation to #3] [7CP Out-Df-Order] 42541145 [ACK] Seg=2971 Ack=5& Win 1518 s ivaniafiai g.B0ga13
e @ le.e.e.1 192.168.1.1 TCP [Continuation fo #3] 4£5+11at [ACK] SEH GE41 Ack=64 Win=£4177 Len=1468 1518 eveuwns Aseas  B,E0E012
11 8 18.8.8.1 192.768.1.1 TCP [Continuation to #3] [TCP Oui-OF-Order] 245+1145 [a Win o B L] . Beaal
12 a8 18.8.8.1 192.168.1.1 TCP [Continuation o #3] [TCP Retrensmission) 445114 C - I 1518 4 . Baaal
13 @ i1e.@.8.1 192.168.1.1 TCP [Continuation to $3] 42541145 [ACK] SEH ?591 Ack= EJ Win=64177 Len=1468 1518 =vnuwnn Aevee B.E0ER11
i< 8 18.8.8.1 152.168.1.1 TCP [Continuation to #3] [TCP Retransmission] 445+1145 [ACD) 1 ACk=564 W o L | ARTUPUPRT [P . B0ea1]
15 B 18.8.8.1 152.168.1.1 TCP [Continuation to &3] 445+1145 fq{r] SEH E 7el Acik=64 Win=84177 Len=14£8 1518 =vnvnes Arree @, 000E13
16 8 18.2.8.1 192.168.1.1 TCP [Continuation to #3] [TCP Retransmission] 245-+1145 [ACK] g=87%1 Ack=64 WC IS1E svvsmnafonsn &.eaea1l
7 g 18.8.8.1 192.168.1.1 TCP [Continuation to #3] 445+114% [4E+] Seg=18221 Ack=64 Win=6£4177 Len=14c8 1518 evewwnn Avees  @,808012
1E 2 1e.9.8.1 192.168.1.1 TCP [Continuaiion to #3] [TLP Retrensmission] $45+112% [ADK] g=1822 : 518 4 g.eo8el3
13 @ 18.2.8.1 152.168.1.1 TCR [Continuation to #3] 4451145 [ACK] Seg=11681 Ack=54 Win=£4177 Len=14c8 1518 =vewnnn Awees  B.EOBE14
28 -] 18.8.8.1 192.168.1.1 TP [huPtlﬁuatlﬂ' to #3] 445+1145 [ACK] Seg=13141 Ack=54 Win=£4177 Len=12c8 1518 =vevnnn Aeoees  @.E08017
! =1 1o @ @ 3@ - | TrQ 3y o - =37 Ty R e T =] T i Can_q3c0 -l 3 ICAQ Tt
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False Positive 3 explained (1/3)

Server 1 @ , sever2  OPAN With a single port mirrored

Port

Monltor
Port

Network Switch

J

Packet Capture

SharkFest"16 « Computer History Museum + June 1316, 2016 L @packetjay



False Positive 3 explained (2/3)

Server 1 , %j sever2  SPAN with two ports mirrored

error
Port Port Monltor
Port \

Packet Capture

Network Switch

Clien
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False Positive 3 explained (3/3)

Server 1 @ sever2 - SPAN with two ports mirrored

mr | r
Port Port Monitor I Q
Port \

Packet Capture

Client
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4./ero Window
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4 - Wireshark Demo

Mo, IF Source [Cestination Protocol  Info Length TCP Flags [elta Time Relatree Time
1 a 153.165.8, 18 12.8.8.1 TCP 183349188 [S5YN] Seg=8 WIn=E5535 LEN=9% ¥M55=1£48@ SACK PERM=1 =3 seamnsnnf, & . B i &, PeApod
2 28 18.90.8.1 192.165.8.18 TCP Slee-+1233 [S5YN, ACK] 520=0 Ack=1 Win=1468 Len=8 M55=14g8 BB seeameabeaGe B RRE122 g.eg8122
3 a 192.168.8.18 lg.8.8.1 P 1833+3180 [ACK] Seq=1 Ack=1 Win=65535 Le&n=@8 B senanas CEERE 2. BEoE 0. 888127
= : 192,168.8.18 18.2.8.1 TCP [TCP Window Full] 1833-3188 [ACK] Seg=1 Ack=1 Win=£5535 Len=1448 151= s safes 8. B.e01l
5 'h‘ 18.0.8.1 152.168.8.18 TCP S188+1633 [ACK] Seqel Acke=I1451 Winsl4sa Lensg BE scsscsafeans B. a.
£ . 152.168.8.18 TR [TCP Window Full)] 1833-3186 [ACK] Ssgel4£1 Acke] Kin f S o1 a o
7 a {c8.8.18 TCP [TCP Zerowindo CK] Seg=1 =391 Win=8 L=n=a g

] 18.8.2.1 @ P Tl d ACK] Seg=29 g8 A
9 # g 192.168.8.18 TCP TCP Z&r gl i = Fiie 921 g = F
1g i 1g.8.8.1 152, 168.8.18 TP [TCF Window uUpdate] S1@B-+1833 [ACK] S&4=1 Ack=2321 Win=I13588 LEn=d Bl scsscnafieaas 8.38263% 2
11 e 192.168.8.18 18.8.8.1 TCcP 183349188 [ACK] Seq=2921 Ack=L Win=85535 Len=1458 151&% sssnsas CEERE 8.Ppa158 -
12 g 192.168.8.18 lg.8.8.1 TCP 183349188 [ACK] Seqe4381 Acks=l Win=£5535 Lenal468 1518 sessssafisans £, peapa3 2.822845
13 [*] ig.9.8.1 152.168.8.18 TR 5128+1823 [ACK] Seqel Ack«5841 Win=1£858 Len=2 BB sessneiliesias B.BE18CS 2.923588
14 & 192.168.8.1¢ 18.0.8.1 TCP 1833+918@ [ACK] 5eq=5341 Ack=1 Win=55535 Len=1458 1518 sesvessfines.  8,080283 2.923711
15 2 192.168.8.18 18.9.8.1 TCP 1833+31p8 [aCk] Seq=7381 Ack=1 Win=G5535 Len=1468 15124 secannslenss @, 200007 2.323718
16 2 152.168.8.18 18.08.8.1 TCP 1833+3188 [ACK] Seq=8761 ACk=1 Win=55535 Len=1468 1512 senanns Aeane B, 200085 2.9237248
17 _a _ J18.6.8.1 152 1688 18 TP 51 Lk _1 k1492 = | fri= B .......i.... B8 pAacEd 3 go22ps
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5. Retransmission cost
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5-Wireshark Demo

M. IF Source Destination Protocol  Info Length. TCP Flags Detta Time  felatve Time

53.184.328.39 192.168.1.54 e BS=59707 (5N, ACK] 5EQel Acka=] Wifsl460@ LEMed MES21451 SACK _FEMM=1 Wiag4 L R EEERE EEh 1 . LR

I
3 B 192.168.1.44 93.184,228.28 TCF 5370788 [ALX] Segel Atkel WIRSGETSZ LEFed T4 seeeeeedeces 0898157
4 B8 192,168.1.44 93.184,218.28 HTTF GET (4smple1zek.hialir-8. 7785725811186 HTTR/L.1 218 +ren B.E82121
5 8 53.184.228.28 193.168.1.43 TCP E8+5878T [ACK] Segel Acke357 Win=15688 Lere@ &8 . 859881
§ B S53.184.I28.28 193.160.1.44 HTTP HTTR/1.1 288 0K  (text/himl) 1588 »ren BLEB2R35 B.131332
7. #  53.184,230.38 151.168.1.4% HTTP Contimaatioe $5BE +raeaesfenes BLBRL1NT 8.122581
BB 193.0RE.1.43  BI_184.230.20 TCP BMT-0 [ACK] Sega)E7 Ack=136% WinsiElas Lensd  TERP FRPP 8122503
11 8 93.1B4,220,28 191.158.1.44 HTTP continustion seer  B.BELEES B.17983%

13 a 53.184.228,28 152.168.1.828 HTTF Contircation 1586 iewas i B.ea24g5 B.131485
15 a §3.184.22@.28 151.168.1.248 HTTF Contirustion ESBE rvmnnncBanas B BR1558 8.133843

oi.44 HTTR continuatlon L SRLEEERE Al 221119 B.153233

17 L #1.185. 22820

i Lo 1586 +raadvefadii B.B22894 2.13e7TR

13 g 93.184.22@8.22 192.168.1.%84 HTTF

ISBE wruus vrfda B.ea1617 8.138427

2% B 53.184.328.28 153.168.

23 & §3.185.238.08 197.168.1.28 WTTP Contircation ESBE scosauss Amaan B.8R57d 8. 1756848

=8 L B1.185,. 329,79 191.160.0-54 HTTP timsation + 58445 Tt 0. 1510 . 180637

MAREEET TERE B. 220791 B.181453

7 B 593.184.228.28 192.168.1.84 HITF continuation
29 B 53.184.128.2¢ 192.168.1.44 HTTP Cantirustion ISBE remaarrfanay B.ea2rel . 184195

153.168.3.428 HTTF Contiroation EEBE coasicifaaas B 8@1524 8185753

3% B 192.168.1.44 93,184, 229. 2 TP Ly e
e o PERE T TR A T A T e A T o Eaadl
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Some helpful links...

« Have questions about Wireshark?
« goto https://ask.wireshark.org

- Want to grab the Sharkfest 2016 copy of TraceWrangler?

« gotohttps://goo.gl/FKON9I
- otherwise visit https://www.tracewrangler.com

- Want to read up on network analysis topics?
« goto https://blog.packet-foo.com
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Mail: jasper@packet-foo.com
Web:  blog.packet-foo.com
Twitter: @packetjay




