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AGENDA

* Time basic

* Time Protocols
*NTP

*PTP

* Wrap-UP

Capture Files and other useful infos:
http://goo.gl/LGNWo8
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Enterprise ToD Landscape

* Accurate/Secure/Reliable ToD for
server/routers/applications for improved network
operations and business operations

* Frequency and Time Synchronization
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A Note on Terminology with Timing

« Accuracy — how close a measurement is to a true
value

* Precision — how close repeated measurements
are to each other

* Frequency — Reference signal drives circuits to a
common standard

* “10 Mhz is the same everywhere”

* Phase — making sure two systems understand

when things start and stop- agree on milestones
« “Everyone clapping together”
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Precision Timing Is essential

* Clock is the one of the most important component
of any modern electrical system
* Network and applications also need accurate

timing information to correlate all the events

* Network Analysis

« Application transactions
« Data Forensics

» Event-log analysis

* Timestamps mainly mandatory for compliance
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Timing Challenge for up-to-date Networks

* Switches can forward the Frames in a matter of
microseconds

 Ultra low latency switches for high frequency
trading

* Some assumptions about the network

» The transmission delays are almost constant over time (or at least
change slowly)

» The transmission delays are symmetrical between master and slave
(i.e. time to travel from master to slave is the same as from slave to
master)
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Different Timestamps for different encapsulation

e frame.time
.did.mactime
e radiotap.mactime

*prism

Header pad: @

Present flags

¥ Frame &: 270 bytes on wire (21602 bits), 270 bytes captured (2168 bits

Interface id: @ (“Device NPF_{4C3A59F3-910F -46A3-AE15 -EDALSBAS198E

Encapsulation type: Ethernet (1)

frrival Time: Jun 14, 2017 14:23:19.4925128@3 W. Eurcpe Daylight T:

[Time shift
Epoch Time:
[Time delta
[Time delta
[Time since

for this packet: 2.222222222 seconds]

1497442999, 492512008 seconds

from previous captured frame: @.2839752080 seconds)
from previous displayed frame: @.@03978200 seconds]
reference or first frame: 0.811334200 seconds]

Header length:

MAC timestamp:

28

* Radictap Header v@, Length 28
Header revwision:

1695855858
Frame 1: &4 bytes on wire (512 bits), &4 bytes captured (512 bits)

~ USE URE

[Source: host]
[bestination: 1.1.@]
URE id: 2x202e202eddaatop
URE type: URE_SUBMIT {'s")
LRE transfer type: UREB_COMTROL (@x@2)
Endpoint: @x8@, Cirection: IN
Device: 1
URE bus id: 1
Device setup request: relevant (@)
Data: not present ("<')
URE sec: 1362459244
URE usec: 273742
URE status: Operation now in preogress (-EINPROGRESS) (-115)
URE length [bytes]: 4@
Data length [bytes]: @
Response in: 2
Interwal: @
start frame: @
Copy of Transfer Flags: 2x020200200
Humber of IS0 descriptors: @

URE setup
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WinPcap and Time

* Timestamp Mode adjusted by registry
http://seclists.org/wireshark/2010/Aug/311
* WinPcap is synchronized with the system clock

only once, at the beginning of the capture !
et

File  Edit ‘iew Fawvorites Help

s MlaSve | Mame Type Data

o W ab]| (Default) REG_SZ fvalue not set)

L Nefs ) ab| DisplayMame REG_SZ MetGroup Packet Filter Driver
S npavetng %8| ErrorControl REG_DWVORD (00000007 (1)

_____ nsiprosy a1"‘]Imag|el:'ath REG_EXPAMD_SZ systern3driversinpf.sys

- NTDS ‘u"u'o'j Skart REG_DWWORD 00000002 (2)

L NTES 58| Timestamphdade REG_DWORD (00000003 ()

H 2 Type REG_DWWORD 0x00000001 (1)

[ v ngp o || Ewowes REG_DWVORD 0x00000001 (1)

< >

: Cormpute\HEEY_LOCAL_MACHIMENSYSTEMA CurrentControlSeth Services\MPF
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http://seclists.org/wireshark/2010/Aug/311

Wireshark and Time Display Format

Time Display Farmat 4 Date and Tirne of Day (1970-01-01 01:02:03.123458) Ctrl+A]t+1
Mame Resalution i’ Year, Day of Year, and Time of Day (19707001 01:02:03.123458)
Zoom b Tirne of Day (01:02:03,123456) Ctrl+80t+2
Seconds Since 1970-01-01 Crl +48]t+3
Expand Subtrees Shift+Right ®  Zeconds Since Beginning of Capture Ctrl +8]t+4
Bl EA 0 Seconds Since Prewious Captured Packet Ctrl +4/t+5
Collapse All Ctrl+Left . . .
Seconds Since Previous Displayed Packet Ctrl + 24/t +6
= Colarize Packet List UTC Date and Time of Day (1970-07-01 01:02:03.123456) Ctrl+Alt+7
Coloring Rules.., UTC ¥ear, Day of Year, and Tirne of Day (1970/001 01:02:03.123456)
Colorize Conversation 3 UTC Tirve of Day (01:02:03.123456) Ctrl + 20t +8
' Resize Calumns Ctrl+Shift+R  ®  Automatic (from capture file)
Seconds
Internals »
Tenths of a second
Showe Packet in Mew Windouw Hundredths of a second
Reload as File Format/Capture Ctrl +5hift+F Millisecands
& Reload Ctrl+R, Microseconds
et: @ Manoseconds
t: 213

Display Seconds With Hours and Minutes
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AGENDA

* Time Protocols
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Different Time Sources available

*NTP (Network Time Protocol)

» Several RFCs
* time synchronization protocol for packet network

* GPS (Global Position System)
* IRIG (And other serial timing protocols)

* PTP (Precision Timing Protocol)

* Defined in IEEE1588
» Another time synchronization protocol for packet network
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Different Time Scales

* The relationships in real time

local |2017-06-14 12:31:21  |\Wednesday  |[day 165 timezone UTC+2 |
UTC |2017-06-14 16:31:21  |[Wednesday  ||day 165 MID 57918.65543 |
GPS  |2017-06-14 16:31:29 week 1953 318699 5 cycle 1 week 0929 day 2 |
Loran |2017-06-14 16:31:48 5RI 9940 48 5 Lntil next TOC 16:32:09 UTC |
TAT |2017-06-14 16:31:52 Wednesday  [|day 165 37 leap seconds

* http://www.leapsecond.com/java/gpsclock.htm
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http://www.leapsecond.com/java/gpsclock.htm

AGENDA

# codesvireshark Code Review % 4

€ O @ https:/fcodewireshark.org/review/gitweb?p=wireshark.gita=tree;f=epan/dissectors:ih = 546fchfS 2bBc12020a81e3902d2111fe36a026e6:hb=HEAD

PV - 53188 packet-ntp.c blab | histary | raw
“Ff-F e 1239 packet-ntp.h blab | history | raw
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JANA and NTP Parameters

&9 Network Time Protocol (VT X VR  Great resource for

@ @ https:/Aweawianaorg/assignments/ntp-parameters/ntp-parameters xhtrnl f
rererence

* https://www.lana.o
Network Time Protocol (NTP) Parameters ro/assionments/ntp

a0 -parameters/ntp-

ast Update ' :

vailable Formats parameters.xhtml
S @ o

AML HTML  Plain test

Registries included helow

¢ NTP Reference |dentifier Codes
e MTP Kiss-o-Death Codes
e TP Extension Field Types
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https://www.iana.org/assignments/ntp-parameters/ntp-parameters.xhtml

History of NTP

ICMP Timestamp NTPv1 NTPv2 NTPv3 NTPv4
RFC 792 RFC 1059 RFC 1119/1305 RFC 1305 RFC 5905
1981 1988 1989 1992 2010

1,

1
Time Protocol NTP SNTP SNTPV4
RFC 868 RFC 958 RFC 1361 RFC 2030
1983 1985 1992 1996

SharkFest'17 US « Carnegie Mellon University * June 19-22, 2017



Useful (S)NTP RFCs — only for your reference

* RFC 1305 * RFC 5907
* Network Time Protocol (Version 3)  Definitions of Managed Objects for
Specification, Implementation and Network Time Protocol Version 4
Analysis (NTPv4)
* RFC 2030 * RFC 7821
« Simple Network Time Protocol * UDP Checksum Complement in
(SNTP) Version 4 for IPv4, IPv6 the Network Time Protocol (NTP)
and 0S| » RFC 7822
« RFC 5905 * Network Time Protocol Version 4
» Network Time Protocol Version 4: (NTPv4) Extension Fields
Protocol and Algorithms
Specification
* RFC 5906

* Network Time Protocol Version 4:
Autokey Specification
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NTP Pool Project

* http://www.pool.ntp.org/en/ ﬂﬂti‘z Servers
«“ _..big virtual cluster of timeservers s
providing reliable easy to use NTP

Antarctica 0

Asia 268
service for millions of clients ...” Furope 2789
North 039

America
Oceania 100
South 4L6
America

Global 3901
All Pool 4176
Servers

Asof 2017-06-17

SharkFest'17 US « Carnegie Mellon University * June 19-22, 2017


http://www.pool.ntp.org/en/

Peer
Client
Server

Control
Private
Use

NTP Modes

M ‘iviveshark: Filker Expression - Profile: MTP-01 — O
Field name Relation Value (Unsigned integer, 1 byte)

ntp.flags - Flags (Flags {Leap/Yersion/Maode)) Is present

B ro ad Cast/ ntp.flags.li - Leap Indicator (Warning of an impending | — Predefined values:
ntp.flags.mode - Made = reserved

- ntp.flags.vn - Version number : syrmimetric active

M u Itl Cast ntp.key_index - Keylneex - symmetric passive
ntp.key_signature - Signature o= client
ntp.key_type - Key type (Authentication algorithm usec = SErVer
ntp.keyid - Key D broadcast
ntp.mac - Message Authentication Cade reserved for NTP control message
ntp.arg - Ornigin Timestamp (Time at the client when th reserved for private use
ntp.ppaoll - Peer Polling Interval (Maximum interval bet B
nto.orecision - Peer Clock Precision (The precision of t Range (offset:length)

>
(8] 4 Cancel
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NTP Message Format

LI / VN / MODE STRATUM
POLL PRECISION

ROOT DELAY

ROOT DISPERSION

REFERENCE IDENTIFIER

REFERENCE TIMESTAMP
(64 bit scaled seconds)

ORIGINATE TIMESTAMP

RECEIVE TIMESTAMP

TRANSMIT TIMESTAMP
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Basic NTP Time Information Exchange

* Client Request

M rtpd-ipedpeap
File  Edit ‘iew Go  Capture Analyze  Statistics  Telephony  Wireless  Toals  Help

ma@ RE Re===2F I35 EQAQQH

|
CI Ient Server [ |F\|:u|:u|3f a display filker ... <Ctrl-/=
Mo, Time Source Destination Protocal  Info Length  Fla
t 1 2. 22222 2.2.2.1 2.2.2.2 NTP NTF ¥Wersion 4, client =%
1 r 2 2. 002431 2.2.2.2 2.2.2.1 NTP NTP Wersion 4, serwer =%
<
t2 Frame 1: 9@ bytes on wire (720 bits), 9@ bytes captured (720 bits)

Ethernet II, Src: aa:bbicc:@3:21:88 (aa:bb:cc:@3:21:08), Dst: aa:bbicc:@3:22:800 (aa:bbicc:83:22:08)
Internet Protocel version 4, Src: 2.2.2.1, Dst: 2.2.2.2
User Datagram Protocol, Src Port: 123, Dst Port: 123
t % Network Time Protecel (NTP Yersion 4, client)
3 Flags: @xe3, Leap Indicater: unknown {cleck unsynchronized), Yersion number: NTP wersion 4, Mode: client
Feer Clock Stratum: unspecified or inwvalid (@)
Peer Pelling Interval: & (&4 sec)
t Feer Cleock Precision: @.@15625 sec
4 Root Delay: 2. 0080 sec
Root Dispersion: 0.0200 sec
Reference ID: (Initialization)
Reference Timestamp: Jan 1, 1972 22:20:00.20020022008 UTC
Origin Timestamp: Jan 1, 1972 @2:80:00.222022088 UTC
Receive Timestamp: Jan 1, 1972 @2:02:20.222222222 UTC
Transmit Timestamp: May 3, 2811 12:83:19.15782820@ UTC
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Basic NTP Time Information Exchange

e Server Response

A ritpred-ipred picap
File  Edit ‘View Go  Capture Analyze  Statistics  Telephony  Wireless  Tools  Help

mde RE Re==EF LI EQAQQE

I |
CI Ient Server | |F\|:up|\,f a display filker .. <Chrl-f=
Mo, Time Source Destination Protocol  Info Length
t 1 2. a22a0a 2.2.2.1 2.2.2.2 NTP NTP wersion 4, client =15
1 r 2 2.2202431 2.2.2.2 2.2.2.1 NTP NTP Wersion &4, serwer =l
<
t2 Frame 2: 92 bytes on wire (728 bits), 9@ bytes captured (728 bits)

Ethernet II, Src: aa:bbicc:@3:22:00 (aa:bb:cc:i@3:22:0Q), Dst: aa:bb:cc:@3:21:0@ (aa:bb:icc:i@3:21:2@)
Internet Protocel Wersion 4, Src: 2.2.2.2, Dst: 2.2.2.1
User Datagram Preoteocel, Src Pert: 123, Dst Port: 123
t ¥ Network Time Protocel (NTP Yersion 4, server)
3 Flags: @x24, Leap Indicator: no warning, Yersion number: NTP Version 4, Mode: server
Peer Clock Stratum: secondary reference (5)
Peer Pelling Interwal: & (&4 sec)
t Feer Clock Precision: @.@15625 sec
4 Root Delay: 2.0028 sec
Root Dispersion: 2.0315 sec
Reference ID: 127.127.1.1
Reference Timestamp: May 3, 2011 12:@3:16, Q69718282 UTC
Origin Timestamp: May 3, 2011 12:@3:19.15782588028 UTC
Receive Timestamp: May 3, 2011 12:83:15.1577182@8 UTC
Transmit Timestamp: May 3, 2011 12:0@3:19.157718@@@ UTC
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Basic NTP Authentication

Reference Timestamp: Jan 1, 1970 Q@:00:00. 000000000 UTC

o M D5 Origin Timestamp: Jan 1, 1970 @0:00:00, 000000000 UTC
Receive Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
Transmit Timestamp: Oct 8§, 2015 19:22:26. 265421000 UTC
Key ID: @000adal
Message Authentication Code: 875f9463fE35d24d42c00715a420193

@8 1c 42 a6 21 1a 9@ 1lc 42 71 99 =6 @3 @@ 45 a2 ..B.'... Bq....E.
00 60 ed 45 40 @2 4@ 11 37 of @a 00 @1 1d 9a @@ CLERE. Teaaa..
@1 1c @2 Tb @@ Tb @2 4c 16 96 e3 00 @3 fa @0 ol PP PR (P

a8 9o a8 a1 00 00 00 08 @@ ad aa 09 98 98 80 aa L.......
a8 9o a8 00 90 00 00 08 @ ad aa 09 99 98 8d aa L.......
aa5a 90 00 d9 ¢l 40 f2 43 f2 a5 f6 00 00 00 91 [k ... .. C.

CLENNoq 63 f6 35 d2 4d 42 c@ @7 15 a4 2e ef 93

Reference Timestamp: Jan 1, 1970 00:00:00. 000000000 UTC
o S HA_ 1 Origin Timestamp: Jan 1, 1970 @0:00:00.000000008 UTC

Receive Timestamp: Jan 1, 197@ 09:09:09, 000a0agaa UTC

Transmit Timestamp: Gct &, 2015 17:21:32. 287131000 UTC

Key ID: @oadadac
YMessage Authentication Code: 6b3d4dce3dfa5510d206f615f362000fa53259cs

@a 1c 42 a6 21 1a 98 1c 42 71 99 =6 @8 @@ 45 @0 LB l.. Bg....Es
08 &4 8d 27 40 00 40 11 97 29 0a 00 @1 1d @a @@ S TELE )
01 1c @3 Th @0 Tb @0 5@ 16 9a e3 00 @3 fa @0 01 e P
Q9 92 Q2 a1 90 00 00 A0 00 00 92 42 92 88 A2 P ... .. caeaaaas
@9 99 Q2 00 90 00 90 @9 Q0 09 @9 09 99 Y8 ad @89  ........
0859 @@ 98 d9 ¢l 24 9c 49 51 79 If 00 @@ 0@ ac [
aasa
aaza
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NTP Timestamps

. Reference Timestamp: Jul 16, 200% OF:46:42. 227275000 UTC
® use It- origin Timestamp: Jan 1, 19?0 00:00:00. 000000000 UTC

Receive Timestamp: Jan 1, 1970 Q0:00:00.000000000 UTC
Transmit Timestamp: Jul 16, 2009 07:47:04.581275000 UTC

TI meStam pS rﬁgsz;; iigfwggf'?cation Code: 00000000000000000000000000000000
» They consist of a 32-bit part
for seconds and a 32-bit part [ g1zt 2z iz os scE e s os g0 st 00 L e

. Q020 00 02 Q0 7hb 00 -'?:b 00 4c  5hb &l db 0o 11 'Fa o]s} OO oottt [ae.....

QO30 Q0 00 00 01 03 oo 00 00 oD [EEGEREENGEREEREE 0 ... ... ..
for fractional second 20 L G CNLNINIREWE L oIl
o050 Q0 O ce 09 59 FH 5S4 04 Q0 00 Q0 00 f e e ¥ M. UCT. ...

° The tlme Scale I’O||S over 0060 00 OO U UTUODT T UTOY 00 00 00 00 aieieenn aaen..
every 232 seconds (136 years) : :

» Theoretical resolution of 2-32 Time.sec Tlme._Frac
seconds (233 picoseconds) Seconds Fraction

* It uses an epoch of 1 January 1900 2 bi 2 bi

* The first rollover occurs in 2036, 32 bit 32 bit
prior to the UNIX year 2038 problem
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NTP and DHCP / DHCPV6

Frame 1: 167 bytes on wire (1336 bits), 167 bytes captured (1336 bits)

C Ethernet II, Src: Ymuare Sh:al:Sd (@@:2c:29:9b:3l:5d), Dst: Ymuare 38:f3:68 (00:2c:29:38:F3:68)
o I PV4 and D H P Internet Protocol Yersion 6, Src: fes@::2@c:29ff:feSh:alsd, Dst: fes@::2@c:2off:fe3s:f368
User Datagram Protocel, Src Port: 547, Dst Port: 546
. v DHCPwE
Optlon 42 Message type: Reply (7)
Transaction ID: @xf&obs7
Client Identifier

*|IPv6 and DHCPV6 ke

Optien: NTP Server (G&)

Length: &1
L :SN I P value: BO@L0E102a@1000 1000200180. . .

¥ NTP Server Address

dthVG-requested_optlon_COde —— 31 suboption: NTP Serwer Address (1)

Length: 16

NTP Server Address: 2a@li:l
b NTP ¥ NTP Multicast Address
. Suboption: NTP Multicast Address (2)
—_— Length: 16
dthV6'requeSted_optlon_COde 56 NTP Multicast Address: ff@s::1@l
¥ NTP Server FQDN
suboption: NTP Serwer FQDN (3)
Length: 17
NTP Server FQDN: ntp.example.com

22 @c 22 38 f3 68 @2 @c 29 9b al 5d 86 dd 62 @@
22 22 22 F1 11 40 fe 80 02 @2 22 22 82 2@ @2 @c

v Optien: (55) Parameter Request List 22 ff fe b al 5d fe 520 ©Q 20 0P @0 @O @0 B2 Oc

Length: & 29 ff fe 38 f3 68 02 23 @2 22 @@ 71 47 cl @7 f6
Parameter Request List Item: (1) Subnet Mask

Parameter Request List Item: (3] Router 2268

Parameter Request List Item: (6) Comain Name Server gi;g

Parameter Request List Item: (42) Network Time Protocol Servers aasa

22aa

Optien: (255) End
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NTP and Multicast

*|Pv4 and IGMP

(Internet Group Management Protocol)

*|Pv6 and MLD

(Multicast Listener Discovery)
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NTP and Multicast with IPv6

1111.944489 2001:6F8:900:8ebc:2013::132 ffos5:: 44:e4:d9:e3:77:54 33:33:00:00:01: version .
47 1118. 944227 fe80::46ed4 :d9ff:feel: 7754 ffoz::101 44:e4:d9:e3:77:54 33:33:00:00:01:01 NTP 110 NTP Vversion .
48 1120.944103 2001:6F8:900:8eb6C:2013::132 ffoe::101 44:ed:d9:e3:77:54 33:33:00:00:01:01 NTP 110 NTP Version .
49 1177.941269 2001:6F8:900:8eb6cC:2013::132 ffos5::101 44:ed:d9:e3:77:54 33:33:00:00:01:01 NTP 110 NTP Wersion
50 1183. 940944 fe80: :46ed:do9ff:fee3d: 7754 ffoz::101 44:ed:d9:e3:77:54 33:33:00:00:01:01 NTP 110 NTP Wersion
51 1184.940925 2001:6F8:900:8e6c:2013::132 ffﬂﬁ"lﬂl A4ced dd;e3; 7754 22:22:00:00:01:01 NTP 110  NTP version
52 1243.937970 2001:6f8:900:8e6c:201 . 01 NTP 110 NTP Vversion .
53 1248.937753 2001:6F8:900:8e6c: 201 FF02::101 means all NTP servers on the same link as the sender. J:o1 w110 ntP version
54 1249,937669 fe80::46e4:d9ff:fee3: 101 NTP 110 NTP Version .
55 1307.934788 2001:6T8:900:8e6cC:201 Hial NTP 110 NTP version .
56 1313.934418 2001:6f8:900:8e6c:201 e H H 101 NTP 110 NTP version .
57 1313.934566 fe80::46e4:doff:feel: FF05::101 means all NTP servers in the same site as the sender. 101 NTP 110 NTP version .
58 1372.931464 2001:6f8:900:8e6cC:201 01 NTP 110 NTP version .
59 1377.931213 2001:6f8:900:8ebc:201 . J A i
60 1377.931360 fe80::46ed:doff:fee3: FFOE::101 means all NTP servers in the Internet. n 4, broadcast
i o[ Frame 49: 110 bytes on wire (880 bits), 110 bytes captured (8B0 bits)
# Frame 48: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)||® Ethernet II, sSrc: 44:ed4:d9:e32:77:54 (44:ed4:d9:e3:77:54), Dst: 23:23:00:00:01:01 (3
# Ethernet II, Src: 44:e4:d9:e3:77:54 (44:ed4:d9:e3:77:54), Dst: 33:33:0)|= Internet Protocol Version 6, Src: 2001:6F8:900:8e6c:2013::132 (2001:6F8:900:8eb6c:2(
-] Internet Protocol Version 6, Src: 2001:6f8:900:8e6cC:2013::132 (2001:@ 7 0110 .... = Version: 6
# 0110 .... = version: 6 # v.o. 1110 0000 oovh wees vvvn wens wa.. = Traffic class: 0x000000e0
# .... 1110 0000 .... .... ... --... .... = Traffic class: Ox000000e0 wees eeas ..., 0DODO QOO0 QOO0 Q00O 0000 = Flowlabel: 0Ox00000000
e e e 0000 0000 0000 0000 0000 = Flowlabel: 0Ox00000000 Payload Tength: 56
payload Tength: 56 Next header: uop (17)
Next header: uDp (17) Hop 1imit: 255
Hop Timit: 255 source: 2001:6f8:900:8s6c:2013::132 (2001:6F8:900:8e6C:2013::132)
source: 2001 :6f8:900:8efc:2013::132 (2001:6F8:900:8e6C:2013::132) Destination: ff05::101 (ff05::101)
pestination: ffoe::101 (ffoe::101) [SOUrce GeolP: Unknown]
[Source GeolP: UNKnNown] [Destination GeoIP: Unknown] E
[Destination GeoIP: uUnknown] 4 User Datagram Protocol, Src Port: 123 (123), Dst Port: 123 (123)
# User Datagram Protocol, Src Port: 123 (123), Dst Port: 123 (123) -] Network Time Protocol (NTP Version 4, broadcast)
- Network Time Protocol (NTP Version 4, broadcast) % Flags: Ox25
# Flags: 0x25 peer Clock stratum: secondary reference (3)
peer Clock Stratum: secondary reference (3) peer Polling Interval: & (64 sec)
peer Polling Interval: 6 (64 sec) peer Clock Precision: 0,000000 sec
peer Clock Precision: 0,000000 sec Root Delay: 0,0555 sec
Root Delay: 0,0555 sec Root Dispersion: 0,0332 sec
Root Dispersion: 0,0323 sec reference ID: 192.168.1.254
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NTP Multicast versus frame.time

:.I[gggmﬂ Timestamp | I
-3G-AE
g—gﬁ ég ggg Ejgjc Abweichung Frame Timestamp / NTP Transmit Timestamp in Millisekunden
4 |Apr28, 2013 15:41:52
Apr 28, 2013 15:42:57

6 |Apr28, 2013 15:44:01 20
7 |Apr28, 2013 15:45:0¢
Apr 28, 2013 15:46:0¢

9 |Apr28, 2013 15:47:12
10 |Apr 28, 2013 15:48:17 15
11 |Apr 28, 2013 15:49:21
12 |Apr 28, 2013 15:50:2¢
13 |Apr 28, 2013 15:51:2¢
14 |Apr 28, 2013 15:52:32
15 |Apr 28, 2013 15:53:37
16 |Apr 28, 2013 15:54:41
17 |Apr 28, 2013 15:55:48
18 |Apr 28, 2013 15:56:4¢
19 |Apr 28, 2013 15:57:52
20 |Apr 28, 2013 15:58:57
21 |Apr 28, 2013 16:00:01
22 |Apr 28, 2013 16:01:08
23 |Apr 28, 2013 16:02:0¢
24 |Apr 28, 2013 16:03:12
25 |Apr 28, 2013 16:04:17
26 |Apr 28, 2013 16:05:2C
27 |Apr 28, 2013 16:06:24
28 |Apr 28, 2013 16:07:2¢
29 |Apr 28, 2013 16:08:32
30 |Apr 28, 2013 16:09:3€
31 |Apr 28, 2013 16:10:4C
32 |Apr 28, 2013 16:11:44
33 |Apr 28, 2013 16:12:4€ 15
34 |Apr 28, 2013 16:13:52
35 |Apr28, 2013161456 . .. ... .. ..

36 |Apr 28, 2013 16:16:00.956266000 960657000 956266000 -4391000 4391 4,31 4,31
37 |Apr 28, 2013 16:17:04.952047000 956580000 952047000 -4533000 4633 4,533 4,533
_38 |Apr 28, 2013 16:18:08.947964000 951948000 947964000 -3984000 -3984 -3,984 -3,984

39 |Apr 28, 2013 16:19:12.943806000 947349000 943806000 -3543000 -3543 -3.543 -3.543
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Time adjustment

L] L
. M trace-over-1-week.converted-via-examine-into-pcap-formatipeap [Wireshark 1.10.0rc1 (SVN Rev 49064 from /trunk-110)] o @ [=
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

e AmE BREXES Ae»0TL|BFQAQQAR EFDB% B
L] Filter: || expression... Clear apply Save
bo: LEN flime Sourcg Destination 9574 63.995464000 192,168.5.254 224.0.11 NTP NTP Version 3, broadcast = (&
T 94 0.000000000 192.168.5.254 224.0.1.1 & = = =
2 94 63.995669000192.168.5.254 224.0.1.1 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
3 o4 63.995760000192.168. 5. 254 224.0.1.1 arne stc cvscg_cﬁ:ss:d? (00:14:1c:c6:83:d7), DSt: IPvV4mMCast_Of 1 (01:00:5e:(
4 04 63.005041000102.168. 5.254 224.0.1.1 7 Internet Protocol Version 4, Src: 192.168.5.254 (192.168.5.254), Dst: 224.0.1.1 (224.0.1,
L] 5 o4 63.996004000192.168. 5. 254 224.0.1.1 @ User Datagram Protocol, Src Port: ntp (123), Dst Port: ntp (123)
6 o4 63.996100000192.168. 5.254 224.0.1.1 = Network Time Protocol (NTP version 3, broadcast)
— 7 94 63.996060000192.168.5.254 224.0.1.1 @ Flags: oxld
8 94 63.094845000192.168.5.254 224.0.1.1 Prer ¢lick SErafin: stedfiary refprence €20
9 94 63.995724000192.168.5.254 224.0.1.1 peer Polling Interval: 6 (64 sec)
- = peer Clock Precision: 0,000004 sec
- RoOOT Delay: 0,0557 sec
bytes on wire (752 bits), 94 hytes captured (752 bitg RoOt Dispersion: 0,0117 sec
e I, Src: Cisco_c6:83:d7 (00:14:1c:c6:83:d7), Dst: IPv4m Reference ID: 102.168.1.254
@ Internet Protocol Version 4, Src: 192.168.5.254 (192.168.5.254), Reference Timestamp: May 5, 2013 17:43:38.628547000 UTC
i User Datagram Protocol, Src Port: ntp (123), DSt Port: ntp (123) origin Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
© Network Time Protocol (NTP version 3, broadcast) Receive Timestamp: Jan 1. 1970 00:00:00,000000000 UTC
® Flags: Oxld Transmit Timestamp: May 5, 2013 17:50:16.598014000 UTC
Peer Clock Stratum: secondary reference (3) &
Peer Polling Interval: 6 (64 sec)
Peer Clock Precision: 0,000004 sec
Root Delay: 0,0559 sec
RoOt Dispersion: 0,0080 sec M Wireshark: Time Shift =8 ] \:
Reference ID: 192.168.1.254
- Rreference Timestamp: Apr 28, 2013 15:38:42.107951000 UTC Shiftall packets
origin Timestamp: Jan 1, 1570 00:00:00.000000000 UTC
. - peBBCRINE Timestamo: Jan 1. 1970 00:00:00.000000000 LITC Time offset in the format [+-][[hh:Jmm:]ss[.ddd]
Transmit Timestamp: Apr 28, 2013 15:39:45.099450000 UTC
[ ] Set packet to time
Packet number
“tra Ce Ove r ' I Set packet to time [YYYY-MM-DD] hherm:ss(.ddd]
© Set packets to time and extrapolate
= Packet number |1
We e k CO I Ive rte d —VI a— 4 Set packet to time [YYYY-MM-DD] hhirnrm:ss[.ddd] | 2013-04-28 15:38:45.093450000
. 0010 0
0020 01 Packet number | 9574
. . 0030 0d
exam I n e I nto pcap gg:g Z Set packet to time [YYYY-MM-DD] hhimm:ss[.ddd] | 2013-05-05 17:50:16.598014000

Undo all shifts T

Help \7

] 0000 01 00 5e 00 01 01 00 14 1c c6 83 d7 08 00 45 <O

Orl I Ia ‘ a 0010 00 4¢ 00 00 00 00 10 11 02 3a c0 a8 05 fe e0 00
L] 0020 01 01 00 7b 00 7h 00 38 a9 93 1d 03 06 ee 00 00

0030 0Oe 50 00 00 02 Of cO a8 01 fe d5 27 cl 02 1b a2

0040 bc 4d 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .Mii.... ...
0050 00 00 d5 27 cl 41 19 75 98 5¢ Oc a2 bs 48 Gt NG

© [ File: "DATRACEFILES\trace-over-1-week.converted-via-examine-into-pcap-formatpcap” 1053 kB .. | Pack.. | Profile: Default
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Time adjustment — Ste

‘ The Wireshark Network Analyzer [Wireshark 1.10.0rc1 (SYN Rew 49064 from ftrunk-1.10)]
e Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

X2 QaedsnT L QeQaD MMk 8

Filter: BExpression... Clear Apply Save

‘ Wireshark: Open Capture File

Suchenin: |, TRACEFILES - 07 E
= Nare : Anderungsdatum Typ Groke ]
o~ B trace-over-1-week.converted-via-examine-i.. 05.05.2013 20:31 PCAP-Datei 1029KB E]
Zuletzt besucht A
- —
Desktop auf di
w=ul "
Bibliotheken
Se
:»L‘ worl
Computer
“
MNetzwerk
Dateiname: trace-over-1-week. converted-via-examine-into-pcap-format. pcap v
Dateityp: [AII Files [%.%) '] [ Abbrechen }
Read filter: Format: Wireshark tcpdump/... - libpcap
Size: 1053164 bytes
. [V] MAC name resolution Packets: 9574
[¥] Transport name resolution First Packet: 19700101 18:33.45
["] Network name resolution Elapsed: 07 days 02:10:31
[7] Use extemal network name resolver
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Time adjustment — Step 2

M trace-over-1-week.converted-via-examine-into-pcap-formatpcap  [Wireshark 1.10.0rc1 (SN Rew 49064 from ftrunk-1,10)]
File Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help

© | Copy ’>¢"2 EE Qaaabn | #®Bmx% 8
. Find Packet... Ctrl+F
Filter Find Next Ctrl+N EI Expression... Clear Apply Save
MNo. Find Previous Ctrl+B Destination Protocal Info
== 4 224.0.1.1 NTP NTP Version 3,
3 BarkjHinmark Backer Clrl+M 4 224.0.1.1 NTP NTP version 3, |
3 Mark All Displayed Packets Shift+Ctrl+M 4 224.0.1.1 NTP NTP version 3, |
£ Unmark &ll Displayed Packets Ctrl+Alt+h |4 224011 NTP NTP Version 3, |
§ Next Mark Shift+Ctrl+N 4 224.0.1.1 NTP NTP Version 3, |
4 o 4 224.0.1.1 NTP NTP version 3, |
Previous Mark Shift+Ctrl+B 3
y betlih i IRy 224.0.1.1 NTP NTP Version 3, |
g Ignore/Unignore Packet Ctrl+D 4 224.0.1.1 NTP NTP Version 3, |
; E Ignore &l Displayed Packe Shift+Ctrl+D 4 224.0.1.1 NTP NTP Version B,J
: Unignore All Packets Ctrl+&lt+D | -
®Fn = 34 bytes captured (752 bits)
m et & Set/Unset Time Reference Ctrl+T 4:1¢:c6:83:d7), Dst: IPv4mcast_00:01:01 (01:00:5e:00:01:01]
® In Unset &ll Time References Ctrl+4lt+T 168.5.254 (192.168.5.254), Dst: 224.0.1.1 (224.0.1.1)
@ Us Mext Tirme Reference Ctrl+ale+l (123), Dst Port: ntp (123)
& Ng Prewvious Time Reference Ctrl+Alt+B oroadcast)
© Time Shift.., Shift+Ctrl+T I
71 Packet Comment...
Configuration Profiles... Shift+Ctrl+4
o Preferences... Shift+Ctrl +P
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Time adjustment — Step 3

M trace-over-Loweeke d peap-formatpcap [Wireshark 110.0rcL (SVN Rev 40064 from /trunk-1.10)] Slel=
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

ceoAm s BEXRE A¢e»2T L BE QD #B8 % B

Filter: E]Expvession,.. ISR e
Doz LEN [l Source Destination 9574 63.995464000 192.168,5.254 224.0,1.1 NTP NTP Version 3, broadcast = &
1 94 0.000000000 192.168.5.254 224.0.1.1 = — _
2 o4 63.995669000192.168. 5.254 224.0.1.1 # Frame 9574§ 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
3 o4 63.995760000192.168. 5.254 224.0.1.1 1 , Src: Cisco_c6:83:d7 (00:14:1c:c6:83:d7), Dst: IPv4mcast_00:01:01 (01:00:5e:(
4 o4 63.905041000192.168. 5.254 224.0.1.1 @ Internet Protocol version 4, Src: 192.168.5.254 (192.168.5.254), Dst: 224.0.1.1 (224.0.1.
5 94 63.996004000192.168. 5.254 224.0.1.1 @ User Datagram Protocol, Src Port: ntp (123), Dst Port: ntp (123)
6 o4 63.906100000192.168. 5.254 224.0.1.1 = Network Time Protocol (NTP version 3, broadcast)
7 94 63.996060000192.168.5.254 224.0.1.1 @ Flags: Oxld
8 94 63.904845000192.168.5.254 224.0.1.1 Peeft Clack serarum: secordany<refensiice (3)
9 94 63.005724000102.168. 5.254 224.0.1.1 peer polling Interval: 6 (64 sec)
. o peer Clock Precision: 0,000004 sec
RoOOT Delay: 0,0557 sec
bytes on wire (752 bits), 94 bytes captured (752 bits ROOT Dispersion: 0,0117 sec
I, Src: Cisco_c6:83:d7 (00:14:1c:c6:83:d7), Dst: IPv4m reference ID: 102.168.1.254
@ Internet Protocol version 4, Src: 192.168.5.254 (192.168.5.254), reference Timestamp: May 5, 2013 17:43:38.628547000 UTC
@ User Datagram Protocol, Src Port: ntp (123), Dst Port: ntp (123) origin Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
= Network Time Protocol (NTP Version 3, broadcast) _.Receive Timestamp: Jan 1, 1970 00:00:00,000000000 UTC
# Flags: Oxld Transmit Timestamp: May 5, 16.598014000 UTC |
Peer Clock stratum: secondary reference (3) e
pPeer Polling Interval: 6 (64 sec)
peer Clock Precision: 0,000004 sec
RooOT Delay: 0,0559 sec
Root Dispersion: 0,0080 sec M Wireshark: Time Shift Sl @
Reference ID: 192.168.1.254
reference Timestamp: Apr 28, 2013 15:38:42.107951000 UTC Shift all packets
origin Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
eeRBCRiNE Timestamo: Jan 1. 1970 00:00:00. 000000000 LTC Time offset in the format [+-][[hh:]mm:]ss[.ddd]
. Transmit Timestamp: Apr 28, 2013 15:39:45.099450000 UTC
! Set packet to time
Packet number
Set packet to time [YYYY-MM-DD] hhirrn:ss[.ddd]
© Set packets to time and extrapolate
s Set packet to time [YYYY-MM-DD] hhiram:ss[.ddd] | 2013-04-28 15:39:45.099450000
0010 0g oo
0020 01 Packet number 9574
0030 04d - =
83‘;8 gg | Set packet to time [YYYY-MM-DD] hhirariss[.ddd] | 2013-05-05 17:50:16.598014000

Undo all shifts s

[ e | T

0000 01 00 Se 00 01 01 00 14 1c c6 83 d7 08 00 45 cO
0010 00 4¢c 00 00 00 00 10 11 02 3a c0 a8 05 fe e0 00
0020 01 01 00 7b 00 7h 00 38 a9 93 1d 03 06 ee 00 00

az
0040 hc 4d 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0050 00 00 d5 27 ¢l 41 19 75 98 5¢ 0c a2 h8 48

© [ | File: "DATRACEFILES\trace-over-1-week.converted-via-examine-into-pcap-format,pcap” 1053 kB .. | Pack... | Profile: Default
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Time adjustment — Step 4

‘ The Wireshark Network Analyzer [Wireshark 1.10.0rc1 (SWN Rew 49064 from /trunk-1.10)]
ile Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

ORI X2 aesanT L BE isi
Filter: B Expression... Clear Apply Save
M ireshark: Open Capture File
Suchen in: TRACEFILES - 07 = E
I= Name = Anderungsdatum Typ GriaRe
Y 8 trace-over-1-week.converted-via-examine-into-pcap-format.pcap 05.05.2013 20:31 PCAP-Datei 10291
Zuleztbesucht 8| trace-over-1-week.converted-via-examine-into-pcap-format.time-shift-to-ntp-multicastpcap  07.05.2013 12:03 PCAP-Datei 10291

L
Desktop

p=ul
Bibliotheken

A

.

Computer

[T Use extemal network name resolver

MNetzwerk
I 1 " »
Dateiname: trace-over-1-week. converted-via-examine-into-pcap-format. time-shift-to-ntp-multicast. pcap v Offnen
Dateiyp: (A Fies () »]  [[Abbrechen ]
Read filter: Format: Wireshark/tepdump/.... - libpcap
Size: 1053164 bytes
. [¥] MAC name resolution Packets: 9574
[¥] Transport name resolution First Packet:  2013-04-28 16:35:45
[ Network name resolution Elapsed: 07 days 02:10:31
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Time adjustment — Step 5

M trace-over-1-week.converted-via-examine-into-pcap-format.time-shift-to-ntp-multicast.pcap [Wireshark 1.10.0rc1 (SWN Rev 49064 from /trunk-1.10)] o|[@ ] %]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
oo AN £ BBEBXR AerdT L /BEQAQAD FBDBRIB
e [+] Bpression.. M Wiveshark: Summary ===l
Source Destination Protocol -
uu 192,108, 5.25%4 224.U L. 1 NIF File
00 192.168.5.254 224.0.1.1 NTP Name: DATRACEFILES\trace-over-1-week.c rted. into-pcap-fi t.time-shift-to-ntp Iticast.pcap
00 192.168.5.254 224.0.1.1 NTP Lenath 1053164 bytes
00 192.168.5.254 224.0.1.1 NTP e Sl
00 102.168.5.254 224.0.1.1 NTP ok e BIRACpaump/az I pep
00 192.168.5.254 224.0.1.1 NTP Encapsulation:  Ethernet
00 192.168.5.254 224.0.1.1 NTP Packet size limit: 65535 bytes
00 192.168.5.254 224.0.1.1 NTP
00 192.168.5.254 224.0.1.1 NTP Time ~
i oot T B— First packet: 2013-04-28 16:39:45
= Frame 5840: 94 hytes on wire (752 bits), 94 hytes captured (75 Last packet: 2013-05-05 18:50:16
Encapsulation type: Ethernet (1) Elapsed: 07 days 02:10:31
Arrival Time: May 3, 2013 00:27:35.990627000 Mitteleuropdis
[Time shift for this packet: 0.000000000 seconds] Capture

Epoch Time: 1367533655.990627000 seconds
[Time delta from previous captured frame: 63.995872000 secor
[Time delta from previous displayed frame: 63.395872000 secq
[Time since reference or first frame: 373670.990627000 secon
Frame Number: 5840

Capture file comments

Interface Dropped Packets Capture Filter Link type Packet size limit

Frame Length: 94 hytes (752 bits) unknown unknown unknown  Ethernet 65535 bytes
capture Length: 94 hytes (752 bits)
[Frame is marked: False]
[Frame is dgnored: False]
[Protocols in frame: eth:ip:udp:ntp]
[coloring Rule Mame: UDP]
[coloring Rule string: udp]
# Ethernet II, Src: Cisco_c6:83:d7 (00:14:1c:¢6:83:d7), Dst: IP
® Internet Protocol version 4, Src: 192.168.5.254 (192.168.5.254 Display
® User Datagram Protocol, Src Port: ntp (123), Dst Port: ntp (12 Display filter: none

Network Time Protocol (NTP Version 3, broadcast)
@ Flags: Oxld
peer Clock Stratum: secondary reference (3)
peer Polling Interval: 6 (64 sec)
Peer Clock Precision: 0,000004 sec
ROOT Delay: 0,0597 sec

Ignored packets:

Traffic
Packets

0(0,000%)

4 Captured 4 Displayed 4 Displayed % ¢ Marked 4 Marked %

9574 9574 100.000% 0 0,000%

Between first and last packet 612631,000 sec

RoOOT Dispersion: 0,0061 sec Avg. packetsfsec 0,016
reference 1D: 192.168.1.254 v
Reference Timestamp: May 2, 2013 23:24:19.409702000 UTC Avg. packet size 94,000 bytes
origin Timestamp: Jan 1, 1970 00:00:00.000000000 UTC Bytes 899956 8099956 100.000% 0 0.000%
Receive Timestamp: Jan 1, 1970 00:00:00.000000000 UTC B, bytes/sec 1,463
Transmit Timestamp: May 2, 2013 23:27:36.392501000 UTC i
Avg. MBit/sec 0,000

0000 01 00 Se 00 01 01 00 14 1c c6 83 d7 08 00 45 cO
0010 00 4c 00 00 00 00 10 11 02 3a c0 a8 05 fe e0 00
0020 01 01 00 7b 00 7b 00 38 <¢9 20 1d 03 06 ee 00 00 s
0030 0Of 48 00 00 01 90 cO a8 01 fe d5 2d 74 23 68 e2 SHaSRERT T O
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NTP Coloring Rule

* Colors for various NTP message types

‘ *MTPw3_AUTH. cap [Wireshark 2.2.6 (w2.2,6-0-932dacta))

File Edit View Go Capture Analyze Statistics Telephnni Tools  Internals  Help

@48 BELXXZ AespF L/IBEE Q@QQBH E$E@WK| O
Filter: Expression.. Clear Apply Save

Ma. Source Destination Pratocal Length Leap Indicator
10.0.0.4 10.0.0.2 110 unknown Cclock unsynchronized)

110 unknown (clock unsynchronized)

3 1.511286 10.0.0.4

 Wireshark Color Filters for NTP — useful!
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NTP Kiss-of-Death

* Kiss-of-Death
¥ Network Time Protocol (NTP YWersion 2, serwver)
packets are used e L S g v e

Pesr Polling Interwal: 4 (16 sec)

:)y NTP servers to Peer Clock Precision: @.815625 sec

Root Delay: 1.2080 sec
Root Dispersion: 1.2280 sec

rate-l i mit NTP Client Reference ID: Unidentified reference source "RATE®

Reference Timestamp: Jan 1, 1970 @0:02:02.222222222 UTC

Origin Timestamp: Feb 7, 2036 @6:28:15.999999228 UTC
requeStS th at q uery Receive Timestamp: Feb 7, 2836 25:28:15.99999928@ UTC

Transmit Timestamp: Feb 7, 2036 @5:25:15.999999288 UTC

tOO frequently @8 25 &4 al eB8 25 cB d3 a3 Se b7 55 @8 @@ 45 bi edL W H.. oL ULLE.

22 4c 22 @2 42 @@ 3f 11 37 cB c@ a8 Bl 65 c@ ad Lodla?e Foulael

° K f D th : B0 6b @O 7b 9 ¢5 @0 35 55 95 d4 00 4 T3 00 Bl  .K.{...8 ........
ISS O ea IS A P30 00 00 20 o1 00 00 SFILY. 90 00 @2 20 Q0 @0  ...... L. .....

@0 @@ Tf ff ff Ff ff ff ff 80 Ff ff £f Ff ff Ff  ...coeen connenn.

not a NTP Ff @0 ff Ff Ff Ff FF ff ff o2  eeerreen .
protection protocol
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ntp.stratum - Peer Clock Stratum

-
M “ireshark . Display Filker Expression ? * ® E ;tratu m IS a CO n Ce pt
Field Marne Relation
v NTP . Metwork Time Protocol is present - -
ntp.straturn - Peer Clock Straturn == used I n N I P an d ItS

1=

»

<

value indicates the
clocks location in the

VVVVV hierarchy
- - While a lower stratum
often indicates a more
RRRRR accurate clock
- | | *«BTW: 2256 seconds ?
CCCCC
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ntp.refid - Reference ID

127 T./* becording to rfco, primary (stratuw-0 and stratum-1) sServers should set

188 * their Reference ID (4bytes field) according to following table: [ ]

£ e * Research in the source
190 [Hstatic const struct {

191 const char *id;

19z const char *data;

193 } primary sources[] = {

14 J* Tas / ®EC 5905 %/ CO e — Some
185 { "GOES"™, "Geostationary Orbit Environment Zatellite™ },

196 { "GPE\0", "Global Position System"” },

187 { "GALYVO", "Galileo Positioning 3vstem™ }, n » n

198 { "PF3\0", "Generic pulse-per-second” },

199 { "IRIG", "Inter-Range Instrumentation Sroup™ }, I n e reS I n g I n O
200 { "WWVET, "LF Radioc WWWE Ft. Collins, CO &0 kHz" },

z01 { "DCF\0", "LF Radio DCF77 Mainflingen, DE 77.5 kHz" },

zoz { "HEG\0", "LF Radio HBG Prangins, HB 75 kHz" },

zZ03 { "M3F\0", "LF Radio M3F Anthorn, UK &0 kHz" }, [ ) Se a

Z04 { "JJ¥vor, "LF Radio JJY¥ Fukushima, JP 40 kHz, Zaga, JP 60 kHz" },

205 { "LORC™, "HF Radio LORAN C station, 100 kHz" }.,

206 { "TDFY0", "MF Radio Allouis, FR 162 kHz" },

z07 { "CHIMO", "HF Radio CHU Ottawa, Ontario™ },

z08 { "ww 0",  "HF Radio WOV Ft. Collins, CO™ }, V y u
z09 { "wWuvH", "HF Radio WUVH Eauai, HI™ },

210 { "MIST", "HNIST telephone modem™ }, u .

211 { "TACTaE™, "NI3T telephone modem™ },

212 { "UsHoT, MUSHO telephone modem™ }, d IS I a fl Ite r @
Pl { "PTEVO", "European telephone modem” 3},

214

215 /% Unofficial codes */

Z1le { "LOCL™, "uncalibrated local clock" },

217 { "CEZH", "ealibrated Cesium clock™ },

218 { "REDH", "ocalibrated Fubidiuwm clock™ },

219 { "OMEG™, TOMEGA radionavigation system™ }.,

Z2z0 { "DCHYO", "DCHN routing protocol™ ),

221 { "TIFVO", "TIFP time protocol™ ),

AEE { "DTE\ 0", "Digital Time Service™ },

223 { "TATOH", TAtomic clock (calibrated)™ },

224 { "VLFVO", "VLF radio (OMEGA,, eto.)™ §, -

225 { "iFRST, "External 1 PPS input™ }, ™

Z26 { "FREE", "{Internal clock]™ },

BET { "IMIT", "{Initialization)™ },

Z28 { movovahor, "MULL™ }.,

229 { HULL, HULL}

230 Ly:
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NTP Stratum

» Stratum levels define the distance from the
reference clock

A NTP server that is directly connected to a
stratum-0 device is called a stratum-1
server

* NTP clients need some way of judging
which time sources are likely to be the
most accurate and preventing timing loops

* An NTP client synchronized from a Stratum
4 source would be a Stratum 5 device

# ntpg -pn

remote refid st € when poll reach delay offset jitter
*127.127.20.1 GP3. 01l 52 64 377 0.000 0.516 0.011
0l27.127.22.0 PP3. 01l 3 s 377 0.000 -0.001 0.001

M ‘iireshark - Display Filter Expression

Field Mame

~ MNTP . Metwark Time Protocal
ntp.stratum - Peer Clack Stratum

Search: |ntp.strat |

Walue {Unsigned integer, 1 byte)

[16

Predefined Values

unspecified ar invalid
primary reference
econdary reference (2-15 valid)

H
unsynchronized
reserved {17-255 valid)

Range {offset:length)

nkp.stratum == 16

Clfink Ot insert this fhar

Cancel

Help
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NTP Root Delay / Dispersion Monitoring / |O-Graph

M ivireshark 10 Graphs - broadcast-das-bemt — O x
Wiresharlk I0 Graphs: broadcast-dos-bxmt
3 .
0,045 — »*
- .
0.04 |
z i
- oz
= [
T 0024
=
= [
= 0016 Tl
C sessesse e
=  580000000000,00000000,00008080,0000000,00000008 00000000000t gpaattllly @ et 0000000 0000000 00000
0,005 -
0 [ SESS0SE SNSRI SIS ERSDREND
o 100 200 300 400 500 &00 700
Time (s}
Mo packeis i fterval (275,
Marne Display filter Colo Style W Biis Y Field Smoothing 6
MTP Root Dispersion ritp . Dat MAXTY Field)  ntporootdispersion Mane
MTF Root Delay ntp . Dot RASKN Field)  ntprootdelay Mone
v
+ = | |m Mouse (@) drags () zooms Interval |1sec = [ Time of day [] Log scale Reset
Save As... Copy Help
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NTP Root Delay / Dispersion Monitoring / |O-Graph

M ‘ireshark 10 Graphs - trace-over-T-week - O *
Wireshark I0 Graphs: trace-over-1-week
01z | -
01
s -

0,08 - - oe *
o - e ' - = .
z - - . -
- - -
= - .e - oe . - L Y .
o 006 L - - L] - ® o - - ool
= ™ - - ] L] -
=
=

0.04 - *

o 40000 S0000 120000 160000 200000 240000
Time (s}

Mo packers in foterval (%481 +ids).

Marme Display filter Colo Style W Bxis % Field Smoothing

[ &0l packets . Line Packets MNaone

MNTP Root Dispersion ntp . Dot MALKDY Field)  ntporootdis.. Mone

MNTP Root Delay ntp . Dot MALKDY Field)  ntporootdelay Mone

+| - & Mouse (@) drags () zooms Interval 1sec - [ Time of day [ Log scale Reset

Save As... Copy Help
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NTP Leap Seconds

 Leap seconds are scheduled to be inserted into or
deleted from the UTC time scale in irregular
Intervals to keep the UTC time scale synchronized
with the Earth rotation

4 Network Time Protococl (NTP Version 4, server)
4 Flags: @xe4, Leap Indicator: last minute of the day has 61 seconds, Version number: NTP Version 4, Mode: server

8l.. .... = Leap Indicator: last minute of the day has 61 seconds (1)
..18 B... = Version number: NTP Version 4 (4)
AR = Madas —Amarae AN

4 Network Time Protocol (NTP Version 4, symmetric actiwve)
4 Flags: Bxel, Leap Indicator: unknown (clock unsynchronized), Version number: NTP Wersion 4, Mode: symmetric actiwve

1 T = Leap Indicator: unknown (clock unsynchronized) (3)
..18 @... = Versiocn number: NTP Version 4 (4)
vess .BBL = Mode: symmetric active (1)
Peer Clock Stratum: unspecified or invalid (8) [9767716.320000] device br-lan entered promiscuous mode
[9890041.560000] Clock: inserting leap second 23:59:60 UTC
[24182566.210000] device br-lan left promiscuous mode

SharkFest'17 US « Carnegie Mellon University * June 19-22, 2017



NTP Leap Seconds Smearing

* Workaround for systems get confused if the time
IS stepped back
. Duplicate timestamps can occur

or.LAB= w32tm.exe Squery [status
'I st minute has 59 seconds)
~eference - syncd by (S)INTP)
m= per tick)

500C36 (source IP: 13. ED 1.. 54
Sy 1rr|E 31.12.2016 19:

Source: time.wi
Poll Interval: & |

P5 C:\Users’Administrator.LAB=
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NTP Leap Smearing Monitoring

leap smear ®  +

(i) leapsmearhdais.net

Mote: Leap smear montonng has been fimshed at 2017-01-01T2000Z.

Time offset to UTC Time offset to UTC
+ 1008 m
408 m
808 m
200 m
608 m
L [¥]
wu 4] wu
] o400 m
-208 m 200 m
-408 m 2]
Sat 00: 00 Sat 12:08 Sun 03: 08 Sun 12: 00 Sat 00: 08 Sat 12: 00 Sun 03: 08 Sun 12: 00
B time.google.com cur: -0.0008 H ntpl.sakura.ad. jp cur: -0.0001
Time offset to UTC Time offset to UTC
a 21L .
00 600 m
g2 408 m
U -0. 4 w208 m
[ w
n .0.6 n] 8
={EL -200 m
1@ 408 m ——
-1.2 r
Sat 90: 08 Sat 12: 00 Sun 00: 00 Sun 12: 008 Sat 90: 00 Sat 12: 80 Sun 0@ 03 Sun 12: 008
W ntpd-4.2,8p9 leapsmearinterval 88400 cur: 0,0105 M utl-time.colorado.edu cur: ©.5913
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Watching NTP leap second with tshark

* tshark -ni ethO port 123 -R ntp.flags.mode==4 -
Eheader=y -Tfields \
-e frame.time \

frame.time ntp.flags. 11 ntp. xmt

_Ee r]tr)_fIEiEJES_Ii \ Jun 30, 2015 14:48:01. 772791000 1 do:3d:1c:9l:ch:04 :86:7h
Jun 30, 20015 14:48:15.7 100 - St Ay
-e ntp_xmt Jun 30, 2015 14:48:3
Jun 30, 2015 14:48:51.7

Jun 30, 2015 14:49:09.7;

Reference:

http://www.theptpguy.net/posts/2015/06/30/watchin
g-the-leap-second-with-tshark
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NTP to calibrate your capture file

* Tipp: Use Multicast NTP when possible

« Compare frame.time versus transmit timestamp

https://isc.sans.edu/forums/diary/What+Time+Is+It+Using+NTP+Traffl
c+to+Calibrate+PCAP+Timestamps/21135/
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Public NTP Scanning Websites

* Open NTP Monitor (Mode 7) Scanning Project

» https://ntpmonitorscan.shadowserver.org/

* OpenNTPProject.org - NTP Scanning Project

* http://www.openntpproject.org/
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NTP Mode 6

* Using Nmap — the easiest way ©

* Mode 6
* nmap -sU -pU:123 -Pn -n --script=ntp-info <IP>

% Network Time Protocel (NTP Yersien 2, contrel)
% Flags: @x16, Leap Indicator: neo warning, Yersion number: NTP Yersion 2, Mode: reserved for NTP control message
@d.. ..., = Leap Indicater: no warning (@)
@1 ... = Yersion number: NTP Yersion 2 (2)
ve-- 2118 = Mode: reserved for NTP control message (6)
* Flags 2: @x@2, Response bit: Request, Opcode: REACWAR
@ ... = Response bit: Request (@)
.@.. .... = Error bit: @
..@ = More bit: @
Opcode: READWAR (2]

=
=t
&= -
= .
=
[}

Sequence: 1
Status: @xaged
AssociationID: @
Ooffset: @

Count: @
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NTP Mode 7

* Mode 7 with Nmap
* nmap -sU -pU:123 -Pn -n --script=ntp-monlist <IP>

¥ Network Time Protecol (HTP Wersion 2, priwvate)
¥ Flags: @x17, Response bit: Request, Yersion number: NTP Yersion 2, Mode: reserved for private use

@... .... = Response bit: Request (@)
L@.. ... = More bit: @
..81 A... = ¥Yersion number: NTP Yersion 2 (2)

vevs 2111 = Mode: reserved for private use (7))
¥ puth, sequence: 23
@... ... = Auth bit: @
L2801 2111 = Sequence number: 23
Implementation: MNTFD (3)
Request code: MONM_GETLIST_1 (42)

@222 .... = Err: No error (2:x08)
. 2022 2228 2288 = Humber of datas items: @
@222 .... = Reserved: @x2@

. DPE2 20e8 PR = Size of data item: 2xPEe@
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NTP Mode 7 - Replies

¥ Metwork Time Protacol (NTP Wersion 2, control) ¥ Hetwork Time Protocol (NTP Wersion 2, control)
¥ Flags: @xl16, Leap Indicator: no warning, Version number: NTP Version 2, Mede: reserved for M ¥ Flags: @xlé, Leap Indicator: no warning, Wersion number: NTP Wersion 2, Mode: reserved for NTP control message
@@.. .... = Leap Indicator: no warning (@) e - Lesp Indicator: ne warning (@)
..@1 @... = Version number: NTP Yersion 2 (2) Tttt )
.11@ = Mede: reserved for NTP control message (&) .21 2... = Version number: NTP Version 2 (2}
v Flags 2: @x82, Response bit: Response, Opcode: READWAR eee. 2118 = Mode: reserved for NTP control message (6)
1... .... = Response bit: Response (1) v Flags 2: @x52, Response bit: Response, Opcode: READWAR
-8 = Error bit: @ vvs .... = Response bit: Response (1)
..@. .... = More hit: @ .
...@ 2210 = Opcode: RERDVAR (2) sev. = Errer bit: @
Sequence: 1 .2 .... = More bit: @
“ Status: @x@618, Leap Indicator: no warning, Clock Source: UDP/NTP, System Event Code: Unknow ...2 @212 = Opcode: READWAR (2)
B2, ... ... .... = Leap Indicater: no warning (@) Sequence: 1
--00 ﬂllaéééi e T Ehik S:"[::cmwiNTpiﬁ) v Status: @x@50@, Leap Indicator: no warning, Clock Source: UDP/NTP, System Event Code: unspecified
. v = STEm Even ouUnTEr @ . .
e pp— Sﬁstem Event Code: Unknown (8] B@.s vues ween awes = Leap Indicater: no warning (@)
associationID: @ ..2@ @112 .... .... = Clock Seurce: UDRSNTP (6)
Offset: @ ceee ea.. 222 ... = System Event Counter: @
Count: 378 . . 2002 = System Event Code: unspecified (@)
N Dat:ersion ntpd 4.2.8p501.3265-0 Tue Dec 2@ 1@:5%:17 UTC 2016 (1)" AssocistionID: @
processo ="r€|ip5" i Offset: @
system="Linux/4.4,14" Court: 213
leap=2 ~ Data
stratum=3 system="cisco"”
precisien=-17 leap=0
rootdelay=57. 957
rootdisp=44. 302 stratum=2
refid=192.168.1.253 rootdelay=59. 27
reftime=@xdcebSf7e. da5272ed rootdispersion=28.66
clock=@xdcebalca. 2b91884d peer‘=62791
Eee;;mm refid=131.234.137.64
m;tc=3 reftime=2xDCEBASAL. SBCIASFC
offset=-1. 359020 poll=1a
frequency=4. 355 clock=RxDCEBADIL. 25971874
sys_jitter=1.700S85 phase=0.757

clk_jitter=1.285

clk_wander=2. @34 freq=-5.89

error=49, 89
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NTP Control Clock Source / ntp.ctrl.sys_status.clksrc

 Different Kind of sources for NTP available

Yalue (Unsigned inteqger, 2 bytes)

a

Predefined Values

unspecified ar unknown

Calibrated atomic clock {e.q. HP 3067)

WLF (band 4) or LF (band 3} radio {e.q. OMEGA, WAYYE)
HF {band 7 radio (e.g. CHU, BSF, WAL H)

UHF (band 9 satellite (e.q. GOES, GPX)

local net (e.g. DCM, T=P, DTS

HDP/MNTP

HOPTIME

eveball-and-wristwatch

telephone modern {e.q. MIZT)
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NTP Amplification Attack / Reflection DDoS attacks

- ‘ Wireshark « Flow .« single-request_multiple_answers_2_times — O
* One single request
T 192, 168.1.55 c A
fme 109.75.223.1 armmer
- " 0.124919 49161 | LRIV Ao 2 (e 123 MTP: MTP Version 2, private
1 . . I
o F O O I n g I e re I It 12609,391319 BGEE } IiTEALersionEAp it ! 123 NTP: TP Wersion 2, private
1 . : |
12609.545054 BEEE - NTP Vetsion 2, private 123 NTP: MTR Wersion 2, private
1 . . I
- = 12609,546779 BEEE - LRI e 2, (el 173 NTP: MTP Wersion 2, private
1 . . |
I\/I O I l I St Ite I I l S 12609.546781 BEEE T STIERLCE EEEY M ! 123 MTE: TP Wersion 2, private
1 . . ]
12609,546911 BGEE e e AEom 2, it ! 123 MTP: MTE Version 2, private
1 . . |
D o 1 MTP \fetsion &, private | . . .
Frame &7: 482 bytes on wire (3856 bits), 482 bytes captur 12609547833 EEECy NTP Verson 2, pivate = TP NTP Varsion 2, privats
. . / : i MTP: MTP Yersion 2, privat
Ethernet II, Src: Cisco @5:9f:@b {(@@:50:73:85:9f:@b), Dst (2°0%°496% eS¢ TP Ve 2 e r= ersion 2, privats
._ 1 BIEION £, prwvate | TP HTR 4 ; 2; :
Internet Protocel Version 4, Src: 1@9.75.223.1, Dst: 192, [2609.5515%6 B | NI Verson 2. privats = ersion 2, private
12609,551827 EEEE | s 123 MNTR: MTR Wersion 2, privats
User Datagram Protocel, Src Peort: 123, Dst Port: &666 1 NTP Yersion 2, private | P
o 0 o 12609.552436 EEEE T L 123 MTP: MTP Wersion 2, privat
¥ Network Time Protocel (NTP Wersion 2, private) i ; : | sl & private
. . 12609,552916 £GEE (R oo 2 702 123 MTP: MTR Wersion 2, private
Flags: @xd7, Response bit: Response, Yersion number: N i } ) i
12609,553516 RGEE * TiTEAL ErsionEAp Lt 123 NTP: TP Wersion 2, private
futh, sequence: 215 i O Vet B, o
. 12609.554153 BEGE b (e 2 A I 123 MTP: MTP Version 2, private
Implementation: MNTPD (3) i ) . i
R t code: NON GETLIST 1 (42) 12609554850 EGEE b e 82 2 TR 123 NTP: MTP Wersion 2, private
equest code: i } ) i
aaga e u " oxon 12609,555316 RGEE F IiTEALersionEAp it 123 NTP: TP Wersion 2, private
vev. = Err: No error (@ i ) ) i
PoPE  PEOD P110 - N :; .::: data it ‘ 12609,555754 BEEE (e e om 2, it ! 123 MTP: MTP Wersion 2, private
vee = Number of data items: i } ) i
2000 & - 12609,556515 RGEE * TiTEAL ErsionEAp Lt 123 NTP: TP Wersion 2, private
.... = Reserved: ax i } } i
. fd . 12609,557318 EEEE T [P T 2 ke P NTR: MTP Wersion 2, private
= - 1 . . ]
T _a@mj @lea 182d = size of data item: 2:x0043 12609, 558066 BEEE b [V e 2 S 123 MTE: NTP Wersion 2, private
H H H 1 . . |
Honlfst %tem. address: 217.7.239,199:35025% 12609.556893 scs | MTP Version 2, private . NTP: NTE Version 2, private
. - - 1 . . ]
Monlist item: address: 31.19.17.89:4254@ 12609.559921 s | MTP Wersion 2, private e NTR: HTP Wersion 2, private
1 1 . - - 1 . . 1
Monlist Item: address: 1@9.234.68.27:123 12609560483 s | MTP Version 2, private ! 123 NTP: HTP Wersion 2, privats
T T . - - 1 . . ]
Monlist item: address: 74.183.220.60:58177 12609.561355 — TP Wersion 2, private [ NTP: NTB Version 2, private
- - . " . 1 . . |
Monlist item: address: 84.23.8@.31:51254 12609562154 £ece | NTP Wersion 2, private 23 MTP: NTP Version 2, private
1

Monlist item: address: 79.241.128.143:64345
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NTP APPs for your Smartphone

* Different kinds of
APPs are available
for different
platforms

» Useful for checking

your capture setup
and results too ©

SharkFest'17 US « Carnegie Mellon University *

Detailed query

Carrier T 912 AM .-
Sunday, December 11, 2016

24 c uTC -0.001

Server:

NTP or SNTP)

Leap: 0

Version: 3

Precision: -20

Mode: Server (4)

Poll: 1 seconds (2 ** 0)
Rootdelay: 2,72
Rootdispersion(ms): 39,46

Reference Identifier:
62.237.86.234 (ntp3.tdc.fi)

Reference Timestamp:
Thu, May 17 2012 17:40:20.651

Originate Timestamp:
Thu, May 17 2012 18:06:56.009

Receive Timestamp:
Thu, May 17 2012 18:06:59.460

Transmit Timestamp:
Thu, May 17 2012 18:06:59.460

Destination Timestamp:

Stratum: 2 (Secondary Reference; e.g. via ] 7 ] 2
2
o . 42.9

EMERALD ¢ SEQUOIA
June 19-22, 2017




NTP Polling Intervals - RFCs and the Windows Way

NTP.MAXPOLL: ([ R F‘ I 3 05
NTP.MAXPOLL: Member NTP.MINPOLL: NTP.MINPOLL:

Winqows Domain jStan.danne Domain Meml:!erlstandalone

:V?:Zloo:s - :zntrollers :lsa(hmes ;mltmllers - ines ° N T P ] MAX P O L L

vindows | 0 r : 10 1024 seconds, which
windows [ 10 13 ° 10 was the maximum with

Windows 10 15 6 10 NTP 3
Server 2008 V
Windows 7 10 15 6 10

(
Windows 10 15 6 10

Server 2008
R2 :
e poll int I to 36
: pPOll Intervals up to
Windows 8 10 15 [ 10
Windows 10 15 6 10 h r
Server 2012 Ou S
Windows 10 15 [ 10
8.1
Windows 10 15 6 10
Server 201
R2
Windows 10 | 10 15 6 10
Windows 10 15 6 10
Server 2016
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Windows Accurate Time

* Is your Windows Capture Engine part of a
domain?

B2 Windows 2016 Accurate Tire X ==

€ Oa https:/fdocs microsoft.com fen-usfwindows-serverfidentity//ad-ds/get-started ivindows-tim e-service fvindows-2016-accurate-time 44E:| c Q, Suchen

=. Microsoft Technologies ~ Documentation ~ Resaurces [

Windows IT Center Explore

Docs / Windows Server / Identity and access

e Windows Server 2016 Accurate Time

2016-12-21 = 37 min to read = Contributors @OS A a
ldentity and Access
> Solutions and Scenario Guides Applies To: Windows Server 2016

v Active Directory Domain Services

What's new in Active Directory |ntrOdUCtI0n

Domain Services Technical

Preview
Time synchronization accuracy in Windows Server 2016 has been improved substantially, while maintaining full backwards NTP compatibility with

older Windows versions, Under reasonable operating conditions you can maintain a 1 ms accuracy with respect to UTC or better for Windows Server

?:::::;E'ée\::v?;ﬁomam 2016 and Windows 10 Anniversary domain members. The following whitepaper discusses these topics as they relate to enabling accurate time:

W AD DS Getting started
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MS-SNTP Extensions

* Microsoft has a custom authentication mechanism
In their NTP implementation of the Windows Time
Service [awmen s e

thps:fmsdnumicresaft.camfen-us/library/cc A5 EJ uchen i = =
€ O & hitps/fnsd ft.com fen-us library/cc 246877 4 c Such wBa 9 3 & ©- @ =

& Microsoft | [ e k sign in

Downloads v  Programs ~  Community ~  Documentation ~

ren ot [MS-SNTP]: Network Time Protocol (NTP) Authentication

Protocols ! EXtenSiOnS

Windows Pratocals

Technical Documents X . . . . - . .
Specifies the Metwork Tirme Protocel (WTP) Authentication Extenzions, which is an authentication extenzion to the Network Tirme Protocol (MTP) version 3

* [MS-SNTP]: Network Time ([RFC1305)) and the Simple Netwerk Tirme Protocol (SNTP) version & ([RFC2030]).
Protocel (NTP) Authentication

Extensions This page and associated cantent may be updated frequently. We recammend you subscribe to the RSS feed to receive update notifications.

¥ 1 Intreduction

Published Version

P 2 Messages
"’ 3 Protocol Details
4 Protocol Examples Date Protacol Revision Rewvision Class Downloads
5 Security
6/1/2017 27.0 Major PDF | DOCK | Diff

5 Appendix A Product Behawior
7 Change Tracking
8 Index
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MS-SNTP Extensions - Wireshark

* Decoding with Wireshark not implemented yet ;-)

¥ HNetwerk Time Pretecel (MTP Wersien 3, server)
Flags: @xlc, Leap Indicateor: ne warning, Yersion number: NTP Wersien 3, Mode: server
Peer Cleck Stratum: secondary reference (2)
Feer Polling Interwal: 1@ (1824 sec)
Peer Clock Precision: @.@15625 sec
Root Delay: 2.8313 sec
Root Dispersion: B.0515 sec
Reference ID: 192.53.183.184
Reference Timestamp: May 15, 2017 @8:17:12,7267928@2 UTC
Origin Timestamp: May 15, 2817 @8:29:38.204929202 UTC
Receive Timestamp: May 15, 2817 @8:29:38, 226792008 UTC
Transmit Timestamp: May 15, 2017 @8:29:38.22679208@ UTC
¥ Extensien
v [Expert Infe (Warning/Protocel): Extension length @ < &]
[Extension length @ < 8]
[severity lewel: Warning]
[Group: Protocel]

ec f4 bb le 59 Fe 20 4c T2 a6 Sf 46 @8 @2 45 @@ FTT L TR S o
M 3 5c ds 20 @@ Fe 11 44 23 @3 c@ Fe @d Qa 8@ et DL Ll
253 14 22 7b @2 7b @@ 8@ 15 b9 lc @2 @3 fa 22 2@ T
23 20 22 2@ @d 2T c@ 35 &7 &8 dc ¢S =2 88 ba @f ..... f.5 gh ......
14 6f doc c3 e5 72 34 74 9 a7 dc ¢33 e5 72 3a ef - TR L . ri.
14 &f dc c3 % 72 3a @f 14 &f bS 1d @2 @2 @1 22 - TR L Y -
M Ff F2 7 AT e ab dl 4 @f @1 ce T4 8c ad PR o
@3 30 @b 21 dS &5 b8 65 @d 4a 44 Sc ef ec b es FOL O P S U L A
26 la cf 97 23 a9 2d 4f @3 @9 fb b@ 5f &2 28 &3 &...#.-0 ...._.(c
Fe 68 26 1% 19 d4 3b 6c 6c &d 92 46 @ bf 29 2a ~hoooapl ImlFLO g
Sa d3 H
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MS-SNTP Extensions — MS Message Analyzer

r search text nere.. p

fr Mame Value Bit Offset  Bit Length Type
Leap no warning {@x@a) a 2 Leap
Yersion 3 (8xa3) 2 3 Byte
Mode server (@xad) 5 3 Mode
stratum secondary server{via MTP) (8x22) & & Stratum
Pcll 18 (@xda) 15 a SByte
Precision -6 (@xFA) 24 a SByte
RootDelay 2048 (OxDP020204) 32 32 Int32
RootDispersion 3375 (@x@292802F) &4 32 UInt32
Referenceldentifier 192.53.183.104 Gg 3z Utility.IPvdiddress
ReferenceTimestamp @5.15.,20817 10:17:12.7270008 +82:09 (@xDCCIEZEEBAAF146F) 125 64 ULnts4
QriginateTimestamp @5.15.2017 10:29:38,2050080 +02:00 (@xDCCIESTIIMTLFIAT) 132 64 ULnts4
ReceiveTimestamp @5.15,2017 10:29:38,2270002 +B2:00 (@xDCC3IESTIZIABFL4GF) 256 &4 ULnted
TransmitTimeztamp @5.15.2017 10:29:38.2270000 +B2:08 (@xDCCIESTIIAGFL4GF) 328 G4 ULnted
ExtensionField Extendediuthenticator{KeyIdentifier=KeyIdentifierflags{Rid=151928832a,51gn. 384 576 NTP.Extendedivthenticator
* KeyIdentifier EKeyldenti-Fier‘Flags{Fiid=1519288328, Sign=8% 1384 32 NTP.KeyIdentifierFlags
Rid (19119101282111910900200202000028, ) 15192883208 (OXSAZEERAR) 3534 31 Int32
sign e e e e e e 8) (2x20020808) 415 1 Int3z
Reszerved 1 (@xdl) 414 & Byte
Flags a (@xad) 424 g Byte
ClientHashIDHints a (exaa) 432 8 Byte
sSignatureHashlD @ (@xoa) 444 & Byte
CryptoChecksum Blob{Dats=binary[127,114,116,127,226,171,209,148,15,1,198, 244,148, 13,3,45,.. 445 517 Utility.Blob
Datsa binsry[127,114,116,127,226,171,209,148,15,1,198,244,14a4,13,3,48,11,33,213,.. 448 512 BingryValue
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Windows w32tm as a NTP client for testing

B Corovindows\systern3omd.exe - wltrnexe fstripchart foomputen]92,168.0,107 — O x

wWlsersywfischer: A
Dwsersywfischer:

Dwsersywfischer:

ZUsershywfischers

wsershywfischers

Dwsersywfischer:

wUsersywfischers

wWlsershywfischer:s

Dwsersywfischer:

Dwsersywfischer:

ZUsershywfischers

C:ywlUsersiwfischer>w32tm.exe fstripchart fcomputer:192.168.6. 187
Tracking 192.168.8.167 [192.168.8.187:123].

The current time is 17.86.2617 14:11:35.

s s Es sl

14:11:35 d:+88.8612579s o0:+08.08122586s | * ]
14:11:37 d:+86.8428193= o0:+86.8818318s | * ]
14:11:39 d:+86.8567323= o0:+86.8876%941= | * ]
14:11:41 d:488.8471529s 0:+08.08845452:s | * ]
14:11:43 d:+88.8418538s o0:+88.86811184= [ * ]
14:11:45 d:+86.8515372s o0:+80.8868675s | * ]
14:11:47 d:+86.8457182= o0:+86.88496509: | * ]
14:11:49 d:+88.8423317s o0:+86.088151%6s | * ]
14:11:51 d:+86.85208665 o0:+86.88763309s | * ]
14:11:54 d:+86.8562848s o0:+80.8843264s | * ]
14:11:56 d:+86.8471392s o0:+80.8845586s | * ]
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AGENDA

Ox
TP 2 (O @
=

1 codewvireshark Code Reviewn =+

€ 8 https/fcodewireshark.orgfreview/gitweb?p=wireshark.gita=treef=epan/dissectors:h=546fchf52b8c12020a81e3902d2 11 1fe36a026e6:hb =HEAD

b Bl Bl B | ) '_ll:l'_hCL'l.llCﬁull [uyjuyu) | III'.‘ILUII | lavy
-y t-- - 9611 packet-prp.c blob | history | raw
~F-fe- - 308381 packet-ptp.c blob | history | rawr
“F- et 1206 packet-ptp.h blob | history | raw
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IEEE 1588 Precision Time Protocol (PTP)

 [IEEE 1588 Precision Time Protocol (PTP) is a highly
accurate distributed time synchronization protocol for
packet network

« [IEEE 1588-2008, as known as IEEE 1588v2 or PTPv2 is
the latest IEEE 1588 standard

Can direct map to Ethernet, or UDP IPv4.

Packet based timing distribution and synchronization.

Nanosecond to sub-microsecond accuracy

Low administrative effort, easy to manage and maintain

Low cost and low resource use, works on high-end or low-end device
Support redundant and fault-tolerant

No need to implement costly GPS or other dedicated timing network

SharkFest'17 US « Carnegie Mellon University * June 19-22, 2017



PTP Overview

» Peer-to-peer transparent clocks
* Time format

« Architectural choices

« Best master selection

* PTP profiles and conformance
« General optional features

« State configuration options

« Compatibility requirements
 Transport specific field

e Security

 Transport of cumulative frequency offset information
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Frequency and time Synchronization and Strategies

 Hierarchical architecture for clock and time distribution

 Accuracy better than NTP (from milliseconds to
nanoseconds)

* Distribute Time to places where GPS would be impractical
(e.g. DC)

« BMC (Best Master Clock) algorithm defines the "Grand
Master" used to synchronize a clock domain
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PTPv2 Transport

*PTP over IPV4
* PTP over IPv6

 PTP over Ethernet

* Note: 802.1AS over Ethernet (802.3) qualifies as a Profile of IEEE
1588-2008

* PTP over DeviceNET
 PTP over ControlINET
* PTP over IEC 61158 Type 10 (Fieldbus)
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PTP Packet/Frame Detalls

« Communication between master and slave use
multicast group address

* Event messages use UDP Port 319

* General message use UDP port 320

* Above applies to both unicast and multicast

* JANA also reserved additional multicast address

for PTP, currently it's not used

« 224.0.1.130
« 224.0.1.131
« 224.0.1.132
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PTP addresses

Ethernet and TP PTPv2 addreszing | IANA assignment Comments
(destination address)
PTP primary for all MAC 01-1B-19-00-00-00 From OUI 00-1B-19
except pdelay (Ethernet) assigned to IEEE
messages I&M Society TCO.
IPv4 224.0.1.129 Corresponds to
PTPv1 default domain
number.
IPv6 FF03:0:0:0:0:0:0:181 Value of X defines in
gection 2.7 of
[RFC4291].
PTP pdelay for MAC 01-80-C2-00-00-0E Allows transmission
pdelay messages {Ethernet) over Ethernet port
. blocked b
Note: might be used Ofog e oy aI’I?’eteype
for all PTP p &
. Protocol.
messages in the
scope of the address | IPv4 224.0.0.107 TTL must be get to 1
and cannot be routed.
IPv6 FF02:0:0:0:0:0:0:6B HI. must be set to 1
and cannot be routed.
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PTPv2 / General messages / Announce

Frame 4: 189 bytes on wire (872 bits), 1@9 bytes captured (872 bits) on interface @ Frame 17596: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on inter
Ethernet II, Src: Meinberg @@:&f:ice (ec:d4é:7@:0@:8f:ce), Dst: IPwdmcast @1:81 (@1:00:5e:@@:@1:81) v Ethernet II, 3rc: Meinberg @@:8f:ice (ec:45:7@:@@:8f:ce), Dst: IeecIiM:_802:00:20
Internet Protocel Wersion 4, Src: 172.27.75.1@, Dst: 224.8.1.129 Destination: Teeel&MS_22:00:08 (@1:1b:19:00:00:02)
User Datagram Protocol, Src Port: 328, Dst Port: 32@ Source: Meinberg_@@:8f:ce (ec:46:72:00:8f:ce)
% Precision Time Protecol [IEEE1SES) Type: PTPw2 over Ethernet (IEEE1S88) (@x85f7)
2202 .... = transportSpecific: @x@ v Precisien Time Protocel (IEEE158%)
. 1811 = messageld: Announce Message (@xb) 8202 .... = transpertipecific: @xd

. 1211 = messageld: Announce Message (@xb)
. @ele = versienPTP: 2
messagelength: &4
subdomainNumber: @
v flags: @x@@3c

. 8210 = wersionPTP: 2
messagelength: &4
subdomainNumber: @
¥ flags: @x@@3c
Bovr vivs wees swww = PTP_SECURITY: False

B ..v. -uu. -o.. = PTP profile Specific 2: False aé" Trrrorees e S Elg—SEC$3;TY; Fa%i? 2. Eal
veB. vivs wiie aw.. = PTP profile specific 1: False Trrorrrn oot o profi e speciTic £ e se
B ... wvew w... = PTP profile Specific 1: False

vBhi eier wn.. = PTP_UNICAST: False
ceB. euer wu.. = PTR_TUO_STEP: False

B wue- -u.. = PTP_ALTERNATE_MASTER: False 011819000000

..1. .... = FREQUENCY_TRACEAELE: True

By suw. wew. = PTP_UNICAST: False

soed e o TIHETRACERLE: True for non-peer-delay measurement mechanism messages
‘.. = PTP_UTC_REASONABLE: True (Announce, Sync, Follow_up, Delay Req, Delay Resp)

..8. = PTP_LI_59: False
..@ = PTP_LI Al: False

* correction: @.20@088 nanoseconds 0180C20000000E

correction: Ns: @ nanoseconds

correctionsublis: @.080020 nanoseconds for peer-delay measurement mechanism messages

ClockIdentity: @xecdsrefffeddsifce
SourcePortIn: 1 (Pdelay_Req, Pdelay Resp, Pdelay Resp_ Follow_up)
sequenceld: 383@2 — — - — —
control: Cther Message (5) control: Other Message (S)
logMessagePeriod: @ logMessagePeriod: @
originTimestamp (seconds): @ originTimestamp (seconds): @




PTP ToD

 [EEE 1588v2 PTP is capable of frequency, phase
and time-of-day synchronization

e Telecommunication industry requires the
synchronization of frequency, phase and time-of-
day

* Most of the applications in financial institute and
data center networks are interested in Time-of-
Day synchronization
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PTP — Wireshark Capture and Display Filter

 udp port 319 or udp port 320 or tcp port 319 or tcp port 320
 for PTP over Ethernet packets, specify:

"ether proto Ox88F7”

Zapkure filker for selected interfaces: | |ether proko Ox38F7
iZapkure filker for selected inkerfaces: | udp port 319 or udp port 320 or bcp port 319 or kcp port 320
A N &
| | ptpl
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PTP Clock Types

 Ordinary Clock (OC)

» Has a single PTP port in a domain and maintains the timescale of
the domain

* Boundary Clock (BC)

« Has multiple PTP ports in a domain and maintains the timescale of
the domain

* Transparent Clock

* Measures the time taken for a PTP event message to transit the

device
» Peer-to-peer transparent clocks (P2P TC) provide corrections for the propagation
delay of the link in addition to the transit time
» End-to-end transparent clock (E2E TC)
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PTP Clock Types

* Slave clock
A slave clock receives the time information from a master clock by
synchronizing itself with the master clock. It does not redistribute the
time to another clock

« Grandmaster clock (GM)

« A grandmaster clock is the highest-ranking clock within its PTP
domain and is the primary reference source for all other PTP
elements.
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PTP 1-step and 2-step clocks

» 1-step clock updates accurate timestamp (t1) in
Sync message
« 2-step clock sends accurate timestamp (t1) in a

Follow_Up message
« Simplify design while avoiding queuing noise
« Ease integration of security extensions
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PTP Clock Synchronization Process

. Sync Mr?:\fr i'::;
K'ﬁmes&an;;lys
. FO”OW Up ‘I’7 " \ Sync y
1 [ﬁ\A e
’ Delay ReqUESt Follow_up\.-___\* -
* Delay Response .
h\."""-P.‘?!?_'}{-’_ReSp
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PTP Clock Synchronization Process in Wireshark

F | ptp-workshop.poapng
File  Edit ‘iew Go Capture Snalyze  Statistics  Telephony  Wireless  Toaols  Help

4d B @ RE Res=2Z2¢ & 5= QAQQHF
A |ptp
Mo, Time Source Destination Pratocal  Info
4 3. 81926 172.27.75.1@ 224.@.1.129 PTPwZ dnnounce Message
r 12 @.333283 172.27.75.18@ 224.@.1.129 PTPw2 Swnc Message
13 @.332351% 172.27.75.18@ 224.@.1.129 PTPw2 Follc:w_Llp hessage
i 14 @. 342555 172.27.75.18@ 172, 27.75.18 PTPw2 DEla_‘:.-'_Req Hessage
15 8. 342786 172.27.75.1@ 172.27.75.108 PTPw2 Delay Resp Message
M iireshark - Flow . ptp-warkshop — O x
Ti 172.27.75.10 172.27.75.100 c . =
e 274,0,1,129 172,27,75.75 OmmeEn
0.051908 320 E e (il :-E 3z0 i i PTPvZ: Announce Message
1 1 1 1
0.333253 319 | Shuime Wil 314 ! ! PTEvZ: Sync Message
0,333515 320 Follows Up Message = D20 PTPv2: Follow_Lp Message
0, 342555 319 E.. Delay Rei] Message ! 219 i PTPw2: Delay_Req Message
0.342756 20 Delay_Pesp Message - 320 PTPwZ: Delay_Resp Message
0.542757 31 | Sync Message . 319 i PTEvZ: Sync Message
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PTPv2 Sync Message — verify by your own

. User Datagram Protocol, Sre Pert: 319, Dst Port: 319
Y Whe n WaS th IS? “ Precision Time Protocol [IEEELSES)
. ¥ oeeea .... = transportSpecific: @x@
L.@ ... = Wl Compatibility: False
. 2002 = messageld: Sync Message [@x@)

*Was the capture engine =z

subdomainbumber: @
v flags: @x2200

L L]
I n tl m e S n C ; Buive vane ane waas = PTP_SECURITY: False
L P - = PTP profile specific 2: False

. P = PTP profile Specific 1: False
- P = PTP_UNICAST: Fal
* Hint: Have a look at the I LR

.. . . Y T = PTP_ALTERNATE_MASTER: False

T ceer wwe. w.@0 ... = FREQUENCY_TRACEABLE: Fal
Orlgln ImeStamp and Convert It veer o wwes wes@ oo = TIME_TRACEAELE: False o

. B... = PTP_TIMESCALE: False
¥ Frame 12: 86 bytes on wire (688 bits), 86 bytes captured {688 bits) on interface @ sers wees see. 2@ = PTP_UTC_REASOMABLE: False

Interface id: @ [‘Device\NPF {BDSBE3FE-84FE-4308-A232-CAD212432BE8}) LT @. = PTP_LI 39: False

P [ Y @ = PTP_LI_G1: False
Encapsulation type: Ethernet (1) -

. . } ¥ correction: @.2002020 naneseconds
Arrival Time: Mar 9, 2017 15:33:45.8640258202 W. Europe Standard Time correction: Ne: @ manoseconds

correctionsubNs: @,22022@ nanoseconds
ClockIdentity: @xecde7efffeddsfce
] ] ] SourcefortID: 1
originTimestamp (seconds): 1489273662 sequenceld: 38302
. . . control: Sync Message (@)
originTimestamp (nanoseconds): 872158024 loghessagePeriod: @
originTimestamp (seconds): 1489073662
originTimestamp (nanosecends): $73158824

21 22 S5 @2 @1 81 ec 46 7@ 0@ 8f ce B8 22 45 @@ e Fopeea E.
2@ 48 28 f7 42 2@ @5 11 74 @7 ac 1b 4b @3 =@ @@ P [ P Y G
21 81 @1 3f 21 3f 22 34 1@ 18 @2 @2 22 2c 0@ @@ R . yee
22 22 22 02 22 22 22 22 00 00 Q2 88 82 @2 ec 45 L...iiih eeeaas F
7@ ff fe @2 8f ce @2 @1 95 Se @2 22 2@ 22 58 cl Poverrnr annnnn X.
75 fe 33 dd 8e c8 u.3...
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PTPv2 Transmission

* Mode:

* Unicast
* Multicast

 Rates:
e variable

e Timeouts
» variable

* TLV and Extensions
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PTP Grand Master (GM) selection

* GM-capable stations advertise that fact via
ANNOUNCE messages

* |f station hears from station with “better” clock, does not send
ANNOUNCE

 Settable “Priority” field can override clock quality

* MAC address is tie breaker
« Bridges drop all inferior ANNOUNCE messages

* Forward only the best
 Last one standing is Grand Master for the LAN

* GM is the root of the timing tree

* GM periodically sends the current time
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PTP Message Formats

* All PTP Messages consist of a header, body and
optional suffix

}4 PTP Message P{

34 Bytes Variable length Optional
i
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PTPv2 / General messages / Announce

Frame 4: 189 bytes on wire (872 bits), 1@9 bytes captured (872 bits) on interface @ Frame 17596: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on inter
Ethernet II, Src: Meinberg @@:8f:ce (ec:46:70:@00:5f:ce), Dst: IPwdmcast_@1:81 (@1:0@:Se:@@:@l:sl) ~ Ethernet II, Sre: Meinberg 0@:8f:ce (ec:48:72:80:8f:ce), Dst: IeceliM:_00:00:00
Internet Protocol Wersion 4, Src: 172.27.75.1@, Dst: 224.2.1.129 Destination: TeeeTiMS_8@:20:08 (@1:1b:19:02:02:2@)

User Datagram Protocel, Sre Port: 3208, Dst Port: 328
% Precision Time Protocol (IEEE1S&8)
2882 .... = transportSpecific: @xe
1811 = messageld: Announce Message [@xb)
2a1e = versionPTP: 2
messagelength: &4
subdemaintumber: @
¥ flags: @x@@3c
Bovr vivs wees swww = PTP_SECURITY: False

Source: Meinberg @@:8f:ce (ec:46:70:00:8f:ce)
Type: PTPw2 over Ethernet (IEEE1S88) (@x85f7)
¥ Precisicn Time Protocel (IEEE1SE8)

220a .... = transportSipecific: @x@
1211 = messageld: Announce Message ([@xb)
@ele = versienPTP: 2

messagelength: &4

subdomainNumber: @

v flags: @x@@3c

LB o... .. o... = PTP profile Specific 2: False Bevr e e e PTP—SECUSITY: Fa%S?
W@ vuur wees waa. = PTP profile Specific 1: False '@é' TrhrotrrT ot : EIE E:Z:;i: :E:z;;;z ii E:iz:
vBhi eier wn.. = PTP_UNICAST: False T e e )
- . B4 veen we.. = PTP_UNICAST: False
@ vvue we.. = PTP_TWO_STER: False o TR TG STER: False
<@ cee oo = PTR_ALTERNATE MASTER: False @ .... .... = PTP_ALTERNATE_MASTER: False
+lo ... = FREQUENCY_TRACEABLE: True 1. .... = FREQUENCY_TRACEAELE: True
+boeee. = TIHE_TRACEABLE: True .1 .... = TIME_TRACEABLE: True
1... = PTP_TIMESCALE: True 1... = PTP_TIMESCALE: True
-1.. = PTP_UTC_REASONABLE: True .1.. = PTP_UTC_REASONRELE: True

L@, = PTP_LI_5%: False
e e .8 = PTP_LI_Fl: False
* correction: @.20@088 nanoseconds
correction: Ns: @ nanoseconds
correctionsubNs: @.@00288 nanoseconds
ClockIdentity: @xecdsrefffeddsifce
SourcePortID: 1
sequenceld: 38382
control: Cther Message (5)
logMessagePeriod: @
originTimestamp (seconds): @

IPv4

.8, = PTP_LI_59: False

e e .@ = PTP_LI_&1: False
¥ correction: @.222222 nanoseconds
correction: Ns: @ nanoseconds
correctiensubls: @.20@0@8 nanoseconds
ClockIdentity: @xecdc7dfffeddsfce
SourcePortID: 1

sequenceld: 999

control: Other Message (5)
logMessagePeriod: @
originTimestamp (seconds): @



PTP Message Header

% Precision Time Protocol (IEEELSSS)
aaaa . ... = transportSpecific: @xa@
. 9008 = messageld: Sync Message (@x@)
. 9019 = versionPTP: 2
messagelength: 44
subdemainflumber: @
w flags: @x0200
£ = PTP_SECURITY: False
B = PTP profile Specific 2: False
e e e aaa = PTP profile Specific 1: False
@00 v..e ... = PTP_UNICAST: False
Sl oo oo = PTP_THO_STEP: True
B = PTP_ALTERNATE_MASTER: False
vees 280 ..., = FREQUENCY _TRACEABLE: False
....... @ .... = TIME_TRACEABLE: False
........ @... = PTP_TIMESCALE: False
vies waa. 2@, = PTP_UTC_REASONABLE: False
.......... @, = PTP_LI_59: False
daa aaas aaaa aas @ = PTP_LI_#1: False
* caorrection: @.000008 nanoseconds
carrection: ls: @ nanoseconds
correctionSublis: @.002008 nanoseconds
ClockIdentity: @0x63@5cafffe39dabce
SourcefortID: 1
sequenceld: 387
cantrol: Sync Message (@)
loghessagePeriod: @

« Common part of PTP

Message Header

Bits

7 | 6 | 5 | 4 3 | 2 | 1 l 0 Octets | Offset
transportSpecific messageType | 0
reserved versionPTP 1 1
messageLength 2 2
domainNumber 1 4

reserved 1 5

flags 2 6
correctionField 8 8

reserved 4 16
sourcePortldentity 10 20
sequenceld 2 30
controlField | 32
logMessagelnterval | 33

ariginlimestamp (seconds): @
ariginTimestamp (nanoseconds): @

Source: [IEEE 1588-2008, Table 18
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PTP Timestamps

° PTP use 80 b|t- control: Sync Message (@)

. logtessagePeriad: @
ariginTimestamp (seconds): 1489873662
TI m eStam pS ariginTimestamp (nanoseconds): 870155024
» They consist of a 48-bit

@1 00 Se @0 @1 81 ec 46 70 00 5 ce OF @0 45 @@ ..*....F p..... E.
part fOI’ SeCOHdS and a 00 48 28 f7 40 00 05 11 74 @7 ac 1b 4b 9a €0 08 LH(.@... t...K...
. @1 81 @1 3f 01 3f 00 34 10 15 00 02 @0 2c 90 @8  ...7. 7.4 .....,..
32-bit part for nanosecond 02 00 00 00 00 00 00 60 0 00 00 00 00 00 ec A6 L....... ... F
) oo4@ 7@ ff 00 91 95 92 @0 OF & .......... . . x|
* The time scale rolls over  e=e E N i

every 248 seconds

(8.925.512 years) , :
* Theoretical resolution of Time.sec Time.Frac

232 nanoseconds Seconds Nanoseconds

* Timescale from TAI 48 bit 32 bit

» also alternative timescale
possible
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PTPv2 Message Types

* Event messages (need to be accurately time

stamped)

e Sync

* Delay Req

* Pdelay Req
* Pdelay Resp

* General messages (not time stamped)

* Follow_Up

* Delay _Resp

* Pdelay Resp Follow Up
 Announce

 Signaling and Management
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PTPv2 Message Types

ptp.vd flags.specificd - PTP profile Specific 2
ptp.vd flags.timescale . PTP_TIMESCALE
ptp.v flags.timetraceable - TIME_TRACEAELE
ptp.vl flags.twaostep - PFTP_TWO_STEP

Value (Unsigned integer, 1 byke)

|III:x:|:|

Predefined Yalues

ptp.v2 flags.unicast - PTP_UMICAST

ptp.wd flags.utcreasonable - PTP_UTC_REASOMNAEBLE

ptp.vd fuprecisearigintimestamp.nanosecands - preciseOriginTimestamp (nanaseconds)
ptpvd fuprecisearigintimestamp secands - preciseOnginTimestamp (seconds)

Syne Message

Delay_Req Message
Path_Delay_Req Message
Path Delay Feasp Message

ptp.vdlaogmessageperiod - laghessagePeriod

ptp.v2.messageid - messageld

ptp.vl.messagelength - messagelength

ptp.v2.mm.action - action

ptp.ed.mm.AlternateMulticastSynclnterval - Alternate multicast sync interval
ptp.vd.mm.announceReceiptTimeout - announceReceiptTimeaout

Fallow_Up Message

Delay_Resp Message
Path_Delay_Resp_Fallow_Up Message
Announce Message

Signalling Message

IManagement IMessage

ptp.vd.mm.boundaryhops - boundaryHaops

Event messages General messages
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PTP — Sync Message (0x0)

Frame 12: 85 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @
Ethernet II, Src: Meinberg @@:8f:ce (ec:d6:70:08:8f:ce), Dst: IPwdmcast @1:81 (@1:02:5e:@@:81:51)
Internet Protocel Wersion 4, Sre: 172.27.75.1@, Dst: 224.8.1.129

Sync Message Format

User Datagram Protocel, Src Pert: 319, Dst Port: 319 Bits Octets Offset
¥ Precision Time Protocol (IEEE1S88) 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0
Voaeed .... = transportipecific: @x@ header (13.3) 34 0
L@ ... =¥l Compatibility: False —
2222 = messageld: Sync Message (@x@) originTimestamp 10 34

2218 = wersionPTP: 2
messagelength: 44
subdomaintumber: @

v flags: @020

B, .... ... ... = PTP_SECLRITY: False
@ ... ... ... = PTP prefile Specific 2: False
B oavs ovew wews = PTP profile Specific 1: False
JBe. ovay waw. = PTP_UNICAST: False
1. vver vu.. = PTP_TUO STEP: True
@ ..., .... = PTP_ALTERNATE_MASTER: False
L@, .... = FREQUENCY TRACEAELE: False
L@ .... = TIME_TRACEABLE: False
@... = PTP_TIMESCALE: False
.@.. = PTP_UTC_REASONABLE: False

.@, = PTP_LI_59: False

teie seee eae. ...B = PTP_LI_G1: False
¥ correction: @.02028Q nanoseconds
correction: Hs: @ nanoseconds

correctionSubls: @. 2020828 nanoseconds
ClockIdentity: @xecderefffed@sfce
SourcefortID: 1
sequenceld: 38302
control: Sync Message (@)
logMessagePeriod: @ Eve nt I I I eS S ag es
originTimestamp (seconds): 1489073662
originTimestamp (nanoseconds): 872158224
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PTP - Delay Reqg Message (0x1)

Frame 14: 9@ bytes on wire (72@ bits), 9@ bytes captured (722 bits) on interface @
Ethernet II, Src: Meinberg @8:8f:bf (ec:46:78:0@:8f:bf), Dst: Meinberg @@:8f:ce (ec:46:70:0@:8f:ce)

Delay_Req Message Format

Internet Protocol Wersion 4, Src: 172.27.75.1@@, Dst: 172.27.75.1@ Bits
User Datagram Protocol, 5rc Port: 319, Dst Port: 319 Octets | Offset
- e 7 6 5] 4] 3]z2]1]o
Precision Time Protocel (IEEE1S88)
V2083 .... = transportipecific: @x@ header (13.3) 34 0
@ v.. = W1 Compatibility: False originTimestamp 10 34

20@l = messageld: Delay Req Message (@x1)
2@ = versionPTP: 2
messagelength: 48
subdomainiNumber: @
v flags: @xe42a

B.v. vave wevw wew. = PTP_SECURITY: False
@ suet wves wew. = PTP profile Specific 2: False
e sues wves wew. = PTP profile specific 1: False
oo ves woo. = PTP_UNICAST: True
«eB .... .... = PTP_TWO STEP: False
..® .... .... = PTP_ALTERNATE_MASTER: False
.8 ..., = FREQUENCY_TRACERBLE: False
@ ... = TIME_TRACERELE: False
. @... = PTP_TIMESCALE: False
.@.. = PTP_UTC_REASONABLE: False

vave sues awas w.@. = PTP_LI 59: False
vave swes awas w..@ = PTP_LI_Fl: False
¥ correction: @.002808 nanoseconds V
correction: Ns: @ nanoseconds
correctionSubls: @.2222208 nanoseconds
ClockIdentity: @xec4e7afffe@@sdfbf

SourcePortID: 1
sequenceld: 529

s et e € Event messages

originTimestamp (seconds): 1489@73662
originTimestamp (nanoseconds): 873479141
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PTP - Path_Delay Req Message (0x2)

Frame 1: 68 bytes on wire (544 bits), &8 bytes captured (544 bits)

X i Pdelay_Req Message Format
Ethernet II, Src: RichardH_9@:89:ba (@Q:88:63:02:29:ba), Dst: LLOP_Multicast (0@1:82:c2:00:80:0e) -

¥ Precision Time Protocol (IEEELS88) Bits
¥ @080 .... = transportspecific: @x@ 7 | 6 | 5 | 4 | 3 | 2 | | | 0 Lz LR
L@ .... = 822.1a5 conform: False header (13.3) E7 0
2018 = messageld: Path_Celay Req Message (@x2) —
. - - Timesta 10 34
221 = versionPTP: 2 onon |mesedmp
resery: 10 44

messagelength: 54
subdomainiumber: @
¥ flags: @x20aa

Bove tver wees wew. = PTP_SECURITY: False
B ..e. wues wow. = PTP profile specific 2: False
@ viis wevs owe. = PTP profile Specific 1: False
2. ... ... = PTP_UNICAST: False
@ ... w... = PTP_TWO STEP: False
@ .... .... = PTP_ALTERNATE_MASTER: False
.@. .... = FREQUENCY TRACERELE: False
.@ .... = TIME_TRACEABLE: False
@... = PTP_TIMESCALE: False
.@.. = PTP_UTC_REASONAELE: False

.@. = PTP_LI 59: False
.@ = PTP_LI_G1: False

¥ correction: @.2@0222 nanoseconds
correction: Ns: @ nanoseconds
correctionsubNs: @. 220282 nanoseconds

ClockIdentity: axees@ssffffoeosha
SourcePortID: 2

sequenceld: 1118

control: Other Message (5)

logMessapeferiod: 15 EV e n t m eS S ag es
originTimestamp (seconds): 1163232201

originTimestamp (nanoseconds): 474852852
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PTP - Path_Delay_Resp Message (0x3)

Frame 1: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: HonHaiPr 15:ad:ad (P@:22:68:15:ad:ad), Dst: LLDP Multicast (@1:50:c2:00:00:0c) ECEVEEE LSS0 G
v Precision Time Protocol (IEEELSSES)

¥oaeal .... = transportSpecific: @xl Bits Octets | Offset
.1 .... = 8@2.1as conform: True 7 | 6 | 5 | - | 3 | 2 | 1 | 0
B@11 = messageld: Path_Delay Resp Message [(@x3) header (13.3) kTl 0
Pald = versionPTP: 2 - -
messageLength: 54 receiveReceiptTimestamp 10 M
subdomainNumber: @ requestingPortldentity 10 44
v flags: @x@202
@vr svew veve awe. = PTP_SECURITY: False
By wies wuee wwws = PTP profile Specific 2: False
L@ oaes ves e = PTR profile specific 1: False
@0 ... ... = PTP_UNICAST: False
.8 .... .... = PTP_TWO_STEP: False
.@ .... ..., = PTP_ALTERNATE_MASTER: False
.@. .... = FREQUENCY_TRACERBLE: False
L@ .... = TIME_TRACERELE: False
@... = PTP_TIMESCALE: False
.@.. = PTP_UTC_REASCMNAELE: False

.@. = PTP_LI_E9: False
.@ = PTP_LI_G1: False
* correction: @.208082 nanoseconds

correction: Ns: @ nanoseconds
correctionsubNs: @, 202220 nanoseconds
ClockIdentity: @x@@2268fffelSadad

SourcePortID: 1

sequenceld: 12§

control: Other Message (5)

loghessagePericd: 1

requestreceiptTimestamp (seconds): 1273726546

requestreceiptTimestamp (nanoseconds): 583340222 Eve nt I I I eS S ag es
requestingiourcefortIdentity: @x@@5843ff fedadlal

requestingiourcefortId: @
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PTP - Follow_Up Message (0x8)

Frame 13: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @
Ethernet II, Src: Meinberg @@:8f:ce (ec:46:7@:2@:87:ce), Dst: IPwdmcast @1:81 (@1:0@:5e:@2:081:81)
Internet Protocol Yersion 4, Src: 172.27.75.1@, Dst: 224.8.1.129
User Datagram Protocol, Sre Port: 32@, Dst Port: 328
Frecision Time Protocel [IEEELSES)
VoE@Eee .... = transportipecific: @x@
L@ ..., = ¥l Compatibility: False
1222 = messageld: Follow _Up Message (@x8)
2e1e = versionPTR: 2
messagelength: 44
subdomainNumber: @
v flags: @&:x0a02

Bies wven weas wea. = PTP_SECURITY: False
By i wiee awaw = PTR profile specific 2: False
W@ svev wves wwe. = PTP profile Specific 1: False
By vvee v = PTP_UNICAST: False
.@. .... .... = PTP_TWO STEF: False
L@ .... .... = PTP_ALTERMATE_MASTER: False
.@. .... = FREQUENCY_TRACERELE: False
.8 .... = TIME_TRACEABLE: False
@... = PTP_TIMESCALE: False
.@.. = PTP_UTC_REASCMABLE: False

.@, = PTP_LI_S59: False
e e .@ = PTP_LI_&1: False
¥ correction: @.222202 nanoseconds
correction: Ns: @ nanoseconds
correctionSubls: @. 202002 nanoseconds
ClockIdentity: @xecds7afffeddsfce
SourcePortID: 1

Follow_Up Message Format

Bits
7 6 [ 5[] 3] 2] o |2
header (13.3) kY] D
preciseOniginTimestamp 10 34

IPv4

sequenceld: 38302

control: Follow_Up Message (2)
loghessagePeriod: @

precisefriginTimestamp (seconds): 1489273662

General messages

precisedriginTimestamp (nanoseconds): 878210833
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PTP - Delay_Resp Message (0x9)

Frame 15: 173 bytes on wire (1384 bits), 173 bytes captured (1384 bits) on interface @
Ethernet II, Src: Meinberg_@@:8f:ice (ec:46:7@:@@:5f:ce), Dst: Melnberg @@:8f:bf (ec:d4s:7o:e@:af:bf) Delay_Resp Message Format
Internet Protocol Wersion &, Src: 172.27.75.1@, Dst: 172.27.75.122

User Datagram Protocol, Src Port: 32@, Dst Port: 32@ Bits Octets "
¥ Precisicn Time Protocol (IEEE1S588) 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0 E Offse
¥ PEE’ .... = transportSspecific: @xe
.@ .... = ¥l Compatibility: False header(13;}) 34 (
1221 = messageld: Delay_Resp Message (@x9) receive Timestamp 10 34
2a1@ = wersionPTP: 2 . -
uestingPortldent; i
messageLength: 128 req 9 ty 10 44

subdomainbumber: @
v flags: @xe4ee

Biew vuvs wees o wsws = PTP_SECURITY: False
@, ... su.s wu.. = PTP profile Specific 2: False
@ vive wues wuew = PTP profile specific 1: False
Lo oeao oo = PTP_UNICAST: True
@ vevr wu.. = PTP_TWO_STEP: False
L@ .... .... = PTP_ALTERNATE_MASTER: False
.@. .... = FREQUENCY_TRACEAELE: False
.@ .... = TIME_TRACEABLE: False
B... = PTP_TIMESCALE: False
.@.. = PTP_UTC_REASOMABLE: False

.@. = PTP_LI_S59: False
.@ = PTP_LI_&1: False

v correction: @.202802 nanoseconds
correction: Ns: @ nanoseconds
correctionSubls: @.202802 nanoseconds

ClockIdentity: @xecde7afffed@dsfce
SourcePortID: 1

sequenceld: 529

contrel: Delay Resp Message (3)
logMessageferiod: 127

receiveTimestamp (seconds): 1489073662 G e n e r aI m eS S a eS
recelveTimestamp (nanoseconds): 873482261

requestingiourcePortIdentity: @xecds7dfffe@dsfbf
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PTP - Path_Delay Resp Follow Up Message (Oxa

Frame 42: 96 bytes on wire (768 bits), 96 bytes captured (768 bits)
Ethernet II, Src: Accedian_@a:l4:a3 (@@:15:ad:@a:14:33), Dst: Fujitsu_lc:44:25 (@@:e@:22:1
Internet Protocol Wersion &, Src: 192.168.1.74, Dst: 192.168.1.159

Pdelay Resp Follow Up Message Format

User Datagram Protocol, Src Port: 32@, Dst Port: 328
¥ Precision Time Proteocel (IEEE1SES) [3it5
v @eed .... = transportSpecific: @x@ Offs
L campertbiiny: ralee 7] 6 | 5] 4] 3] 2] 1] o0 ] o
1108 = messageld: Signalling Message (@xc)
2a1@ = versionPTP: 2 header [13.3} M 0
messagelength: 54 —
subdomaintiumber : @ responseCriginTimestamp 10 kY. |
v flags: @xa4e0 - -
a... = PTP_SECURITY: False requestingPortldentity 10 44
.@ = PTP profile Specific 2: False

@
"

PTP profile specific 1: False
PTP_UNICAST: True
PTP_TWC_STEP: False
PTP_ALTERNATE_MASTER: False
FREQUENCY_TRACEARELE: False
TIME_TRACEAELE: False
PTP_TIMESCALE: False
PTP_UTC_REASONAELE: False
PTP_LI_59: False

eee e .@ = PTP_LI_Gl: False
v correction: @.0222@@ nanoseconds

correction: Ns: @ nanoseconds

correctionsubNs: @.@@2222 nanoseconds

ClockIdentity: @x@@15adfffedaldad
SourcePortID: 1

sequenceld: 21

control: Other Message (5)

logMessagePeriod: 127
targetPortIdentity: @x@@e@2afffelcdd2s
targetPortId: 1
¥ tluType: Request unicast transmission (4
lengthField: &
1211 .... = messageType: Announce Message (@xb)
General messages
period: every 2 seconds
rate: @.5 packets/sec
durationField: @@ seconds

.
1

=
oo
= e
[IT]
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PTP - Announce Message (0xb)

Frame 4: 182 bytes on wire (872 bits), 129 bytes captured (872 bits) on interface @
Ethernet II, Src: Meinberg @0:8f:ce (ec:46:70:00:8f:ce), Dst: IPwAmcast_@1:81 (@1:00:5e:00:81:81) Announce mFmat
Internet Protocel Wersion 4, Src: 172.27.75.1@, Dst: 224.8.1.129
User Datagram Protocel, Sre Port: 328, Dst Port: 328

s - Bits
Frecision Time Protocol (IEEE1S88)
¥ oReEd .... = transportspecific: @x@ 7 | G | [ | 4 | 3 | b | 1 | 0 Octets Offset
cee® ... = ¥l Compatibility: False
. 1811 = messageld: Announce Message (@xb) header {133} 34 0
. @21@ = versionFTP: 2
messagelength: &4 oﬁginﬁmestamp 10 34
subdomainiumber: @
v flags: @x@@3c currentUtcOffset 2 44
. = PTP_SECURITY: False
h heee eees sees = PTP_pr‘ofile specific 2: False Reserved 1 46
@ vues e wv.. = PTP profile specific 1: False gmndn‘ﬂslerF'nonl}r'l 1 AT
wees W@ ooo. oo.. = PTP_UNICAST: False
.. . = PTP_TWO_STEP: False grandmasterClockCuality 4 48
a8 ... = PTP_ALTERNATE_MASTER: False
..1. .... = FREQUENCY TRACEABLE: True grandmasterPrionty2 1 52
.1 .... = TIME_TRACEAELE: True "
. = PTP_TIMESCALE: True grandmasterldentity 8 53
. = PTP_UTC_REASONABLE: True
. = PTP:LI_;Q: False stepsRemoved 2 61
een e ..@ = PTP_LI_61: False timeSource 1 63
v correction: @.200082 nanoseconds

correction: Ns: @ nanoseconds

correctionsubNs: @.000882 nanoseconds
CleckIdentity: @xec4orsofffeddsfce
SourcePortID: 1

sequenceld: 38382
control: Other Message (5)
logMessagePeriod: @

originTimestamp (seconds): @

originTimestamp (nanoseconds): @

originCurrentUTCOffset: 37

priorityl: 128

grandmasterClockClass: &

grandmasterClockfccuracy: The time is accurate to within 1@@ ns (@xz21)

e mimesterClockariance: 13553 General mess ages

grandmasterClockIdentity: @xecac7of{feddsfce
localstepsRemoved: @
TimeSource: GPS (@x2@)
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PTP - Signalling Message (0xc)

Frame 42: 96 bytes on wire (768 bits), 96 bytes captured (768 bits)
Ethernet II, Src: Accedian_@a:14:33 (@@:15:ad:@a:14:a3), Dst: Fujitsu_lc:44:25 (@@:e@:0@:1c:44:25) Sunﬂ“g MESSEQ‘E Format
Internet Protocel Wersion 4, Src: 192.168.1.74, Dst: 192.168.1.159
User Datagram Protocel, Src Port: 32@, Dst Port: 320

¥ Precision Time Protocel (IEEE1GES) Bits
v 2082 .... = transportSpecific: @x@ DC[EE Dﬁset
0 T T Comparibiisey: False 7 s s a2 1o
... 1182 = messageld: Signalling Message (@xc)
. @018 = versionPTP: 2 header (13.3} 3 0
messagelength: 54 -
subdomainNumber: @ targeﬂ:‘ortldenhty 'H-J 34
v flags: @xa4o@
Burr aeee aeen e = PTP_SECURITY: False One or more TLYs M 44
... = PTP profile Specific 2: False
.a. = PTP profile Specific 1: False

.
1

.. PTP_UNICAST: True
.a. = PTP_THO_STEF: False . . .
....... @ .... .... = PTP_ALTERNATE MASTER: False A S'gnallng message IS used to
.a. = FREQUENCY TRACEAELE: False
........... a -

L hescas: rise transport a sequence of one or more

e e e TLV entities.

@
1

¥ correction: @.082@0@ nanoseconds
correction: Ns: @ nanoseconds

correctionsubNs: @.0822@8@ nanoseconds

ClockIdentity: @x@@15adfffe@aldad
SourcePortID: 1

sequenceld: 21

contrel: Other Message (S5)

logMessagePeriod: 127
targetPortIdentity: @:x@@e@@@fffelc4q2s
targetPortId: 1
¥ tluType: Request unicast transmission (4)
lengthField: &
1211 .... = messageType: Announce Message (@xb)
General messages
period: every 2 seconds
rate: 8.5 packets/sec
durationField: 30@ seconds
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PTP - Management Message (0xd)

Frame 4: 186 bytes on wire (848 bits), 1@6 bytes captured (848 bits)

Ethernst II, Src: HewlettP_e@:@6:d3 (b4:b5S:2f:e@:@6:d3), Dst: IPwAmcast_@1:61 (@L:2@:52:02:01:81) MmagememMessageFumlat
Internet Protocol Yersion &, Src: 1@.1.3.99, Dst: 224.@.1.129

User Datagram Protocel, 5rc Port: 328, Dst Port: 328 B,t
s D Ins
~ Precision Time Protocol (IEEE1SSS) Off
v @eed .... = transpertspecific: @@ 7 | G | [ | 4 | 3 | 2 | 1 | 0 Octets et
...® .... = ¥l Compatibility: False
. 1181 = messageld: Management Message (@xd) header (']33} 34 0
v @212 = versionPTP: 2 -
messagelength: &4 targele‘lldenIlty 10 34
subdemainbumber: @ -
v flags: exeeo startingBoundaryHops 1 44
Bivs vues warvs waa. = PTP_SECURITY: False bﬂ
- undaryHops
L@, ... .... .... = PTP profile Specific 2: False ryrop: 1 45
= PTP profile Specific 1: False Reserved actionField 1 46
= PTP_UNICAST: False
= PTP_TWO STEP: False Reserved 1 A7
- = PTP_ALTERNATE_MASTER: False
0. . = FREQUENCY TRACERBLE: False managementTLV M 48
.@ .... = TIME_TRACEABLE: False
. @... = PTP_TIMESCALE: False

.@.. = PTP_UTC_REASONAELE: False
..@. = PTP_LI_59: False
..@ = PTP_LI_F1: False
¥ correction: @.@@2020 nanoseconds
correction: Ns: @ nanoseconds
correctionsubNs: @.@0000@ nanoseconds
CleckIdentity: @xGa4debfffessazae
SourcePortID: 1

sequenceld: 236
control: Management Message (4)
logMessagePeriod: @

targetPortIdentity: @cffffffffffrfffff
targetPortId: E5535
startingBoundaryHops: @
boundaryHeps: @

. 0282 = action: GET (@)
tlvType: Management (1)

lengthField: 12
managementId: TIME (&287)
v data: 20002202200222000028

current time (seconds): @
current time {nanoseconds): @
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PTPv2 Coloring Rule

* Colors for various PTP message types

M tp-workshoppeapng
Eile  Edit Miew Go  Capture  Snalyze  Statistics  Telephorny  Wireless  Tools  Help

AW 1@ BRE Re=s=F a5/[Eaaan

|1 [ptp

Mo, Tirne Source Destination Proktocol  Info
4 2. 281926 172.27.75.1@ 224.8.1.129 PTPw2 Announce Message

C 12 @,.333283 172.27.75.1@ 224.8.1.129 PTPw2 syvnc Message
13 &.333515 172.27.75.1@ 224.8.1.129 PTPw2 Follow Up Message
14 @, 342555 172.27.75.12@ 172.27.75.18@ PTPw2 Delay Req Message
15 2. 342786 172.27.75.1@ 172.27.75.1@8 PTPw2 Delay Resp Message
1la B.342787F 172.27.75.1@ 172.27.75.188 PTPw2 swnc Message
17 B.342787 172.27.75.1@ 172.27.75.188 PTPw2 Follow Up Message
18 Q. 3e@429 172.27.75.108 172.27.75.75 PTPw2 Delay Req Message

* Wireshark Color Filters for PTP (Tutorial)

o https://www.iol.unh.edu/sites/default/files/knowledgebase/1588/Wire
shark color filters tutorial.pdf
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PTP Delay measurement

* Path delay mechanisms

 peer delay
 delay request response
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PTP and QoS

* For Carrier Ethernet Network (CEN), 1588v2
requires a dedicated CoS or even a dedicated
EVC — with stringent requirements on Frame Loss
Ratio, Frame Delay and Inter-frame Delay
Variation

* For L3 - IPv4/v6 - the Traffic Classifier (DSCP)
can be used for marking = Test with heavy Load
also ©
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PTPv2 / ptp.v2.an.grandmasterclockaccuracy

» Wireshark - Display Filter Expression value (Unsigned neger, 1 byte)

|

Predefined Yalues

The tirme is accurate to within 25 ns

H H _ - . . . .
| |":"F'F'|':-" a display filter ... <Ctrl-f= ] EXPress | The time is accurate to within 100 ns
The time is accurate to within 250 ns
M \Wireshark - Display Filter Expression 7 X . . T
Py The tirme is accurate to within T us
Fiedd Name Relation
TDlopei IEC 6070510 Ape | resant The tirme is accurate to within 2,5 us
104asdu « IEC 60870-5-104-Asdu == . . . .
e e et || The tirme is accurate to within 10us
SCOMANS SCom St | < The time is accurate to within 25 us
BLoWPAN . IPub over Low power .. <= . . . .
80211 Radio 07 11 radi mfor. || contens The time is accurate to within 100 us
802.11 Radiotap « |EEE 802.11 Radli... matches . . . .
Oy The tirme is accurate to within 250 us
e etoce The tirne is accurate to within 1 ms
ABF . STP Audio Format . . . .
BEL1 . ATH A6L1 The tirme is accurate to within 2,5 ms
ARLIA L ATM AALSSA Walue
e et IPI The time is accurate to within 10 ms
A-bis OML - G3M A-bis OML Predefine s —_ - - . .
ACAP . Application Configurstio.. ke to weithin 25 ms
ACH - Architecture for Control N, ) e e L
ACP133 . ACP133 Attribute Synta. ke ta within 100 rms
ACR 122 Advanced Card System...
ACSE: 50 850 O3 st ||| Search: |ptp.wZ.an.grandmasterclockaccuracy te to within 250 ms
ADE - Android Debug Bridge f ke to within 1 s
ADEB CS - Android Debug Bridge ..,
0B Sevice - Andtot Debug gl pkp.v2.an.grandmasterclockaccuracy == 0x20 i 10
ADP - &ruba Discovery Proto ke o werthin 5
ADwin - £Dwin cormunigflion p. ok G te fnsert this Bier
ADwin-Config « &Dwin gfnfigura... SE
i te to »105
AFP . Apple Filing
AFS (R - Andrafl File Systemn (A Zancel HElI:I
Agentx . &g .
a0t uthgflcation Header e PTP profiles
21 - 808 Instant Messenger v
Soarch [ € 1

o display fileer

s reserved
Cancel Help
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PTPv2 / ptp.v2.sig.tiv.tlv Type

* Reguest unicast transmission

» Switch from Multicast to Unicast

« Advantage from PTPv2 (PTPv1 only Multicast)

* tlvType: Request unicast transmission (4)
lengthField: &
1211 .... = messageType: Announce Message (@xb)
¥ leogInterMessagePeriod: 1
period: every 2 seconds
rate: 8.5 packets/sec
durationField: 30@ seconds

v tlyType: Grant unicast transmissien (5]
lengthField: &
1811 .... = messageType: Announce Message (@xb)
¥ logInterMessagePeriod: 1
period: every 2 seconds
rate: @.5 packets/sec
durationField: 388 seconds
....... 1 = renewallnvited: True
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PTPv2 / ptp.v2.an.tivType

* Demaos:
* Wireshark - Display Filter Expression

 Source on github for openptp © e s X
° I E E E M I B 802 i 1AS € | (© @ GitHub, Inc. (US) | https,//github.com fstefanct/openptp/blob/master/srofindude/pta_general h

typedef u8 ClockAccuracy;
enum ClockAccuracy_enum 4

CLOCK_25NS = @x2@,

http:/faananieeeB02.oraf1/F X 4 CLOCK_180NS = 8x21,
- cLock_2s@ns = ex22,
€ P D wwenieeeB02.0rgs1 filesfpublicMIBsAEEEBO21-AS-MIB-2012121200007 txt CLOCK_1US = @x23,

CLOCK_2_5U5 = @x24,

IEEES0Z1-AS-MIE DEFINITICHNS ::= BEGIN CLOCK_1@Us = 2x25
_____________________________________________________________ CLOCK_25U5 = @x26,

CLOCK_1B@Us = en27,
CLOCK_25@U5 = @x28,
CLOCK_1MS = @xr29,
CLOCK_2_SMS = @x24,
CLOCK_1@MS = @28,
CLOCK_25HS = @x2C,
CLOCK_1@@M5 = @n2D,
CLOCK_258M5 = @x2E,
CLOCK_15 = @x2F,
CLOCK_185 = 8x38,
CLOCK_OWERL®S = @r3l,

—- MIE for support of S02.145 Timinhg and Synchronization in
—— IEEE 80Z2.1Q Bridged Local Area Networks
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PTP Profiles

o | EEE-C37.238 Power Profile

« for power system applications

* |[EEE 802.1A5-2011

« for audio and video applications

*ITU-1 G.8265.1 Frequency Profile

« for frequency synchronization

* ITU-T G.8275.1 Time and Phase Profile with full
timing support (on new network)

* ITU-T G.8275.2 Time and Phase Profile with
partial timing support (on existing network)
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PTP Message Rates

* Different profiles have different message rates
+ G.8265.1

* Announce message rate
« Minimum rate: one packet every 16 seconds, Maximum rate: 8 packets per second,
Default rate: one packet every 2 seconds
e Sync message rate
« Minimum rate: one packet every 16 seconds, Maximum rate: 128 packets per second
» Delay Reg/Delay Resp message rate
» Minimum rate: one packet every 16 seconds, Maximum rate: 128 packets per second

« G.8275.1

« Announce message rate
» 8 packets per seconds

* Sync message rate
» 16 packets per seconds

» Delay Reg/Delay Resp message rate
» 16 packets per seconds
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MPLS Loss and Delay Measurement — RFC 6374

* Time, Time, Time ... also in the MPLS World

M idiveshark . Display Filter Expression ? >
Field Marme Relation
» MPLS Direct Loss Measurement (DLR) « MPLS Direct Loss Measurement (DLR is present A

rpls_prm.gtf - Querier timestamp format (OTF) =8

Yalue (Unsigned integer, 1 byte)

o

Predefined Yalues

Sequence Mumber A
Metwork Time Protocol version 4 84-bit Timestarmp

Truncated [EEE 15882 PTP Timestarnp

Unassigned (4-15 wvalid) W

Range {offset:length)

Search: |mpls_pr.qtf |

mpls_pm.gtf ==10
ok QX e dnsert ohis Siter

Zancel Help
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NTP & PTP Comparison

Peak time transfer error

Primary error source

Implementation

Mode of operation

On path support

Epoch

Monitoring and Management

>1ms

Router

Hard- or Software Server/Clients

Clients pull time from server

Non existent and not possible

0:00:00
1 January 1900

Exists (SNMP MIBs), Test Clients

> 100 ns

Router, Switches, Network Stack,
Port contention

Hardware (mainly Master)
Software (Clients, Slaves)

Master push time to slave

Not required,but possible through
transparent clock (enhances
performance)

0:00:00
1 January 1970

Extensive inband metrics for
monitoring and management
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Session Summary

 Highly accurate timing synchronization solution in sub-
microsecond level can be done by IEEE 1588 PTP

* [|EEE 1588 PTPv2 and NTP are widely used timing
synchronization protocols in the packet networks

 Data center switches support PTP in hardware today

* Delivery accurate timing information to client under heavy
network load must be tested

* PTPv2 solutions need to be carefully designed and
reviewed before enabled in production network

-2 WIRESHARK is the tool for displaying the different

time information, but remember the capture engine ©
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* Network Time Protocol Version 4 (NTPv4)

Extension Fields
* Multipath PTP/NTP (RFC 8039)
* Authentication with PTPv2
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Please provide Session Feedback

*Use the
guidebook
app on your
smartphone

* Fill out the
required
flelds

7 12:00 96 % .

< Details @

15: Wireshark & Time: Accurate
Handling of Timing When Capturing
Frames

Dienstag, 20. Juni 16:15-17:30

McKenna/Peter/Wright

Difficulty: Intermediate

Sometimes an analysis task requires accurate
handling of timing in capturing frames. Also, NTP
and IEEE 1588 PTPv2 (Precision Time Protocol) are
the most widely used time protocols for network
synchronization. These standard protocols are used
for time synchronization networking systems with
accuracies ranging from micro to milliseconds,
depending on different network environments. In
this presentation, we will dig into problems rooted in
time symptoms. Wireshark configuration profiles,
display filters, and color rules can provide specific
focus when you troubleshoot time issues.
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Slogan SharkFest 2017 from my party

Spanning Tree of Network Analyst

1. Listen
2. Learn
3. Practice
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Thank you for your attention !
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