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Dupes, Drops, and Misses, Oh My!
J. Scott Haugdahl and Mike Canney

Blue Cross Blue Shield of MN and Viavi Solutions

Validating Your Packet Capture: 

How to be sure you’ve captured correct & complete data for analysis

*New title; same product



*Source: Fast Company, then Google raw image search

SharkFest'17 US • Carnegie Mellon University • June 19-22, 2017

A Cool Visual

Dupes or drops here… …can throw us over here
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Oh the things you can find if you don’t stay behind!

~ Dr. Seuss



Why Duplicate Packets?

Capture “above and below” switches, 

internal firewalls, etc. in a single trace to 

check for presence, latency, drops

Often more convenient than multiple 

traces and provides a single timestamp 

source when capturing from visibility 

fabrics/packet brokers into one analyzer

Multi-tier, multi-path, multi-

tap capture across the 

enterprise 

Cisco “misconfigured” SPAN 

on VLANS or port channels 
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The VLAN SPAN Conundrum

SPANRX

TX

vlan 101 both

Solution: Pick VLAN in one direction & specific port(s) for the other*

monitor session 1 source vlan 101 rx
monitor session 1 destination interface Gi2/4

*Excellent article on all things SPAN – VACLs, VLANs, Virtual VLANS, RSPANS, redundant topologies, etc.

http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/ServerFarmSec_2-1/ServSecDC/7_VACL.html

SPANRX

TX

vlan 101 rx

Duplicate Packets
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http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/ServerFarmSec_2-1/ServSecDC/7_VACL.html


Deduplicating Packets

* http://blogs.cisco.com/security/span-packet-duplication-problem-and-solution

editcap, python scripts*, many analyzers, packet broker dedupers

Or in some cases, use Wireshark creatively!
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http://blogs.cisco.com/security/span-packet-duplication-problem-and-solution


Duplicate Packets: A Simplified Capture Scenario

Internal Firewall

LDAP Client

Packet Capture

SharkFest'17 US • Carnegie Mellon University • June 19-22, 2017 7



Hmm… It looks like we have a problem!

Or do we?
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A Closer Look

Thus Wireshark flags packet #10 as a retransmission.  BUT the packets were captured on two different segments as evidenced 

by multiple hints.  Can you spot them?

Packets #8 and #10 appear identical with the same packet length, IP addresses, TCP ports, and TCP sequence numbers.
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Using Wireshark to “dedupe”



 

Let’s tell Wireshark to ignore packets not in our VLAN (could we also use MAC addresses)?
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Could Also Export and Read Back In

Much better!
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If you keep your eyes open enough, oh, the stuff you will learn!

~ Dr. Suess



Why Dropped Packets?

 Overrun capture platform

 Aggregating TAP

 Inside Packet Broker/Visibility Fabric

 Oversubscribed mirror/SPAN port

 Error packets not forwarded to mirror/SPAN ports

 ?
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These are packets that are present yet not captured nor pre-filtered.
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Packet Drops:  At the SPAN

Look for TCP ACKed unseen segment and TCP Previous segment not captured

“Bar code” is not good!
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SPAN Drops:  A Graphical View

Note correlation to spikes in traffic.
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SPAN Drops:  How Bad?
Let’s isolate a stream

Per TCP sequence 

numbers, we should have 

2,227,300 bytes of payload
Last Seq # - First Seq # + 1 = 2,277,300 bytes of TCP payload

(or show relative sequence numbers in Wireshark) 

Yet our TCP conversation 

stats show 485k bytes or a 

loss of nearly 80%

Checking the expert stats, 

we see lots of drops relative 

to packets captured for this 

stream

Make sure this is checked








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Packet Drops:  At the Data Center Analyzer

Real-time Dashboard – Continuous Packet Capture

OK! OK! BAD!A packet FIFO (system RAM) acts as an elastic buffer between the NIC and disk 

until full in which case the entire FIFO must be written to disk before continuing!

Why?
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Looking Good… Wait, something’s going on! …Loss is catastrophic
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Packet Drops:  Catastrophic!
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Packet Drops:  Simple Packet Broker Case

Input CaptureMaps/Filters

Groups of 10 Gbps

Ingress Ports
High Bandwidth

Backplane

10 Gbps

Packet Capture
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Packet Drops:  Complex Packet Broker Case

Input ToolsMaps/Filters Deduplication

Groups of 10 Gbps

Ingress Ports

High Bandwidth

Backplane

Target Port is

10 Gbps
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Packet Drops:  Complex Packet Broker Case

Once again, look for ‘TCP ACKed unseen segment’ and ‘TCP Previous segment not captured’.
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Thank You!
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