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« Working at Airbus CyberSecurity

« Network analysis & forensics since 2003
« NetXRay, Sniffer Pro/Distributed, Clearsight
« Ethereal since... uh... version 0.9something

« Creator of
« TraceWrangler
 blog.packet-foo.com
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Tracewrangler?!

File and Task Concepts
Editing PCAP(ng)s
Extracting packets
Demos/Scenarios
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« Trace (,pcap") file manipulation toolkit

« Decodes protocol layers and performs tasks like
« Sanitization / Anonymization
« Layer removal/manipulation
« Packet/Flow extractions
* Merging
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() Wireshark /TraceWrangler  &i:

Wireshark Tracewrangler

Has a Gazillion of protocol dissectors 34 protocols parsed as of Sharkfest 2018

Displays decoded protocols Doesn‘t show protocol decodes

One file displayed/opened at a time Filelist can hold hundreds or thousands of
files

Supports powerful filters for everything Only very basic filtering (Addresses, Ports)

Conversation statistics for the current file Conversation statistics for all scanned files

No/very manual packet manipulation Fully automatic packet manipulation

features
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The file list
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* File details pane

* Shows file scan ——
results, if available = Lo 8 T e
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Use the ,,Add Files" button to add single or multiple files
via file dialog

»Add directory" to add all capture files found in a
directory (plus subdirectories by default)

Drag & drop

Via command line parameter (just specify the filename
with path)

Via pop-up menu
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* By default, Tracewrangler scans all files up to 50MB once
* Main purpose is to extract meta data about conversations and other

details
* Results are written to a database file —
* Scan threshold can be configured in it
preferences e P
* A setting of ,0" scans all files, regardless of size = == CE
* Database name and location can be configured
* Per default it's put into the same path as the S

files scanned
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.\ The meta data SQLite database ‘'

Tol’

3 B | HTTP Samples

File Home Share View
= w s » ThisPC » Boot(C) » Traces » Demo » Sharkfest 2017 » TreceWrangler » HTTP Samples
MName Date modified Type Size
3 Ouick access =
s HTTP Sample.pcapng 29.06,2014 02:21 Wireshark capture,., 10 KB
B Deckiop * = i : :
e HTTP Sampled pcapng 21.03.2014 11:36 Wireshark capture.., 10 KB
Downloads — 3 .
* ™ HTTP Sampled.pcapng 23082014 11:37 Wireshark capture.., 18 KB
=| Documents 4 traceintel.db 19.06.2017 22:00 Data Base File 184 KB
p— I-. re
¥ SOLite Manager - 7 Traces'| Demo'\ Sharidest 2077\ TraceWrangler\HT T Samples\tracesnteldk
Database Table Index Niew Tigger Tooh Help
ElE O L ek e m ety 5 | (SeectProbieDuabseg - o
A — Strisctare  Browse Bl Search  Execute SOL DB Settings
| » Mngter Tabde (1) TABLE filafist | Sawrch Shove Al Add Daphicame Ede
[+ Tables 211 — - - - -
PV r——— id filename filepath flesze filedate fullfilescann... pcapngstruc... conversatio.. - processingsiy. tasksprocess. fasiframetii.  fistemene..  lastframeti..  lestframena..
i sriissa [1 |nttp samnplea.. fetraceside . |2604 |oisnzz 1. |1 | |o [1 o |eona-gz-21 1 fuazesoon. faora-o3-21 1. J4sTiveonn
PrlEndpains iz [ ttp sarnple.... [etrmcesie.. |97a8 |2ta-08- 2.0, |1 | o [ 1] |ra0n-22 1 |s3ramon0  |2018-03-22 1., |S96730000
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Add Tasks

* Add a task to tell Tracewrangler what it should do:
* Sanitize/Anonymize
e Extract — Anonymize Files

Remove sensitive details

* Edit .

* Merge el
* Or use the tools: 5 Edit Files

e Conversation Summary Edit/remove layers

* Renaming files —> Merge Files

° Updating ﬁle timeStampS Merge and filter packets
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SharkFest 18 US

Tracewrangler Tasks:
Anonymization
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Removes/changes sensitive details from a capture file
* MAC Addresses, IP addresses, application payload and other things

Comes with a default preset
that should be fine in most
situations

* (Can be overriden with
a modified default

* The ,factory default"
can always be restored
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(.\ Sanitization — How it works

* Sanitization is a four step process:

1. Parse the packet bottom-up (e.g. Ethernet — IPv4 — TCP -
Unknown)

2. Extract all values (addresses, ports, flags, ...)
3. Change/remove all sensitive details of parsed values
4. Build new packet top-down (e.g. TCP — IPv4 — Ethernet)

* Everything that isn't understood by Tracewrangler will
not make it into the newly constructed packet!
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* All others are considered unknown payload, and cut ~_[jossm e
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SharkFest 18 US

Demo: Anonymization
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SharkFest 18 US

Tracewrangler Tasks: Editing
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(.\ Task Overview: Editing Packets ‘5t

* Mostly used to

* remove unwanted packet layers [ ||| O
* de-encapsulate protocols e
* convert link layer types oo
* fix badly sliced packets S a—
* Some features are also | S -
available via Wireshark CLI o

tools, e.g. reordercap and
editcap
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(N Editing — How it works

&»

* Editing packets (removing/converting protocol layers) is not just
.Cut away x bytes at static offset y"
* Protocol layers are parsed, determining protocol start and end offsets

* When removing layers, ,Next Protocol" fields are adjusted to correctly
link the remaining layers, e.g. Ethertypes:
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SharkFest 18 US

Demo: Editing packets
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D SharkFest 18 US

Tracewrangler Tasks: Extraction
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(.\ Task Overview: Extracting Packets

« The goal is to extract packets of interest from a
large number of packets

« This usually requires an idea what you want to have
extracted

« Most common use case: carving full TCP
conversations from big files

« Especially for situations where you have one packet
and need the rest of the same flow
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(.\ Extracting packets — How it works

« Tracewrangler uses the meta database to

« speed up the extraction process: positions of first
and last packet to carve are well known

 help the user looking up interesting flows

« Extracted packets can be written to a single file,
or to multiple files based on a file name
patte rn : File Qutput options

Filename: | <sourceip =, <sourceport >-<destinationip >, <destinationport = . pcapng e

Set output file timestamp to | first frame time e |
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SharkFest 18 US

Demo: Extracting Packets
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SharkFest 18 US

Demo: Tools
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Mail: jasper@packet-foo.com
Web: blog.packet-foo.com
Twitter: @packetjay




