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Know Abnormal,
Find Evil

Beginner Guide For Security Professional

Maher Adib
maher@ofisgate.com

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28



10110

List of Pcaps orf:

:9.‘

* https://www.cloudshark.org/captures/fce5f0ac3a50
* https://www.cloudshark.org/captures/d69e882c540f
® https://www.cloudshark.org/captures/77c0a7479¢e4e
* https://www.cloudshark.org/captures/cb3a30290372
* https://www.cloudshark.org/captures/a3882df6f4ee
® https://www.cloudshark.org/captures/263b0a95140b
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Develop «

Get Acqualinted «~

Get Help ~

What's on your network?

Ethereal-users: [Ethereal-users] monitor and analyze the users

Note: This archive is from the project’s previous web site, athereal,com This ist 15 no longoer active.

" otner onths [ A Maling Uiss
Toresaprey | Tovesa v

From: maher abedib <m2600E XX %X XN X K>
Date: Sun, 19 Nov 2000 07:21,26 +0800

H1 everyone,

I start using ethereal since Richard Sharpe give us a talk in LinuxWorld
Malaysia a few weeks ago.

when I fire up the ethereal ,wow
logging/do some their stuff like ftp,

I can see my users start to
telnet and etc.

>From there, I can monitor my users up to.But in order to monitor it, I
have to highlight and analyze some packet and use the option "follow tcp
stream"™ and then I can see every keystroke/data that my users type to
my Linux seérver.

If possible,I would like to know, can ethereal continuously monitor the
users keystorke, for example,I targeted this user(maher) and see this
every single thing that he do.What do I know is the ethereal is a
network protocal snalyzer.What is the differences between procotol
analyzer and keystroke monitoring{ monitar users live some sort like
capturing the tty users).Can ethereal be functional like that?

Anyway, thank you Richard for highlight/bring up some ethereal
development in LinuxWarld Malaysia.

regards,

maher adib

"l
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.\ Wireshark'ing+Pcaps Everyday ‘.
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Not an eas jo! o
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What My Company Think What What My Custome
I’'m Doing Everyday
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Thi»s is what | Do Everyday!
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& an of Shark Collector ,any thing! ‘.




InfoSec Institute Secgrity Training Share
Bhrs @ ) 20 mins

[FREE LAB] Threat Hunting: Zykion Trojan http://ow.ly/FKdi30jZaNP
#infosec #Zyklon #Suricata #Snort

~~_—-
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New Technology Uses UPnP Protocol to Avoxd DDoS

Threat Hunting — Zyklon Trojan Mitigation « Penetration Testing

from malware.trafficanalysis.net. The samples provided came from a case study known cybersecurity company Imperva issued a report on Monday that the..
RESOURCES.INFOSECINSTITUTE.COM SECURITYONLINE.INFO
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New Technology Uses UPnP Protocol to Avoid DDoS Mitigation

https://securityonline.info/new-technology-uses-upnp-proto.../

NTP Versian 7, privete
NP Sarvian 2, peivete
NI? Sarsian 2, privete
NT? Sarsien 2, peivate
NP Version 2, private
NIP version 2, private
NP versien 3, peivate
NP Veraieon 2, peivate
NIP Varsien I, privatwe
KIP Sarvion 2, private
NP wersian 2, peivate
NI® s ian 2, pcivate

NP Versien 3, prisate
MR Werian ) srinade
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| just published “Write-up of Malware Traffic
Analysis Exercise: DYNACCOQUNTIC”

NIt fanan

Write-up of Malware Traffic Analysis Exercise: DYNACCOUNTIC

As always thanks to Brad at hitps://www.malware-traffic-analysis.net for the great
exercises and constantly updating the exercise area of...

MikeR Following v
@nahamikaOl

Steve @stvemillartime + 8h 7
Yea so WFireEye FLAREs FakeNet-NG is my fav tool when it comes to simulating
mal C2, esp for analyzing malware using legit services for C2. Here we see SSL

comms to google docs, then we decrypt the stream to see the raw HTTP request
ddailypcap #fakenetting github.com/fireeye/fare-...

"wBFSDAfRcINBmIrAdajqoYhzhEYmEAGZ

-form-urlencoded

U; Android 2.3.3; zh-tw; HTC P

yMZMATTP/1.@ 200 OK
.13

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28



Wireshark For Security Pro’s!

Foliow

@ Justin Warner

Is there a Python web server giving 401 and

Nick Carr QitsReallyNick - Apr 30
APT32 triage makes you ask broad «DF|H questions:

? How many meows' and PE files shouid be in RTFs?
? Should RTFs make DNS TXT queries & can they have + and / in them?
? Any good? Chinese language threat intel reports?

requesting NTLM auth... maybe from WPAD?
Major lol if going to external host.
content:"|53696d706¢c6548545450|";content:
"|507974686f6e|";content:"|5757572d417574
68656e7469636174653a204e544c4d|";conte
nt:"401";http_stat_code; #dailypcap

o Wysaraet Temaler Pintacet i
ez SAmplaNTTy,

Serecc: SURLENTTIVE. G Python/2 T AN\ P
& Pyrensl.?

#sf18us e Computer History Museum, Mountain View, CA

o '
v oncdr

275 6464
656f
656f
4361
3235
3235
3037
6368
6833
3331

taRaaliyNieh

794d
7744
774d
7466
5¢61
325c¢
5¢c64
3331
3135
3530

656f
656f
656f
315c
6e73
7563
6566
3530
3036
365c¢

e June 25-28

_GPI Invitation-UNSOOC C

774d
774d
774d
6164
695c¢
315c
6630
365c¢
5¢73
7374

o

R




A
<O Fire Eye Products  Services  Solutions

Length

62 10?3 > 445 [SYN] Seq=0 Win=064240 Len=0 MSS=1460 SACK PERM=1
62 MS > 10’3 [SYN ACK] Seq=0 }.(kel \nn=8192 Lén=0 NSS5=1460 SACK PERM=1

Path: \\11.12.13,24\1°C§

Non specific error code

621075 > 445 [SYN] Seq-O mmauo Len-O MSS~1460 SAC&.PEN-'-'I
62 445 51075 [SYN, ACK] SNFO Ad(=1 h’\n 8192 l.en=0 H5S=1460 SACK_PERM=L

Partners

&
NO EMAIL VECTOR, ONLY SMB,
WE STILL ll.ﬂ"l' llllﬂ m L SPREAD
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You have a friend! Wireshark!

| admire your desire
be proactive in ferms of mitigating
network vulnerability. But: we really do
need 2 24/7 connection fo
the Internet.

IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES
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.\ You have a friend! Wireshark!




Objective

Wireshark is the de facto analysis tool across many fields. It's one of my go-to,
ultimate security tools for verification and validation. When investigating
possible security incidents, most of us start by firing up Wireshark and looking
for packets relating to a breach or issue running inside the network/security
infrastructure or devices. Sometimes it’'s very hard to locate issues and we don't
know where to start.

In this hands-on lab, the presenter will share his concept of "Intercept, Listen,
Discover, and Be Evil" with protocols by walking through real world exercises
designed to help ascertain breach possibilities, spotting the difference between
abnormal and normal traffic and demonstrating how to navigate and customize
your Wireshark dashboard. This is suitable for those who want to start learning

2oL UGS CACOELe ZAR LU M SasUn) PAv ey View, CA o June 25-28
I
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(.‘ The Communication f;m%
,No, | won't look
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(.‘ The Communication: The Tools ‘o f:
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TCPDUMP il ,‘
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Jmbe Frames
Port Nigoring
Flow Control
Graen Fadures
Loto Psctpcion
»  Secarity
» Trusks

—
==

EGRESS
5 i X
| :
2 ﬂ@_ﬂ
e INGRESS | _+* snIFFER B
Source Port Deahnahnn Port

H._. Switch(config)#monitor session 1 source interface gigabitEthernet 1/7 both
= Switch(config)#monitor session 1 destination interface gigabitEthernet 1/24
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|

D Man in The Middle (MITM) 01

1 O
Qr

Normal Communication

i .
user router server User A uses this
(Attacker MAC) S
Main-In-The-Middle Attack MAC address:
router |
= N . Broadcasting
spoofed MAC
address
user . server
attacker Mae in the madde
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(.\ What Is Your Goal?

” Peter Wu
ol ekensieyn

This happens way too often:

"help, need to learn wireshark"

"What is your goal?"

"hacking web password like gmail facebook”

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28
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What Is Your Goal? orf:

|

The real big question

Mow, the real big question is often somaething like this: "how can | capture pachets
from someone on another network than my own?", 5o let's say you're at home,
running Wireshark on your computer, and you want to capture packets of a friend
sittimg in his own home, at his own computer. This is like trying to read a postoard she
or heis sending via snall mall - you need to be at the right spot at the right time to see
it pass you by, or you can't read it obviously, It's the same with network packets on a
remote netwark - YoU need to gt physical access to it, ar you'can't capture any of it's
packets. So il you want to capiure packets with someane's Facebook password init,
you need to either be

The “Good” People
= physically connected to their network (good luck with that)
o physically connected to the Facebook network (pood luck with that)

« physically connected 1o any netwark in between those two (good luck with. ..
you get the drift)

https://blog.packet-foo.com/2016/07/how-to-use-wireshark-to-steal-passwords/#more-1244
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Time

9.160334
0.011761
0.029309
0.031753
0.085212
0.047256
0.031008
0.000002
0.228457
0.000158
0.003079
0.000130
0.004524
0.000009

Source

172.20.215,

172.20.212.
172.20.212.
172.20.214.

179
176
226

423-qbusjd115., L.

NPI27DB87.
172.20.212
172.20.212
fe80::401c
172.20.212
fe80::401c
172.20.212
fe80::401c
172.20.212

local
.179
.179
147d7..
.176
:47d7...
.176
147d7...

172.20.2..
172.20.2..
2955255 =
Broadcast
Broadcast
224.0.0...
224.0.0...
ff02::1:3
224.0.0...
ff02::1:3
224.0.0.
ff02::1:
224.0.0.

wi

NBNS
NBNS
ubp

ARP

ARP

LLM..
LLM..
LLM..
LLM..
LLM..
LLM..
LLM...

Info

Hello (state Standby)

Name query NB PMBIPRCIMB3<00>

Name query NB WPAD<@0>

49541 - 9273 Len=25

Who has 172.20,215.2137 Tell 172.20.214.189
Who has 172.20,215.2547 Tell 172.20.214.4

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

query 0xe843 AAAA PMBIPRCIM@3
query @xd@a5 A PMBIPRCIM@3
query 0x1bd7 A zeocybskgsipox
query 0x1bd7 A zeocybskgsipox
query 0x25b8 A tqfydkveyepackl
query 0x25b8 A tqfydkveyepackl
query 0x883c A borgghn

query 0x883c A borgghn
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To Conversation

Source Destination Protocal  Langth Infe

144226 172.20.212.176 224.0.0.252 LLMNR 64 Standard query @xlee9 A wpad

144227 172.20.212,176 172.20.215.. NBNS 92 Mame query NB WPAD<@@>
A
! 144229 172.20.215.252 224,8.8.5  OSPF 98 Hello Packet
) 144230 feB0::401c:47d7:8a. ff02::1:3 LLMNR 84 Standard query @xleeS A wpad
‘ 144231 172.20.212.176 224,0.08.252 LLMNR 64 Standard query @xlee9 A wpad
;' 144232 172.20.212.176 172.20.215.. NBNS 92 Name query NB WPAD<@@>

144233 Cisco_bc:fd:9¢ Broadcast  ARP th has 1?2 20, 215 233? 1?2 20,215,252

i44235 éi n;bc:?déﬁc e st l . I.I 4;1?67 Tell 1?2.23 215.252 o -

144236 172.20.215.252 224.0.8.2 H 2 Hello (state Active)
' 144237 172.20.214.226 255.255.25.. 458541 - 9273 Len=25

Y 144238 Cisco_dbief:la CDP/VTP/DT.. CDP 398 Device ID: NEC-@5-E@4_STD2.ntu.edu.sq Port ID: FastEthernetd/42
{ 144239 172.20.212.176 172,20.215.. NBNS 92 Name query NB WPAD<@@>
' 144248 Cisco_bc:fd:9c Broadcast  ARP 60 Who has 172.20.215.2147 Tell 172.20.215.252

144241 Cisco_bc:fd:9¢c Bruadcast ARP ] Hhu has 1?2 20. 212 57 Tell 1?2 23 215 252

144243 172.20.214.226 255 255 25»+ upp 67 49541 - 92?3 Len-?ﬁ

144245 155.69.5.177 172.28.214. TCP 60 135 - 51130 [ACK] Seq=1 Ack=1 Win=256 Len=1
144246 Cisco_bc:fd:9¢c Broadcast  ARP 60 Who has 172.20.212.2247 Tell 172.20.215.252

14424? Clscu hc fd 9c Broadcast  ARP 60 Hhu has 1?2 EE 215 211"l Tell 1?2 20.215. 252

144249 1?2 za 214 226 255.255.25,. 49541 - 92?3 Len 25
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I know this! What??? %

-

2t

58,193.9.288 atsweb.arvixe.

atsweb,arvixeclovd. 58.193.9,208 Fragmented IP protocol (proto=TCP 6, off=24928, I1D=Reef)

58.193.0.208 atsweb, arvixe, Unassigned {162])

3 J 4 ot € Ureg) 3 ! K= =11864 “lpt A PP, " s MRt
58,193, 9,288 BUSwWED, 3rVixe. 33998364 (PSH, ACK] Seq=11409 Ack=b Nin=118628160 Len=bS6 1Sval=s TSecr=3454849991 It's a Unix system — | know this
56.193.0.268 Btaweb. arvixe. 33998384 (PSH, ACK) Seq 12865 Ack=5 Win=118628160 Len=316 TSval=® Tsecr=3484849091

a ucb arvxxecluud_ 58 193 6 2@3

384+33998 IRS'Y

w

5.233.154.122 192,168.227.35 56256+420 Seq=1 Ack=1 Win=94836128 Leﬂ“a TSval=349095198] TSecr=2490051389
175,59.132.32 162.165.38.33 T 39871128 ALK} Seq=1 Acksl Win=94896128 Len=572 TSval=0 TSecr=3482057292
178,59.132.32 152.169.38.3% TP 39871.128 f, URG, CWR] Seq=573 Win=94896128 Urg=0 Len=582 TSval=@ TSecr=1488057282
175.59.332.32 192.163.38.39 TP 39871128 URG] $eq=115%5 Ack=1 Win=84396128 Urg=40650 Len=292 TSval=@ TSecr=3488057202
175.59.132.32 192.169.38.39 TP 39871128 Seq=1447 Ack=1 Win=94896128 Len=594 TSvsl=® TSecr=3488057202
175.59.132.32 192.165.38.39 T 39871-128 Seq=2041 Ack=1 Win=94836128 Len=274

175.59.132.32 152.169.38.3% T 39871.128 $eq=2315 Ack=1 Wine94896128 Lenab4Z TSval=3459052288 TSecr=3488057282
175.59.132.32 152.169.38.39 (¢ 39871-128 Sequ2857 Acksl Wins94896128 Len=675

192,169, 38.39 175.59.132.32 IPvé Fragmented IP protocol (protos=TCP 6, of{f=43256, 10=0911}

175.59.132.32 192.169.38,39 T 398714128 [PSH, ACK] Sequ3532 Acisl Win=94835128 Len=561 TSvols@ TSecr=3488057202
192.169,38.29 175.5%.132.32 1Pve Packet radio (21)

192,169, 38.39 115 58.132.32 TP l25<3987! IA(K xm) ch w1l A(x‘lﬂl Vlnb1597922$6 U’rglMul Ltﬂ'G -SV‘ll‘ﬂ TS(‘C(‘ '58@57060

wwon

wwn W

BEEREEEEEE

N

-

:

TCO TCP Port ",

175.59,132.32 192 169 38 39 TCP. 398714128 PSH, REK SQQMB‘)S Ackd Nlﬂ-‘)4396123 Lcﬂul?JB 'Sv\ﬂ-’ﬁ TStcr-G@&BS??B?

LTCP Provi

175,59.132.32 19?.169.38.39 TP 39871-128 PSH. A(K Sm~6257 A(Ml )llm’NSQGIZS LM-SGO TSvaha T%('-MBGS"O?

175,59,132.32 192.165.138,39 TP 39871-128 [RST, ALK, (wR) Seq=6824 Ack=1 Win=04896128 Len=1277 TSval=@ TSecr=3488857202
175,59,132.32 192.169.38.39 1Pvd O(N Measuresent (19)

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28



ARP Request
Destination MAC: FF:FF:FF:FF:FF:FF

» _

Computer & Computer B
192.168.1.1 192.168.1.2
MAC: AMA hMAC: BEE
ARP Reply

Source MAC: BBB
Destination MAC: AAA
Sig
Computer A Computer 8
192.168.1.1 1592.168.1.2
MALC: AAA MAC: BBB

F PAZHEY HEADER ooy swan = vy 51w, 180
e DRI T L T SR

FAALNCI M AN | $ SAZAKT MEASEH

e
IR T S0 pe
-

sunn
RS

DR o< (i i
|-

e ST Kvaomrerms (GO pu aic
S Aan M TV
o R T el s
SRSEICATON IR (ACTREATICATON
[P ———— Rediaalloel
s I G ) gt Bl e g S W) At iy |
.wﬁl!. e

HTTP Clients
(Web Browser)

THREE-WAY HANDSHAKE (TCP)

2

SYN = SYNCHRONIZATION

Master Agent

GET /| 5ET ﬂllpﬂ_[\!gl«

3

Discover

A 4

-
—

Offer

HTTP ‘ el Sl ¥ Request

T

o Request Message | |

=. — <) | | &
{ |- | 1 n | Acknowledge
& = HTTP I » —i|
= < Response Message | [P | | SS—
\\__,-— 7782/ I ] 4‘:’ | i i -

. |
HITP over TP HTTP Server (Web Server) yo——
¥

June 25-28

3

~
4

A

ACK = ACKNOWLEDGEMENT

.ll

C

L.
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(.\ Profile and Short-Cut Button! ?-’:T;

| QI ]
NETWORK | APPLICATION | SECURITY | TROUBLESHOOTING -> Role Based

MyProfile | MyWiFe | MyDad | MyMom | MyBOSS | IHateThisGuy | My-eX -> Relation Based

TCP | UDP | ARP | DHCP | OSPF | HTTP | DNS -> Protocol Based

So Many TCP? | UDP Flood? | Who's IP is this | DHCP rogue | OSPF
Authentication | Clear Text HTTP with Password | DNS Weird | | Don’t use this
Apps | Brute Force Password? | Any weird things pass to Security team!

ﬂ11 e 101

lllllll
01
l 1
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Na. Source Destnagion Probocoi  lesgth  Info
25 172.20,214,226 255.255.255.2.. UDP 67 49541 - 9273 Len=25
26 Toshibe_88:¢2:76 Broadcast ARP 60 Who has 172.2@.215.2307 Tell 172.20.213.220

172.20,215.252 224.0.9.2 HSRP 62 Hello (state Active)

28 Cisco_bc:fd:9¢ Broadcast ARP 66 Who has 172.20.214.176? Tell 172,20.215.252
30 hbsu-PC, local ffo2::c SSOP 208 M-SEARCH = HTTP/1.1
31 172.20.214.226 255.255.255.2. UDP 67 49541 -~ 9273 Len=25
32 Toshiba_BB:c2:76 Broadcast ARP 6@ wWho has 172.20.215.2307 Tell 172.20,213,2208
T BA220.215.085  204.0.6.2  HSRY 62 Hello (state Standby)
34 172.20,224.226 255.255.255.2.. UDP 67 49541 - 9273 Lea=25
» Frame 331 62 bytes on wire (496 bits), 62 bytes cap s =
» Ethernet II, Src: Cisco_42:dd:7c (8@:8c:cf:42:dd:7c) g:::::‘:wm :: 100:92)
» Internet Protocol Version 4, Src: 172.20.215.253 (17 .o .oy e Hastinet {224.9.9.2)
» User Datagram Protocol, Src Port: 1985, Dst Port: 19
» Cisco Mot Standby Router Protocol Apply as Column
Version: @
0p Code: Hello () L >
State: Standby (B) Conversation Fiver >
Hellotime: Non-Default (5) Colorize with Filter >
Holdtime: Non-Default (15) Foilow S
Priority: 100
Group: 3 Copy >
Reserved: ® Show Packet Bytes...
Authentication Data: Default (cisca) Export Packet Bytes... xH
Virtual IP Address: 172.20.215.254 (172.20.215.25¢ i provocol Page
Fiiter Field Reference
Protocol Preferonces >
Decode As..
3o 1o Linked Packoet
Show Linkad Packet in New Window
0BEH 01 00 Se @0 00 02 0B Oc cf 42 dd 7c 08 @4 45 c@ .. PO ST
0810 ©0 39 00 99 €2 99 02 11 53 e9 ac 14 d7 fd €0 88 . Dii.isy Seaviias
9020 @0 02 07 c1 07 c1 80 1c al d5 06 00 08 05 Of 64  ........ ceeeeead
0A30 @3 92 63 69 73 63 6f 22 90 90 ac 14 d7 fe aCi5C0¢ vuiaas
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(.\ Where To Look At? o

* Packet... g m

oField values

oPatterns

olypes

oPayload -
oTiming B meceneratiioet
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(D Lab: office_laptop.pcapng

« Let’s do this together!

« Tell me something about this pcap

« What do you see?

« Can you describe what's going on?
 It's normal? It's abnormal? Any evilness?
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(N Lab: maple-tree-inn.pcapng

« Try on your own!

« Tell me something about this pcapng

« What do you see?

« Can you describe what's going on?
 It's normal? It's abnormal? Any evilness?
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: Know Normal First! [httpreqgresp.pcapng]

dacom( RO Q«sEF IG5 FH aqaqlE
il Apply 8 diepley fMer ... <M -
M, Tima Source Dreatination Proteca! Langi® Info:
1 @.008080 192.168.0.3 103.198.68.75 HTTP 506 GET / HTTP/1.1
2 0.072794 103.198.68.75 192.168.0.3 HTTP 213 HTTP/1.1 394 Not Modified
3 5.690469 192.168.0.3 103,198.68.75 HTTP 509 GET /company/about.html HTTP/1.1

11 9.90284390 103.198.68.75 192.168.0.3 HTTP 796 HTTP/1.1 20@ OK (text/html)

12 3.752353 192.168.08.3 183,.198.68.75 HTTP 488 GET /solutions/img/logo_adrem.gif HTTF/1.1
= 13 9.019106 192.168.0.3 183.198.68.75 HTTP 480 GET /img/ico_fb_white.png HTTP/1.1
15 0.008212 103.198.68.75 192.168.0.3 HTTP 916 HTTP/1.1 200 OK (GIF89a)

17 69.4723. 192,168.0.3 183.198.68.75 HTTP 552 GET /company/contact.html HTTP/1.1

26 8.879125 103.198.68.75 192.168.0.3 HTTP 1186 HTTP/1.1 208 0K (text/html)

27 56.7267.. 192.168.8.3 183,198.68.75 HTTP 235 GET f HTTP/1.1

42 9.097341 103.198.68.75 192.168.0.3 HTTP 674 HTTP/1.1 288 0K (text/html)

43 9.0870695 192.168.0.3 103.198.68.75 HTTP 256 GET / HTTP/1.1

44 6.801899 192.168.8.3 103.198.68.75 HTTP 266 GET frobots.txt HTTP/1.1

55 0.026722 103.198.68.75 192.168.0.3 HTTP 538 HTTP/1.1 484 Not Found (text/html)

56 0.016507 192.168.8.3 103.198.68.75 HTTP 267 GET /sitemap.xml HTTP/1.1

61 6.0602580 103,198.68.75 192.168.0.3 HTTP 674 HTTP/1.1 288 OK (text/html)

62 8.020313 103.198.68.75 192.168.0.3 HTTR 539 HTTP/1.1 484 Not Found (text/html)

Frame 16: 1483

bytes on wire

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25

(11224 bits), 14@3 bytes captured
Ethernet II, Src: D-LinkIn d7:55:04 (28:10:7b:d7:55:84), Dst: Apple_94:88:52 (68:5b:35:94:B8:52)
Internet Protocol Version 4, Src: 183,198.68.75, Dst: 192.168.08.3

{11224 bits) on interface

Transmission Control Protocol, Src Port: 8@, Dst Port: 55545, Seq: 1, Ack: 415, Len: 1337

28



s 4

ﬁStarHub

STB INFORMATION DECODER INFO >
ST8 Model : Samsung GX-SH530CF
Firmware Version : 0TV5.1.2_BLD18.42e,08011'7, V20
CM Firmware ! S-SH530CFDEAG-0122
Ul Version @ 1.8.49Pr1

Bootloader Version - 8.09.54
MAC Address - 20:D5:BF:D7:1F:B7
ip Address - 10.27.30.167

Gateway - 10.27.01
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Lab: [sharkfestl18asia.pcapng]

Am i mTRE QeanEFIeE = qQaqwm
|W | Apply & display filter ... <&/f> £3 -| expression.. +*
M, Tirni — Seurcd Di!\ril"ﬂt":'.'ll___ Pratacnl Langeh Irifa
| 1 ﬁ,ﬁgﬁﬂﬁﬂ feB0::65:6ee2:2367:16.. ff02::16 ICMPv6 99 Multicast Listener Report Message v2
2 0.000004 172.16.45.72 224,0.0.251 IGMPv2 60 Membership Report group 224.0.0.251
3 p.e00GRS 192.168.2.41 224.0.0.1 IGMPv3 5@ Membership Query, general
4 p.ooeees 192,168.2.41 224.90.0.1 IGMPv3 5@ Membership Query, general
5 9.001587 Shenzhen_@5:2d:ff Broadcast ARP 60 Who has 172.16.43.1627 Tell 0.0.0.0
6 0.103045 172.16.43.185 224.0.90.22 IGMPv3 54 Membership Report / Join group 224.8.0.251 for any sources
7 8.612952 172.16.43.28 255.255.255.255 UDP 82 57621 - 57621 Len=48
8 8.613414 Blackber_31:dd:5@ Broadcast ARP 60 Who has 172.16.43.287 Tell 172.16.43.156
9 ﬁ 924943 172.16.45.211 224.0.0.22 IGMPv3 Eﬁ Hemhershlp REpurt [/ Join gruup 224 B B 251 for any sources

» Frame 1: 98 bytes on wire (720 bits), 9@ bytes captured (728 bits) on interface @

» Ethernet II, Src: Apple_40:8a:a4 (90:60:f1:40:8a:a4), Dst: IPvbmcast_16 (33:33:00:00:00:16)
* Internet Protocol Version 6, Src: feB@::65:6ee2:2367:168e, Dst: ff@2::16

+ Internet Control Message Protocol v6

feeB 33 33 00 00 0@ 16 90 60 f1 4@ Ba a4 B6 dd 6@ @@ 33 @

G016 P@ 02 90 24 @0 @1 fe 80 0@ 0O OO 00 0O 2@ 8@ 65 - e
B026 6e e2 23 67 16 Be ff B2 @O0 00 0D 20 00 00 @0 @@ n-#g

U030 9@ 00 90 o0 @0 16 3a 0@ @1 20 85 @2 00 00 Bf 00 ot

@940 c5 d3 @0 00 @0 01 04 PO PO OO0 ffE2 00 GO OB BB - - -

@050 00 00 PO 00 @O PO PR @@ €@ fb 000000
@ ¥ swartestiBasia peapng

Pachots: 75608 - Diaplayed: 26608 [100,0%) PrafTa: Sharkfest1aUS
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IDI.IG

Lab: [sharkfestl18asia.pcapng] Tq

https://stackoverflow.com/questions/21899933/network- https://awakesecurity.com/10-minutes-life-network/

broadcast-from-bluestacks-beacon-v1
Hmm, Spotify had a P2P Network?

network broadcast from bluestacks - Beacon-v1

4 The latest update of Bluestacks is sending a network breadcast every 2 seconds from port 10505
3 Beacon-v1|pcName|WindowsPC OpanSensor-v2|54321 A ‘ ‘ : : o DA sotcris
to IP 255.255.255,255

this wasnt happaning with the previous version, is this some autosyne announcemsant waiting to
{alk with another device? | dont want bluestacks talking 1o other networked devices unlass i tell it
to do s0. | havent checked off or agreed to anything yel thal says it requires a network broadcast

W i IS TOIS-A-17 20:33:00. 000000 DR 14 STEI1 295.7%3. 3338 AN W

: o - 17184 2006-948-17 20030184, 905400 ). 104 762 S 140 57621 0w
avan if it's only 53 bytes it's still network pollution to me. haw can | tum this off untl | actually want I 2017 20033000007 e S7en Cmmm— =53 a7e21 e
; e AR DL DN IAEA N AIAANE. ..., [ . 5. &4 ean_ama
it 7 thanks « Wrace 336: B0 Dytes o wire 1686 Bitsl, 80 Byter ceptured (688 Dats) on imterface 0

« Evharnet 11, Sec: NS 196 (Y, 00t: Broadcast (0f: € ICIPT0Ti00)
» fetarnet Protocel Varsion 4, Src; DNNEEENEYS 190 CRENNNEEE. 196), Ot (RN 49 OREED
» User Datagram Protacel, Sec Parst: 57002 (57421), Dst Part) 57621 (376210
v Date (44 bytes)
Bata: 37047 TESIAATANT NS TISMLL TEcaMOR IO ). . .
fLength: &4)
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Don'’t try this at horr

11
IS0 PN {0 A O |
WA mnnnn
L 1100 L0 A A
L {0
BN LR SO LN 0 N A I
L0 0 (£ 00 O
{0 L 160 R A
W omenn
LI (5811 0 S S O

(T II/IV" TR

|
il
|
|
]
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Owh my ISP! Tq %

No Time Dostnatior Pratocol Length 0 Info
372 0.000000 D-LinkIn_d7:55:0d IETF-VRRP-VRID_Od PPP PAP 64 500 Authenticate-Request (Peer-ID='maher910@unifi’, Password= "o s )
638 45.3987.. D-LinkIn_d7:55:0d IETF-VRRP-VRID_Od PPP PAP 64 500 Authenticate-Request (Peer-ID='maher910@unifi', Password= ~— )
649 0.041034 IETF-VRRP-VRID_@d D-LinkIn_d7:55:@d PPP PAP 62 500 Authenticate-Ack (Message='Authentication success,Welcome!')
Frame 372: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface @
Ethernet II, Src: D-LinkIn_d7:55:0d (28:10:7b:d7:55:0d), Dst: IETF-VRRP-VRID_@d (00:90:5e:00:01:0d)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 500
PPP-over-Ethernet Session
Point-to-Point Protocol
PPP Password Authentication Protocol
Code: Authenticate-Request (1)
Identifier: 1
Length: 33
* Data
Peer-ID-Length: 14
Peer-ID: maher910@unifi
Password-Length: 13
Password: : -

<4 v ¥ v vy
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I know VLANS!

No Time Source Destiration Brotecor Length D Into

" Configure IPv4: Using DHCP e
——— !
— p— {
—— ‘ ‘ IP Address: 192.168.30.4
o Subnet Mask: 255.255.255.0
Router: 192.168.30.254
21 { ! 1 { 6 DNS Server: |
285 30.227006 Cisco_64:8a:90 PVST+ STP 68 23 Conf. Root = 3276
» Frame 285: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface @ 'ul'fal'l1 D1['.i _
» Ethernet II, Src: Cisco_64:8a:90 (7¢:95:f3:64:8a:90), Dst: PVST+ (@1:00:0c:cc:cc:cd) Cor = e
+ 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 23 onnected -
000. .... +.vv «... = Priority: Best Effort (default) (@)
eee@ suus eses seee = DEI: Ineligible
...« 0000 0001 0111 = ID: 23 vian2020 ;
Length: 50 '. L EEE
+ Logical-Link Control Connected S
» Spanning Tree Protocol
9600 01 88 Oc cc cc cd 7c 95 f3 64 8a 90 81 00 00 17 |- -d = Eﬂ ﬂﬂ
0010 @0 32 aa aa 03 00 00 B6c @1 Ob 00 00 00 00 00 86 2 ‘o !1}
0020 17 7¢ 95 f3 64 82 80 00 00 90 @0 86 17 7c 95 f3 | R OB | v n #FTT %
9930 64 8a 80 80 10 00 00 14 00 02 00 Of 00 20 00 00 d 2 - Conneclted W

0040 0 02 00 17
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13887 HuaweiTe_4d:dd.. ARP who has

13898 HuaweiTe_4d:dd.. ARP 209 Who has 10.63.9.647..
13899 HuaweiTe_4d:dd.. ARP 209 Who has 10.63.7.165..
13960 HuaweiTe_4d:dd.. ARP e Vi S
139a= 14 DA O2ED 10 1T &2 A £ Trn : . .

| ® T e T maher — -tash — 80524

13¢ . "

13S€sStarting Nmap 7.12 ( https://nmap.org ) at 2016-12-16 11:43 MYT e/ et o e e

13§Nmap scan report for 10.63.63.254 I
13gHost is up (9.951s latency). -
3'»'Not shown: 999 closed ports EEs:- Using DHCP ~
:33 PORT STATE SERVICE VERSION Lﬁ.“; 10.63.29.198 Renow DHCP Loase
| 22/tcp filtered ssh . " ;
MAC Address: 28:6E:D4:4D:DD:B6 (Huawei Technologies) B 2ecansa020 pree clentio: i
13gWarning: 0SScan results may be unreliable because we could not find at least 1 o Mo 10.63.63.264
__pen and 1 closed port
» F Device type: switch %“‘-‘ Automatically <
g E’jRunning: Huawei VRP 3.X suter:
5 8OS CPE: cpe:/h:huawei:s2326 cpe:/o:huawei:vrp:3 Bes:
"0S details: Huawel S2326 switch, Huaweli 59300 switch, Huawel VRP 3 switch B
‘Network Distance: 1 hop fmth:
TRACEROQUTE
'HOP RTT ADDRESS
11 51.20 ms 10.63.63.254
0S and Service detection performed. Please report any incorrect results at https Cancal oK
> A‘ ://nmap.org/submit/ .
<'.Nmap done: 1 IP address (1 host up) scanned in 21.76 seconds | =
kittyhawk:~ mahers J F
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ospf.pcapng

4 = ® XRE Qe EF SIS EH QQAQE

R | Aoply a display filter ... <>

Mo _Hma B Dastination. Pratocc! Simee LERE Roater Asa B2 Auth Type e
1 0.000000 192.168.0.216 224.0.8.5 O0SPF  1.1.1.1  ©0.0.0.0 Null Hello Packet
2 9.7412685 192.168.0.216 224.0.0.5 0SPF 1.1.1.1 0.0.0.8 Null Hello Packet
3 9.985787 192.168.0.216 224.0.8.5 OSPF T 1. 1.1 9.0.0.8 Null Hello Packet
4 9,277899 192.168.08.216 224.0.0.5 0SPF .11 9.9.8.8 Null Hello Packet
5 9.657609 192.168.0.216 224.0.0.5 OSPF 1.1.1.1 9.0.0.9 Null Hello Packet
6 9.982329 192.168.06.216 224.0.0.5 O5PF 1.1.1.1 9.0.0.8 Null Hello Packet
7 9.138B848 192.168.08.216 224.0.0.5 0SPF 1.1.%.1 9.0.9.9 Null Hello Packet
B 9.618687 192.168.0.216 224.0.8.5 0OSPF I.1.1:1 9.0.0.8 Null Hello Packet

Frame 1: 9@ bytes on wire (720 bits), 98 bytes captured (720 bits) on interface @

Ethernet II, Src: Cisco_e9:d2:a@ (30:ed4:db:e9:d2:a@), Dst: IPv4mcast_@5 (01:00:5e:00:00:05)
Internet Protocol Version 4, Src: 192.168.0.216, Dst: 224.0.0.5

Open Shortest Path First

» OSPF Header

> DSPF Hello Packet

4 ¥ ¥ ¥
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=B OB PIHEBECEERITOQADR PENTESTER-R1#sh ip route
s [ NoseTye Codes: C - connected, S - static, R — RIP, M - mobile, B - BGP
- D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS leve
ia - IS-IS inter area, * - candidate default, U - per-user static
o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.0.1 to network 0.0.0.0

1.0.0.8/32 is subnetted, 1 subnets

' 0 1.1.1.1 [110/11) via 192.168.0.216, 00:00:51, FastEthernet@/®
Filter ['elh.addr- =98 Saeb:db 4. 3¢ && ospf __J Expression,.. Clear Save
No. l Time lSource . l[)estmation ]Time to live lProtocol lmfo

3429 8.462s5 192.168.0.216 ospf-all.mcast.net 1 OSPF Hello Packet
34 013s 192.16 y : 2 F 3 Description
3437 0.008s 19216 : 16 216 DB Description

3432 0.000s 192.7 0% .168.0.192 DB Description
3433 0000s 192.16 216 168, DB Description
3434 0.003s 152 g > 1680, ; Helio Packet
3435 0.006s 168.0.192 G 16 f Hello Packet
3436 0.005s 192 0. 1% ; 5 OB Description
3437 0.004s 192.1680.- 168.0.216 DB Description
3438 0.000s 192. R .168.0. DB Descnption
3439 0.006s 168.0.19- .168,0.216 DB Description
Y e -€=§ -~ @ maher — R — leinot 127007 2001 — N4=17
(Good: Fa

{Bad: Fals PENTESTER-R1(config~router)#network 0.0.0.08 255.255.255.255 a ©

Source: 19z PENTESTER-R1(config-router)#int fa0/0

Destination: PENTESTER~R1(config-if)#ip add

(Source Gee PENTESTER-R1(config-if)#ip address d

(Destination PENTESTER-R1(config-if)#ip address dhcp

< Open Shortest PENTESTER-R1 (config-if)#~Z
- OSPF Heade PENTESTER~-R1#

Version: 2 *Mar 1 00:04:57.811: %SYS-5-CONFIG_I: Configured from console by console
Message ' PENTESTER-R1#
Packet Ley*Mar 1 00:05:05.195: %DHCP-6-ADDRESS_ASSIGN: Interface FastEthernet®/@ assigned DHCP address 192.168.0.192, mask
Source 05 255.255.255.0, hostname PENTESTER-R1
Area lD: O
Checksum PENTESTER-R1#
Auth Type *Mar 1 99:95:12.683: R0OSPF-5-ADJCHG: Process 99, Nbr 1.1.1.1 on FastEthernet®9/0 from LOADING to FULL, Loading Do

Auth Data © .
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(Q Tips: Don't bring any taps! -
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(D Please authenticate me!

| CODE |
| - —-@
L X R , . _I

VERIFIED

Something you

HAVE

-
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4 ¥ ¥Y v ¥ ¥viwie

Time

99
100
101
102
103
104
105
106
107
108
109

Frame

[2 Reassembled TCP Segments (563 bytes)

0.000328
0.000197
0.000210
0.000323
0.031749
0.000049
0.000598
0.000024
0.000938
0.000024
0.049144
100: 127

Seurce Destination Protocol Length

192.168.0.3 192.168.0.1 TCP 568
192.168.0.3 192.168.0.1 HTTP 127
192.168.0.1 192.168.0.3 TCP 66
192.168.0.1 192.168.0.3 TCP 66
192.168.0.1 192.168.0.3 TCP 219
192.168.0.3 192.168.0.1 TCP 66
192.168.0.1 192.168.0.3 TCP 149
192.168.0.3 192.168.0.1 TCP 66
192.168.0.1 192.168.0.3 HTTP 71
192.168.0.3 192.168.0.1 TCP 66
192.168.0.3 192.168.08.1 HTTP 465

Hypertext Transfer Protocol

HTML Form URL Encoded: appllcat1on/x—www—form—urlencoded
item: "ACTION_POST" = "LOGIN"

item: "LOGIN_USER" = "admin"

item: "LOGIN_PASSWD" = ""

item: "login" = "Login "

» Form
» Form
» Form
» Form

62989 - 80 [PSH, ACK] Seg=1 Ack=1 Win=131744 Len=502 TSval=2148815..
POST /login.php HTTP/1.1 (application/x—www-form-urlencoded)

80 - 62989
80 - 62989
80 - 62989
62989 - 80
80 - 62989
62989 -+ 80

[ACK]
[ACK]
[PSH,
[ACK]
[PSH,
[ACK]

HTTP/1.1 200 OK

62989 -+ 80

[ACK]

Seq=1 Ack=503 Win=6864 Len=0 TSval=3463064 TSecr=..

Seq=1 Ack=564 Win=6864 Len=0 TSval=3463064 TSecr=..

ACK] Seq=1 Ack=564 Win=6864 Len=153 TSval=3463072..
Seq=564 Ack=154 Win=131584 Len=0 TSval=214881620 ..
ACK] Seq=154 Ack=564 Win=6864 Len=83 TSval=346307..
Seq=564 Ack=237 Win=131520 Len=0 TSval=214881620 ..
(text/html)

Seq=564 Ack=242 Win=131520 Len=0 TSval=214881621 ..

GET /index.php HTTP/1.1

bytes on wire (1016 bits), 127 bytes captured (1016 bits) on interface 0
Ethernet II, Src: Apple_94:88:52 (68:5b:35:94:88:52), Dst: D-LinkIn_d7:55:04 (28:10:7b:d7:55:04)
Internet Protocol Version 4, Src: 192.168.0.3, Dst: 192.168.0.1
Transmission Control Protocol, Src Port: 62989, Dst Port: 8@, Seq: 503, Ack: 1, Len: 61

#99(502). #100(61){
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Ed has a great quote on this: "If
a penetration tester promises
they will not crash a system, it
means they are lying to you, or
@ they are not planning on

-~ sending any packets to your &
network.” — Ed Skoudis



) Lab: [pentester.pcapng]

Adm o mNRE QenEFEIE §Qaaal
I \Apply a c!:!:_n-:_l.'..' filter . <¥/= m'l Expresaion...
= L e et PO ... - B . - _—
= 1 0.000000 192.168.0.1 192,168.0.57 DHCP DHCP Offer - Transaction ID @x2a7c5f36
= 2 @.004800 192,168.0.1 192.168.0.57 DHCP DHCP ACK - Transaction ID @x2a7c5f36
3 1,185361 192.168.0.1 192.168.0.57 ICMP Echo (ping) request id=0x2c1@, seq=8/@, ttl=64 (reply in 5)
4 .000017 192,168.0.57 8.8.8.8 DNS Standard query @x2e25 50A local
5 0.000003 192.168.0.57 192.168.0.1 ICMP  Echo (ping) reply  id=@x2c1@, seq=08/@, ttl=64 (request in 3)
6 0.023522 8.8.8.8 192,168.8.57 DNS Standard query response @x2e25 No such name SOA local 50A a.root-servers.net
7 2.221721 192.168.8.57 8.8.8.8 DNS Standard query @xca93 50A local
8 0.021747 8.8.8.8 192.168.0.57 DNS Standard query response @xca93 No such name SOA local SO0A a.root-servers.net
9 11.5780.. 192.168.0.57 192.168.0.255 BINP Scanner Command: Discover

10 @.eeeo1@ 192.168.0.57  192.168.8.255 BINP Scanner Command: Discover
11 9.018145 192.168.8.57 192.168.8.255  BINP Scanner Command: Discover
12 0.000008 192.168,.0.57 192,168.8.255 BINP Scanner Command: Discover
13 9.825021 192.168.0.57  255.255.255.255 LUDP 43784 - 3289 Len=15
14 1.885145 192,168.0.57 255.255.255.255 UDP 39531 - 1124 Len=37

15 6.795231 192.168.0.57 B.8.8.8 DNS Standard query @x33c5 A 2.debian.pool.ntp.org

16 0.0cepe2 192.168.0.57 8.8.8.8 DNS Standard query @xabcf AAAA 2.debian.pool.ntp.org

17 9.074097 8.8.8.8 192.168.0.57 DNS Standard query response @x33c5 A 2.debian.pool.ntp.org A 103.16.182.23 A 202.45.138.123
18 @.0eeoe3 8.8.8.8 192.168.0.57 DNS Standard query response @xabcf AAAA 2.debian.pool.ntp.org AAAA 2402:1f00:8000:800::8d2

19 @.eee928 152.168.0.57  103.16.182.23  NTP NTP Version 4, client
20 0.042235 103.16.182.23 192.168.8.57 NTP NTP Version 4, server
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(D Lab: [pentester.pcapng]

* Try to do on your own!

« Tell me something about this pcap?

« What do you see?

« Can you describe what's going on?
 It's normal? It's abnormal? Any evilness?
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Cookies anyone?

Cookie Insert Information Leakage

While cookie insert is a great persistence method, the default settings create some security
issues with information leakage. The default F5 cookie has the following format -

! BiGipServertest_pool=335653056.20480.0000

BIGipServer<pool name> =<coded server |P>.<coded server port>.0000

The cookie tells us the following information -

e BIGipServer - We now know that the server is behind an F5 Big|P device.

¢ <pool name> - The name of the pool as configured on the F5.

e <coded server |P> - The real IP of the server with a simple encoding method.

e <coded server port> - The real port of the server with a simple encoding method.
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Decode The Cookies

» [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Response Version: HTTP/1.1
Status Code: 200 ./BIG-IP_cookie_decoder.py 1695918272.20480.0000
[Status Code Description: O0K]
Response Phrase: OK
Date: Mon, 18 Jun 2818 ©5:53:17 GMT\r\n
Server: Apache\r\n
X-Powered-By: PHP/5.6.13\r\n
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT\r\n
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0\r\n
Pragma: no-cache\r\n
X—FRAME-OPTIONS: SAMEORIGIN\r\n
Content-Type: text/html; charset=UTF-8\r\n
Set-Cookie: PHPSESSID=1d@d@7a8iu6icl9s4bl7qf5p84; path=/\r\n
Set-Cookie: BIGipServerNEW_EPMS_VS=1695918272.20480.0000; path=/\r\n

[*] String to decode: 1695918272.20480.0000
[*] Decoded IP: 192.168.21.101
[*] Decoded portf 80
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\ More PCAPs To Enhance Your Skills

Q’ETRESEC

Cyber Defence Exercises (CDX)
This category includes network traffic from exercises and competitions, such as Cyber Defense Exercises
(COX) and red-team/blue-team competitions.

MACCDC - Pcaps from National CyberWatch Mid-Atlantic Collegiate Cyber Defense Competition
httes /i netresec com/pase=MACCDT

ISTS - Pcaps from the Information Security Talent Search

httes [ veww netresec com/7page=iST5

WRCCDC - Pcaps from the Western Regional Collegiate Cyber Defense Competition {(over 1TB of PCAPs)

hitws. /Zarchive weecde.org/pcaps/

Captures from the “2009 Inter-Service Academy Cyber Defense Competition® served by Information
Technology Operations Center (ITOC), United States Military Academy

http Jiwww wentooint edu/ore/SitePagns/Datasets asox

Experts in netwark security monitoring and network forensics

1 dVOd dVOd

MACCDC 2012

maccdc2012_00000.pcap.gz

e S

maccdc2012_00001.pcap.gz
maccdc2012_00002.pcap.gz
maccdc2012_00003.pcap.gz
maccdc2012_00004.pcap.gz
maccdc2012_00005.pcap.gz
maccdc2012_00006.pcap.gz
maccdc2012_00007.pcap.gz
maccdc2012_00008.pcap.gz
maccdc2012,_00009.pcap.gz
maccdc2012,_00010.pcap.gz
maccdc2012_00011.pcap.gz
maccdc2012_00012.pcap.gz

maccdc2012_00013.pcap.gz

maccdc2012_00014.pcap.gz
maccdc2012_00015.pcap.gz
maccdc2012_00016.pcap.gz

10110

ik

316M
279M
393M
481M
428M
227M
412M
344Mm
194Mm
218M
223M
276M
313m
532M
274M
301m
195m
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4 ¥ v v v}

Data:

9.036

0.151
0.061
9.471
0.148
9.053
6.671
9.144
0.051
2.099

209.200.39.18

192.168.1.70
209.200.39.18
192.168.1.70
192.168.1.70
209.200.39.18
192.168.1.70
192.168.1.70
209.200.39.18
192.168.1.70
192.168.1.70

[Length: 143]

'209 200.39.18 TCP

192.168.1.70 TCP
209.200.39.18 TCP
209.200.39.18 TCP
192.168.1.70 TCP
209.200.39.18 TCP
209.200.39.18 TCP
192.168.1.790 TCP
209.200.39.18 TCP

 209.200.39.18  TCP
Frame 4: 197 bytes on wire (1576 bits), 197 bytes captured (1 WikiProtocol Page
Ethernet II, Src: 2wire_2c:@b:15 (dc:7f:a4:2¢:0b:15), Dst: Mi
Internet Protocol Version 4, Src: 209.200.39.18, Dst: 192.168
Transmission Control Protocol, Src Port: 800, Dst Port: 59609 DecodeAs..
Data (143 bytes)
3232302d46696¢c655a696¢6c612053657276657220302e39. ..

59609 -

‘= 50| Collapse Subtrees

pand St hlf(’t

~y  Expand All
Collapse All

Apply as Column

-+ { Apply as Filter
50 Prepare a Filter

Conversation Fiiter
= | Colorize with Filter
- | Foliow

590 copy
-+ | Show Packet Bytes...
, Export Packet Bytes...

Go 10 Linked Packet

Filter Field Reference

A A1 fa)
Open Dota preferences.

Show Linked Packet in New Window

o¢ Win=17664 Len=143
¥? 4 Win=8049 Len=14
15 Win=17664 Len=64
O%l n=7985 Len=0
> @8 Win=7985 Len=13
> 28 Win=17408 Len=34
» N=7951 Len=0
» 42 Win=7951 Len=13
» 41 Win=17408 Len=15
0%0 n=7936 Len=0
O%X 57 Win=7936 Len=27

Show not dissected data on new Packet Bytes pane
Try to uncompress zlib compressed data

Show data as text
Generate MDS hash

Disable Data..,




4 ¥ ¥ v v

3 000
A 9.147
5 0.036
6 0.151
7 0.061
8 9.471
9 0.148
10 0.053
11 6.671
12 0.144
13 0.0851
14 2.099

192.168.1.70

209.200.39.18

192.168.1.70

209.200.39.18

192.168.1.70
192.168.1.70

209.200.39.18

192.168.1.70
192.168.1.70

209.200.39.18

192.168.1.70
192.168.1.70

[Length: 143]

209.200.39.18
192.168.1.70
209.200.39.18
192.168.1.70
209.200.39.18
209.200.39.18
192.168.1.70
209.200.39.18
209.200.39.18
192.168.1.70
209.200.39.18
209.200.39.18

TCP

TCP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

59609 -+ 800

800 ~ 59609

59609 - 800
800 - 59609
59609 -+ 800
59609 - 800
800 - 59609
59609 - 800
59609 - 800
800 - 59609
59609 - 800
59609 - 800

Frame 4: 197 bytes on wire (1576 bits), 197 bytes captured (1576
Ethernet II, Src: 2wire_2¢:@b:15 (dc:7f:a4:2c:0b:15), Dst: Micro-St_a6
Internet Protocol Version 4, Src: 209.200.39.18, Dst: 192.168.1.70

Transmission Control Protocol, Src Port: 80@, Dst Port: 59609, Seq: 1,
Data (143 bytes)
Data: 3232302d46696c655a696c6c612053657276657220302e39. .

[ACK]

[PSH,

[PSH,
[PSH,

[ACK]
[PSH,
[PSH,
[ACK]
[PSH,
[PSH,
[ACK]
[PSH,
bits)

=1 Ack=1 Win=8192 Len=0
ACK] Seq=1 Ack=1 Win=17664 Len=143
ACK] Seq=1 Ack=144 Win=8049 Len=14
ACK] Seq=144 Ack=15 Win=17664 Len=64
Seq=15 Ack=208 Win=7985 Len=0
ACK] Seg=15 Ack=208 Win=7985 Len=13
ACK] Seq=208 Ack=28 Win=17408 Len=34
Seq=28 Ack=242 Win=7951 Len=0
ACK] Seq=28 Ack=242 Win=7951 Len=13
ACK] Seq=242 Ack=41 Win=17408 Len=15
Seq=41 Ack=257 Win=7936 Len=0
ACK] Seq=41 Ack=257 Win=7936 Len=27
on interface @

:41:fd (d4:3d:7e:ab6:41:fd)

Ack: 1, Len: 143

.1"IIIIIIIIIIIIIII
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HVU_‘f1gé'iaéf1“?6"
0.147
0.036

9.151
0.061
9.471
0.148
0.053
6.671
@.144
0.051
2.099

192 168.1. 70
209,200.39.18
192.168.1.70
192.168.1.70
209.200.39.18
192.168.1.79
192.168.1.70
209.200.39.18
192.168.1.70
192.168.1.70 _ :
Frame 4: 197 bytes on wire (1576 bits), 197 bytes captured (1576
Ethernet II, Src: 2wire_2c:0b:15 (dc:7f:a4:2c:@b:15), Dst: Micro-St_a6:
Internet Protocol Version 4, Src: 209.200.39.18, Dst: 192.168.1.70
Transmission Control Protocol, Src Port: 800, Dst Port: 59609, Seq: 1,
Data (143 bytes)
Data' 3232302d46696c655a696c6c612053657276657220302e39...
- Tex [la  beta\r\ ~written by Tim Kosse (tim.kosse@filezilla-project.org)\r\n220 Please visit h

209.200.39. 1
192.168.1.70

209.200.39.18

192.168.1.70
209.200.39.18
209.200.39.18
192.168.1.70
209.200.39.18
209,200.39.18
192.168.1.70
209.200.39.18
209.200.39.18

TCp
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

] Seq=1 Ack=1 Win=8192 Len=0
ACK] Seq=1 Ack=1 Win=17664 Len=143
, ACK] Seq=1 Ack=144 Win=8049 Len=14

; ACK] Seq=144 Ack=15 Win=17664 Len=64
Seq=15 Ack=208 Win=7985 Len=0
ACK] Seg=15 Ack=208 Win=7985 Len=13

, ACK] Seq=208 Ack=28 Win=17408 Len=34

Seq=28 Ack=242 Win=7951 Len=0

, ACK] Seq=28 Ack=242 Win=7951 Len=13

ACK] Seq=242 Ack=41 Win=17408 Len=15
Seq=41 Ack=257 Win=7936 Len=0

, ACK] Seq=41 Ack=257 Win=7936 Len=27

on interface 0
41:fd (d4:3d:7e:a6:41:fd)

Ack: 1, Len: 143
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Firewall ACL Rules

Statistics Telephony Wireless ' Tools. Help
Firewall ACL Rules

¥ | 5 Q. , Before

DeltaAppication Source Destination Len Coloring Rule o
® " ® Wireshark: - Firewall ACL Rules - 1-No.peapng

¥ Netfilter {iptables) rutes for 1-No.pcapng, packet 16. Change eth0 to a valid interface it
needed.

# IPva source address,
Iptables --append INPUT --in-interface eth0 --source 172.19.16.133/32 --jump DROP

# IPv4 destination address,
Iptables --append INPUT --in-interface ethO --source 165.137.171.40/32 --jump DRO®

# Source port.
iptables --append INPUT --in-interface ethO --protocol tcp --scurce-port 459826 --jump DROP
ret

# Destination port,
Iptables --append INPUT --in-interface ethQ --protocol tep --scurce-port 80 --jump DROP

# IPv4 source address and port,
Iptables --append INPUT --in-interface ethQ --protocol tep --source 172.18.16.133/32 --source-
port 459286 --jump DROP

¥ IPv4 destination address and port.

Imsmblmm ALY G lmbmrdm e wtm N et e mmcmam SOL AN SR AN AN

Create rules for  Netfitter (iptables) 2] Inbound Deny

Help Copy Save
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(.\ Why Curiosity is Important ,,J*

wat chu got there

1. Keep an open mind

2. Don’t take things as granted

3. Ask questions relentlessly

4. Don’t label something as boring

5. See learning as something fun

6. Read diverse kinds of reading

*lifehacks.org Usually life is very simple...we
complicate it by imagining a non

existent problem..@ S EEEKR
#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28




‘ 10110
Key Takeaway 7

&» el
You might not follow the World Cup, but I'm
sure you know what an own goal is.
Painful, shameful and totally avoidable, it may L T

. . . [ ) — ——
look something like this: el o

Now, what does it have to do with
cybersecurity? Everything:

My friend, DON’T score an own goal just
by having a sloppy defence against
malware or other threat!

May Packet be the force with you... &
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Maher Adib.
Based in Kuala Lumpur,

Malaysia.

Email: maher@ofisgate.com
FB: OfisgateAcademy
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.\ Don’t forget to submit feedback! ‘o

Wi ALY P 102 AM 0 4y - wiATAY P 103 AM O 4%, ..
4 Deatails % < %

24: Know Abnormal, Find Evil: ¢ M a he r Ad i b ]

A Wireshark Beginner's Guide © ©On 2 scaie of 110 10, how much did you enjoy
for the Security Professional this session? |y

al e e - Based in Kuala Lumpur,
Malaysia.

@ Boole o Please give any feedback you have for the .
[
Difficulty: Beginner The best presanter in e works!

maher@ofisgate.com

many fieids, It's cng of my go-to, ultimate

security tools for veritication and validation -

When investigating possible security incidents Y F B u Ofl S ateAca d e m
most of us start by firng up Wireshark and “ L g y
looking for packets refating to a breach or issue

running inside the netwotk/Sacurity

infrastructure or devices. Sometimes It's very

hard to locate issues and we don't know where

v Added to my schedule Romove »
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